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Chapter 1

Introduction

PNT (Position Navigation Timing) information delivered by GNSS (Global Navi-
gation Satellite System) has become an implicit assumption of most transport and
infrastructure operations. Maritime navigation is a representative case: position
and timing feed voyage planning, electronic chart display, automatic identification
of vessels and the synchronisation of shore-side services, so that a corrupted or
denied PN'T solution propagates directly into situational awareness and into the
safety of navigation. The exposure of this dependency has grown faster than the
countermeasures: interference events affecting civil maritime and aviation users are
now reported regularly over entire sea regions [1], and the equipment required to
produce them is no longer confined to specialised laboratories, since general-purpose
SDR (Software-Defined Radio) platforms and open-source signal generators are
sufficient to synthesise counterfeit GNSS signals [2]. Resilient PNT, understood as
the ability of a navigation system to maintain a trustworthy solution, or to report
that it cannot, under degraded and adversarial conditions, has therefore become a
design requirement.

The vulnerability follows from the architecture of an open GNSS service. Signal
structure, spreading codes and message format are public, so that any manufacturer
can build an interoperable receiver, and the broadcast is one-way, so that a receiver
cannot challenge a transmitter, negotiate a secret or request a retransmission [3]. A
civil receiver consequently has no intrinsic means of establishing whether the signals
it tracks originate from the declared satellites. Galileo addresses part of this gap
with OSNMA (Open Service Navigation Message Authentication), a service that
embeds authentication data in the E1-B navigation message so that a receiver can
verify that the navigation data were transmitted by Galileo and were not modified
[4, 5]. Two limits of that service define the problem addressed in this thesis. First,
authentication applies to the navigation data and not to the physical signal, so
that neither the denial of the signal by jamming nor the rebroadcast of authentic
signals is covered by it. Second, OSNMA is normally consumed as a binary answer,
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Introduction

while the intermediate states that produce that verdict, such as the states of the
key chain, the origin of each authentication tag or the use of previously stored
material, are not exposed to the positioning engine, although they describe how
the answer was reached and under which conditions it failed.

Detection of interference and spoofing has been studied predominantly inside
the receiver, at signal level. Monitoring of the AGC (Automatic Gain Control) and
of the noise floor, signal quality monitoring based on the shape of the function,
multi-antenna processing and polarisation-based discrimination all achieve high
detection performance, and machine-learning approaches applied to the acquisition
surface follow the same principle [6, 7, 8, 9, 10, 11]. These techniques, however,
require access to quantities that mass-market receivers do not expose, and in
several cases dedicated hardware, which makes them difficult to deploy on the
commercial equipment actually installed on board. A complementary line of
work operates instead on the quantities that any receiver outputs, either through
statistical processing of raw measurements [12] or through learning models applied
to observables and receiver clock behaviour [13, 14, 15, 16]. On the cryptographic
side, navigation message authentication has evolved from early proposals based on
unpredictable signal content to the currently deployed service [17, 18, 19]. What
the reviewed literature does not provide is the combination of the two: the internal
states of the OSNMA protocol are not used as an observable quantity alongside the
physical measurements, and the two monitoring layers are evaluated separately.

This thesis addresses that combination at the observation and PVT level, using
low-cost commercial receivers and no access to the receiver internals. An OSNMA
processing library [20] and a Galileo-only single point positioning solver [21] are
integrated into a single pipeline that exposes every intermediate authentication state
together with the observables reported by the receiver, and that admits or excludes
satellites from the position solution according to their authentication status. The
pipeline is characterised on static recordings collected in nominal and obstructed
conditions, on live sessions with controlled start modes, and on a spoofing scenario
generated through an SDR whose ground truth is known by construction. A
data-driven detection stage is then built on the receiver observables alone, using
approximately five days of labelled Galileo E1 data from the Jammertest 2025
campaign, and is evaluated on days that are never part of the training data. The
main contributions are the pipeline and its diagnostic outputs, a feature set defined
from physical mechanisms rather than from observation geometry, an evaluation
protocol that assigns entire labelled transmissions rather than individual epochs
to a split, and a systematic comparison of temporal models against memoryless
baselines trained under identical conditions, which shows that the temporal context
does not improve detection on this feature set.

The objectives in this work are the following.

o To integrate OSNMA processing and Galileo-only single point positioning into
2



Introduction

one pipeline running on low-cost u-blox receivers (NEO-M8T, ZED-X20P),
producing per-satellite and per-subframe authentication states aligned in time
with the receiver observables.

o To characterise the behaviour of those states in reference recordings with open
sky view and with approximately half of the sky obstructed, and to determine
and interpret nominal behaviour.

o To quantify the effect of enforcing authentication on the position solution, by
comparing the solution computed from all tracked Galileo satellites with the
solution restricted to authenticated satellites.

o To measure the TTFAF (Time To First Authenticated Fix) across cold, warm
and hot start modes over repeated static sessions.

» To assess the detection of anomalous reception from receiver observables only,
with a model trained without attack labels, reporting ROC-AUC and F1 on
campaign days excluded from training.

» To assess the classification of nominal, jamming and spoofing conditions from
the same observables, over repeated splits assigned by transmission event, and
to compare every model with a memoryless baseline trained under the same
protocol.

Accordingly, the work answers the following research questions.

o How can the OSNMA authentication status be exploited at PVT level? Two
policies are compared on the same recordings: computing the solution from
authenticated satellites only, and computing it from all tracked satellites while
excluding those whose authentication failed. What is the resulting effect on
availability and on positioning accuracy in nominal and in obstructed reception
conditions?

o Can the comparison between an OSNMA-enabled solution and an unauthenti-
cated solution computed from the same measurements be used as a consistency
check, and does the discrepancy between the two behave as a detection quantity
in its own right?

» Are the observables reported by a low-cost single-frequency receiver sufficient
to detect and to identify interference at the observation level, using anomalies
of received power against elevation, receiver clock and Doppler behaviour, and
dispersion across satellites?

e Does temporal dependence improve that decision with respect to an instanta-
neous one on the same features, and how do the resulting models compare
with memoryless classifiers trained under an identical protocol?

3
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o Do the intermediate states of the OSNMA protocol carry information that the
observables cannot supply, and conversely? In particular, do the protocol states
resolve events that the observables leave ambiguous, and are they therefore
candidates for reducing the false alarms of an observation-level detector?

The thesis is organised in three parts. The first establishes the background
required by the rest of the work: the GNSS fundamentals and the threats affecting
civil receivers, and Galileo OSNMA together with the software architecture built
around it. The second describes the experimental work, from the setup and the test
scenarios to the methodology adopted for the observation-level detection models.
The third reports and discusses the results obtained for both monitoring layers,
and closes with the conclusions and the directions left open for future work.



Chapter 2

GNSS Fundamentals

2.1 Introduction

GNSSs provide PVT (Position, Velocity and Time) information by means of satellite
signals received and processed by a user receiver [22, Ch. 1, pp. 1-6]. In this chapter,
some fundamental GNSS concepts necessary for understanding the objectives of
this thesis are presented: the constellations considered in this work, the structure of
the Galileo E1 signal, the receiver processing chain that produces the observables,
and the computation of a position solution from pseudorange measurements.

2.2 GNSS Constellations

Several global constellations are currently operational. They differ in orbital
configuration, signal plan and services, but they share the same operating principle:
satellites broadcast time-tagged navigation signals, and the receiver estimates
its position and clock offset from the signals of multiple satellites in view. The
experimental work of this thesis is carried out on GPS and Galileo only, and the
description is therefore limited to these two systems.

GPS, operated by the United States, consists of satellites distributed across
six orbital planes at an altitude of approximately 20,200 km, broadcasting on the
L1, L2 and L5 bands; the L1 band is centred at 1,575.42 MHz. Galileo, developed
jointly by the European Union and the European Space Agency, comprises more
than 27 MEO satellites at approximately 23,222 km, broadcasting on the E1, E5
and E6 bands [23, 24]. The Galileo E1 band shares the same centre frequency as
GPS L1, which makes the two systems interoperable at receiver level.

Galileo is the system of interest for this work, because OSNMA is transmitted
on the E1-B component of its Open Service signal [4]. GPS is used in the controlled
spoofing scenario of Chapter 6, where the counterfeit signals are generated on L1.
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2.3 GNSS Segments

A GNSS can be described through three interacting segments [22, Sec. 2.1, pp. 7-18].
The space segment is the constellation itself: each satellite broadcasts ranging signals
and navigation data, with onboard atomic clocks providing the timing reference, so
that the receiver can estimate the signal propagation time and compute the satellite
position at transmission time. The ground segment monitors the constellation,
estimates orbits and clock corrections and uploads the navigation data to the
satellites; for Galileo, it is also responsible for generating and distributing the
authentication material required by OSNMA. The user segment consists of the
receivers, which acquire and track the signals, demodulate the navigation data, form
the observables and estimate the PVT solution; in an OSNMA-capable receiver
an additional software module processes the authentication fields and attaches
an authentication status to the navigation data. This subdivision is recalled here
because the authentication service follows the same architecture, as described in

Chapter 4.

2.4 Structure of a GNSS Signal

The signal broadcast by each satellite is built from a radio-frequency carrier, a
spreading code and a navigation message [22, Sec. 2.2, pp. 18-38|. The spreading
code, also called ranging code or PRN (Pseudo-Random Noise) code, is a binary
sequence that is multiplied with the navigation data before transmission, while the
navigation message carries the satellite clock corrections, the ephemeris describing
the satellite orbit, and health and timing parameters.

Two properties of the PRN codes are relevant to the following chapters. The
codes assigned to different satellites of the same constellation are nearly orthogonal,
which allows several satellites to share the same carrier frequency, as in the CDMA
(Code Division Multiple Access) scheme adopted by GPS and Galileo. In addition,
a PRN code correlates strongly with its local replica only when the two are aligned
in time, and the delay required for that alignment corresponds to the signal travel
time, which is the quantity from which the pseudorange is derived in Section 2.6.3.
The same correlation provides the gain needed to recover signals that reach the
antenna well below the thermal noise floor, as detailed in Section 2.6.

2.5 The Galileo E1 Signal

The Galileo E1 signal is transmitted at 1,575.42 MHz and comprises three com-
ponents [25, 26]. E1-A supports the Public Regulated Service, with encrypted
ranging codes and navigation data reserved for authorised users; E1-B carries the
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Open Service navigation data and is the component relevant to this thesis, since
the OSNMA fields are inserted in reserved bits of the I/NAV message without
modifying the basic open-service structure; E1-C is a ranging component without
navigation data. The E1-B ranging code has a length of 4092 chips at a chipping
rate of 1.023 Mchip/s, giving a repetition period of 4 ms.

The E1-B navigation message contains the satellite clock parameters, the
ephemeris, and health and timing information, which the receiver needs in or-
der to compute the satellite position and to correct the signal transmission time
[25]. These are the data whose authenticity is assessed by OSNMA; the correspond-
ing authentication fields are described in Chapter 4. All the recordings analysed in
this thesis are collected in Galileo-only, single-frequency E1 configuration.

2.6 Receiver Signal Processing

Carrier, spreading code and navigation message are recovered by the receiver
through a processing chain that turns weak radio-frequency signals into observables
and navigation data. Only the steps that are relevant to the monitoring performed
in this thesis are recalled here.

2.6.1 Front-End and Signal Acquisition

The antenna collects the composite signal broadcast by all satellites in view; GNSS
signals are transmitted with right-hand circular polarization (RHCP), a property
exploited by some anti-spoofing techniques discussed in Chapter 3. In the RF front-
end the incoming signal is filtered, amplified and down-converted to an intermediate
frequency, and an analog-to-digital converter (ADC) produces the digital samples
used by the rest of the receiver. The gain applied before the converter is set by
an automatic gain control stage, whose value is one of the quantities monitored
in Chapter 8. Acquisition then searches over the two-dimensional space of code
delay and Doppler frequency: a correlation peak above a detection threshold gives
a coarse estimate of both quantities, which is handed over to the tracking stage for
refinement.

2.6.2 Signal Tracking and Quality Monitoring

Tracking loops refine the carrier frequency, carrier phase and code delay estimates
of each acquired satellite, keeping them aligned with the incoming signal as it
evolves over time. Tracking also provides a direct measure of signal quality through
the carrier-to-noise density ratio (C/Ny), expressed in dB-Hz as the power of
the useful signal relative to the noise floor, and the signal-to-noise ratio (SNR),
defined similarly but normalized to the receiver processing bandwidth [22, Sec. 4.2,
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pp. 75-79]. These quantities are used throughout this thesis to characterise nominal
signal conditions and the anomalies caused by interference or spoofing, as discussed
in Chapter 3. Signal quality also depends on the observation geometry: signals
received at low elevation travel a longer atmospheric path and are more exposed
to multipath, which results in a lower C/Nj and a noisier code-delay estimate.
Receivers commonly apply an elevation mask to exclude low-elevation satellites,
and weight the remaining measurements by elevation in the WLS solution, as
discussed in Section 2.7.1.

2.6.3 Observables and Navigation Data

The main observable produced by the processing chain is the code pseudorange,
obtained by comparing the time of the received PRN code with the locally generated
replica:

R =c(t,—t), (2.1)

where c is the speed of light, ¢, is the time of signal reception, measured in the time
scale given by the clock of receiver 7, and #/ is the time of signal transmission, mea-
sured in the time scale given by the clock of satellite j. Alongside the pseudorange,
the receiver also produces the carrier phase and the Doppler observables. In parallel,
it demodulates the navigation message, obtaining the satellite clock corrections,
the ephemerides and additional parameters; from the ephemerides the satellite
orbit is determined, which allows the satellite position at each transmission time
to be computed, while the pseudoranges provide the measured distances between
receiver and satellites.

The measurement is called pseudo-range because the two epochs of Equation (2.1)
are read on two different and unsynchronised clocks, so the result differs from the
true geometric range between satellite and receiver. Following [22, Ch. 4, pp. 65-67],
the code pseudorange measured from satellite j can be modelled as

Ro=p +c(6t—0t)+T/ + a7 +TGD + M/ +&,  j=1,...,n, (22)

where p’ is the geometric range between the satellite position at transmission time
and the receiver position at reception time, ¢ and J#/ are the receiver and satellite
clock offsets with respect to system time, 77 and I? are the tropospheric and
ionospheric delays, &; is the frequency-dependent factor scaling the ionospheric
term, T'G D’ is the satellite instrumental delay, and M7 and &’ account for multipath
and receiver noise.

Among these terms, the satellite clock offset, the instrumental delay and the
ionospheric correction parameters are broadcast in the navigation message, while
the tropospheric delay is obtained from a model; they can therefore be grouped
into a single modelled quantity DY = —cét/ + TV + &1 + TG D’ and moved to
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the measurement side. Neglecting multipath and receiver noise, Equation (2.2)
becomes

R — D \J(al —a) 4+ (f — )’ + (5 —2)2 +¢ot,  j=1,....n (23)

where (27,97, 27) are the satellite coordinates, computed from the broadcast
ephemerides, and the right-hand side contains the four unknown parameters:
the receiver coordinates (x,y, z) and the receiver clock offset dt.

The receiver clock offset deserves particular attention, since it is the only one of
the four unknowns that is not geometric. It arises because the receiver oscillator,
typically a low-cost quartz, is not synchronised with GNSS system time and is
affected by drift; unlike the atomic clocks onboard the satellites, whose offset is
broadcast and can be corrected through D7, it cannot be known in advance. Being
common to all satellites tracked at a given epoch, it enters every measurement
equation with the same value and must therefore be estimated together with the
three receiver coordinates. At least n > 4 satellites in view are consequently
required to solve the system of Equation (2.3), whose resolution is the subject of
the next section.

2.7 Single Point Positioning

SPP (Single Point Positioning) is the standard GNSS code-based positioning mode
in which the receiver computes its solution from its own GNSS measurements and
the broadcast navigation data, without external corrections [27]. It is the mode used
throughout this thesis, and it provides meter-level accuracy, since the error sources
that are not compensated in its basic formulation, namely the residual ionospheric
and tropospheric delays, the broadcast orbit and clock errors and multipath, remain
in the solution. This basic PVT computation is the final consumer of the navigation
data whose authenticity is assessed by OSNMA in this work, which is why the
estimator is described here in the form in which it is later modified to account for
the authentication status of each satellite.
The quantity to be estimated is the true state

X = [rT b}T, (2.4)

where r = [z, y, 2]7 is the three-dimensional receiver position in an Earth-centred,
Earth-fixed frame and b = cdt is the receiver clock offset expressed as a length.
Given n pseudorange measurements collected at one epoch, the estimation problem
consists in finding the state that best explains those measurements in a weighted
least-squares sense. The estimator is a snapshot one: each epoch is solved indepen-
dently from the others, with no filtering across epochs, so that the solution of one
epoch cannot propagate an error into the next.
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2.7.1 Weighted Least Squares Estimation

The WLS (Weighted Least Squares) approach is the method most widely adopted
in SPP [22, Sec. 6.1, pp. 139-145]. Since the observation equations of Equation (2.3)
are nonlinear with respect to the receiver position, they are linearized around a
linearization point %*, and the solution is obtained iteratively through a Gauss-
Newton procedure.

In the implementation used in this thesis only the satellite clock correction
is applied to the measurements, while the tropospheric and ionospheric terms
of Equation (2.2) are left uncompensated and remain in the residuals; this is
consistent with the single-frequency code-only configuration adopted throughout
the experimental work.

At the first iteration the linearization point X° has to be initialized. In the
implementation used in this thesis the position is initialized from the reference
position of the recording, while the clock offset is initialized to zero at the first
epoch of a recording and to the value estimated at the previous epoch afterwards.
Given the current linearization point, the predicted geometric range to satellite ¢ is

Ty = Hrs,i - f'H, (2-5)

where ry; is the satellite position and t is the position part of the current lineariza-
tion point. The corresponding line-of-sight unit vector is
rs,i —r

e = — (2.6)
It indicates the direction along which a change in receiver position produces the
largest change in the computed geometric distance, and is used to build the design
matrix of the linearized system. Since the signal requires a finite time to travel
from the satellite to the receiver, during which the Earth continues to rotate,
the geometric distance is further corrected for this effect, known as the Sagnac
correction. The residual between the measured pseudorange and the value predicted
from the current linearization point is

y; = PR; — (ri +b— cdtsﬂ-) , (2.7)

where PR; is the measured pseudorange, b is the clock offset of the current lin-
earization point expressed as a length, dt,; is the satellite clock offset and c is the
speed of light. The residual therefore measures how much the current estimate
fails to explain the measurement, and is progressively reduced along the iteration.

The linearised observation model is built with a design matrix whose ¢-th row is

H; =[] 1]. (2.8)
10
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Each row of H relates a change in the unknowns to the corresponding change in the
predicted pseudoranges: the first three columns contain the negative line-of-sight
unit vector, while the fourth column is a unit entry. The negative sign reflects the
fact that a displacement of the receiver toward a satellite reduces the computed
distance to that satellite by the same amount; a change in the receiver clock offset,
instead, affects the computed distance to every satellite equally.

The weight matrix W accounts for the fact that the measurements do not all
have the same error variance. It is taken as the inverse of the covariance matrix
of the measurement errors, which reduces to a diagonal matrix of terms 1/02
when the errors affecting different satellites are assumed uncorrelated, so that
noisier observables have less influence on the estimate. Since o7 is not directly
observable, it is predicted from quantities available at the receiver. In SPP the
satellite elevation angle 6; is the most common choice, because signals received at
low elevation travel a longer path through the atmosphere and are more exposed
to multipath, and therefore exhibit a larger error variance. The elevation angle is
thus not a weighting criterion per se, but is the parameter from which the variance
is derived, through an elevation-dependent model of the form

2 o5
% sin? 0;’ (29)

where o is the zenith-referred standard deviation of the pseudorange error, so that
the weight assigned to each measurement reduces to sin? §; and the variance grows
as the elevation decreases.

The weighted least-squares correction to the current linearization point is then

Ax = (H'WH) 'H' Wy, (2.10)
with A% = [Az, Ay, Az, Ab]”. The linearization point is updated according to
%7 % A%, (2.11)

and the geometric distances, the line-of-sight vectors and the design matrix are
recomputed with respect to the updated point. As the estimate approaches the
solution, the magnitude of the correction decreases at each successive iteration.
The procedure is considered to have converged when the norm of the position
correction falls below a predefined threshold, typically at the sub-millimeter level,
and the resulting %X* is taken as the final snapshot position and clock estimate % for
that epoch. If convergence is not reached within a maximum number of iterations,
or if fewer than four satellites are available, the measurements of that epoch are
discarded so no solution is computed for it.
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Chapter 3

GNSS Security

3.1 Introduction

The previous chapter described how a GNSS receiver obtains a navigation solution
from public radio signals and broadcast navigation data. This openness is essential
for civilian accessibility, but it also means that a conventional receiver has limited
means to distinguish an authentic signal from a counterfeit or manipulated one.

Resilient PNT denotes the ability of a system that relies on position, navigation
and timing information to prevent the disruption of its PNT data, to detect a
disruption when it occurs, and to respond to it by maintaining a usable solution or
by declaring that none is available [28]. Resilience is therefore a property of the
whole PNT architecture, and it requires the disruption to be observable.

This chapter summarises the threats affecting a civil receiver, defines detection
and mitigation and the level at which each operates, and reviews the available
countermeasures, ending with the cryptographic ones, to which Galileo OSNMA
belongs.

3.2 GNSS Threats

GNSS receivers may be affected by natural propagation effects, radio-frequency
interference, hardware faults, or deliberate attacks. The threats most relevant to
this thesis are those that can alter the measurements or the navigation data used
by the receiver.

o Unintentional interference is any external radio-frequency emission that
degrades the useful GNSS signal without being aimed at it, for example
the harmonics or the out-of-band emissions of broadcasting systems such as
DVB-T falling close to GPS L1 or Galileo E1]29, 3].
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o Jamming is intentional interference aimed at preventing the receiver from
acquiring or tracking GNSS signals. A jammer does not attempt to produce a
valid navigation solution: it denies the service by raising the noise level or by
saturating the receiver front-end. When the jammer is aligned with the target
GNSS band, it reduces the carrier-to-noise density ratio of the received signals,
and if the interference power is high enough the receiver loses the tracking
loops|6, 3.

o Meaconing consists of receiving and rebroadcasting authentic GNSS signals
with an additional delay. Since the rebroadcast signal carries valid navigation
data, the receiver interprets the delay as additional propagation time and
computes an incorrect position or time solution[30].

e Spoofing is the generation or retransmission of counterfeit GNSS signals
intended to make the receiver compute a false PVT solution. Compared with
jamming, spoofing is harder to recognise, because the receiver continues to
operate while using manipulated measurements or data[2, 31, 12].

o Tampering refers to attacks requiring physical access to the receiver. In
the context of authenticated GNSS this is relevant because trusted keys and
cached authentication material are stored inside the receiver[5].

Comparable effects can also be produced downstream of the receiver, for example
by manipulating the reported position or the communication channel used to
transmit it. These cases belong to general cyber-security and are not addressed
here. This chapter focuses on upstream threats, where the disturbing signal reaches
the receiver antenna and can therefore be addressed by signal monitoring or by
authentication.

3.3 Detection and Mitigation of GNSS Interfer-
ence

Detection is the ability to recognise that a signal, a measurement or a navigation-
data set is not consistent with the expected behaviour of an authentic transmission|3,
2]. Detection can be performed at different levels of the receiver chain, and the
level determines both the information available and the equipment required:

« at signal level, on the digitised samples or on the correlator outputs, for
instance through the distortion of the correlation peak;

« at receiver level, on internal quantities such as the automatic gain control
setting or the tracking loop state;
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« at observation level, on the observables reported by the receiver, such as the
carrier-to-noise density ratio, the pseudoranges and the Doppler measurements;

« at PVT level, on the estimated solution and on its residuals, or on the
cryptographic verification result attached to the navigation data.

The output of a detection function is an alarm, a score or an authentication
label. The work presented in this thesis operates at observation and PV'T level,
since these are the only quantities available on the mass-market receivers considered
here.

Mitigation is the action taken after detection in order to provide a trustworthy
PVT solution, or to declare that no trustworthy solution can be computed. It may
consist of excluding a satellite, discarding a measurement, switching to another
sensor, applying spatial filtering or declaring the solution unavailable[32, 33].

The distinction between the two functions is particularly relevant for OSNMA.
The service verifies whether the received navigation data are authentic, and therefore
provides detection, but it does not prescribe how the PVT engine should treat
the data of a satellite whose authentication has failed or has not been completed.
That choice belongs to the receiver implementation and to the application policy:
discarding every satellite that is not authenticated increases the confidence in the
solution, but it also reduces the number of usable measurements and may leave
the receiver without a solution at all, particularly when the authentication fails for
reasons unrelated to an attack, such as a partially obstructed sky view or the loss
of the key chain. Availability and trustworthiness are therefore in competition, and
the trade-off between them cannot be resolved by the authentication service alone.

One step of this thesis operates exactly at this interface. The positioning engine
described in Chapter 4 allows the authentication status of each satellite to be
enforced or ignored, so that the same measurements can be processed under both
policies. The objective is to quantify how the use of the detection result affects the
availability and the accuracy of the position solution, in nominal conditions as well
as under the attacks considered in this work.

3.4 Anti-Spoofing and Anti-Jamming Techniques

GNSS protection techniques can be grouped into non-cryptographic monitoring
methods and cryptographic schemes. The first group uses properties already
available in the received signal or in the receiver observables. The second group
modifies the signal or the navigation message by adding authentication or encryption
mechanisms.
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3.4.1 Non-Cryptographic Detection Parameters

Non-cryptographic techniques do not require a modified GNSS signal. They search
for inconsistencies in receiver observables or in signal-domain quantities, compared
against expected values and thresholds. Typical examples include:

e Received power and AGC monitoring: spoofing typically raises the
received signal power, which drives the receiver AGC (Automatic Gain Control)
to reduce its gain in order to avoid saturating the ADC; monitoring these gain
variations can therefore reveal an attack[7, 6].

o Time-of-arrival and pseudorange consistency: spoofed signals are rarely
perfectly consistent with the authentic constellation geometry, so comparing
the pseudoranges, which are derived from the arrival times, across satellites
can reveal inconsistent measurements. This is the basis of RAIM (Receiver
Autonomous Integrity Monitoring); when an inconsistent measurement is not
only flagged but also removed from the position computation, the process is
known as FDE (Fault Detection and Exclusion)[34, 35].

« SQM (Signal Quality Monitoring): operates on the correlator output
rather than on PVT-level observables, looking for a distorted or split correlation
peak. A spoofing attempt can produce a secondary correlation peak alongside
the authentic one, which MPD (Multi-Peak Detection) techniques are designed
to identify; when the spoofed and the authentic delays are too close to be
resolved as separate peaks, monitoring the shape of the combined peak for
distortion remains a useful indicator[36, §].

e Angle or direction of arrival: exploits differential carrier-phase mea-
surements between multiple antennas. Since a single ground-based spoofer
generates all its counterfeit signals from the same physical location, they arrive
from the same direction, unlike genuine signals from satellites spread across
the sky[9].

« Signal polarization: authentic signals are transmitted with a pure RHCP
polarization (Section 2.6.1), and acquire a degraded LHCP component only
through multipath reflections that differ satellite by satellite; the signals
of a spoofer, following a single path from transmitter to receiver, tend to
share an unnaturally consistent polarization signature across all counterfeit
satellites[10].

o Inertial measurements: tightly coupling GNSS with an IMU (Inertial
Measurement Unit) provides an independent estimate of motion that does not
rely on radio signals; a divergence between the GNSS-derived trajectory and
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the inertial one is a detection parameter, and the inertial solution can also
serve as a temporary mitigation while the GNSS solution is suspect[37, 38].

These techniques can be effective, especially when combined, but they are
not cryptographic proofs of authenticity: they infer an attack from a physical
inconsistency, and their performance depends on the receiver hardware, on the
environment and on the sophistication of the attacker. Several of them also require
access to signal-level or receiver-level quantities, or additional hardware such as
multiple antennas or an inertial unit, which restricts their applicability on mass-
market equipment, where the cost and the complexity of the countermeasure must
remain compatible with the expected threat level.

3.4.2 Cryptographic Authentication and Encryption

The idea of authenticating GNSS signals is not recent. Early proposals suggested
exploiting unpredictable information in the signal or in the navigation data, so
that a spoofer unable to predict it could be distinguished from an authentic
transmitter[17]; these were followed by schemes based on secret spreading sequences
and by navigation-message-only authentication[18], the latter still vulnerable to
replay attacks[19]. Galileo has since taken a lead among the GNSS providers by
including a navigation message authentication service in its Open Service baseline,
which reached Initial Service Declaration in 2025 [4].

Cryptographic approaches introduce information that an attacker is not able to
forge. They are classified according to the part of the signal they protect and to
whether they authenticate or encrypt it:

« NMA (Navigation Message Authentication) verifies that the navigation
data were generated by the system provider and have not been modified.

« SCA (Spreading Code Authentication) applies the same principle to the
ranging code, by introducing unpredictable or later-verifiable code components.

« NME (NAvigation Message Encryption) restricts access to the navigation
data to authorised users holding the appropriate secret material.

« SCE (Spreading Code Encryption) restricts access to the ranging code
in the same way. Military signals such as the GPS P(Y) code already imple-
ment this protection, permanently reserving the ranging code to authorised
government and military receivers.

Authentication and encryption have different security effects. Authentication
keeps the signal open and provides a verification result after reception, and is
therefore mainly a detection mechanism. Encryption prevents the unauthorised
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generation or use of the protected content, and therefore acts as a preventive form
of mitigation. Civil open signals historically offered neither property, which is why
modern GNSS services increasingly include authentication mechanisms.

3.4.3 Open Service Navigation Message Authentication

Galileo OSNMA is an NMA service transmitted on the E1-B Open Service signal
(39, 4]. It authenticates selected Galileo navigation data by adding cryptographic
material to the I/NAV message, while keeping the signal publicly accessible. It is
based on TESLA, a delayed-disclosure authentication protocol in which the tags are
transmitted first and the key needed to verify them is disclosed later [40, 39, 5]. A
spoofer can still receive the open signal and decode the navigation message, but it
cannot generate valid authentication tags without the corresponding cryptographic
material.

OSNMA provides data-level authentication. It indicates whether the navigation
data used by the receiver are consistent with the Galileo authentication material,
but it does not authenticate the ranging measurement itself, and it does not exclude
a satellite from the PVT computation. It is therefore a detection layer added on
top of the open signal [4], and this is precisely the property exploited in this thesis:
the outcome of the verification, together with the intermediate states that produce
it, is treated as an additional observable of the receiver and combined with the
physical ones.

3.4.4 Signal Authentication Service

Galileo SAS extends authentication to the ranging domain by introducing temporar-
ily unpredictable elements in the E6-C signal [26]. The receiver records the signal
component and verifies it after the corresponding information is disclosed. This
protects against attacks that preserve valid navigation data but manipulate the
apparent signal arrival time, such as some replay or meaconing scenarios, because
the ranging component itself becomes part of the authentication process [41].

3.4.5 Chips-Message Robust Authentication

CHIMERA is a GPS L1C authentication concept, developed by the MITRE
Corporation and tested by the US Space Force on GPS III satellites, that combines
navigation message authentication and spreading code authentication [42]. At the
message level it signs the C/NAV navigation data with a digital signature, following
the same principle as NMA. At the code level it relies on a watermarking scheme:
short encrypted markers are inserted into the L1C spreading code at unpredictable
positions and disclosed later, allowing the receiver to verify after the fact that the
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code it tracked matches the authentic one. Unlike OSNMA, CHIMERA has not
reached operational service status and remains a demonstration capability.

3.5 Summary

Among the countermeasures reviewed in this chapter, the non-cryptographic ones
operate on quantities that are either internal to the receiver or affected by the
environment, and they infer an attack from a physical inconsistency, without ever
proving the origin of the signal. Cryptographic authentication provides that proof
for the navigation data, and OSNMA is the only such service currently operational
on a civil open signal, which makes it the element of the architecture on which
this work is built. Its protocol, its data structure and the receiver workflow it
imposes determine which states a receiver can observe and when, and are therefore
described in detail in the following chapter, before they are used as a detection
layer in the experimental part of the thesis.
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Chapter 4

Galileo OSNMA: Principles,
Architecture, and
Implementation

4.1 Introduction

Chapter 3 introduced OSNMA as the Galileo Navigation Message Authentication
service transmitted on the E1-B Open Service signal. This chapter describes it in
the detail required by the rest of the thesis, and does so in three steps. Section 4.2
defines the data structures that carry OSNMA in the SIS (Signal In Space).
Section 4.3 uses those structures in the order in which a receiver retrieves, buffers
and verifies them. Section 4.4 describes the software architecture implemented in
this work, which turns that workflow into the diagnostic outputs analysed in the
experimental chapters.

Only the elements needed to interpret the results are reported here; the complete
field-by-field definition of the protocol is given in the official interface documents
[39, 5, 4], to which the reader is referred for the bit-level layout of each message.

4.2 OSNMA Data Structures

OSNMA uses previously reserved bits of the Galileo E1-B I/NAV message [25, 39].
This preserves backward compatibility: receivers that are not OSNMA-capable
ignore these fields, while OSNMA-capable receivers decode them and use the
additional cryptographic material to authenticate selected navigation data. Not
every satellite necessarily transmits OSNMA at a given time; when it does not,
its navigation data can still be authenticated indirectly through the material
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broadcast by another satellite, a mechanism called cross-authentication that is used
operationally in Section 4.3.

4.2.1 OSNMA Field Structure
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Figure 4.1: Structure of the Galileo E1-B I/NAV page and sub-frame, showing
the position of the 40-bit OSNMA field within each page[39].

As shown in Figure 4.1, every Galileo E1-B I/NAV page carries a 40-bit OSNMA
field. Since an I/NAV page is transmitted every two seconds, a 30-second sub-frame
contains 15 such fields, for a total of 600 OSNMA bits [39]. Each field is split
in two: the first 8 bits contribute to the HKROOT message and the remaining
32 bits to the MACK message, so that over one sub-frame the receiver obtains a
120-bit HKROOT message and a 480-bit MACK message. The HKROOT part
carries the service status and the DSM blocks, while the MACK part carries the
authentication tags, the Tag-Info fields and the TESLA keys.

4.2.2 The HKROOT Message

The HKROOT message contains the NMA Header followed by the DSM (Digital
Signature Message) field [39]. The DSM field is transmitted block by block, so a
complete DSM may span several sub-frames, and its blocks may also be received
from different satellites: the receiver groups them by DSM ID and orders them by
Block ID before reconstruction.
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NMA Header

The NMA Header is the first field of every HKROOT message and describes the
status of the service and the chain context through three sub-fields [39, 4]. The
2-bit NMAS field reports the overall service status, with the receiver interpretation
given in Table 4.1. The 2-bit CID field identifies the TESLA chain currently
associated with the transmitted material, which allows the receiver to distinguish
chain instances during a transition. The 3-bit CPKS field reports the status of
the public key and of the TESLA chain, and takes the values nominal, end of
chain, chain revoked, new public key and public key revoked, the remaining values
being reserved. Read together, NMAS and CPKS tell the receiver whether it is
in nominal operation, in a renewal or end-of-chain condition, or in a revocation
condition.

Table 4.1: NMAS values and receiver interpretation.

Status Receiver interpretation

Test Processing may be executed, but the output shall be treated as test data.
Operational Successfully verified data may be provided as operational OSNMA output.
Don’t Use  Affected OSNMA material shall not be used for authentication.

Digital Signature Messages

The DSM field carries either a DSM-PKR, used for public-key renewal, or a DSM-
KROOT, used to distribute a signed TESLA root key together with the parameters
of its chain [39]. Both types are transmitted as sequences of 104-bit blocks, each
preceded by a DSM Header that identifies the message through the DSM ID and
the position of the block inside it through the Block ID.

DSM-PKR and the Merkle tree. The DSM-PKR message carries a new
public key together with the information required to authenticate it against the
OSNMA Merkle tree [39, 43]; that public key is then used to verify the digital
signature of DSM-KROOT messages. The Merkle tree of Figure 4.2 has 16 leaves,
each corresponding to one possible public key or service message and obtained by
hashing the concatenation of the key type, its ID and the key itself; the tree is
built by repeatedly hashing pairs of nodes up to a single root, which is the element
the receiver trusts. A DSM-PKR provides one leaf, identified by the MID field,
and the intermediate nodes needed to reconstruct the path to the root, carried in
the I'TN field, alongside the type, identifier and value of the new key. If the root
recomputed from that path matches the trusted root, the public key is accepted.
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Figure 4.2: Structure of the Merkle tree used by OSNMA[39].

DSM-KROOT. The DSM-KROOT message carries the TESLA root key, named
KROOT, the parameters defining the chain to which it belongs, and a digital
signature that allows the receiver to authenticate the KROOT with a trusted public
key [39, 5]. Besides the KROOT value and the signature, its fields specify the
public key to be used for verification, the Chain ID, the hash and MAC functions,
the key and tag sizes, the time of applicability, the MAC Lookup Table and the
chain-specific pattern a.

Two of these parameters matter for the rest of the chapter. The MAC Lookup
Table selects, from a predefined set of sequences, which ADKD type is associated
with each tag position in the MACK section: some positions are fixed for the whole
duration of the chain, while others are flexibly assigned and protected through
MACSEQ. The pattern « is not a secret stored by the receiver, but a chain-specific
parameter that enters the TESLA chain computation and differentiates one chain
instance from another.

4.2.3 The MACK Message

The MACK message is transmitted in parallel with the HKROOT message and
carries the material used to authenticate navigation data [39]. A MACK block is
composed of a MACK Header, a sequence of Tags&Info fields and a TESLA Key
field.

The MACK Header describes the first tag of the block, protects flexible tag
assignments and indicates the freshness of the authenticated data. Tagg, the first
tag of the first MACK block in a sub-frame, is associated with self-authentication: it
authenticates data from the same satellite that transmits it, unlike the other tags of
the block, which may authenticate a different satellite through cross-authentication.
The MACSEQ field allows the receiver to check that the Tag-Info assignments of
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the flexible positions were not altered. The COP (Cut-Off Point) field indicates
how many 30-second sub-frames have elapsed since the authenticated navigation
data last changed, which helps the receiver decide whether stored navigation data
are still compatible with a newly received tag.

Tags, Tag-Info and TESLA Key

After the header, the MACK block contains pairs of Tag and Tag-Info fields,
each pair representing one authentication event. The Tag-Info field identifies the
data authenticated by the associated tag: the PRN of the satellite whose data
are authenticated, the ADKD identifying the type of data, and the Data COP
[39]. Each Tag field is a truncated MAC, whose meaning is fixed by the adjacent
Tag-Info field and by the MAC Lookup Table of the chain in force; its verification
is described in Section 4.3.4.

The block closes with the Key field, which carries a disclosed TESLA chain
key [39]. TESLA keys belong to a one-way chain rooted in the KROOT value
authenticated through DSM-KROQOT, so that a disclosed key can always be traced
back to an already trusted chain element, as described in Section 4.3.4.

Figure 4.3 collects the structures described above into a single view: the OSNMA
field inside each E1-B page, its split into HKROOT and MACK messages, the DSM
messages reconstructed from the former, and the Tags&Info pairs and TESLA key
carried by the latter. These are the objects available to the receiver in the SIS; the
next section uses them in their operational order.

4.3 OSNMA Receiver Workflow

4.3.1 Receiver Requirements

OSNMA requires two receiver capabilities that a conventional unauthenticated
GNSS solution does not need: a bounded time reference and enough memory to
retain data until the delayed TESLA material becomes available [5, 40].

Time Requirements

The receiver holds a local time reference, estimated from the received signals,
which shall be loosely synchronised to GST (Galileo System Time) before OSNMA
information is processed [5]. This requirement preserves the TESLA security
condition: the receiver must be able to establish that the navigation data and the
corresponding tag were received before the associated chain key was disclosed. The
synchronisation requirement is denoted by 77, and equals 30 s.
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Figure 4.3: Overall OSNMA structure. Author’s elaboration synthesized from
the data structures defined in [39].
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At start-up the receiver is in one of two states. Either it already has a local
estimate of GST, denoted GSTg,, together with its uncertainty B, typically because
an estimate obtained in a previous session was propagated by an internal RTC
while the RF front-end was powered down; in that case B accounts for the drift
accumulated since the last reliable synchronisation, and processing can start if
B < Tp,/2. Or it has no usable time information, and an estimate of GST and of
its uncertainty must be obtained beforehand, for instance from an external clock
or, for connected receivers, from a secure time-transfer source accurate enough
with respect to Ty, [5, 40]. In either case, a time solution computed only from
unauthenticated navigation data should not be used blindly to reduce B, since that
solution is not itself authenticated.

Memory Requirements

The receiver must store both long-lived trust material and temporary operational
material [5]. Non-volatile memory holds the provisioned or already trusted ele-
ments, such as the Merkle Tree Root, the public keys, the KROOTs and their
applicability metadata. Volatile buffers hold incomplete DSM messages, MACK
blocks, candidate TESLA keys, pending tags, Tag-Info fields and navigation data
waiting for authentication. The design rule is that a received object should not
be discarded while a valid authentication path may still refer to it, which matters
precisely because TESLA delays key disclosure by construction.

4.3.2 OSNMA Data Retrieval

Retrieval means that the receiver collects and stores an object; it does not imply
that the object is already authenticated. Omnly a small subset of the OSNMA
material can be provisioned from the Galileo ground segment, for example through
the GSC OSNMA server: the Merkle Tree Root and the public key. The KROOT,
the disclosed TESLA keys, the tags, the Tag-Info fields and the navigation data
are retrieved cyclically from the SIS and must be buffered until the corresponding
verification step can be performed.

Trust Anchor and Public Key

The Merkle Tree Root is the stable trust anchor used to authenticate the public
keys transmitted through DSM-PKR [39, 43]. It is not reconstructed from the SIS
during normal operation: the receiver obtains it through a trusted provisioning
process, typically from the GSC OSNMA server or from a configuration produced
from it [44]. If the root is missing or not trusted, the receiver cannot authenticate
a new public key received from the SIS, although it may still use a previously
authenticated key that is valid for the current service status.
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A public key can enter the receiver state in three ways, and the distinction
matters because only one of them requires Merkle-tree verification in the current
acquisition interval. A key provisioned through the GSC OSNMA server is external
to the SIS reconstruction process and can be used directly to verify DSM-KROOT
messages, provided that its identifier and status context are coherent. A key
retrieved from the SIS is reconstructed from DSM-PKR blocks, grouped by DSM
identifier and ordered by Block ID, and is stored only as a candidate until it is
verified against the trusted root; while collecting those blocks the receiver also
monitors the NMA Header, since NMAS and CPKS determine whether public-key
material may be used, renewed or discarded, even though they authenticate nothing
by themselves. Finally, a key authenticated in a previous session or installed
through trusted provisioning can be reused, which shortens start-up unless the
current NMA status indicates renewal, revocation or mismatch.

TESLA Root Key

The TESLA root key is obtained from a DSM-KROOT reconstructed from the
SIS, assembled as for DSM-PKR from blocks transmitted over several 30-second
sub-frames [39]. At retrieval time it is still only received material, and becomes
trusted only once its digital signature has been verified with a trusted public key.
While waiting for that verification the receiver can already buffer MACK data, tags,
Tag-Info fields and candidate TESLA keys indexed by GST and Chain ID, so that
once the KROOT becomes trusted the buffered material whose time association is
still valid can be processed immediately.

Cyclic SIS Data Retrieval

During normal operation the receiver repeats the same retrieval task at each 30-
second sub-frame [5], collecting the OSNMA material from the MACK message and
the corresponding navigation data from the ordinary I/NAV words, and storing
each object with its satellite, data type, Chain ID and GST association. The cyclic
retrieval mainly involves:

« TESLA chain keys, stored as candidates until they are linked to a trusted
KROQT or to a previously verified chain key;

« tags and Tag-Info fields, stored with the information required to interpret
them, namely the transmitting satellite, the tag position and the GST sub-
frame;

« navigation data, stored by satellite, data type, issue of data and reception
time.
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For authentication, the receiver can use navigation data received before the
applicable tag or in the same sub-frame as that tag. Data reconstructed only after
the tag was received cannot replace the data that should have been stored for the
tagged interval.

4.3.3 Chain of Trust and Start Modes

The objects described above form a single chain of dependencies: none of them can
be used before the one it relies upon has been verified. Figure 4.4 summarises that
chain, and Figure 4.5 shows the corresponding processing flow. A public key must
be trusted before a DSM-KROOT signature can be accepted; a verified KROOT, or
a previously verified chain key, must be available before a disclosed TESLA key can
be accepted; a verified TESLA key is required before a pending tag can be checked;
and a successful tag verification is required before the associated navigation data
can be marked as authenticated [5]. From a temporal point of view, the receiver
first establishes or recovers this chain of trust and then enters the cyclic processing
loop.

l

Merkle Tree Root Provisioned

H

established . GSC or
once — | Public Key DSM-PKR
(initialisation)

H

DSM-
TESLAKROOT KROOT
TESLA Chain Key MACK
repeated
every —— Tag MACK

subframe

H

Navigation data
Authenticated

[

Figure 4.4: High-level OSNMA chain of trust. Each element can only be used
once the previous one has been verified.

How much of that chain has to be established depends on the material already
available in the receiver, which defines three start modes:
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Figure 4.5: Processing of the OSNMA authentication material.

i

Cold start the receiver has no usable OSNMA operational material, apart from
the possibility of loading the Merkle Tree Root, and must establish the whole
trust path: load the root, obtain and verify or select a public key, and retrieve
and verify a KROOT. During this interval navigation data and MACK material
may be buffered, but cannot yet be declared authenticated.

Warm start the receiver already holds a verified public key but still has to acquire
or confirm the KROOT of the active chain, and can therefore skip public-key
acquisition unless the monitored NMA status indicates renewal, revocation or
mismatch.

Hot start the receiver restarts with a coherent state already available: a trusted
public key, a trusted KROOT or a recent verified TESLA key, and a local
time estimate accurate enough to place the next sub-frame in the expected
GST interval. If the NMA Header, the Chain ID or the received GST are
inconsistent with the stored state, the receiver falls back to a warm or cold
start.

4.3.4 Processing of the Authentication Material

The processing of the authentication material is the set of checks performed once
enough OSNMA objects have been retrieved to continue the trust chain. Not every
check runs at every sub-frame: some are triggered only when a complete DSM-PKR
or DSM-KROQOT becomes available. They are presented together because they
belong to the same workflow.
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NMA Status Monitoring

At each sub-frame, before using received or stored material, the receiver extracts
the NMA Header and evaluates NMAS and CPKS jointly [39, 4]. Their combined
interpretation indicates nominal operation, test operation, public-key renewal, chain
renewal, end of chain, revocation, or a condition in which the material shall not
be used. The receiver compares the current status with the one used for previous
authentication decisions: if it is stable the loop continues, while a transition changes
the set of objects that may be accepted. An announced future chain, for instance,
may require collecting a new KROOT while data are still authenticated with
the current chain; a public-key renewal may require collecting and verifying a
DSM-PKR; a revocation requires the affected material and the dependent pending
data to be invalidated.

Operational status allows verified navigation data to be provided as OSNMA-
authenticated output, but it never replaces a cryptographic check. Test status
allows the same processing chain to run, with the result labelled as test data. Don’t
Use and revocation prevent the authentication label from being assigned to data
depending on the affected material, although an unauthenticated GNSS solution
may still be computed.

Verification of the Public Key and of the TESLA Root Key

A public key reconstructed through DSM-PKR becomes trusted only if the receiver
can link it to the locally trusted Merkle Tree Root [39, 5]. The receiver takes
the candidate key, its identifier and the intermediate nodes transmitted with it,
reconstructs the path from the corresponding leaf to the root, and compares the
computed root with the trusted one. On success the key is stored with its identifier
and validity context; on failure it is rejected, and the DSM-KROOT messages
depending on it cannot be accepted. This SIS-specific verification is not repeated
for a key obtained from the GSC OSNMA server or from a previous trusted session.

A KROOT received through DSM-KROOQOT is verified by checking the digital
signature of the reconstructed message with the trusted public key it identifies,
together with the coherence of the Chain ID, of the applicability time and of
the current NMA status [5]. A successful verification authenticates not only the
KROQOT value but the whole chain context, namely the hash and MAC functions,
the key and tag sizes and the MAC Lookup Table, which are then stored as the
active or upcoming chain context. If the signature fails, the public-key identifier is
unknown or the status context is inconsistent, the KROOT is not accepted.
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Determination and Verification of the GST Sub-frame

The GST sub-frame, GSTsp, is the temporal label that connects the objects
processed in the same authentication interval. It serves three purposes: for a
TESLA key it determines the position in the chain, for a tag it identifies the
authentication interval and enters the computation of the expected tag, and for
navigation data it records when they were extracted from the I/NAV message,
which decides whether they can be matched with a given tag.

The GSTsp is derived from GSTy;g, itself retrieved from the SIS, for example
from I/NAV word type 5 or word type 0 [5]. Before using it, the receiver checks
that GSTyg;g is consistent with its local estimate GSTg,: since Tp, = 30 s and
GSTg, is treated as the centre of the receiver time estimate, with the uncertainty
considered on both sides, the difference between the two must be smaller than
Ty /2. This prevents the receiver from using a SIS time value too far from its
local reference to safely associate MACK data with the correct disclosure interval.
For the check to be meaningful, GSTg, cannot be obtained solely by tracking or
decoding the same signal under validation: an attacker replaying an entire old
sub-frame, timestamp included, would shift GSTsrs and GSTg, together and pass
the check undetected. GSTg, must therefore originate from, or be periodically
anchored to, a time reference independent of the signal being authenticated.

If the check is satisfied, GSTs;s is mapped to the corresponding 30-second
sub-frame, and all I/NAV pages and MACK data belonging to that interval receive
the same label GSTsr, which is the start time of the interval rather than the exact
GSTsrs value. Once an initial GSTsr has been derived and verified, the receiver
may propagate it internally by adding 30 s at each new sub-frame, provided that
the sub-frame sequence is continuously tracked.

Verification of the TESLA Chain Key

Once a KROOT or another chain key has been authenticated, the receiver can
verify newly disclosed TESLA keys [5, 40]. Keys of the same chain are linked by a
one-way function F': a previous key can be reconstructed from a later disclosed
key, but future undisclosed keys cannot be computed, which is what prevents an
attacker from deriving future keys and producing valid tags for a future sub-frame
in advance.

At each step the receiver hashes together the disclosed key, the GSTsp of the
key being reconstructed and the pattern a. The GSTgsr binds the computation to
the correct temporal position in the chain, while v acts as a chain-specific diversifier
that prevents the hash relation between keys, and any generic precomputed relation,
from being reused across chains. If K; is the candidate key and K; a previously
authenticated key, with 7 < 7, the receiver applies F' the required number of times
and checks whether
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as illustrated in Figure 4.6. If the result matches the trusted key, the new
key becomes trusted, can be used to verify pending tags and can itself serve as a
reference for later verifications.

EN | B ] - B ]

Figure 4.6: Recursive verification of a TESLA chain key against a previously
authenticated key [5].

Tag Verification and Authentication of Navigation Data

The receiver authenticates navigation data by identifying an applicable tag, checking
its consistency with the MAC Lookup Table, selecting the applicable verified TESLA
key and recomputing the expected tag [5]. Navigation data retrieved in a given
interval are linked to tags transmitted according to the ADKD type: clock and
ephemeris data associated with ADKD 0 and retrieved in the sub-frame at time
GSTsr, for example, are authenticated by tags transmitted in the following sub-
frame, so different data types may be authenticated by different tags. A tag shall
not be used to authenticate navigation data retrieved after the last Tag-Info field
received in the same sub-frame.

Before a tag is used, its ADKD is compared with the one expected from the
MAC Lookup Table selected by the DSM-KROOT, and a tag contradicting that
sequence is discarded. Where the table defines flexible positions, the ADKD values
are assigned dynamically and the corresponding Tag-Info fields are authenticated
through MACSEQ), using the same TESLA key and MAC function as the MACK
message; this check is not needed when no flexible tags are transmitted. The key
used for verification is the one disclosed according to the TESLA schedule, normally
in the following MACK message, so that a disclosed key is used to process the tags
pending from the previous GSTsp; if that key was not received, it may be derived
from a later verified key of the same chain, and in every case it must be verified
before use.

The expected tag is then recomputed with the verified key and the same input
structure used at transmission time, shown conceptually in Figure 4.7. That input
contains the navigation data selected by the ADKD together with the context
that fixes the meaning of the tag: PRNp identifies the satellite whose data are
authenticated, PRN 4 the satellite associated with the tag, and GSTsr binds the
computation to the sub-frame of transmission. When PRNp #+ PRN, the tag
authenticates a satellite other than the one transmitting it, the cross-authentication
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case introduced in Section 4.2, which is what allows satellites not broadcasting
OSNMA material to be authenticated. The counter CT'R identifies the tag position
inside the MACK message, preventing a tag from being moved to another position
and still accepted, and the NMA status is part of the context as well, so that the
computed tag is bound to the service status under which it was generated.
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Figure 4.7: Conceptual relation between the received tag, the locally stored
navigation data and the verified TESLA key used for tag recomputation[45].

If the computed tag matches the received one, the corresponding navigation
data are marked as authenticated. This result applies only to the data selected
through the associated ADKD, satellite identifier, issue of data and sub-frame
association, and is not a blanket approval of all the data of that satellite.

4.4 Software Architecture and Implementation

The previous sections described OSNMA as a protocol. This one describes the
software architecture built in this thesis around it, which combines an OSNMA pro-
cessing module with a Galileo-only positioning module and exposes the intermediate
states of the protocol alongside the receiver observables.

4.4.1 CSSRIib for Galileo-Only SPP

The positioning module requires a solver that computes a navigation solution
from raw Galileo observations, so that the authentication status produced by the
OSNMA module can be associated with the corresponding position estimates.
Rather than implementing one from scratch, this thesis builds on CSSRlib, an
open-source Python toolkit for GNSS positioning [21], which already provides
the data structures and low-level utilities a basic SPP algorithm needs: satellite
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indexing, observation handling, ephemeris management, time representation and
coordinate transformations.

CSSRIib was originally designed for high-accuracy processing such as PPP,
PPP-RTK and RTK based on SSR or Compact SSR corrections. The objective
here is different, namely a Galileo-only Single Point Positioning solution consistent
with the observation model of Section 2.7. The implementation therefore reuses the
data organisation and several utilities of the library, while removing the elements
specific to correction-based positioning, such as precise orbit and clock corrections,
tropospheric estimation strategies, ambiguity-related processing and external SSR
correction streams. The resulting module estimates the receiver position and clock
offset through the Weighted Least Squares procedure described in Section 2.7.1.

The module operates in single-constellation, single-frequency mode on Galileo
E1 observations, consistently with the focus of the thesis, since the authentication
status provided by OSNMA refers to Galileo navigation data. It can compute a
conventional all-Galileo solution, using every available Galileo satellite, or receive
an authentication-based satellite selection from the OSNMA module. Running the
same algorithm under the two policies is what makes it possible to evaluate the
impact of OSNMA on the final PVT solution.

4.4.2 OSNMAIlib for OSNMA Processing

An OSNMA-capable system can be realised in different ways: the receiver may
implement the whole authentication chain internally, an external module may
process the decoded I/NAV and OSNMA stream in real time, or recorded data
may be processed offline and inspected together with the positioning solution.
This work follows the last approach, which is the one that makes the intermediate
states observable: OSNMALlib receives the decoded Galileo navigation data stream,
performs the workflow of Section 4.3, and passes its output to the positioning
module described above.

OSNMAIib is an open-source Python library for the implementation, testing
and analysis of Galileo OSNMA [20]. It processes Galileo I/NAV pages, extracts
navigation and authentication data, verifies the required cryptographic material
and determines the authentication status of the received information. The I/NAV
pages are the result of the receiver demodulating the signal-in-space, as introduced
in Section 2.6.3: the receiver tracks the signal, demodulates the navigation bits,
groups them according to the page structure and exposes them through a receiver
message, either live or recorded in a proprietary binary file. Functionally, the
library covers protocol state management, verification of the public key and of
the TESLA root key, validation of the chain, tag verification and the association
between tags and navigation data, and it supports cold, warm and hot start. In this
architecture the cryptographic material is not stored inside the physical receiver
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but must be available to the execution environment, so the trust material, that is
the Merkle Tree file together with any cached public keys or TESLA parameters,
has to be provisioned before execution.

The library accepts several input sources, including Septentrio SBF files, u-blox
data, Android GNSSLogger files, GNSS-SDR outputs, live connections and data
collected through Galmon. This flexibility is possible because the OSNMA stage
only needs the demodulated navigation data and the associated timing information
in a suitable format, so the front-end, the receiver model and the logging format can
change while the authentication logic stays centred on the same page contents. More
recent work by Galan and co-authors also presents OSNMALlib as a platform for
improving the Time To First Authenticated Fix, through the recovery of incomplete
data, the use of satellite redundancy, the reconstruction of partial messages and
dual-frequency reception [46, 47]. Finally, the library provides logging mechanisms,
JSON outputs and monitoring tools, which are the basis on which the diagnostic
outputs of this thesis are built.

4.4.3 Processing Pipeline

One of the input formats of the pipeline is a recorded UBX file, containing the
receiver output of a data collection session. Three message types matter here. The
RXM-SFRBX messages carry the raw Galileo navigation words, and are therefore
the input used to recover the I/NAV pages and the OSNMA fields embedded in
the E1-B message; in the authentication branch they are passed to OSNMAIlib.
The RXM-RAWX messages carry the observables measured by the receiver, namely
pseudorange, carrier phase, Doppler and carrier-to-noise density ratio; in the
positioning branch they feed the SPP module. The NAV-SAT messages carry the
physical and geometric context used to interpret the results.

RINEX Conversion

For the positioning branch, measurements and navigation data are converted from
the proprietary UBX format into RINEX, the Receiver Independent Exchange
Format, which separates receiver-dependent logging from the data representation
used by positioning algorithms [48]. The observation file provides the code-based
measurements required by the SPP algorithm, while the navigation file provides the
broadcast ephemeris and clock parameters needed to compute satellite positions
and clock corrections. The SPP module uses the two together to associate each
measurement with the corresponding satellite position and to solve the Weighted
Least Squares problem.
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Receiver Time Messages

As discussed in Section 4.3.1, OSNMA processing requires the received pages to be
associated with a reliable estimate of GST. A UBX recording may contain time
messages such as NAV-TIMEGAL, NAV-TIMEGPS or NAV-TIMEUTC, which report the
time estimate computed by the receiver navigation engine, GSTg,, rather than a
value decoded from a specific I/NAV word. When available, OSNMAIlib can use
it to place the raw RXM-SFRBX pages, which carry no absolute time tag of their
own, in the correct epoch. This does not replace the content-derived GSTsrs used
to determine GSTspr in Section 4.3.4; it is a complementary reference that eases
page association. If the same GSTg, is also used for the consistency check against
GSTsrs, the independence requirement discussed there still applies.

4.4.4 Diagnostic Outputs

The pipeline produces textual logs, structured files and plots. These outputs
exist because the final authentication verdict alone says little: interpreting it
requires following how the protocol state evolves, how it interacts with the tracking
conditions of Section 2.6.2 and how it affects the SPP solution of Section 2.7.

Two outputs are already available in the baseline OSNMAIlib execution. The
file general_logs.log is a verbose text log recording the main receiver and
authentication events, including the first processed GST, the TTFF (Time To
First Fix) and the TTFAF (Time To First Authenticated Fix), the latter being the
interval between the first processed time reference and the first epoch at which at
least four OSNMA-authenticated Galileo satellites are available for an authenticated
position solution. The file status_log. json is a structured summary storing the
OSNMA status at the end of each 30-second sub-frame, including received and
authenticated navigation data, verified tags and the public key or chain in force,
following the workflow of Section 4.3.4.

Four further outputs were implemented in this thesis. The file run meta-
data. json stores run-level information, such as whether UBX time messages were
used, the first processed TOW, the TTFF, the TTFAF and, when available, the
TOW of the first authenticated fix, which provides the TTFAF marker used in the
timelines. The file page_log. csv contains one row per accepted E1-B I/NAV page,
with the satellite identifier, the GST week, the TOW, the sub-frame TOW and the
OSNMA flags, and therefore defines the 2-second grid of the extraction timeline;
a missing row means that no valid page was processed for that satellite in that
interval, because it was absent, filtered out, not part of E1-B, or discarded before
entering the processing chain. The file navsat. csv stores the satellites reported
through NAV-SAT with their carrier-to-noise density ratio, elevation and azimuth,
which are not part of the authentication process but provide the physical context
needed to interpret it. The file tag_sources_by_subframe.csv records, for each
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sub-frame, the relation between the satellite whose data are authenticated, PRNp,
and the satellites whose verified tags contributed to that authentication, PRNy4,
together with the number of sources and whether self-authentication occurred, so
that it is possible to establish who authenticated what according to Section 4.3.4.

The plotting routines combine these files into several views. The satellite
extraction state timeline shows, for each satellite and 2-second interval, the state
reached while collecting pages, navigation data and OSNMA material, giving a
compact view of page availability, complete or incomplete extraction, initialisation,
tag acquisition and readiness for later verification; it can also mark the presence
of OSNMA bits and the Issue of Data of the received block. The navigation-data
authentication timeline works instead at 30-second level and shows whether the
data of each satellite became authenticated within a sub-frame, distinguishing
absence of authentication, tag-only contribution, cross-authentication and self-
authentication, which makes the delayed disclosure mechanism and the cross-
authentication relations of Section 4.3.4 directly visible. The colour codes of both
timelines are defined in Appendix A.

Alongside these, the pipeline produces the physical-layer and geometry plots:
the skyplot of the Galileo satellites reported by the receiver, the C/NO, elevation
and azimuth timelines on the same time grid, and the PDOP evolution. They are
necessary because authentication events cannot be read from the cryptographic
state alone: missing pages, incomplete navigation data or failed authentication may
equally follow from weak signal conditions, low elevation, obstructions, multipath
or poor geometry.

A further aggregate timeline compares the number of Galileo satellites tracked by
the receiver, the number with a complete navigation-data block, the number whose
data were actually verified in the sub-frame considered, and the number of missing
authentication events, the last counting satellites that had complete navigation
data in the previous sub-frame but did not reach an authenticated state in the
current one. That curve is a warning indicator rather than an explanation: if most
satellites authenticate while one remains in the missing category, the event points
to a satellite-specific issue rather than to a global initialisation delay, and the reason
has to be investigated through the extraction timeline, the authentication timeline,
the tag-source table and the NAV-SAT plots. Overall, the plot gives a compact
view of the gap between physical visibility, data extraction and authenticated data
availability.

Finally, the positioning branch produces the SPP outputs. The same Galileo-
only algorithm runs in all-Galileo mode, using every available satellite, and in
authenticated-only mode, admitting only satellites whose navigation data were
authenticated: observables received from a satellite during a 30-second period
in which its data were not authenticated are excluded, and if fewer than four
authenticated satellites remain, no authenticated-only solution is produced for
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that epoch. The resulting positions are plotted as East-North-Up errors against
a reference computed with a Canadian PPP service. Comparing the two modes
is what makes it possible to evaluate how authentication-based satellite selection
affects positioning availability, geometry and accuracy, which is the mitigation-
policy question raised in Section 3.3.

All these outputs are stored in a structured form so that they can be reused
in the following chapters, both for the comparison of nominal and constrained
recordings and as candidate features for the machine-learning dataset built later in
this thesis.
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Chapter 5

OSNMA Behaviour in Real
Reception Scenarios

5.1 Chapter Overview

Chapter 4 described OSNMA as a protocol, and the software pipeline built around
OSNMALlib and CSSRIib. This chapter uses that pipeline on real recordings. The
purpose is to verify that the implemented outputs actually make the protocol
observable and interpretable, and to establish what those outputs resolve that the
receiver observables alone would leave ambiguous.

Two static recordings are used as reference: a nominal scenario, with clear sky
view, and a constrained scenario, with roughly half of the sky blocked by a building.
The nominal recording provides the baseline against which every anomaly of the
constrained recording is read. The chapter then moves from the aggregated view
to the full diagnostic output, from there to single-satellite events, and finally to
the effect of authentication on the position solution.

5.2 Experimental Setup

Both recordings were collected at DLR Neustrelitz with a u-blox NEO-MS8T receiver
configured for Galileo-only, single-frequency (E1) operation, and logged as raw
UBX. Their parameters are summarised in Table 5.1, and the nominal installation
is shown in Figure 5.1: the antenna is visible on the roof edge in the photograph,
and its position on the site map is marked on the right.

The whole cryptographic chain is executed by OSNMALlib; the physical-layer
context (C/Ny, elevation, azimuth, PDOP) is parsed directly from the raw UBX
NAV-SAT and NAV-DOP messages, so that authentication events and signal conditions
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Table 5.1: Reference recordings used in this chapter.

Nominal Constrained
Receiver NEO-MST NEO-M8T + ANN-MB antenna
Signal Galileo E1, single freq. Galileo E1, single freq.
Date 29 April 2026 30 April 2026
Interval 13:53-13:58 07:05-07:20
Duration 5 min 15 min
Antenna rooftop, unobstructed LOS first-floor window ledge
Environment clear sky view ~180° sky block, multipath

share one time axis. Time synchronisation for the offline runs is taken out through
the host machine, as discussed in Section 4.4.3.

Figure 5.1: Nominal static setup: rooftop antenna and its position on the site.
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5.3 Aggregated View of the Authentication Pro-
cess

The first diagnostic output is an aggregated, per-subframe count of four quantities,
introduced in Section 4.4.4:

tracked satellites: Galileo satellites reported by the receiver;

« complete navigation data: satellites for which a full ADKD 0 block was
assembled in the current subframe, awaiting a TESLA key or KROOT before
it can change state;

« authenticated navigation data: satellites that completed the authentication
process in the current subframe, by self- or cross-authentication, including
data stored in earlier subframes and validated only now, which makes the
memory mechanism of the protocol visible;

« missed authentication: satellites that had complete navigation data in the
previous subframe and did not reach an authenticated state in the current
one.

5.3.1 Nominal Scenario

Figure 5.2 reports those four counts for the nominal recording. The three curves
converge immediately and stay flat: ten satellites deliver complete navigation data
from the first subframes (orange), all of them become authenticated once the
KROOT is assembled (blue), and the missed-authentication count (red) remains
at zero for the whole recording while the tracked count (green) grows from twelve
to thirteen. The delay between the orange and the blue curve is the initialisa-
tion interval discussed in Section 5.5.1. The nominal case therefore provides an
unambiguous reference: full extraction, full verification, no gaps.

5.3.2 Constrained Scenario

The same plot for the constrained recording, in Figure 5.3, behaves differently.
Only about half of the tracked constellation reaches complete navigation data, and
the missed-authentication curve becomes non-zero at several epochs, visible as the
red peaks around 400 s and after 750 s. Those peaks are the useful part: during the
same subframes, the rest of the constellation authenticates normally, so the event
specific to some satellites. This is what makes the aggregated plot a preliminary
warning indicator only. It states that something happened to specific satellites; it
does not state whether the cause is multipath, local interference or an attack. The
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Authenticated vs complete nav data vs Missed Authentication vs Total tracked Satellites (1 point per subframe)
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Figure 5.2: Nominal scenario: tracked, complete, authenticated and missed
authentication counts, one point per 30-second subframe.

root cause must be looked for at the single-channel level, which is the subject of
Section 5.5.
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Figure 5.3: Constrained scenario: the same four counts. The non-zero red peaks
mark satellites that had complete navigation data in the previous subframe and
did not reach an authenticated state in the current one.

5.3.3 Signal Conditions Behind the Difference

The skyplot of the constrained recording, in Figure 5.4, explains the asymmetry
directly, and the corresponding C/Nj timeline is reported in Figure 5.5. Satellites
in the northern half of the sky, facing the window where the antenna was placed,
show strong and stable signals around 35-40 dB-Hz, which appear as the green rows
of the timeline, while satellites in the southern half stay between 0 and 20 dB-Hz
for the whole recording, appearing as darker rows. The window provides a clear
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line of sight in the facing azimuth, and the building physically blocks everything
behind it. Extraction failures, incomplete subframes and missed authentications
concentrate on the blocked half.

Skyplot (Galileo) from UBX NAV-SAT
Py

Figure 5.4: Constrained scenario: skyplot of the Galileo satellites reported by
the receiver, built from UBX NAV-SAT.

NAV-SAT C/NO Timeline (Galileo; 2s bins)
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Figure 5.5: Constrained scenario: C/Ny timeline per satellite, showing the
north/south asymmetry produced by the building.

Galileo SVID
C/NO (dB-Hz)

5.4 The Full Diagnostic Output

Before isolating individual events, it is useful to look at the complete output of
a single run, since every event discussed in the next section is a portion of it.
Figure 5.7 shows the constrained recording as the pipeline produces it, with all
panels sharing the same time axis. From top to bottom:
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1. the satellite extraction state timeline, in 2-second bins, which follows
the receiver’s progress in collecting pages, assembling navigation data and
acquiring MACK tags, with a violet outline marking the subframes in which
OSNMA bits are present;

2. the navigation-data authentication timeline, in 30-second subframe bins,
which reports the outcome of the verification, distinguishing no authentication,
tag-only contribution, cross-authentication and self-authentication, with an
orange outline marking the satellites acting as cross-authenticators;

3. the C/Nj timeline, which gives the signal quality behind each of the states
above;

4. the elevation and azimuth timelines, which give the geometry of each
satellite over the same interval,

5. the PDOP timeline, which summarises the geometry of the constellation as
a whole and is the quantity referenced in Section 5.6.

Read vertically, the figure associates a cryptographic state with some of the
physical conditions under which it occurred, which is the property that makes the
events of the next section interpretable at all, both by human and a machine learning
model: without the physical conditions, a satellite that stops authenticating is
indistinguishable from a satellite that stops being received. Figure 5.6 reports the
same output for the nominal recording, where the two upper timelines are uniform
and the C/Ny panel shows no dark rows, which is the comparison the constrained
case is read against.

Each of the event figures in Section 5.5 is a zoom of the two upper timelines of
Figure 5.7, highlighted by the boxes drawn on top of the figure, restricted to a few
satellites and a few subframes, and reproduced at the same scale so that they can
be compared with one another. The red, yellow and black annotations in those
zooms mark the cells discussed in the text. Those zooms will be presented from
left to right looking at boxes.

5.5 Single-Satellite Events

The extraction-state timeline and the navigation-data authentication timeline,
whose state definitions are reported in Appendix A, allow individual events to be
isolated. The cases below are the ones that happened to be in the constrained
environment recording shown earlier and that a detection layer would have to
distinguish from an attack. However those are most likely not real attacks because
the recording was still collected in a controlled environment with no known threat
being exploited. Those are possible interpretations of events.
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Figure 5.6: Nominal scenario, full diagnostic output, shown for comparison with
Figure 5.7.
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Figure 5.7: Constrained scenario, full diagnostic output: extraction state and
authentication timelines on top, C/Ny, elevation, azimuth and PDOP below, all on

a common time axis.
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5.5.1 Initialisation and the TTFAF Boundary
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Figure 5.8: Initialisation and the TTFAF boundary: extraction state (top) and
authentication timeline (bottom) around the first authenticated subframe.

Complete ephemerides are extracted almost immediately, within the first sub-
frame. Authentication, however, is blocked: the receiver stays in a holding state
while the DSM-KROOT blocks accumulate, even though the satellites are already
broadcasting OSNMA bits. During this interval the navigation data are accumu-
lated but strictly unverified, since no root of trust has been established yet. Both
states are visible in Figure 5.8: the pink cells of the upper timeline are the satellites
waiting for the KROOT, and the corresponding cells of the lower timeline stay
white, even for the satellites whose OSNMA bits are already being received.

This also explains where the TTFAF marker, the dashed vertical line in Fig-
ure 5.8, falls. The KROOT is not transmitted in a single burst: its DSM blocks are
spread over several 30-second subframes, so the receiver must wait for the last page
of the last block before the key can be assembled. Only at that final second does
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the subframe become authenticated, and the first-authenticated-fix timestamp is
therefore recorded at the subframe boundary immediately following the extraction,
not at its beginning.

5.5.2 TESLA Delay and the Cross-Authenticator Role

TR LR

Figure 5.9: TESLA delay and the cross-authenticator role. Red: self-
authentication with no tags extracted in the current subframe. Yellow: cross-
authentication of a satellite broadcasting no OSNMA bits.

A recurring combination, circled in red in Figure 5.9, is a satellite whose
extraction state shows no tags acquired in the current subframe while its navigation
data are nevertheless self-authenticated. This is the delayed-disclosure mechanism
working as designed: the TESLA key disclosed in the current subframe validates a
tag received in the previous one. In the same event the satellite frequently carries
the cross-authenticator marker, the orange outline of the lower timeline, meaning
that its own past tags are being used, in the same subframe, to authenticate the
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navigation data of other satellites.

The complementary case, circled in yellow in the same figure, is a satellite that
nominally broadcasts zero OSNMA bits by design, recognisable by the absence
of the violet outline in the upper timeline. It cannot self-authenticate, since it
provides no cryptographic material of its own, and its navigation data are verified
through tags broadcast by other satellites in the previous subframe, which is why
it appears in the lighter cross-authenticated shade. Both cases are nominal and
produce, at the aggregate level, exactly the counts that a naive reading would
classify as anomalous.

5.5.3 Satellites Never Cross-Authenticated
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Figure 5.10: A satellite never cross-authenticated: scattered page extraction, an
empty authentication row, and the C/Ny trace explaining both.

A satellite in the blocked half of the sky (SV 31) delivers only a few scattered
pages over the entire recording, circled in red in the upper timeline of Figure 5.10.
Its complete navigation data are eventually accumulated, but no OSNMA tag is
ever retrieved from its own signal, and its authentication timeline remains empty
for the whole recording, the blank row circled in the lower panel: no other satellite
ever broadcasts a MACK tag targeting its navigation data, although this would
be possible in principle. The C/Nj timeline at the bottom of the figure shows
extremely poor signal quality outside the few subframes where pages were received,
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which indicates that the cause is poor line of sight rather than a nominal absence
of OSNMA material from that satellite.

5.5.4 The Memory Mechanism Under Signal Degradation
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Figure 5.11: The memory mechanism: page losses in the extraction timeline with
an uninterrupted cross-authenticated state below.

SV 26 shows the opposite outcome under a comparable degradation, reported
in Figure 5.11. Its C/Nj falls from roughly 40 to 20 dB-Hz, the receiver starts
dropping pages, visible as the yellow cells of the upper timeline, and the reception
of new complete navigation data halts. Its authentication timeline nevertheless
remains uninterrupted in the cross-authenticated state, the continuous row circled
in the lower panel. Two mechanisms are responsible: the receiver retains the last
fully extracted navigation block, and it buffers individual ADKD 0 words, so that
fragments decoded across several subframes can still be assembled into a complete
set. Meanwhile other satellites keep broadcasting MACK tags that validate the
stored data. A satellite can therefore remain a cryptographically trusted source
while its own data stream is temporarily compromised.
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5.5.5 Abrupt Zeroing of the OSNMA Field
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Figure 5.12: Abrupt zeroing of the OSNMA field: the violet outline disappears
while extraction and signal quality remain nominal.

A qualitatively different event was observed on the same satellite, and is circled
in Figure 5.12. C/Nj stays strong and stable, complete ephemerides are extracted,
the subframes are structurally sound, and yet the OSNMA field drops to exactly
zero: the violet outline marking the presence of OSNMA bits disappears from
one subframe to the next. The navigation data remain intact and the receiver
processes the zeros without an integrity failure, so the satellite simply becomes
cross-authenticated by the rest of the constellation, which is the change of shade
circled in the lower timeline.

The signature is worth flagging because only the cryptographic field disappears
while everything else stays flawless. Two readings are possible: a commanded,
temporary suspension of the OSNMA broadcast by the ground segment, or a
targeted downgrade attempt in which an attacker forwards the legitimate navigation
data and zeroes the authentication field, so that no signal-loss or high-noise alarm
is triggered. The recording alone cannot separate the two, which is precisely the

point: the event is indistinguishable at the physical layer and visible only in the
OSNMA state.
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5.5.6 Progressive Loss of Authentication
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Figure 5.13: Progressive loss of authentication on SV 10, with the incomplete-
extraction states marked in black and the unverified stretch marked in red.

SV 10 degrades gradually, as shown in Figure 5.13. It first loses its cross-
authenticator role while still retrieving a self-authenticating tag, that is, the orange
outline disappears while the cell stays in the self-authenticated shade, then stops
extracting complete navigation data altogether and remains unverified for three
consecutive subframes, the blank stretch circled in the lower timeline, since no other
satellite broadcasts cross-authenticating tags for its stored data. The intermediate
state circled in black, in which single-subframe extraction is incomplete because of
page losses while OSNMA bits are still present and a new MACK tag is parsed,
shows the recovery path: the fresh tag self-authenticates data assembled from older
fragments. Intermittent signal drops are therefore survivable, provided at least one
usable tag arrives.
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5.6 Impact of Authentication on the Position
Solution

The final step translates authentication into positioning. The same Galileo-only
SPP solver was run in the two modes introduced in Section 4.4.1, all_galileo

and auth_only, against a reference position computed with the Canadian PPP
service giving as input the same recording used to display those figures.

5.6.1 Nominal Scenario
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Figure 5.14: Nominal scenario: all_galileo (top) against auth_only (bottom)
SPP ENU error.

In nominal conditions the all-Galileo solution is stable, with an ENU error below
three metres over the whole recording, as shown in the upper plot of Figure 5.14.
The auth_only solution, in the lower plot, starts later, since no position is produced
before four satellites are authenticated, and from that point on it overlaps the
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all-Galileo trace exactly. The overlap confirms that every tracked satellite keeps its
authenticated status without dropping, so having authentication costs nothing in
accuracy in this particular case.

5.6.2 Constrained Scenario
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Figure 5.15: Constrained scenario: all_galileo (top) against auth_only (bot-
tom) SPP ENU error. The two traces no longer overlap.

In the constrained recording the all-Galileo solution shows error spikes above
300 m before collapsing back into the tens of metres, in the upper plot of Figure 5.15.
The degradation does not correlate with an overall C/Ny deterioration in that
interval; it follows a severely degraded PDOP, which improves as the geometry
recovers, and which can be read on the bottom panel of Figure 5.7. This also raised
a practical requirement for data collection: a receiver computing PDOP over all
visible constellations does not describe the geometry actually used by a Galileo-only
solution, so the receiver must be strictly configured to track Galileo only.

The two modes no longer overlap. The auth_only trace starts only after the
first authenticated fix and follows a distinct error profile, because it relies on a
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Figure 5.16: Constrained scenario: the step in the auth_only error (left) produced
when SV 10 completes its authentication, absent from the all_galileo error
(right).

restricted and continuously changing subset of trusted satellites. One discontinuity
is directly traceable to the authentication timeline, and is shown in Figure 5.16:
at the epoch where SV 10 completes its authentication process, circled in the
authentication timeline on top, the authenticated-only trajectory on the left shows
a sharp step that is completely absent from the all-Galileo trace on the right. The
step is produced by the sudden addition of new observables to the estimator, and
is an example of authentication state propagating into the position domain.

5.6.3 Retrospective Selection

A third mode was also produced, in which the observables retained are those
belonging to subframes whose navigation data were eventually authenticated at
some later point in the timeline. Its error trace closely mirrors the standard all-
Galileo one, because under these observation conditions all stored navigation data
passed OSNMA verification sooner or later. The mode is reported for completeness
only but not developed here: it uses information carried by future MACK tags and
TESLA keys, so it can exist exclusively in post-processing.
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5.7 Summary

The implemented outputs make the OSNMA state observable end to end, and the
single-satellite events of Section 5.5 demonstrate is that observability can be worth.
Read from the aggregated counts alone, each of those events looks anomalous: a
satellite that authenticates without having acquired any tag in the current subframe,
one whose authentication row stays empty for the whole recording, one that holds a
cryptographically trusted state while its own data stream breaks down. Read in the
full output, each resolves into an identifiable protocol state, attributable to a specific
satellite and a specific subframe: delayed key disclosure, cross-authentication, data
buffering. The resolution is possible because the timelines carry the cryptographic
state and the physical conditions on one axis; without the lower panels, a satellite
that stops authenticating cannot be told from a satellite that stops being received.

That structure is what this chapter contributes to the rest of the work. Distinc-
tions of this kind are not reachable from the receiver observables alone, and they
take the form of per-satellite, per-subframe patterns, which is the form a detection
layer can learn from. This is what makes OSNMA-derived quantities a candidate
as an additional input to the models later on. They are deliberately left out of
the next data-driven chapters, which operate on physical-layer observables only, so
that their contribution can be measured against a baseline that does not already
contain them.

The two recordings also delimit what each layer is able to see. The events that
are genuinely suspicious, such as the selective zeroing of the authentication field,
are invisible to physical-layer monitoring, while the events that damage positioning
the most in these recordings, such as degraded geometry, are invisible to OSNMA.
Neither layer is sufficient alone. This motivates the data-driven approach developed
from Chapter 8 on.
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Chapter 6

Live Authentication and
Start-Mode Analysis

6.1 Chapter Overview

This chapter moves to a second receiver generation, the u-blox ZED-X20P. It first
measures the Time To First Authenticated Fix across start modes, and examines in
detail two study cases in which start modes that should differ return the same value.
It then turns to recordings in which the received signal is no longer trustworthy:
a controlled spoofing scenario generated through an SDR, whose ground truth is
known by construction, and a portion of a Jammertest 2025 recording spanning
the boundary between a nominal interval and a declared meaconing and spoofing
transmission.

6.2 Start Modes and Time to First Authenticated
Fix

6.2.1 Nominal Setup

Eight consecutive static recordings of fifteen minutes each were collected with
a ZED-X20P on 16 July 2026, between 06:25 and 08:25, in Galileo-only single-
frequency configuration, with the antenna on the roof and unobstructed line of
sight. Each recording was processed three times, forcing a cold, warm and hot start
by controlling the cryptographic material available to the software at run time.

Under these conditions the all_galileo and auth_only solutions are identical,
consistently with Section 5.6: with clear sky view, enforcing authentication does
not remove any satellite from the solution.
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Table 6.1: Average TTFAF over the eight rooftop recordings, by start mode.

Start mode Average TTFAF [s]
Cold not reached within the recording
Warm 157

Hot 82

Chronological Analysis of TTFAF in different recordings with different Initialisation setup

350
300
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150

ERRNANER

0
08:25 08:43 09:01 09:19 09:37 09:55 10:13 10:31

nTTFF TTFAF Cold Start TTFAF Warm Start = TTFAF Hot Start

Figure 6.1: TTFAF per recording and start mode over the eight rooftop sessions.

6.2.2 Cold and Warm Starts having Same TTFAF

In one recording the cold-start and warm-start runs returned the same TTFAF. The
OSNMALib logs show why: a subframe carried a DSM-PKR inside the HKROOT
message, the receiver reconstructed and verified the public key against the Merkle
tree, and the run transitioned from cold to warm start. While the DSM-PKR
blocks occupy the HKROOT stream, the DSM-KROOT cannot be transmitted, so
the parallel warm-start run, which already had a trusted public key and was only
waiting for the KROOT, was delayed by exactly the same amount. The two runs
therefore converge, and the equivalence comes from a the HKROOT channel being
shared between the two DSM types.

6.2.3 Warm and Hot Starts Collapsing, and a Proposed
Change
A second equivalence, between warm and hot start, was traced to the way applicable

tags are identified. In the first subframe of the hot-start run, MACK tags were
received and complete navigation data were extracted for several satellites, but
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6.3 — Constrained Scenario with the ZED-X20P

nothing could be verified yet, since the disclosing key had not arrived. In the
second subframe the key arrived and the MACSEQ of the previous subframe could
be checked, but the tags of the first subframe found no navigation data to apply
to. The cause is an implementation choice: OSNMAIlib admits only navigation
data received in the subframe strictly preceding the one from which the tag was
extracted. Authentication therefore happened only one subframe later, when the
tags of the second subframe were verified against data collected in that same
interval.

The Receiver Guidelines only forbid using a tag on navigation data retrieved
after the last Tag-Info field of the subframe in which the tag was transmitted; they
do not forbid using data retrieved earlier within that same subframe. Allowing tags
to apply to navigation data extracted in their own subframe is therefore compliant,
and would remove the collapse described above. This is proposed as a modification

to OSNMALib.

6.3 Constrained Scenario with the ZED-X20P

The constrained geometry of Section 5.2 was repeated with the ZED-X20P and
a low-cost ANN-MB antenna, in a single 1 h 15 min recording on 15 July 2026,
between 14:30 and 15:45, from the same first-floor window ledge. Starting in warm
mode, the run reached a TTFF of 18 s and a TTFAF of 202 s.

The diagnostic outputs reproduce the picture of Chapter 5 on a different receiver:
the skyplot shows the same directional asymmetry, the aggregated timeline shows
the gap between tracked, complete and authenticated satellites, and the two SPP
modes diverge, since the authenticated subset is smaller and changes over time.
Obtaining the same qualitative behaviour with a different receiver generation is
what allows those observations to be attributed to the reception geometry and to
the protocol rather than to one specific piece of hardware.

6.4 SDR-Based Spoofing Simulation

A controlled spoofing scenario was finally set up to obtain a recording in which the
ground truth is known by construction. A digital signal is generated and streamed
through GNU Radio to an SDR, which, synchronised by an external rubidium clock,
transmits the corresponding analogue RF signal to the receiver; the ZED-X20P
processes it and outputs UBX messages to u-center 2. The recording lasts six
minutes, on 3 August 2026 between 13:51 and 13:56, in GPS-only single-frequency
(L1) configuration.

The same diagnostic outputs were produced: skyplot from the received telemetry,
C/Nj timeline, the number of satellites known to be visible or tracked against the
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‘‘‘‘‘

Figure 6.2: Constrained scenario with the ZED-X20P: aggregated timeline of
tracked, complete and authenticated satellites.

number actually used in the position estimation, and the SPP ENU error. The
scenario is GPS-only, so it carries no OSNMA content; its role is to provide a
reference signature of a counterfeit constellation in the observable domain, which
is the domain the models of the following chapters operate on.

6.5 A Jammertest Recording With Declared Mea+
coning and Spoofing

The SDR scenario of Section 6.4 provides a spoofing signature with known ground
truth, but the receiver was fed by cable and never received an over-the-air signal.
This section closes that gap with a thirty-minute recording, 17:30-18:00, of a live
Septentrio SBF recording made during the Jammertest 2025 campaign, the one
that supplies the labelled dataset of Chapter 8 (Section 8.2), at the same site, on
Galileo E1, single frequency, on the 16th of September 2025. The recording follows
the declared transmission boundary: the first fifteen minutes, 17:30-17:45, carry no
declared transmission, while from 17:45 meaconing and spoofing were declared on
this site according to the campaign’s official transmission plan, the same plan that
provides the ground truth of Section 8.2. Unlike Section 6.4, the receiver here was
tracking an over-the-air signal at an operational test range, so this is the closest
this thesis comes to a genuine attack.
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transmits an analog RF
__signal to the

Figure 6.3: SDR spoofing setup: GNU Radio, rubidium-disciplined SDR, and

receiver.

which then processes it
and outputs UBX

messages to u-center 2.
[T

Table 6.2: Reference recording used in this section.

Receiver Septentrio
Signal Galileo E1, single freq.
Date 16 Sep 2025

Portion shown 17:30-18:00

Nominal segment 17:30-17:45

Declared attack ~ 17:45-18:00, meaconing and spoofing
Ground truth Jammertest 2025 transmission plan

6.5.1 Aggregated View

Figure 6.8 reports the same four per-subframe counts introduced in Chapter 5:
tracked, complete, authenticated and missed-authentication satellites, over the
17:30-18:00 portion. The first half, 17:30-17:45, reproduces the nominal pattern
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Figure 6.4: Spoofed circular trajectory visualized in u-center 2.
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Figure 6.5: C/N; timeline of the SDR spoofing scenario.

of the clear-sky recording of Chapter 5: the curves converge and the missed-
authentication count stays most of the time at zero. Past 17:45 the picture changes:

after a brief transient in which the tracked-satellite count returns to its nominal
level, missed authentication reaches its maximum and authenticated data drops to
zero for the remainder of the recording. Satellites continue to be tracked and to
deliver complete navigation data, but none of it is authenticated again. This is the
one recording in the thesis where the failure is total and constant throughout the
whole attack.
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Figure 6.6: Number of satellites tracked by the receiver in that epoch.
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Figure 6.7: Number of satellites used in position estimation in that epoch.
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Figure 6.8: Tracked, complete, authenticated and missed-authentication counts
over the 17:30-18:00 period. The nominal segment (17:30-17:45) matches the
clear-sky case of Chapter 5; the declared attack begins at 17:45 and ends in a
sustained loss of authentication that persists to the end of the recording.

6.5.2 Skyplot and Reception Conditions

Figure 6.9 shows the skyplot for the recording. Reception conditions were un-
obstructed, which takes out a geometric explanation for the authentication loss
described above.

A subset of the tracked satellites (SVs 11, 12, 18) appears only after the declared
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Figure 6.9: Skyplot of the Galileo satellites tracked during the recording.

attack begins, absent from the first fifteen minutes of the recording and present at
a strong signal level once the attack window starts. This can be seen in Figure 6.9,
since those 3 satellites have a shorter tracked path compared to the other satellites.
satellites appearing out of nowhere in numbers or at signal strengths that even
the real, unobstructed sky at this site does not justify. Their elevation makes the
point sharper. All three sit very low, and SV 36, which is tracked throughout at
a comparable elevation, holds a visibly lower C/Ny for the whole recording, as
the last row of the C/Nj timeline of Figure 6.10 shows. Three satellites at that
elevation should look like SV 36; instead they arrive strong and stay strong.

6.5.3 Full Diagnostic Timeline

Figure 6.10 reports the full diagnostic output introduced in Chapter 5 for the whole
recording: per-satellite extraction state, navigation-data authentication timeline,
and C/Ny. Three moments are worth isolating.

In the first half the authentication timeline is populated: satellites hold self- and
cross-authenticated states subframe after subframe. At the boundary the timeline
empties in one step and stays empty, with not a single authentication for the rest
of the excerpt, while the extraction state stays in Waiting MACK Tags across
the constellation. The C/Ny panel moves in the opposite direction over the same
boundary: levels rise slightly for every satellite rather than falling. And the three
satellites of Section 6.5.2, absent from the first half, appear here at the boundary
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Figure 6.10: Full diagnostic output for the 17:30-18:00 recording: satellite
extraction state, navigation-data authentication timeline and C/Ng, 2's bins.

and hold a high C/Nj throughout the second half.

6.5.4 Comparison With the Other Recordings

Table 6.3 places this recording alongside every other one used to characterise
OSNMA behaviour in this thesis.

Table 6.3: Recordings used to characterise OSNMA behaviour across the thesis,
by attack type and how ground truth was established.

Recording Attack Ground truth

Nominal (Chapter 5) None By construction (clear sky)
Constrained (Chapter 5) None (environmental only) By construction (obstructed sky)
ZED-X20P constrained (Section 6.3) None (environmental only) By construction

SDR spoofing (Section 6.4) Spoofing, cable-fed By construction (signal generator)
Jammertest live (this section) Meaconing and spoofing, over-the-air Campaign transmission plan

The progression is: no attack, a synthetic attack delivered without ever leaving
the cable, and finally a declared attack received over the air. Only the last of
the three recordings shows the sustained, total loss of authentication described in
Section 6.5.1, which the nominal and constrained recordings never produce even
under signal degradation. It shows that the two layers remain complementary under
a real attack and not only under the environmental degradations of Chapter 5: the
authentication state carries the event in full while the physical observables carry
none of it. The models of the second part of this thesis operate on those physical
observables alone, which is what makes their performance on this class of event a
meaningful thing to measure.
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Chapter 7

GNSS Interference
Detection and Classification

7.1 Introduction

OSNMA authenticates navigation data. It does not observe the signal, and, as
Chapter 5 showed, several degradations that destroy a position solution leave the
authentication state untouched, while at least one genuinely suspicious event leaves
the physical layer untouched. The second part of this thesis therefore addresses
the complementary question: whether the receiver observables alone carry enough
structure to tell a nominal interval from an interfered one. Two questions are asked
of the observables. The first is whether the E1 signal at a given moment departed
from nominal behaviour, which is a detection problem. The second is which signal
was transmitted, which is a classification problem with three classes, nominal against
jamming against spoofing, where spoofing covers every non-jamming transmission
of the campaign, that is, meaconing, time offset, pseudorange error, position jump
and navigation-data manipulation[49]. The two problems differ in what they need
and in what they can deliver (Table 7.1).

Table 7.1: The two models side by side.

Detector Classifier
Question Is this nominal? Which of the three?
Labels in training excluded required
Objective reconstruction cross-entropy
Generalisation unseen attack types trained classes only

This chapter first reviews where machine learning has been applied to GNSS
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threats and which constraints such a system has to satisfy. It then states the
expected effect of interference on the receiver observables, and closes with the
principle of the two families of models used in this work.

7.2 Machine Learning for GNSS Threats

Existing work does not address GNSS threats at a single point of the receiver chain.
It is more useful to organise it by the layer of the chain at which the detection
input is taken, because the layer determines what can be seen.

Physical layer. The input is the raw signal and the shape of the correlation
peak. Convolutional networks are the usual choice, since the task is essentially
the recognition of a deformation in a two-dimensional acquisition surface caused
by a counterfeit signal overlapping the authentic one[50, 11]. The distinguishing
property of this layer is that detection happens before any navigation data are
extracted.

Observables layer. The input is the set of quantities the receiver produces per
epoch and per satellite: pseudoranges, Doppler shifts and the behaviour of the
local clock. Here the sequence carries the information, so recurrent models, and
LSTMs in particular, are the standard approach [13, 38, 14]. The model learns the
natural evolution of the receiver clock and of the measurement geometry, and flags
movements or time jumps that are physically implausible. The detector and the
classifier developed in this thesis operate at this layer.

Logical layer. The input is the OSNMA protocol itself: authentication timings,
transitions of the receiver state machine, and the rate at which expected material
fails to arrive. Hidden Markov Models and tree ensembles are candidates for
describing the nominal flow of a finite state machine and predicting its next state.
The target is protocol-level manipulation, such as an attacker intercepting and
delaying otherwise legitimate data to drive the state machine into a state of its
choosing. The literature reviewed offers no direct precedent for applying this class
of models to the OSNMA state machine; the diagnostic outputs of Chapter 5 are
the material such a model would consume.

Cross-layer. The input is everything above, combined with sensors that do not
depend on the radio-frequency channel, such as an inertial unit or odometry[37].
The goal is consistency checking instead of detection in a single domain: a successful
OSNMA verification coupled with a Doppler pattern incompatible with the motion
of the platform is an inconsistency that neither layer would report on its own.
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7.3 Design Constraints

Several constraints emerge from the literature and shape what a deployable system
may look like. They are stated here because they justify several choices made in
the following chapters.

Unsupervised learning for unseen attacks. A model trained on specific at-
tack patterns recognises those patterns. Learning the safe baseline of the
environment instead, and flagging departures from it, is what allows an attack
never seen during training to be detected [50, 15]. This is the reason the
detector used in this thesis never receives an attack label.

Environmental specificity and federated learning. Every environment pro-
duces different nominal values for the same feature, so what counts as normal
is relative to the location. Models must therefore be tailored to compara-
ble conditions, and collaborative training across receivers is meaningful only
among local models trained in similar environments[51, 52].

Human in the loop and resilience. In critical operations, missed detections
are as damaging as false alarms, so human verification remains necessary; but
suspending the service to investigate is itself a self-inflicted denial of service.
Explainable outputs, readable quickly by an operator, are one mitigation[53],
and a lower-accuracy fallback source should be available for the intervals in
which GNSS is not trusted [37].

Computational placement. Running the models on the receiver chip constrains
the number of parameters and layers, and requires keeping enough capacity
to catch a careful attacker. Running them offline at network level relaxes the
computational budget at the cost of immediacy [16].

Continuous adaptation. Environments change, especially in urban areas, so the
baseline itself has to be updated over time to avoid an accumulation of false
alarms.

7.4 Interference Signatures

Each kind of interference acts on the receiver through a different physical mechanism,
and therefore leaves a different joint signature on four quantities: the front-end
gain set by the AGC, the noise level measured by the GNSS core, the average C/Ny
across satellites, and the dispersion of C/Nj across satellites. Table 7.2 states the
expected joint signature of each scenario, including two benign degradations that a
detector must not confuse with an attack.
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Table 7.2: Expected joint signatures.

Scenario

agc

noise

cn0

cn0_var Mechanism

Wideband jammer

Narrowband CW

Power-matched spoofer

High-power spoofer

Antenna degradation

Sky obstruction

N

™

H

™

Y

H

H

Broadband power raises
the noise floor; despread
SNR falls for all satellites
alike, so the spread is un-
changed.

The gain responds to to-
tal in-band power, but
correlation with the lo-
cal replica spreads an un-
related carrier before it
reaches the C/Nj esti-
mate.

Counterfeit power adds
fractions of a dB before
despreading; afterwards
it correlates strongly and
one transmit geometry col-
lapses the spread.

Same mechanism with
enough power to move the
gain, hence far easier to
catch.

Worse noise figure, less sig-
nal at the front end: the
only case where the gain
rises. Benign, slow.
Low-elevation satellites at-
tenuated, high ones not:
mean falls, spread widens,
opposite to spoofing.

7.5 Anomaly Detection

The detector is an LSTM autoencoder: an LSTM encoder, an LSTM decoder, MSE
loss, Adam optimiser. The anomaly score of a window is its reconstruction error,
computed on the physical features only and not on the validity masks.

The setting is best described as self-supervised in its objective and one-class in
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its training modus operandi. No attack label enters the fit, and the reconstruction
target is derived from the input itself; the model is nevertheless trained on nominal
rows only, and the alarm threshold is chosen on a labelled validation block, never
on test. Three elements therefore define it: input without labels, reconstruction
error as the score, and a threshold calibrated on labelled validation data.

To establish whether the temporal context is what produces the result, the same
method can be applied without the temporal model. A One-Class SVM is trained
in the same way: nominal rows only, no attack label in the fit, one row per epoch
in and one score per epoch out. Its score is a distance from a learned boundary
instead of a reconstruction error, and comparing it with the autoencoder isolates
the contribution of the temporal information.

7.6 Attack Classification

The classifier is a unidirectional LSTM trained with a class-weighted cross-entropy
in a many-to-one arrangement: a sequence of timesteps in, the last hidden state
passed to the classifier head. The question it answers is therefore "given the
preceding seconds, what is the state now?". Since the attack classes are rare with
respect to nominal, class imbalance has to be handled explicitly, both in the loss
during training and in the decision rule at inference time.

As for the detector, a memoryless counterpart isolates what the sequence
contributes: a supervised Random Forest reading one epoch at a time, on the same
three classes and the same partitions.
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Chapter 8

Experimental Setup and
Scenarios

8.1 Objectives

The experiments of this part of the thesis address three questions, all on the receiver
observables alone and all on data recorded on days that the models have not seen
during training:

1. whether a model trained without attack labels detects a departure from
nominal reception;

2. whether a supervised model identifies the transmitted attack, distinguishing
nominal, jamming and spoofing;

3. whether the temporal context read by a sequence model improves on a memo-
ryless model trained under identical conditions.

This chapter describes the data, the models and the evaluation protocol used to
answer them; the results are reported in Chapter 9.

8.2 Jammertest 2025

The labelled data come from the Jammertest 2025 campaign at Andgya [49]. The
recording used here was made with a static Septentrio receiver at a single site,
on Galileo E1 only. Roughly three days of nominal recording made at the same
position, before the campaign schedule started, precede the declared experiments.
The recording site is Test Area 1, and is unaffected by transmissions from the other
test areas.
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8.3 Dataset

8.3.1 Extraction

Two extraction scripts were written, one per receiver family, both producing a
single timestamp-ordered CSV that serves as the training-dataset source.

extract_sbf_params.py and extract_ubx_params.py perform the same task
on Septentrio SBF and and U-blox UBXbinary logs. Building the dataset from
the Andoya campaign, whose raw files were recorded using Septentrio receievr,
required handling Type-2 MeasEpoch sub-blocks, sign extension of the offset fields,
the C/Nj offset correction, and taking elevation and azimuth from ChannelStatus
instead of SatVisibility like in UBX.

The resulting dataset has one row per epoch, which is the level at which the
cross-satellite statistics are defined. It covers about five days of recording, with
15.9% of the rows falling inside a declared transmission.

8.3.2 Labels

The ground truth is built from the official transmission plan: a row is labelled as
attacked when its timestamp falls inside a declared transmission period. Label
alignment was additionally verified through cross-correlation on the AGC signal.
This binary labelling is the one used by the detector.

For the classifier, the aggregated recording is re-labelled for the three-class task:
one row per second. The label set was refined relative to the binary ground truth:
transmissions whose effect on E1 is ambiguous were removed, and declared events
with no measurable effect on E1 were labelled back as nominal.

Table 8.1: Class composition after re-labelling.

Label Class Share
0 nominal 90.1%
1 jamming 3.9%
2 spoofing 3.4%
12 mixed jamming + spoofing  2.6%

Mixed events arise from the more complex tests of the transmission plan, where
a window can contain both classes concurrently. They keep their own label for
evaluation and are excluded from training, since there is no correct target for them.

Before training, the labels were checked against the data: does each labelled
interval contain the effect it claims, or is the label wider than the attack? A nominal
reference state was computed from every epoch that is labelled nominal, tracks at
least one satellite, and lies more than 3600 s away from any labelled transmission:
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302251 epochs. For each feature the reference is the median and a robust sigma,
taken as MAD x 1.4826 (Table 8.2).

Table 8.2: Nominal reference state.

Feature Median Robust o
agcCnt_L1 55.00 5.94
noisePerMS_L1  100.00 2.24
cn0_mean 36.60 1.82
cn0_var 13.70 14.02
delta_dop_var 0.06 0.04

A row is counted as showing an effect if the receiver tracks nothing, or if any of
those five features lies beyond 30 from the reference; the coverage of an event is the
fraction of its seconds showing an effect. The lowest coverage observed is 77.3%,
and from the third lowest event onwards every remaining event exceeds 99%. No
interval needed narrowing and no event had to be discarded for label noise.

Total denial, that is n_tracked equal to zero, is strongly class-dependent: it
occurs in 5.2% of nominal epochs, 83.5% of jamming, 27.5% of spoofing and 29.0%
of mixed.

8.3.3 Features and Preprocessing

Besides the AGC, the extraction pipeline computes quantities that describe the
cross-satellite structure of the constellation: the mean and the dispersion of C/Nj
across satellites, the spread across satellites of the epoch-to-epoch Doppler change,
the measured noise level, the number of tracked satellites and the receiver clock
drift. The features kept are those that respond to interference through a physical
mechanism and that are independent of the observation geometry, each responding
to a distinct mechanism of Section 7.4. Geometry is excluded because, for a static
antenna, the triple of satellite identifier, elevation and azimuth identifies one instant
of the day, so a model reading it could learn when a transmission occurred rather
than what was received. The features are summarised in Table 8.3.

The classifier uses a seventh feature, the receiver clock drift c1kD, expressed
in nanoseconds of drift per second, added as a candidate channel for time and
pseudorange manipulation, which the power and front-end features do not measure
directly. Its contribution has not been demonstrated yet and a leave-one-feature-out
ablation is the natural test. Four features can be missing, each contributing a
validity mask, so the per-epoch input of the classifier is 11 channels.

The preprocessing steps, common to the detector and the classifier unless stated
otherwise, are summarised in Table 8.4.
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Table 8.3: Retained features and their role.

Feature Scope

What it captures

agcCnt per
block

noisePerMS per
block

cn0_mean global

cn0_var global

delta_dop_-  global
var

n_tracked global

RF

RF

Front-end gain, set before the ADC. Any
added in-band power, deliberate or not, forces
the gain down.

Noise level measured by the GNSS core. Com-
plementary to the AGC; read as a pair the
two separate jamming from spoofing.
Average received power. Falls under broad-
band jamming, rises under high-power spoof-
ing, and drifts slowly with antenna or cable
degradation.

Dispersion of C/Nj across satellites. An au-
thentic constellation varies with elevation; a
single-antenna spoofer makes the levels uni-
form and the dispersion collapses.

Spread across satellites of the epoch-to-epoch
Doppler change, which should be smooth for a
fixed antenna. Authentic Doppler is mutually
independent across satellites; signals injected
from one transmitter share a single geometry
and become correlated.

Number of tracked satellites; drops under
jamming.

8.4 Models

8.4.1 Detector

The configuration of the autoencoder is reported in Table 8.5. It reads the six
aggregate features of Table 8.3, excluding the clock drift, together with the validity

masks of the three that can be missing, and reconstructs all nine columns.

8.4.2 Classifier

Three terms are used for the classifier. An epoch is one second, one row of the
dataset. A window is 60 consecutive epochs, a hyperparameter, and is what the
model reads and predicts. An event is a contiguous interval carrying one label, and
is what gets assigned to a split. Events are the unit of assignment, windows the
unit of training and prediction: an event is placed whole into train, validation or
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Table 8.4: Preprocessing steps and their motivation.

Step What Why
Session cleaning correlation-based ~ Removes redundant inputs and the
filtering of re- transient at receiver start.

Absolute time ex-
cluded

Tail compression

Validity masks

Missing values
Standardisation

Segmentation
gaps

on

dundant features,
session detection,

trimming of re-
ceiver warm-up
intervals

week, TOW and
absolute seconds
used only for
ordering

log;o(z + 107%) on
ADoppler variance

one per feature
that can be missing

training-split me-
dian

fitted on the train-
ing split only

any hole in the
second-by-second

index ends a seg-
ment

Jamming and spoofing sit on differ-
ent campaign days; a clock input
would let the model complete the
task by reading the calendar.
Normalises the skew where the mass
sits below 1; a plain log(1+z) would
be close to the identity there.

Tells the network which values were
NaN-replaced. Computed from the
data only, never from the label.

A window bridging a gap would
teach the network that a disconti-
nuity is normal.

Table 8.5: Configuration of the autoencoder.

Window 60 s
Stride 5s
Latent size 32
Input

6 features + 3 masks

Reconstructed 9 columns

test, and the windows built from its epochs inherit that placement.

Windows are 60 s long, with a training stride of 5 s as for the detector and an
evaluation stride of 1 s, so that at test time the model produces one prediction
per second, each based on the preceding sixty. The label of a window is the label
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of its last timestep. The binary detector could use an "any attack epoch in the
window" rule, because its question has two answers. With three classes that rule
is undefined: a window spanning the end of a jamming event and the start of a
spoofing one contains both. The last epoch is defined in every case and attaches
the prediction to the present rather than to an average over the window.

A window is kept only if every timestep it covers belongs to the same split, which
is what makes the partition leakage-free, while still allowing a window to cross a
nominal to attack boundary when both events are on the same side. Those crossing
windows are kept because a window is scored on its last epoch, requiring windows
to lie entirely inside one event would make an event starting at t; unscoreable
before tq + 59.

This rule has a limitation. A window ending exactly at ¢y carries the attack
label while its content is 59 seconds of nominal and one second of attack. The
target is correct, yet the input barely supports it, so in training such onset windows
behave like label noise: the only way to fit them is to react to a single anomalous
epoch, which is also what produces false alarms on nominal transients. Per-epoch
supervision, returning all 60 hidden states and computing the loss against 60 targets,
is the natural alternative and is left as future work.

The network has one LSTM layer with 32 hidden units, trained with Adam,
with a 60 x 11 input window. Class imbalance is handled at two points. During
training, inverse-frequency weights in the loss make a rare class count more. At
decision time, each of the three probabilities is multiplied by a per-class coefficient
before the largest is taken; nominal is fixed at 1, since only the ratios matter, which
leaves two coefficients to search. Every combination on a grid from 0.25 to 16 is
evaluated on the validation block and the pair maximising macro-F1 is kept.

Total-denial windows are kept in training. A window in which all 60 epochs have
zero tracked satellites still contains 60 epochs of AGC and noise floor. A direct
ablation, with identical splits, hyperparameters and threshold selection and only
the training set changed, gives a jamming F1 over all test windows of 0.136-0.453
when those windows are removed against 0.599-0.913 when they are kept. Over
non-denial windows the two are comparable in three of the four draws where
jamming F1 is defined (0.906 / 0.734 / 0.740 removed against 0.858 / 0.657 / 0.703
kept) and worse in the fourth (0.345 against 0.621). Keeping them therefore does
not improve performance where the receiver is tracking, but makes denial windows
classifiable, and those are the larger part of the jamming class.

8.4.3 Baselines

Each sequence model is paired with a memoryless baseline trained under the same
protocol, which serves as the reference against which its results are measured and
isolates the contribution of the temporal context: a One-Class SVM for the detector
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and a Random Forest for the classifier (Tables 8.6 and 8.7). The One-Class SVM
cannot serve for the classifier, since it answers a different question on a different
partition.

Table 8.6: One-Class SVM configuration.

Kernel RBF

v 0.05

v scale (inputs already standardised)
Input 9 values per epoch, no window
Score —decision_function

Threshold F1l-optimal on the validation block

Table 8.7: Random Forest baseline configuration.

Trees 300

max_depth unlimited

min_samples_leaf 5

class_weight balanced

Input 11 values per epoch, no window
Decision validation-fitted class multipliers

For the One-Class SVM, the sign of the score is flipped so that larger means
more anomalous, as for the reconstruction error, leaving the alarm rule and every
metric unchanged. The parameter v is the fraction of training points allowed
outside the boundary, and since the training slice is nominal by construction it
only shapes that boundary; the operating point is chosen afterwards, on validation.
For the Random Forest, a leaf size of 5 is imposed because at 1 Hz neighbouring
epochs are near duplicates and leaves of size one would most probably memorise
them; depth is left unlimited because train and test already hold different events
by construction.

Both baselines read the preprocessing directories that the LSTM runs already
produced, so the partitions are the same ones, fold by fold and seed by seed.
Identical across each pair are the feature set and validity masks, the filling of
missing values with the training-split median, the standardisation fitted on the
training split only, the segmentation rule on gaps, the partition itself, the rule used
to set the operating point on the validation split, and the reporting code. For the
classifier pair, in addition, class_weight = balanced computes the same inverse
frequencies as the LSTM loss weights, the decision multipliers are searched on the
same 0.25-16 grid, mixed events are scored and never trained on, and denial rows
stay in training.
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8.5 Evaluation

8.5.1 Detector Protocol

The recording is divided into four blocks, detected automatically by cutting at
the midpoint of every gap longer than six hours between consecutive declared
transmissions. Any value between 4.87 and 11.00 hours produces the same four
blocks, which correspond roughly to campaign days.

Each block takes a turn as the test set; another block acts as validation; the
nominal rows of the remaining blocks are the training data. Attack rows inside the
training blocks are discarded, because they cannot train a model that learns nominal
behaviour only, and scoring them would mean evaluating attacks surrounded by
data the model has already seen. Each of them is evaluated in another fold, when
its own block takes its turn as test. This gives twelve ordered (test, validation)
pairs.

A single chronological split (for example 70/15/15) was rejected for three reasons.
The attacks inside the training window cannot be recovered without an arbitrary
reinsertion rule that reintroduces leakage in any case. The test set would be the
last day only, so the result would hold for one day out of four. And a single split
returns a single number with no measure of its variability.

8.5.2 Classifier Protocol

The detector’s leave-one-block-out protocol cannot be reused. It trains on nominal
only and sends every attack to test, which is not a valid arrangement for supervised
classification; and its blocks are campaign days, while the campaign placed jamming
on Monday and Tuesday and spoofing from Wednesday to Friday, so holding out a
day removes a whole class from training. An event-level split is used instead.

An event is defined as a maximal run of constant label and usability flag inside
one gap-free segment. Nominal runs are then cut into 1800 s blocks, so that there
are enough nominal events to distribute; two additional cuts were placed by hand
inside the long Tuesday jamming block, at its two emitter-change boundaries[49].
The result is 12 usable jamming events, 17 usable spoofing events, and nominal
divided into blocks.

Neither a row-level nor a window-level random assignment is suitable. With
a stride smaller than the window, two consecutive windows share most of their
epochs, so a random window assignment puts near-duplicates on both sides; a
random row assignment has the same effect indirectly, since windows are built from
rows drawn from both sides. Assigning whole events keeps all the rows describing
one transmission on the same side of the partition.

Assignment is performed per class independently: the events of a class are
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shuffled with a seeded generator and assigned by event count (60% train, 20%
validation, 20% test), not by duration, since jamming events range from a few tens
of seconds to 10792 s and equal counts would not mean equal support. The draw
is then checked against a support constraint.

Because 83.5% of jamming epochs are total denial, an event count alone is not a
sufficient constraint. The rule adopted requires each class to place, in each of train,
validation and test, at least max(120 s, 12% of that class’s own tracking budget)
of non-denial windows. Five seeded draws satisfying the constraint were produced.
Each draw differs only in the seed used for the event-to-split assignment; model,
features and hyperparameters are identical across the five.

8.5.3 Metrics

The share of attacked rows differs by up to a factor of ten across test partitions, so
raw PR-AUC is not comparable between them. The headline metrics are therefore
ROC-AUC and PR-AUC divided by its own baseline, the share of positives, which
expresses the factor gained over a random scorer. F1 depends on the operating
point, and is always reported as a range over the calibrations and next to the share
of attacked rows in its own partition. Event recall, the fraction of labelled events
in which at least one alarm is raised, is reported for the detector and its baseline.

Total-denial units are treated explicitly. For the detector, total-denial epochs
are excluded from evaluation. For the classifier, results are reported twice: over all
windows, and over windows that are not entirely inside a denial block. The second
figure is the one comparable with the detector’s, and the gap between the two
states explicitly how much of the score rests on windows with no signal content.

Not everything is comparable between a sequence model and its memoryless
baseline. Event recall is, since an event is caught or it is not whatever the unit.
PR-AUC over its own baseline is, as a ratio; once total-denial units are removed
from both sides, the share of attacked units is the same and the ratio is on a
common scale. Per-class F1 as an absolute number is not, being per epoch on one
side and per window on the other, each model at its own fitted operating point.
Macro-F1 and anything computed on validation are not usable for the comparison,
since validation is where both models fitted their operating point.
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Chapter 9

Results and Discussion

This chapter reports the results of the experiments described in Chapter 8: first
the detector, then the classifier, then the comparison of both with their memoryless
baselines. The findings are summarised in Chapter 10.

9.1 Anomaly Detection

Table 9.1 reports the test-block figures, averaged over the three validation blocks
of each fold, with total-denial epochs excluded. The attack-class F1 is given as the
range over those three calibrations rather than as a single value, for the reason
developed in Section 9.1.1.

Table 9.1: LSTM detector, leave-one-block-out, denial epochs excluded.

Test ROC-AUC PR-AUC PR-A.UC Attack F1

block baseline range

1 0.901 0.823 0.13 0.340 — 0.754
2 0.982 0.929 0.30 0.927 — 0.948
3 0.984 0.875 0.10 0.383 — 0.769
0 0.330 0.021 0.03 0.021 - 0.025

On the scale of PR-AUC over its baseline, the three campaign blocks give 6.3,
3.1 and 8.8 times the random scorer. No fold is the best one: block 2 leads on raw
F1 only because it contains the largest share of attacked rows.

9.1.1 Threshold Transfer

Keeping the test data and the model fixed and changing only the validation block
used for calibration produces Table 9.2.
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Table 9.2: Spread induced by the choice of validation block.

Test block ROC-AUC spread F1 spread

0 0.068 0.005
1 0.018 0.414
2 0.004 0.021
3 0.022 0.387

Threshold-free metrics barely move, while F'1 moves by up to 0.41 on identical
test data. On test block 1 the score is 0.340 when calibrating on block 0 and 0.754
when calibrating on block 2, with the same model and the same reconstruction
ability.

A fixed percentile threshold is not a deployable design, since the reported F1
depends on which block calibrated it as much as on the model. The score itself
is stable and transfers across days, which suggests adaptive normalisation, for
example a rolling median and MAD computable online without labels, intrad of a
fixed operating point.

9.1.2 Block 0

On block 0 the detector inverts. A ROC-AUC of 0.330 is below 0.5, which means the
ranking is reversed: the pre-campaign nominal data receive a higher reconstruction
error than the attacks themselves. Block 0 is primarily made of the recording made
before the campaign schedule started, and its nominal behaviour is not drawn from
the same distribution as the campaign days. This explains both the inverted score
and the poor calibration it provides to the other folds: used as the validation block,
it returns a threshold that is too high and does not transfer.

9.2 Attack Classification

The test split contains only classes 0, 1 and 2, since mixed events never appear
there. Table 9.3 reports all test windows, Table 9.4 excludes the all-denial windows.

Table 9.3: Classifier, all test windows.

Draw Jam F1 Jam PR-AUC base Spoof F1 Spoof PR-AUC base Macro-F1

0 0.913 0.984 0.056 0.626 0.614 0.025 0.842
1 0.894 0.771 0.092 0.565 0.336 0.033 0.812
2 0.599 0.755 0.028 0.793 0.833 0.037 0.793
3 0.667 0.688 0.026 0.861 0.957 0.034 0.840
4 0.831 0.949 0.058 0.771 0.937 0.051 0.865
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Table 9.4: Classifier, excluding all-denial windows.

Draw Jam F1 Jam PR-AUC base Spoof F1 Spoof PR-AUC base Macro-F1

0 0.858 0.862 0.008 0.680 0.634 0.026 0.842
1 — 0.049 0.007 0.558 0.395 0.036 0.769
2 0.657 0.735 0.022 0.870 0.852 0.039 0.838
3 0.703 0.730 0.021 0.918 0.967 0.034 0.871
4 0.621 0.665 0.011 0.871 0.957 0.045 0.829

Excluding draw 1, jamming F1 ranges from 0.62 to 0.86 and PR-AUC over
baseline from 33x to 108x. Spoofing is far more regular: over the same four
draws its PR-AUC over baseline is 24x, 22x, 28x and 21X, nearly constant. The
instability is specific to jamming.

The mixed events, 10896 windows never used in training, were also scored.
There is no correct answer for them, so the predicted distribution is the result
instead of an error rate: across draws it is 0.3-13.0% nominal, 9.4-23.6% jamming
and 76.0-81.4% spoofing. Both attack classes appear, with spoofing dominant,
which is consistent with their composition, generally spoofing preceded by an initial
jamming phase, under a last-epoch labelling rule.

9.2.1 Jamming Failure Case

In draw 1 the jamming F1 over non-denial windows is undefined: all 542 non-denial
jamming windows of that test split were classified as nominal, so recall is zero and
precision undefined. In the same draw it reaches a jamming F1 of 0.766 on the
validation split (804 windows) and 0.894 over all test windows (7684 windows).
Those 542 windows are a single scenario: a continuous wave at 47 dBm transmitted
simultaneously on five bands. Draw 0’s test split contains a comparable amount of
non-denial jamming, 606 windows from roughly one scenario, and reaches 0.858.
The two splits hold a comparable quantity of jamming but different scenarios.

Table 9.5: Measured effect on E1 of two 47 dBm CW scenarios.

Nominal reference Single-band CW Five-band CW
agcCnt_L1 95.0 48-50 92-53
cn0_mean 36.6 30-32 2627
Tracked satellites — 10 — 8 11 —9

Both transmit the same total power, but one concentrates it on L1 while the
other divides it across five bands. On E1 the five-band case disturbs the front
end less, lowers C/Ny more, and the receiver keeps lock throughout. The pattern
reproduces across draws: where that scenario is the only jamming present in an
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evaluation split, the score is 0.000 (draw 1, test) and 0.148 (draw 4, validation);
where it is mixed with other scenarios, or used for training, the score is normal

(0.657, 0.858, 0.703).

Jamming performance is therefore not a single number: it depends on which
scenario the model is evaluated against, and specifically the scenario it misses is
the one that degrades signal quality without disturbing the front end or costing
lock. This effect is visible only because the partition was drawn five times.

9.3 Temporal vs Memoryless Models

9.3.1 Detection

Table 9.6: One-Class SVM, leave-one-block-out, denial epochs excluded.

Test block ROC-AUC PR-AUC Baseline F1 range Event recall

0 0.223 0.017 0.027 0.007 - 0.032  12-13 / 14
1 0.891 0.814 0.127 0.598 — 0.745  22-24 / 25
2 0.986 0.942 0.298 0.823 - 0.921  23-24 / 25
3 0.989 0.897 0.102 0.025 - 0.843  12-18 / 18

Table 9.7: Detector against One-Class SVM, denial epochs excluded.

ROC-AUC PR-AUC over baseline
Test block LSTM OC-SVM LSTM OC-SVM

1 0.901 0.891 6.3 % 6.4x
2 0.982 0.986 3.1x 3.2
3 0.984 0.989 8.8 8.7x
0 0.330 0.223 0.7x 0.6x

On the three campaign blocks the two models perform equivalently: ROC-AUC
differs from LSTM to OC-SVM by at most 0.01 and the PR-AUC factor by at
most 0.06, far inside the spread that changing the validation block produces for
either of them.

On block 0 both invert, the baseline slightly further. Two architectures trained
on the same nominal rows fail in the same way on the same block, which indicates
that the cause is the data and not the sequence model.

A distance from a learned boundary has no stable scale across different folds,
which reinforces the argument for a threshold-free metric.
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9.3.2 Classification

Table 9.8: Random Forest, five draws, test excluding all-denial epochs. PR-AUC
is given with the class share of that draw in brackets.

Draw Jam F1 Jam PR-AUC Spoof F1 Spoof PR-AUC Macro-F1

0 0.743  0.892 (0.008) 0.926 0.806 (0.020) 0.888
1 0.061  0.539 (0.008) 0.721 0.417 (0.022) 0.590
2 0.694  0.872 (0.020) 0.946 0.973 (0.040) 0.878
3 0.737  0.795 (0.018) 0.926 0.881 (0.030) 0.886
4 0.306  0.519 (0.008) 0.888 0.970 (0.044) 0.726

Table 9.9: Classifier against Random Forest, means over the five draws, test
excluding all-denial units.

Random Forest LSTM Better
Spoofing F1 0.881 0.779 baseline
Spoofing PR-AUC over baseline 27 21x baseline
Jamming F'1 0.508 0.568  neither, both poor
Jamming PR-AUC over baseline 66 x 49x baseline

Spoofing does not require a sequence model: a memoryless forest reading one
epoch outperforms the LSTM on both measures, so whatever separates spoofing on
this receiver is present in a single epoch’s features. Neither model handles jamming
well: both swing by roughly 0.28 across draws, the LSTM’s minimal advantage
being stability, with a macro-F1 standard deviation of 0.033 against 0.119. Both
fail on draw 1, the one where the five-band scenario stands alone in test.
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Chapter 10

Conclusions and Future
Work

10.1 Summary

This thesis studied two complementary ways of monitoring Galileo reception on low-
cost receivers. The first is protocol-level: the OSNMA workflow was implemented
as an offline and live pipeline built on OSNMAIlib and on a Galileo-only SPP solver
adapted from CSSRIib, with diagnostic outputs that expose every intermediate
authentication state on the same time axis as the receiver observables. The second
is observation-level: an LSTM autoencoder and a three-class LSTM classifier
were trained on the Jammertest 2025 recording, and each was compared with a
memoryless model trained under the same protocol.

10.2 Main Findings

1. The intermediate states of OSNMA explain events that look like
errors. Cross-authentication without local tags, waiting for a delayed key
and the buffering of navigation data under degraded reception are nominal
protocol behaviour. Reading the protocol state per satellite and per sub-frame,
rather than as a pass-or-fail response, avoids interpreting them as failures, and
provides an explanation that the physical observables cannot supply on their
OWTL.

2. Enforcing authentication in the position solution has no cost in
nominal conditions. With a clear sky view the all-Galileo and authenticated-
only solutions coincide. In the constrained scenario the two diverge, and the
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discontinuity in the authenticated-only solution is directly traceable to the
moment a satellite completes its authentication.

3. OSNMA and the physical observables react to different problems.
Poor satellite geometry produced the largest positioning error observed while all
authentication states remained nominal, because the decoded navigation data
were correct. During a declared meaconing and spoofing transmission, instead,
no satellite authenticated after the attack started, while the observables gave
useful but ambiguous indications: C/Ny increasing rather than decreasing,
and satellites absent in nominal conditions appearing with strong signals. The
observables flag the anomaly; only the authentication state confirms it.

4. Given this specific Andoya dataset, the receiver observables alone
are sufficient to detect an anomaly on days never seen in training.
On the three campaign blocks the detector reaches ROC-AUC between 0.90
and 0.98 and PR-AUC three to nine times its baseline (Section 9.1).

5. Temporal context does not improve the result. A One-Class SVM
reading one epoch matches the autoencoder reading sixty within 0.01 ROC-
AUC, and a Random Forest outperforms the LSTM classifier on spoofing
(Section 9.3). The limiting factor is the available dataset and the feature set, if
more sophisticated attacks are conducted and recorded, not the architecture.

6. The score transfers across days; the alarm threshold does not. On
the same test data and with the same model, calibrating the threshold on
different validation blocks moves F1 from 0.34 to 0.75 (Section 9.1.1). On the
pre-campaign data both detector architectures invert in the same way, which
points to a change in the nominal distribution rather than to a model failure
(Section 9.1.2).

10.3 Limitations

o Jamming coverage. The jamming class contains 12 usable events, only 4 of
which carry more than 120 tracking seconds, and groups signals of very different
waveform, bandwidth and power. Five random draws do not guarantee that
every scenario is tested.

o Adjacent events. One long jamming event was cut by hand at its two
emitter-change boundaries. The resulting events share acquisition conditions,
so figures computed over all-denial windows carry an optimistic bias.

« Single campaign, site and receiver. All labelled data come from one
static Septentrio receiver at one site, and the ground truth is derived from the
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declared transmission plan rather than from an independent measurement of
the emitted signals.

« Fixed operating point. The thresholds used in this work are calibrated
offline on a validation block, and do not transfer across days.

10.4 Future Work

Feature set. Since the architecture is not the limiting factor, the next improve-
ments should come from the input. An ablation of the validity masks would
establish whether they contribute, and a leave-one-feature-out test is needed for
the receiver clock drift, whose contribution has not been demonstrated yet.

OSNMA-derived features. The outputs of the OSNMA pipeline, namely
extraction states, authentication states, tag-source relations and the gap between
tracked, complete and authenticated satellites, form a feature block that a purely
physical detector cannot have. They were deliberately kept out until the physical-
layer result was established, so that their contribution can now be measured rather
than assumed, in particular on the jamming class and on the ambiguous cases
observed under meaconing.

Jamming evaluation. Leave-one-scenario-out is the protocol the jamming class
requires, together with more jamming recordings covering a wider range of wave-
forms and power levels.

Other datasets. The models learn the nominal conditions of the environment in
which they are trained, so their transfer to other receivers, sites and campaigns
can only be established by testing on other data. The SDR scenario of Chapter 6
provides a first controlled case with known ground truth.
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Appendix A

OSNMAIib output
README

Chapters 5 and 6 read the diagnostic outputs of the pipeline to argue about specific
recordings, and each of those readings rests on the exact meaning of a colour,
a field or an axis. This appendix reproduces, verbatim, the reference document
distributed with the implementation, which states for every artefact the pipeline
writes which source file each quantity comes from, how a state is decided, and what
a single plotted cell represents. It contains no findings of its own.

# OSNMA Timelines
The timelines in plot_results.py merge four info sources:

- *xVerbose text log: general_logs.logx* (fallback timing source)

- This file is created by the logging setup in logger_factory.py.

- TTFF/TTFAF are emitted by the navigation/auth logic in
"nav_data_manager.py  at the *moment the event is detected*.

- Concretely, when the receiver reaches "first fix" (TTFF) or "first
authenticated fix" (TTFAF), “nav_data_manager.py~ logs lines
like:

- "First Fix at GST <WN> <TOW>"
- “First Authenticated Fix at GST <WN> <TOW>"

“First GST <WN> <TOW>" (the reference start time)

- "TTFF <N> seconds”

- “TTFAF <N> seconds”

- Note: internally TTFF/TTFAF are computed at *page endx
("gst_page_end = LAST_GST + 2s”), because a full I/NAV page
spans 2 seconds; this is why the "First ... at GST ..." TOW is
typically aligned to the page boundary.
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- “plot_results.py  parses these lines with regex in
“_load_ttfaf_from_general_logs()” and uses them only as a
*xfallback** when “run_metadata.json” is missing those values or
contains “null".

- **run_metadata.json** (preferred timing source + run flags)
- Written by the runners (e.g. run_file.py). Fields:
- ubx_clock_messages: whether trusted clock/time messages
were used
ttff, ttfaf: durations in seconds (if computed)
- first_tow: TOW of the first processed page (start
reference)
faf _tow: TOW of the "first authenticated fix" event (if
known)
- The timeline code uses this to place and label the vertical TTFAF
marker as accurately as possible:
1) **Best case: “faf_tow™ -> exact x-position*x

- If “run_metadata.json” contains “faf_tow™ (TOW of
the *first authenticated fix eventx*),
“plot_results.py” builds a continuous 2-second
time axis (“time_keys”) and searches for the
sample whose TOW equals “faf_tow".

- If the exact TOW sample is not present (e.g., the
plotted range does not include it, or the axis
is sparse/trimmed), it falls back to the
**nearest** available sample in TOW to still
draw the marker rather than dropping it.

2) *xNext: ~“first_tow + ttfaf  (mod week) -> derived
Xx-position**

- If “faf_tow’ is missing but both “first_tow™ (TOW
of the first processed page) and “ttfaf"
(seconds) are available, the code derives the
event TOW as:

“faf_tow = (first_tow + ttfaf) J 604800"

- Then it applies the same "exact match else nearest
sample" logic as above.

3) *xElse: heuristic from “status_log.json™ (subframe-level
approximation)**

- If numeric metadata is not available (which should
virtually never happen), the code estimates the
TTFAF moment from “status_log.json™ by finding
the first subframe where at least 4 satellites
have authenticated ADKDO/ADKD12 (a practical
definition of "first authenticated fix").

- The marker is then placed on the first 2-second
bin whose ~(WN, subframe_tow)~ matches that
subframe.
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- This is necessarily coarser (30 s resolution) than
“faf_tow”™ and should be considered an
approximation.

- If none of the above can be resolved, no TTFAF marker is
drawn.

- **Per-subframe status: status_log.json** (auth & data state, 30 s
frequency)

- Produced by status_logger.py once per 30-second subframe
(GST_subframe), after the receiver finishes that subframe in
receiver.py. The plot code extracts:

- verified_OSNMA_material.tags --> which satellites had
verified tags (and tag source mapping prn_d <- prn_a)
authenticated_nav_data --> which satellites have
authenticated nav blocks (ADKD0/4/12)
nav_data_received —-> whether each satellite has a
complete clear-nav block yet (words received)
OSNMA_status.tesla_chain_in_force and .public_key_in_force
--> whether the system is "ready" (KROOT/PKR in force)
- A heuristic TTFAF subframe: "first subframe where at least
4 satellites have authenticated ADKDO/ADKD12".

- *xPer-page data: page_log.csv*x (timeline grid source)
- See Section 3 for full details. In the context of the Extraction
State Timeline:

- **Rows (y-axis)** is the sorted unique “svid”~ values
observed in “page_log.csv'.

- **Columns (x-axis)** is a continuous time axis in
**x2-second bins** from the minimum to the maximum ~ (wn,
tow)” found in “page_log.csv’.

- A cell is x*white / NLOS** when *no row exists in
“page_log.csv * for that ~(svid, wn, tow)  bin. This is
why a satellite that never appears in “page_log.csv"
cannot appear in this timeline at all.

## 1) Satellite Extraction State Timeline

This timeline represents the receiver synchronization and extraction states
during the TESLA protocol authentication process.

Additionally, it overlays Received IOD (Issue of Data) labels. These labels
are extracted directly from the raw navigation data blocks
(nav_data_received) and are displayed as soon as the satellite begins
providing partial or complete navigation data (state >= Incomplete
Ephemeris), regardless of their authentication status. Binary IOD
strings are converted to decimal for display.
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- **x(White) No Pagex*: No valid I/NAV page was processed for this satellite
during this 2-second interval. This could be due to a failed CRC check,
a dummy page, an alert page, or because the receiver is tracking a
signal other than E1-B. No “page_log.csv™ row for that bin. This state
is also assigned when there is no “page_log.csv® row for that ~(svid,
wn, tow) ™ bin.

- **(Yellow) Incomplete Ephemeris*#*: During this subframe period, the
receiver successfully initialized the system (KROOT and MERKLE TREE
acquired) but only extracted partial or malformed ADKDO navigation data
from this satellite. Therefore, it is still waiting to assemble a
complete set of navigation words. This state is assigned when:

- chain + public key are in force, BUT "nav_data_received[svid]" is
not complete (when all words 1..5 marked “True~).

- **x(Pink) System Initialization / Missing KROOT**: Complete ADKDO
navigation data has already been fully extracted from this subframe for
this satellite. However, at the end of this subframe period, the
receiver has not yet fully assembled the TESLA Root Key (KROOT). It must
wait to collect the remaining DSM blocks in the subsequent subframes.
This state is assigned when:

- “OSNMA_status.tesla_chain_in_force™ is "null” OR
"OSNMA_status.public_key_in_force™ is “null".

- **(0Orange) Waiting for Tag#**: During this subframe period, complete
ephemerides (all ADKDO words marked True) were successfully extracted
from this satellite, but no MACK tags were transmitted by this satellite
in this specific subframe. This state is assigned when:

- chain + public key in force, AND nav block is complete, BUT the
satellite is **not** in “mack_tagged_svids™ for that subframe.

Meaning: we have the nav data, but we haven’t seen any tag objects coming
from this satellite’s MACK yet.

- **x(Light Blue) Ready for Verification / Tags Acquired**: During this
subframe period, complete ephemerides were extracted, and this satellite
also actively transmitted MACK tags (regardless of whether these tags
will eventually be used or verified). This state is assigned when:

- chain + public key in force, AND nav block is complete, AND
"mack_tagged_svids® contains this “svid® for that subframe.

- "mack_tagged_svids® is derived from
“OSNMA_material_received[svid] .mack_data.tags™ being non-empty
(tag objects were extracted).

Meaning: The satellite has provided both complete navigation data and its
corresponding cryptographic tags. The acquisition phase is complete, and
the data is queued, ready to be verified as soon as the protocol's
disclosure delay passes and the TESLA key is received.

- **Violet Outline Modifier (OSNMA Present)#**: The page's OSNMA material is
actively present. This state is assigned when at least one bit among the
40 OSNMA bits is different from O (Thas_osnma == True).

## 2) Nav-Data Authentication Timeline
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This timeline categorizes the actual data content and authentication payload
contained within a specific subframe.

Unlike the Extraction State Timeline, this plot is evaluated purely in
30-second subframe blocks. If an authentication state is achieved for a
subframe, the entire 30-second block (mapped visually to 2-second
contiguous cells) will reflect that state, representing the protocol's
delayed disclosure mechanics.

The resulting color states are:

- *x(White) No AuthN*#*: The satellite has no authenticated navigation data
during this subframe's 30-second period.

- **(0Orange) Tag-Only#**: During this subframe's 30-second period at least a
tag, sent by this satellite's previous subframe, was used to
authenticate navigation data of other satellites. However, this
satellite itself does not have any authenticated navigation data during
this subframe's 30-second period.

- **(Light Green) Cross-Authenticated Nav**: Navigation data for this
satellite was successfully cross-—authenticated within this subframe's
30-seconds period. This is achieved using a TESLA key extracted in this
current subframe's 30-seconds period (by any available satellite, not
necessarily by this satellite) that authenticated a tag broadcasted in
one of the previous other satellite's subframes (not by this satellite).

- **0range Outline Modifier (Cross-Authenticator)**: If this state
features a orange outline, it indicates that this satellite's
navigation data was authenticated via other satellites' tags,
plus at least a tag received from this satellite in the previous
subframe was successfully used in this current subframe's
30-seconds period to authenticate navigation data of other
satellites.

- *x(Dark Green) Self-Authenticated Nav**: Navigation data for this
satellite was successfully authenticated during this subframe's
30-seconds period. This is achieved using a TESLA key extracted in this
current subframe's 30-seconds period that authenticated a tag contained
in this satellite's previous subframe. Svid is in tags_verified and svid
is in nav_authenticated.

- *x0range Outline Modifier (Cross-Authenticator)**: If this state
features a orange outline, it indicates that this satellite's
navigation data was authenticated via this satellite's tag, plus
at least a tag received from this satellite in the previous
subframe was successfully used in this current subframe's
30-seconds period to authenticate navigation data of other
satellites.

## 3) CSV Outputs

These files are generated inside each “logs_*" folder and are meant to make
the plots easier to interpret and reuse.
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- *x"page_log.csv **: It contains one row for each received 2-second page
and includes the satellite ID, GST week, GST TOW, subframe TOW, and the
OSNMA-related flags needed to build the acquisition and authentication
timelines. It determines which satellites exist on the y-axis and which
2-second time bins (wn, tow) appear on the x-axis of the4 extraction
state timeline.

A CSV row is emitted only if all these conditions hold:

- *xLogging is enabled**: ~Config.LOG_FILE® must be “True (otherwise
“Pagelogger”™ never opens the CSV).

- **The page exists in the input stream**: the receiver must actually
iterate an RXM-SFRBX page for that SVID. (A satellite can be present in
NAV-SAT / skyplot but still never produce usable RXM-SFRBX pages.)

- **xIt passes ~_filter_page() ** (see “receiver.py’):

- band must be “E1B7,

- it must not be an alert page or a dummy page,

- CRC must be 0K,

- it must not be earlier than the configured start time.

- **xIt passes ~_time_sync() #x: GST time must not go backwards.

What *does not* prevent a row from being logged:

- A subframe being later discarded for OSNMA processing reasons (e.g.,
missing NMA header, “CPKS==0", “NMAS==0") happens at end-of-subframe
handling, *after* the individual pages were already written to
“page_log.csv" . Conceptually “page_log.csv' answers "which 2-second
pages did the pipeline accept and attempt to process?" while
“status_log.json” answers "what OSNMA state/authentication results did
we have at the end of each 30-second subframe?"

- **x navsat.csv **: This file contains the NAV-SAT extraction results. It
lists the visible satellites together with the skyplot information, such
as azimuth and elevation, so it is used to draw the skyplot and inspect
the satellite geometry during the run.

- ** tag_sources_by_subframe.csv **: For each subframe and each
authenticated destination satellite “prn_d°, it shows which source
satellites “prn_a” provided verified tags that were used to authenticate
that satellite's navigation data. The file also includes the number of
sources, if the destination satellite authenticated itself, and if the
navigation data for that satellite is authenticated in that subframe.

- **x wn~ / “tow_sf #x: GST week and subframe TOW that identify the
subframe.

- *x"prn_d **: Destination satellite, that is, the satellite whose
navigation data is being authenticated.

- **x~auth_sources™ **: The list of source satellites whose verified
tags contributed to the authentication of “prn_d-.

- **~source_count **: How many source satellites appear in
“auth_sources’.
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- **x has_self **: "True  when the destination satellite also appears
among the sources.

- *x"nav_authenticated **: “True” when the navigation data of
“prn_d° is authenticated in that subframe.

## 4) Skyplot

The skyplot is built from UBX NAV-SAT messages in navsat.csv, parsed by
extract_navsat.py and plotted in plot_results.py.

It will include any Galileo satellite (gnssId == 2) that the receiver
reported in NAV-SAT (even if you never decoded/accepted OSNMA pages from
it).

There could be some Galileo satellites that appear in the skyplot but not in
the timelines(e.g., not in the page_log.csv), those are the reasons:

- The UBX stream contains NAV-SAT for that satellite, but no RXM-SFRBX E1B
pages for it (or they were not recorded).

- RXM-SFRBX pages exist but are filtered out before logging (CRC fail,
dummy/alert pages, non-E1B, etc.) by _filter_page() in receiver.py.

- The runner itself may pre-filter what goes into the processed UBX (e.g.,
run_file.py writes a reduced gal_elb.ubx that keeps NAV-SAT but only
RXM-SFRBX with Galileo E1B).

## 5) NAV-SAT Parameter Timelines

These three heatmaps are generated from “navsat.csv® and show, for each
Galileo satellite visible during the run, how **C/NOx*, **elevationx,
and **azimuth** evolve over time. They use the same continuous 2-second
time grid as the OSNMA authentication timelines, so you can visually
align signal quality with authentication results.

Each plot is a matrix where:

- *#xY-axis**: Galileo SVID (one row per satellite)

- *#xX-axis**: absolute time in 2-second bins (same "~ (wn, tow)  grid as
“page_log.csv)

- **Color**: the value of the plotted parameter at that moment for that
satellite

White cells mean no NAV-SAT report was received for that satellite at that
time bin.

### C/NO Timeline
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Shows the carrier-to-noise density ratio in **dB-Hzx**. It is a direct
indicator of signal quality: high values (yellow, ~60 dB-Hz) indicate a
strong, clean signal; low values (dark purple, near 0) indicate a weak
or heavily attenuated signal. Sudden drops to dark purple mid-track (as
visible for E18 and E25 in the example) typically correspond to signal
blockage or multipath events. Satellites that appear only at the edges
of the timeline (e.g., E08, E09) were rising or setting during the
recording.

### Elevation Timeline

Shows the satellite elevation angle in **degrees** (0° = horizon, 90° =
zenith). This plot is useful to interpret both the C/NO and the
authentication results: low-elevation satellites tend to have weaker
signals and are more prone to multipath, which can cause OSNMA pages to
be discarded by ~_filter_page()” before they even reach the
authentication pipeline.

### Azimuth Timeline

Shows the satellite azimuth angle in **degrees** (0°/360° = North, 90° =
East). Useful for understanding the geometric diversity of the
constellation during the run and for diagnosing obstructions: a
satellite with constant azimuth pointing toward a known obstacle (e.g.,
a building) will often show a degraded C/NO in the first plot.

### PDOP Timeline

Shows the Position Dilution of Precision (PDOP) in **dimensionless units*x.
PDOP is a measure of the geometric quality of the satellite
constellation for positioning: lower values indicate better geometry and
more accurate position estimates. PDOP is computed from the receiver's
estimated position and the visible satellites at each 2-second bin.

NAV-SAT messages carry an “iTOW"™ in milliseconds relative to the current GPS
week. To align them with the absolute time grid derived from
“page_log.csv', the code applies a +604800 s correction when the raw
"iTOW" -derived timestamp falls more than ~3.5 days outside the visible
window. This means:

- The recorded UBX file must not span more than **3.5 days**.

- There must be no data gap longer than **3.5 days** within the file.

If either condition is violated, some NAV-SAT rows may be placed in the
wrong time bin or discarded entirely.

## 6) Authenticated Nav Data vs Complete Nav Data vs Missing Authentication
vs Total Satellites in LOS Timeline

This line chart is generated from “status_log.json and provides a
*xper—-subframe count** of satellites in two distinct states:

- **xTotal Satellites tracked**: satellites which are being tracked by the
receiver and their physical parameters are reported.
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- *xAuthenticated nav datax*: satellites whose navigation data (clock +
ephemeris) has been verified by the OSNMA protocol in that subframe.
These are the satellites that appear in "nav_authenticated™ in
“tag_sources_by_subframe.csv’.

- **Complete nav datax*: satellites that have a full, usable Ephemeris Data
(CED) block available extracted from this subframe. These are candidates
for authentication in upcoming subframes, provided their tags arrive and
verify correctly.

- **Missing Authentication - Previous subframe's complete Nav Data not
Authenticated**: Satellites in this current subframe that successfully
provided complete navigation data in the previous subframe, but failed
to achieve an authenticated state in this subframe's period.

### What one point represents

Each point on the X-axis corresponds to the start TOW of one 30-second GST
subframe present in “status_log.json’. Unlike the heatmaps in Section 5,
this plot does **not** use a continuous 2-second grid: only subframes
that the pipeline actually processed and logged are shown. Gaps in the
X-axis therefore reflect either missing subframes or subframes that were
discarded before reaching the status log.

### X-axis label format

- If all subframes belong to a **single GST week**, the X-axis shows only
the subframe TOW in seconds.

- If subframes span **multiple GST weeks**, the label switches to “wn:tow
format to avoid ambiguity.
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