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Abstract

The increasing complexity of modern satellites and the growing amount of telemetry data available pose significant challenges
for a safe and economic operation of satellites. To support the satellite engineers, traditional machine learning methods,
including deep learning-based approaches, have shown promising results but lack intuitive explainability, hindering their
adoption in operational settings. This paper presents a novel approach to anomaly detection and causal inference in satellite
telemetry data, leveraging an ensemble of classical statistical models and deep learning architectures, combined with causal
discovery techniques. We employ the Peter and Clark momentary conditional independence algorithm for identifying causal
relationships with temporal dependencies and use its results as part of an in-depth root cause analysis enhancing anomaly
detection. Our approach identifies potential anomalies and provides indications which satellite components cause the detected
anomalies in order to facilitate interpretation by satellite operators. By integrating causal inference methods into anomaly
detection pipelines, we aim to enhance explainability and facilitate decision-making in complex systems. This paper contributes
to the growing body of work on anomaly detection and causal inference, highlighting the potential of combining machine
learning and causation for improved operational performance.

Keywords Anomaly detection - Causal discovery - Machine learning - Satellite operations - Correlation analysis - Signal
processing

1 Introduction

When operating satellites in space, telemetry data serve as a
critical resource, enabling engineers to monitor the satellite’s
health and system status. As spacecrafts become increasingly
complex and the number of satellites in orbit is increasing,
the amount of telemetry data available for analysis is growing
as well. A single modern satellite with a scientific pay-
load defines and transmits around 80,000 different telemetry
parameters to Earth. Since the manual inspection and analy-
sis of every parameter is not feasible anymore, many space
operations centers have established research groups focused
on investigating and developing anomaly detection methods,
including novel approaches, to address this challenge.
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The German Space Operations Center (GSOC)! at the
German Aerospace Center (DLR)? has developed ATHMOoS,
the Automated Telemetry Health Monitoring System [1],
which is currently used by satellite engineers to aid in detect-
ing novel behavior [2—4]. It is based on classical machine
learning methods, using statistical features of the satellite
telemetry [5], and, by design, returns highly explainable
results to the operators [6, 7]. The current state of research
in this domain is heavily focusing on deep-learning-based
approaches and has shown promising results on bench-
mark datasets. However, a significant limitation of these
approaches is their lack of intuitive explainability which
makes it difficult to include them into the daily work rou-
tine of satellite operators. Without understanding the cause
of a detected novelty and why it was even detected, operators
are limited in their ability to take appropriate action and lose
trust in detection results.

! https://www.dlr.de/rb/.
2 https://www.dlr.de/.
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To address this problem, a collaborative initiative between
GSOC and the DLR Institute of Data Science (DW)? as
part of the DLR project CausalAnomalies* seeks to uncover
novel insights in satellite telemetry by combining anomaly
detection methods with causal inference techniques, see,
e.g., [8-11]. Unlike ATHMoS, which focuses on individual
telemetry parameters, this case study uses high-dimensional
data combining satellite telemetry from multiple parame-
ters. In this investigation, we employ both deep learning
and classical machine learning methods, such as isola-
tion forest, one-class support vector machine, cluster-based
local outlier factor (CBLOF), graph-augmented normaliz-
ing flows (GANF), and maximally divergent intervals (MDI)
algorithm.

Given the recent progress in anomaly detection and attri-
bution by merging methods from machine learning and
causal inference [12-17], we here explore the potential
of such approaches for satellite systems. The additional
application of a causal inference method adds more value
to these “black-box” or “semi-transparent” methods like
Bayesian or graph neural networks [18, 19], variational
auto-encoder [20], and evidential convolutional neural net-
works [21] by providing causal explanations for the detected
anomalies. Without this extra step, many of these detection
methods would lack viability to be used operationally. By
finding causal relationships and utilizing them in a root cause
analysis, we aim to make the detection results easily inter-
pretable by the satellite engineers and operators.

This paper builds upon our prior analysis [22] of satellite
telemetry data, in which we examined ground station contact
events to identify and explain anomalous behavior. The find-
ings and operational insights from this analysis enabled us
to systematically refined our anomaly detection and causal
inference techniques. These advancements were applied to a
new use case involving an Earth observation satellite oper-
ated by GSOC.

This paper is structured as follows: in Sect.2, we report
on the diverse methodologies for detecting and explain-
ing anomalies in multivariate time series. Specifically, our
ensemble approach employs classical statistical models and
deep learning-based architectures for unsupervised anomaly
detection. Furthermore, as part of our causal analysis, we
infer the causal structure between the system variables and
use this information for root cause analysis. Section3 is
dedicated to our use case, the detection and attribution of
anomalies in satellite telemetry data. We investigate data
collected during satellite image acquisition (SIA) events,
and aim to understand the underlying causes of said anoma-
lies. Here, various telemetry data related to SIA events are

3 https://www.dlr.de/dw/.

4 https://www.dlr.de/de/forschung-und- transfer/projekte-und-
missionen/causal-anomalies/.
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analyzed, including status, temperature, power, and attitude
control data. Concluding with Sect. 4, we provide a final sum-
mary of our results as well as an overview of planned future
activities.

2 Methods

In this section, we introduce and describe the methods we
use for our data analysis. This subsumes methods from the
fields of anomaly detection and causal inference.

2.1 Anomaly detection on unlabelled data

Selecting and calibrating an anomaly detection model is chal-
lenging when working with unlabelled data, especially in
complex systems where anomalies are difficult to character-
ize or when working with large datasets for which accurate
labeling by experts is infeasible, such as in our use case in
Sect. 3. To overcome this challenge, we propose a three-step
iterative framework that leverages an ensemble of anomaly
detection models, aiming to systematically identify the most
relevant anomaly candidates for subsequent investigation.
This framework is outlined in Fig. 1.

2.1.1 Step 1: preprocessing

We analyze multivariate time series data given by the
dataset X = {X(l), e, X(N)} consisting of N observations
X® ¢ RP*Tk where D denotes the number of variables and
T the number of potentially irregularly spaced time steps in
observation k. The number of variables per multivariate time
series is constant across all observations in X'. Where neces-
sary, X ,] © denotes the value of the ith variable at the jth time
step in observation k. For brevity, we will omit superscripts
and subscripts where they are not needed.

To make the irregular time series data suitable for anomaly
detection models, we resample each observation onto a regu-
lar grid of 200 points. This step ensures a consistent number
of time steps per observation and guarantees that each vari-
able has an assigned value at every grid point. For each
variable and grid segment (i.e., between two consecutive grid
points), the mean, standard deviation, and the number of data
points in the segment is computed.

To reduce the dimension of the multivariate time series,
we select a single representative variable among each set
of highly correlated variables. We denote two variables as
highly correlated if their absolute Pearson correlation coef-
ficient |p| exceeds 0.99. Rather than training a dedicated
anomaly detection model, potential anomalies associated
with these variables are identified directly by comparing
pairs of highly correlated variables X,, and X,, m,n €


https://www.dlr.de/dw/
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{1,..., D}. Consistent with the procedure described in
Sect.2.1.2, observations with an anomaly score exceeding
three standard deviations from the mean are flagged as
anomalous. The correlation-based anomaly score is defined
as

[ Xm — sign(corr (X, X)) Xnll2,

where corr(-, -) is Pearson’s correlation coefficient and || -
|2 is the Euclidean norm. Potential anomalies identified in
this manner are subsequently incorporated into the anomaly
candidates list introduced in Sect.2.1.3.

Following best practices, the dataset X is split into train-
ing and test subsets Xirain, Xest S . Because our aim is
to identify all potentially anomalous observations, Xizain 1S
drawn as a random subset of unique observations X ®) with
its size being at most 80% of the size of X'. Suspected anoma-
lies identified in Sect.2.1.3 are excluded from any training
subsets to improve model quality. If more than 20% of obser-
vations are flagged as anomalous, the iterative process is
terminated since anomalies are expected to be rare. Although
this did not occur in our analysis, a high anomaly rate would
indicate model miscalibration and require restarting the pro-
cedure with a more restrictive threshold than the current
choice of three standard deviations above the mean anomaly
score.

2.1.2 Step 2: anomaly exploration

In the next step, we detect anomalies in the preprocessed
data. As the absence of labels makes it difficult to assess the
quality of a single anomaly detection method directly, we
rely on an ensemble of five anomaly detection methods of
various types to detect a wide range of different anomalies
as suggested in [23]:

e Isolation forest [24]: a tree-based model that isolates
anomalies by randomly selecting features and splitting
values.

e One-class support vector machine (SVM) [25]: a SVN
that learns a decision boundary around normal data
points.

e Cluster-based local outlier factor (CBLOF) [26]: a
context-aware outlier detection method, capturing both
isolated anomalies and small groups of atypical points
relative to larger cluster structures, by leveraging k-
means clustering and local outlier factors.

e Graph-augmented normalizing flow (GANF) [27]: a
density-based method that leverages normalizing flows
for density estimation and integrates a Bayesian Network
to model causal relationships among multivariate time
series.

e Maximally divergent intervals (MDI) algorithm [28]:
a density-estimation-based algorithm for unsupervised
detection of sequential anomalies in spatio-temporal
data.

For all models, we fix the input window size to 200 time
steps, according to the grid definition in Sect.2.1.1. Model-
specific thresholds are set to three standard deviations above
the mean anomaly score computed on the training data.

2.1.3 Step 3: anomaly candidates selection

While building an ensemble model from five distinct anomaly
detection methods helps mitigating the limitations of individ-
ual models, it does not guarantee all anomalies to be detected.
To increase coverage, 100 models are trained for each type
using different hyperparameter configurations, all of which
are then included in the ensemble. An observation X®) is
then flagged as a potential anomaly based on a majority vote
among the total of 500 model instances. This multi-instance
ensemble strategy mitigates the problem of missing targets
for hyperparameter tuning and allows us to detect a wide
range of anomalies, even when certain model instances fail
to recognize specific anomaly types, based on the findings of
[23].

The model hyperparameters could be selected randomly;
however, we choose to generated them via Bayesian opti-
mization that maximizes the model confidence defined by
the separation between the mean anomaly score of predicted
normal data and that of predicted anomalies. Although the
objective is not strict model optimization, this procedure
biases the hyperparameter distribution toward configurations

@ Springer
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that produce more robust models with clearer distinction
between normal and anomalous data.

Atthe end of this step, the new list of potential anomalies is
compared with anomalies identified in previous iterations of
this process, as well as expert-labeled anomalies (if applied).
If no new anomalies are detected, the process terminates.
Otherwise, the newly identified anomalies are added to the
anomaly candidates list, and the procedure is repeated from
Step 1, see Sect.2.1.1.

2.2 Causal analysis

As second part of our data analysis methodology, we employ
methods from causal inference. This field of research devel-
ops and applies methods for reasoning about causal relation-
ships data, see, e.g., [8—11] for elaborate accounts.

2.2.1 Causal discovery

Within causal inference, causal discovery or alternatively
causal structure learning refers to inferring qualitative cause-
and-effect relationships from data. That is, given data of a
collection of variables X;,i € {1, ..., d}, the goal is to learn
forall 1 < a # b < d whether or not X, has a causal
influence on X. This binary information can be conveniently
represented by a graph, often referred to as causal graph,
in which directed edges signify direct causal influences; for
example, an edge X, — X} signifies that X, has a direct
causal influence on X,. For an overview of foundations of as
well as algorithms for causal discovery, see, e.g., [9, 11, 29,
30].

When applying causal discovery or interpreting its results,
itis important to keep the following well-known fact in mind:
statistical association does not necessarily imply causation.
Attempting to infer causal relationships from observational
data alone is, thus, an ill-posed problem. However, the prob-
lem can become well-posed if appropriate assumptions on
the data-generating process are adopted. These enabling
assumptions differ between the several approaches and var-
ious algorithms for causal discovery.

One type of causal discovery algorithms follow the so-
called constraint-based approach. This approach utilizes
(in-)dependencies between variables in the data. For exam-
ple, if the causal graph is X; < X» — X3, then one expects
that X1 and X3 are marginally dependent (because their com-
mon cause X introduces a dependence) and independent
conditional on X» (because the dependence is exclusively
due to X»5). Thus, if the data do not show these two (in-
)dependencies, then we would want to reject the above causal
graph. Then, the idea is to “reverse-engineer” the causal
graph (or, more precisely, a set of possible causal graphs)
from patterns of (in-)dependencies in the data. One algo-
rithm that operationalises this strategy is the Peter and Clarke

@ Springer

(PC) algorithm [31]. Since, in practice, the independencies
are not known a priori, they must be tested using statistical
independence tests applied to the data.

Due to the principled distinction between associational
and causal relationships, this reverse engineering can only
provably work if appropriate assumptions are imposed. For
the PC algorithm these are: First, the assumption of acyclic
causal relationships. Second, the so-called causal sufficiency
assumption [9], which says that there are no unobserved vari-
ables that causally influence two observed variables. Third,
the so-called causal Markov assumption [9], which says that
every variable is independent of its non-descendants given
its parents as specified by the causal graph. Fourth and last,
the causal faithfulness assumption [9], which says that every
independence in the data is implied by those independencies
that are due to the causal Markov condition.

In the work presented here, we employ the multi-data-
version [32] of the Peter—Clark Momentary Conditional
Independence Plus algorithm (PCMCI™) [33], which s avail-
able in the Python package Tigramite.> The PCMCI* algo-
rithm [33] is an adaption of the PC algorithm to multivariate
discrete-time time series, and its multi-data-version allows to
pool data from multiple multivariate time series (here obser-
vations), assuming that these are multiple instances of the
same process. Unlike the PCMCI algorithm [34], on which
PCMCI™ is based, PCMCIt (and its multi-data-version)
also allows for contemporaneous causal relationships, i.e.,
causal influences between different variables at the same
time step—as long as these are acyclic. This ability to han-
dle contemporaneous relationships is vital in this study as the
variables potentially interact on time scales shorter than the
employed sampling rate.

We combine this algorithm with the RegressionCI inde-
pendence test as implemented in the Tigramite package,®
which is similar to the test described in [35]. This test can
handle time series containing both continuous and discrete
variables as is the case here. Neglecting some details, to test
whether X, and X, are independent given X, the test works
by first regressing X, on X, only as well as jointly on X}
and X, and subsequently test whether the two fits differ sig-
nificantly. Here, the form of the regression in the first step
and of the test in the second step depend on which of the
involved variables are continuous and which are discrete. We
reject statistical independence of two variables at a signifi-
cance level of @ = 0.05 (unless stated otherwise) and allow
for delayed causal relationship up to tax = 2 time steps. As
the samples for independence testing are drawn in a sliding-
window fashion from the time series, stationarity of the time

3 Available at: https:/github.com/jakobrunge/tigramite/tree/master/
tigramite; version 5.2.7.0.

6 See https://github.com/jakobrunge/tigramite/blob/master/tigramite/
independence_tests/regressionCL.py; version 5.2.
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series is implicitly assumed. This implicit assumption might
be a source of errors as stationarity is not guaranteed in our
data.

Here, we aim to infer a “common causal graph” Gcom
that represents the satellite system across all observations.
This aim is the reason for using the multi-data-version of
PCMCI, as we can pass multiple observations to the algo-
rithm and have it infer one causal graph across. In order for
this inferred graph to be as reliable as possible, we employ
the following strategy: First, we inform the algorithm about
several causal relationships that are known to exist thanks
to expert knowledge; forcing the corresponding edges to be
part of the causal graph simplifies the overall inference task.

Second, we test the consistency of the inferred causal
graphs by pooling different numbers v of observations and
randomly selecting w = 20 different subsets. For each set
of inferred graphs {G,},, v € {10,20,50}, u € {1, ..., w},
we compare how strongly the graphs differ from each other
using the structural hamming distance (SHD) [36]. Given
two graphs with the same vertex set, this distance counts the
minimal number of edge additions, deletions, and reversals
(that is, replacing X, — Xp by X, < X; this counts as a
single change) with which the two graphs can be made equal.

Third, we refine the set of graphs {G },, with the smallest
average SHD by pruning the graphs of edges that are incon-
sistent with expert knowledge. We additionally remove edges
that do not exist in all graphs of the set, effectively build-
ing the intersection of the graphs, starting with edges with
the weakest indication of existence (smallest test statistics
of the conditional independence test). However, if removing
an edge would disconnect the graph, then we refrain from
pruning it. This yields the common causal graph G¢om-

2.2.2 Root cause analysis

Root cause analysis (see, e.g., [13, 37]) is based on the idea
that, in a complex system, anomalous events can spread from
one component to another along the pathways of causal influ-
ences. Consequently, it might be that the “root cause” of
an anomaly can be found in a different component than the
one in which the anomaly is first detected. To advance our
understanding of encountered anomalies, we can leverage
the knowledge gained by causal discovery to identify root
causes by tracing influences “upwards” through the causal
structure of the system. We follow and adapt the work of Janz-
ing et al. [38] as well as Budhathoki et al. [12], who discuss
pointwise anomalies in the form of singular outliers among
exogenous influences on variables. We extend their approach
to anomalous time series (here observations flagged by our
anomaly detection approach; “anomalous observation” for
future reference) instead of pointwise outliers.

To this end, we require the following three assumptions:
first, the causal relationship between the variables of the

system are known (e.g., in the form of a causal graph); sec-
ond, the variables follow a structural causal model (see, e.g.,
[8, 11, 39]): each variable X; can be expressed as a func-
tion f;(PA(X;), U;) of its causal parents PA(X;)—as spec-
ified by the causal graph—and a noise term U; that models
exogenous influences, such that the noise terms Uy, ..., Uy
are jointly independent of each other. Here, the joint inde-
pendence of noise terms corresponds to the assumption of
causal sufficiency [9] in causal discovery. Note, however,
that the functions f; need not be known; third, anomalies do
not affect the causal structure of the system (i.e., the set of
causal parents remain unaltered).

With these assumptions, we employ so-called condi-
tional z-scores to investigate which variables are root causes
of anomalies and which are only inheriting them from their
causal parents. Usually, the z-score is a measure of devia-
tion of a data point of a variable X; from the mean of its
distribution in units of the distribution’s standard deviation:

- Xi — E[X;]
4T Nax]

where E[-] is the expectation value (here estimated by the
arithmetic mean) and Var[-] is the variance. This process is
also known as standardizing and is often employed to com-
pare variables with widely separated ranges of values. By
conditioning the expectation value and variance on the causal
parents of X;, conditional z-scores z; effectively remove the
influence of PA(X;) on X;:

~ _ Xi —E[Xi[PA(X))]
T Nl X PAX )]

To estimate the conditional expectation value E[-|-] and
conditional variance Var[-|-], we here employ a k-nearest
neighbor regressor (number of neighbors = 5 and uniform
weights; see, e.g., [40]) as we cannot expect linear rela-
tionships between the different variables. Importantly, our
third assumption allows us to regress on all samples inde-
pendent of anomalies. We also explicitly incorporate causal
links at delays t—as specified by the time-lagged causal
relationships—by including relevant time series time-shifted
by 7 in the regressions. We end up with time series of condi-
tional z-scores {Z;}; since the conditional expectation values
and variances reflect the time dependence of the various con-
ditions. These time series, then, can be used as input of our
anomaly detection method and the following downstream
analysis.

ey

2.2.3 Generalized ordinal pattern-based outlier detection
Instead of using information theory-based outlier scores and

counterfactuals for singular outliers [12, 38], we employ an
ordinal pattern analysis [41, 42] to better identify variables

@ Springer
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Fig. 2 Toy example of a generalized ordinal pattern transformation
and root cause candidate identification. (a) The time series of vari-
able X; is transformed into patterns of embedding dimension m = 3.
Single patterns are indicated by colored vertical bars at the top (magenta,
green, yellow, silver), while the correspondingly colored text annotates
the rank representation of the pattern (three dots indicate continua-
tion beyond the border of the figure). As an example, the first pattern
(magenta) is described by the sequence of low value (rank 1), high value
(rank 3), and intermediate value (rank 2). (b) Toy example distribution

as root cause candidates that show contextual deviations.
Specifically, we transform both the time series {X;}; and
{Z7}: separately into sequences of so-called generalized ordi-
nal patterns [43]. Generalized ordinal patterns are completely
defined by position and rank of data points with respect to
each other and can handle ties of subsequent values, see
Fig.2a for an example. The length of the pattern (number
of symbols in a pattern) is called embedding dimension m,
which we set to 3. A lower embedding dimension (e.g., m =
2) would result in simple monotonicity checks, while a
higher dimension results in too sparsely sampled patterns
given the number of data points per observation. The cho-
sen embedding dimension produces 13 individual patterns,
which reflects the ordered Bell number [43].

Technically, we derive the generalized ordinal patterns by
densely ranking the values of {X;};, resp. {Z; };, within mov-
ing windows of length m. We select the windows so that they
overlap, and with successive windows shifted by one data
point relative to their predecessors.

Following this transformation, we count the occurrence
rate of each pattern in each variable and in each normal
observation. This results in 13 distributions, one per indi-
vidual pattern, over the observations per variable X;. For
anomalous observations, we then check if patterns from the
different variables are outside the 1- to 99-percentile range
of the empirical distributions of the normal observations, see
Fig. 2b. If at least one pattern of a given variable is outside
this range, we consider the variable a root cause candidate.

Finally, we check against randomness. Since we are now
testing for outliers of occurrence rates of patterns multiple
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occurrence rates of pattern (1,3,2)
for variable X;

of occurrences of pattern (1, 3, 2) in a variable X; from normal observa-
tions and a single anomalous observation. Gray vertical lines indicate
the 1st and the 99th percentile of the distribution, respectively. The red
vertical line indicates the occurrence rate of the pattern from an anoma-
lous observation. Since the rate is outside the prescribed range of the
distribution of normal observations, we consider this an indication of X;
being a root cause as the patterns are based on conditional z-scores and
thusly are corrected for the effect of causal parents

times (¢ = 13; the number of patterns), we have to make
sure that we do not draw these outliers by chance. To that
end, we employ the hypergeometric test (see, e.g., [44]) for
each anomalous observation and each variable. Assuming
randomness of occurrence rates, the probability of identi-
fying one outlier outside of the 1- to 99-percentile range
is poutier — 0.02. Assuming independence between the 13
patterns, the probability of encountering at least y outliers
of patterns in a single variable of an anomalous observation
by chance is

€

pchance — Z (;) (poutlier)n(l _ poutlier)e—n. )

n=y

If this probability is below a significance level of « = 0.05,
we consider the root cause candidate significant. However,
since we test multiple anomalous observations this way, we
also have to correct our significance level with the Bonferroni
correction by the number of variables times the number of
tested anomalous observations.

2.2.4 Sensitivity analysis

Since our downstream methods depend on correctly identi-
fied causal structures, we evaluate their performance under
structural errors. Inspired by network surrogates [45], we
perturb a subset of edges in G¢om to generate 20 erroneous
graphs, denoted G, for s € [1, ..., 20].

For each perturbed graph, we randomly remove 5% of the

edges and reconnect them between randomly selected vari-
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ables. Throughout this process, we preserve the total number
of directed edges, ensure all perturbed graphs remain directed
acyclic, and exclude edges derived from expert knowledge
from randomization. Additionally, if a removed edge repre-
sents a temporal delay, the replacement edge maintains the
same lag.

Using these perturbed graphs, we compute modified con-
ditional z-scores {z~,-}§s). These scores serve as inputs for the
anomaly detection method in Sect.2.1 and the generalized
ordinal pattern-based outlier detection in Sect.2.2.3.

To quantify method sensitivity, we first compare the
anomaly detection results using {Z; 5” against those obtained
from the original conditional z-scores {Z; }; (computed from
Gcom)- Second, we verify whether root cause analysis yields
consistent results when applied to time series flagged as
anomalous using {Z};S). For both comparisons, we use the
F1 score, treating the anomaly labels resp. root causes from
the original z-scores {Z;}; as the ground truth.

3 Use cases

In our prior work [22], we conducted a detailed analysis
of satellite telemetry data to assess ground station contact
events, with a focus on identifying and interpreting anoma-
lous interactions using causal inference. Our investigation
encompassed a wide array of telemetry parameters critical to
maintaining communication integrity and diagnosing opera-
tional irregularities. Key parameters included signal strength
metrics for low-rate and high-rate receivers, alongside down-
link status indicators. We also examined transmission relay
states for both high-rate and low-rate transmitters to ensure
proper communication pathways during ground contacts.
The satellite’s power distribution system, including BUS
electricity supply and its allocation between subsystems and
payload functions, was thoroughly analyzed.

Building on the findings and operational insights from
this study, we refined our telemetry analysis framework and
causal inference techniques. These improvements were then
applied to a new use case:

Earth observation satellites are instrumental in monitor-
ing our planet and its resources, offering critical insights for
environmental management, climate change research, disas-
ter response, and sustainable development. GSOC operates
several earth observation satellites, one of which serves as
the primary resource for this research.

However, satellites are intricate systems comprising multi-
ple components that work together to achieve their objectives.
These include the camera system, reaction wheels, tempera-
ture sensors, power systems, and attitude control systems—
each playing a vital role in the satellite’s performance. Any
issues with one component can have a ripple effect through-
out the entire system.

Table 1 List of satellite telemetry variables. Labels, signal types, and
descriptions of parameters of the satellite system employed as variables
in this study

Label Type Description

PO1 Status Camera

P02 Current Power processing unit
P03 Current Payload

P04 Temperature Power processing board
P05, PO6 Temperature Payload platform 1, 2
P07 Status Commanded attitude mode
PO8 Status Current attitude mode
P09 Status Current attitude sub mode
P10 Degree BIAS roll

P11 Degree BIAS pitch

P12 Status Indicator S/C in eclipse
P13-P16 Rotation rate Reaction wheel 1-4
P17 Power Main power BUS

P18, P19 Charge Battery 1, 2

P20 Current Battery charge

P21 Current Solar array load

P22 Current S/C load

P23 Temperature Battery stack

P24 Temperature SBC worker

P25 Temperature SBC monitor

P26 Temperature Mid solar panel

Fortunately, telemetry data from these components hold
immense value for optimizing satellite operations. By ana-
lyzing these data, we can identify anomalies and predict
potential failures, enhancing the overall efficiency and relia-
bility of satellite operations.

The earth observation satellite telemetry data used in this
study are collected during satellite image acquisition (SIA)
events. As the satellite captures images at regular intervals, it
provides a continuous source of data that offers insights into
the satellite’s performance. These data include information
on the satellite’s status, power consumption, temperature, and
attitude. In detail, we analyze the following parameter data
(see also Table 1 and Fig. 3):

e Status (P01, P12): The parameters display the status of
the camera on board and indicate when the satellite is in
eclipse.

e Reaction wheels (P13—P16): These parameters record the
rotation rate of the reaction wheels.

e Temperature (P0O4-P06, P23-P26): These parameters
provide temperature readings from different parts of the
satellite.

e Power (P02, P03, P17-P22): These parameters monitor
the satellite’s power system, including batteries and solar
panels.
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PO1 P02 P03 P04 P05 P06 PO7
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P22 P23 P24 P25 P26 time [min] time [min]

time [min] time [min] time [min]

Fig.3 Exemplary time series of satellite telemetry data recorded during
a SIA. During a SIA, a multitude of sensors and computer components
of a satellite system advice on the condition of the spacecraft. Of these
readings, the depicted 26 variables have been selected by domain experts

e Attitude control (P07, P08, P09, P10, P11): These param-
eters provide information on the satellite’s attitude, such
as its roll, pitch, and yaw angles.

The primary objective of this study is to detect anomalies
during SIA events and elucidate their underlying causes. To
achieve this, we employ machine learning-based anomaly
detection techniques to identify deviations from expected
behavior that may indicate potential system failures or perfor-
mance degradation. Furthermore, we utilize causal inference
methods to relate detected anomalies and telemetry param-
eters, thereby providing a deeper understanding of potential
failure modes and operational inefficiencies. By detecting
and interpreting these anomalies, we aim to facilitate proac-
tive measures to mitigate potential issues before they impact
satellite operations. Ultimately, our findings will provide
valuable insights that can inform future satellite design and
operational strategies, leading to improved robustness and
resilience.
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time [min]

time [min]

on the basis of their high information content in relation to our study.
They consist of both categorical (e.g., PO1) and continuous (e.g., P02)
variables. For the sake of comprehensibility, all time series are depicted
in appropriate units

3.1 Data processing

To ensure accurate anomaly detection and causal analysis, we
perform a series of preprocessing steps on the raw telemetry
data. First, we load all available telemetry records and use the
camera status parameter to identify the start and end times of
each SIA event. The camera status serves as a reliable indica-
tor of when the camera is active, providing natural boundaries
for segmenting relevant telemetry data. We then extract the
corresponding telemetry parameters around each identified
SIA event, including an additional buffer period of 3 min
before and after the event. This buffer allows us to capture
transitional behaviors and potential precursors to anomalies,
providing a more comprehensive understanding of system
dynamics during these events. The result is a structured mul-
tivariate time series dataset that represents telemetry data
from 690 observed SIA events, forming a robust foundation
for our subsequent analysis.
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Table 2 List of the SIAs with the highest anomaly scores. In the
columns time series and cond. z-score, we marked the 10 SIAs with
the highest anomaly score, where for column time series, we used the
raw time series as input for the anomaly detection methods while for
column cond. z-score, we put in the conditional z-scores derived from
the time series. The SIA labeled abnormal by a majority of models is
marked with *. Column expert labels shows the expert feedback

SIA # time series cond. z-score expert labels
28 * X
43 X

45 X X
47 X

81 X

90 X X X
91 X X X
94 X X
95 * X X
145 X

161 X X
167 X X
395 X X
396 X

570 X

614 X

623 X

This final step is followed by further processing for
anomaly detection (Sect. 3.2), causal analysis (Sect. 3.3), and
root cause analysis (Sect.3.4).

3.2 Anomaly detection

Following the process described in Sect.2.1, we trained
and evaluated 100 distinct hyperparameter configurations for
each of the five selected anomaly detection models at each
cycle, using either the time series data or the conditional
z-scores as input. After three cycles, no additional anomaly
candidates were identified, indicating convergence of the iter-
ative process. In total, 17 anomaly candidates were detected
out of the 690 SIA we analyzed as reported in Table 2.
We illustrate two examples of variables exhibiting atypical
behavior during these anomalous SIAs in Fig. 4.

In addition to these candidates, we identified three SIAs
(#38, #85, and #86) exhibiting pronounced de-correlations
within groups of otherwise highly correlated variables.

While anomaly detection models are suited to find out-
liers, they are not providing any insights on the nature of
the anomaly and potential threats to the system. Therefore,
each of the anomaly candidates found by our anomaly detec-
tion process were also evaluated by domain experts to assess
whether or not the outliers are of concern for the system. If the

SIA #167
current attitude mode

0 5 10 15 20 25 30

SIA #45
reactionwheel 4

T T T T T T T T T
0.00 025 050 0.75 100 125 150 175 2.00
time [min]

Fig. 4 Two examples of variables exhibiting atypical behavior dur-
ing anomalous SIAs. Anomalous SIAs have been identified with our
machine learning approach (see Sect.2.1), and depicted variables were
selected with a counterfactual explanations method sensible to atypi-
cal behavior. In comparison to normal behavior (cf. Fig.3), we found
sharp single-observation spikes for PO8 during SIA #167. During the
anomalous SIA #45, the rotation rate P16 is constantly oscillating at
high frequency and average value. For the sake of comprehensibility,
all time series are depicted in appropriate units

expert labels are considered as ground truth, the conditional
z-score-based approach is the superior preprocessing strat-
egy with an F1 score of 0.48, while the time series-based
anomaly detection approach achieves an F1 score of 0.34,
as shown in Table 3. Generally, results show that additional
information is required to distinguish benign outliers from
anomalies of concern, a task that can be supported by meth-
ods from causal inference and root cause analysis.

3.3 Inferring the causal structure

In order to further improve our understanding of the nature of
the anomalies detected in the previous section and the system
in general, we next inferred causal relationships between the
telemetry data variables and checked for the stability of the
inferred relationships. With the help of expert knowledge, we
enforced 27 causal relationships when employing multi-data
PCMCI* and derived three sets of causal graphs {G ;},, (see
Sect.2.2).

We encountered the largest difference between causal
graphs for datasets of 10 SIAs, which was expected as sta-
tistical accuracy tends to increase with the number of data
points. On average, the structural hamming distance (SHD)
between each pair in the {G ; }10 set was 13.7. By incorporat-
ing more SIAs, the distance reduced to 9.4 for {G ; }20 and to
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Table 3 Performance

comparison of the proposed Model F1 PR_AUC Precision Recall
ensemble approach to its best Cond. Z-score LOF 0.154 0.200 0.250 0.111
anomaly detection child models
on the conditional z-score and IFOREST 0.200 0.319 0.113 0.889
time series datasets CBLOF 0.432 0.251 0.286 0.889
GANF 0.462 0.299 0.353 0.667
OCSVM 0.026 0.013 0.013 1.000
MDI 0.069 0.133 0.038 0.333
Ensemble 0.480 0.520 0.700 0.370
Time series LOF 0.105 0.127 0.100 0.111
IFOREST 0.188 0.372 0.105 0.889
CBLOF 0.286 0.135 0.175 0.778
GANF 0.320 0.367 0.250 0.444
OCSVM 0.026 0.013 0.013 1.000
MDI 0.148 0.089 0.089 0.444
Ensemble 0.340 0.460 0.500 0.260

7.3 for {G j}s0. To further increase confidence in the stability
of inferred relationships, we also varied the significance level
of the statistical independence test (¢ € {0.1,0.05, 0.01})
with only minor influence on the resulting graphs (data not
shown), and we continued with o« = 0.05.

Given that the most consistent results were achieved
with 50 SIAs, we further refined the graphs of {G}so.
We pruned on average 11.6 superfluous edges from each
G; € {Gj}s0 with additional expert knowledge, excluding
unrealistic causal relationships. This way, we attained a sin-
gle “common causal graph” G ¢om, whichis depicted in Fig. 5.

Interestingly, we saw only weak indication for the exis-
tence of the enforced causal relationships (low values of test
statistics of conditional independence tests; cf. edge colors in
Fig.5). Since many of these edges relate categorical variables
reflecting setpoints and other controls (e.g., PO8: current atti-
tude mode) with continuous variables [e.g., P13: rotation
rates (reaction wheel 1)], this portends to an issue with the
RegressionCI independence test when handling categorical
variables with little temporal variability.

3.4 Root cause analysis

In the next step, we employ the root cause analysis (RCA)
approach described Sect. 2.2.2 to identify possible candidates
of system components ultimately responsible for the anoma-
lous behavior of the flagged anomalous SIAs. We leverage
our generalized ordinal pattern analysis and outlier statistics
with both the original data and the conditional z-scores as
differences between the resulting sets of root cause candi-
dates are expected to provide insight into the propagation of
the identified anomalies. Figure 6 shows which variables are
considered root cause candidates in which anomalous SIA.
For the original time series data, we find that all but five
(P07, P09, P10, P11, P22) of the considered variables are
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identified as root cause candidates in at least one of the
anomalous SIAs. There are 5.0 &= 3.7 (mean and standard
deviation; range 0—11) candidates per anomalous SIA. These
candidate variables were also all significant in at least one
of the anomalous SIAs, and there are, on average, 3.5 +
3.1 (range 0-9) significant candidates per anomalous SIA.
Notably, we cannot identify any root cause candidates with
our approach in three anomalous STAs—namely #396, #614,
and #623—when investigating the original data.

For conditional z-scores, we generally find fewer root
cause candidates and these candidates are also less often sig-
nificant, but we find at least one candidate in each anomalous
SIA. Again, only the same five variables (P07, P09, P10, P11,
P22) are never candidates and we have 4.1+£3.7 (range 1-11)
candidates per anomalous SIA. Aside from P02, these candi-
dates were also all significant in at least one of the anomalous
SIAs (mean and standard deviation of significant candidates
per anomalous SIA: 2.8 &+ 3.1; range 0-9).

Focusing on the significant root cause candidates, we can
have four different results: the first is straightforward: a vari-
able is not a significant candidate in either the original time
series data or the conditional z-scores (e.g., PO1 in SIA 28;
cf. Fig. 6). Here, we can reasonably assume that the dynam-
ics of the variable is normal; the second case is the opposite.
The variable is considered a significant candidate in both the
original data and in the conditional z-scores (e.g., P12 in
SIA 43). In this case, we can infer that the variable is a true
root cause: it behaves anomalous and the behavior can not
be traced back to a causal parent.

The two remaining case are more involved. In the third
case, we find a variable to be a significant candidate in the
original data but not in the conditional z-scores (e.g., P02
in SIA 81). In this case, we can assume that the anomalous
behavior of the variable is inherited from a causal parent,
who are either anomalous themselves or appear normal (com-
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Fig.5 Common causal

graph G¢om of the telemetry
data acquired with the multidata
PCMCI algorithm from 20 sets
of 50 SIAs, including expert
knowledge and pruning.
Vertices represent the
investigated telemetry data
variables. Straight edges
represent contemporaneous
causal relationships between
variables and point from causal
parent to child variables. Curved
edges depict relationships at a
non-zero delay indicated by the
accompanying black-rimmed
numbers (in units of the
sampling rate of the data). Edge
color shows the value of the test
statistic of the employed
conditional independence test
(color scale at the lower right).
Node color shows the same but
for auto-independence, i.e.,
between variables and their own
past (color scale at the lower
left). Gray dotted cores of edges
indicate causal relationships that
were identified by expert
knowledge and fixed during
causal discovery

-6-5-4-3-2-10 1 2 3 4 5 6
sign(auto-MCl) logio(|lauto-MClI||)

bining information from Figs. 5 and 6). The latter can be
the result of a compound effect (multiple parents show only
weak, undetectable anomalous behavior, which add up in the
child variable) or circumstantial (the behavior is normal for
each single parent, but should not happen in concert with
the other parents’ behavior). Finally, the fourth case happens
when a variable is identified as a significant candidate in the
conditional z-scores but not in the original data (e.g., P16 or
P18 1in SIA 396). In this case, we have to assume that the effect
of the parents on the variable obfuscates anomalous behavior
in the original data, meaning that the variable is indeed a root
cause. We conjecture that case three and four are part of the
reason why we find different anomalies with our machine-
learning-based anomaly detection approach when we inves-
tigate either the original data or the conditional z-scores.

3.4.1 Detailed analysis of a SIA event

To illustrate the practical utility of our approach, we present a
detailed analysis of a single SIA event. We focus on SIA #95,
which was flagged as anomalous with the highest confidence

-6-5-4-3-2-10 1 2 3 4 5 6
sign(cross-MCl) log;o(||cross-MCl|)

score by our model, i.e., the top-10 anomaly score on con-
ditional z-scores and majority vote on raw time series. It is
confirmed by our satellite engineers (Table 2) too. Our root
cause analysis identified 13 candidates, 11 significant, using
raw time series data and 9 candidates, all significant, using
conditional z-scores (cf. Fig. 6).

The satellite engineer confirmed the anomalous nature of
this SIA based on the following observations (Fig. 7):

1. The image acquisition duration was unexpectedly short
(visible in PO1; data not shown), suggesting an early ter-
mination likely caused by a software issue.

2. The thermal sensors monitoring of the payload platform
(PO4-P06: camera and support structure) exhibited a flat
linear increase rather than the expected increasing steep-
ness (cf. Fig. 3).

3. The reaction wheels (P13-P16) oscillated at low ampli-
tudes, indicating an attempt to stabilize the satellite’s
orientation rather than execute a deliberate adjustment.
This was corroborated by the constant status of the atti-
tude mode variables (PO7-P09; data not shown). While
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original data

anomalous SIA

Fig.6 Root cause candidates for each anomalous SIA based on a gener-
alized ordinal pattern analysis of the original data (left) and conditional
z-scores (right). Pixel color indicates which variables are considered
root cause candidates (orange) and which candidates can also not be
explained by chance and, hence, are considered significant (white;
hypergeometric test, p < 0.05, Bonferroni corrected). Black pixels
indicate behavior of original data or conditional z-scores that do not

constant values in individual attitude mode variables
are technically within normal operating bounds (as the
satellite does not always require orientation changes),
the satellite engineer identified simultaneous constancy
across all attitude mode variables as anomalous. Also
note that the conditional z-scores correctly remove the
anomalous behavior from two of the four reaction wheel
variables (a candidate variable of the type of case three).

4. Theremaining flagged variables (P17, P18, P20, and P21)
relate to the satellite’s power supply and indicate an
absence of battery usage compared to a normal SIAs.
The main power bus usage (P17) remained largely con-
stant while the battery charge slowly increased (P18).
The latter observation is explained by the nearly linear
increase in battery charge current (P20). However, this
linear charge current is anomalous given the solar array
load current (P21), which fluctuates around a constant
value. Notable, the second battery charge variable P19
is not considered a root cause candidate by our method.
However, experts did also not find the related time series
abnormal on its own.

Collectively, these observations suggest a failed image
acquisition caused by a frozen processing unit or software
bug that failed to initiate the imaging sequence.
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conditional z-scores

28
43
45
47
81

94

145
161
167
395
396
570
614
623

deviate from their behavior during normal SIAs according to ordinal
pattern analysis (see Sect.2.2). The color of the SIA labels indicate
whether or not conditional z-scores were used as input for our machine
learning-based anomaly detection scheme: anomalies were found with
the original data (blue), with the conditional z-scores (gray), or with
both data sets (gold)

Regarding the effectiveness of the proposed RCA method,
it is worth noting that we did not flag the joint behavior
of the attitude mode variables. This limitation is expected,
as our generalized ordinal pattern analysis evaluates uni-
variate statistics (normal vs. anomalous distributions) rather
than multivariate dependencies. With the exception of PO7-
P09, the satellite engineer confirmed that no other variables
appeared anomalous, which aligns with the expectation that
a software issue would not manifest as physical sensor faults
in other subsystems. Overall, the proposed root cause anal-
ysis successfully narrowed down the candidate variables in
this example, streamlining the diagnostic and troubleshoot-
ing process.

3.4.2 Sensitivity analysis

Since our root cause analysis critically depends on the accu-
racy of the causal graph G.om, we conduct a sensitivity
analysis to evaluate how potential structural errors affect our
results. Following the procedure outlined in Sect.2.2.4, we
generated 20 perturbed graphs G‘(;E,)m perturbing ~ 5% of the
edges (i.e., 3 out of 68).

Applying our machine learning anomaly detection
pipeline to these perturbed structures, we computed modified
conditional z-scores {zN,-}t(S). We observe only partial agree-
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Fig. 7 Time series data of the exemplary anomalous SIA #95 for root
cause analysis. Raw data (black) and conditional z-scores (red) of root
cause candidate variables based on generalized ordinal pattern analysis.
Black and red asterisks indicate root cause candidate variables identified
with either raw data or conditional z-scores, respectively (cf. Fig. 6).
For a comparison with normal behavior, see Fig. 3

ment between anomalies detected using the original versus
perturbed scores (F1 = 0.47; precision = 0.44, recall = 0.49).
Similarly, root cause candidates derived from generalized
ordinal pattern analysis on the perturbed z-score time series
show weak correspondence with those identified from the
original analysis (F1 = 0.37; precision = 0.51, recall = 0.31).

These results underline that our approach is very sensi-
tive to the correctness of G.om, Which does not come as a
surprise. Most advanced causal inference methods imply the
correctness of the causal graph as a foundational assump-
tion. To mitigate this risk, we rigorously constructed Gcom
using structural consistency checks and domain knowledge
(cf. Sect.2.2.1).

Although ground-truth validation of G .o, is infeasible for
this complex system, two lines of evidence support its reli-
ability: (i) the marked improvement in anomaly detection
performance when using conditional z-scores over raw time
series data (cf. Table 3), and (ii) our expert-validated demon-
stration of root cause analysis on a satellite image acquisition

event. Together, these results suggest that G¢om provides a
structurally sound foundation for our analysis.

4 Summary and future work

This paper explores the use of anomaly detection and causal
inference methods for satellite telemetry data. We demon-
strated the investigation of uncharted anomalies and the
attribution of root causes of anomalous behavior with a focus
on explainable results that facilitate interpretation by satellite
engineers.

For detecting anomalies in the telemetry data, we proposed
an iterative process of anomaly exploration and selecting can-
didates using an ensemble approach of five different anomaly
detection methods to find different types of anomalies. For
each of these methods, we trained 100 models to increase
the coverage of the anomaly space and relied on a majority
vote to flag a satellite image acquisition (SIA) as anomalous.
Following this approach, we identified 17 of 690 SIAs as
anomalous.

To make the results explainable to the satellite engineers,
we extended the anomaly detection framework with causal
analysis. As the first step of this analysis, we employed the
multi-data version of the time series causal discovery algo-
rithm PCMCI™", implemented within the Python package
Tigramite in order to infer causal relationships between the
system variables. We furthermore augment this data-driven
causal analysis with expert knowledge, obtaining a com-
mon causal graph shared across all SIAs. However, in order
for the inferred graph to meets the accuracy requirements
of the subsequent analysis, we rely on expert knowledge
and a substantial amount of time series data accumulated
over multiple SIAs. To estimate the potential magnitude of
errors induced by an incorrectly inferred causal structure, we
employed a stability analysis inspired by surrogate methods
for graphs [45] and found that our methods are indeed sensi-
tive to the quality of the causal graph. While this highlights a
limitation of causal discovery as tool for purely data-driven
exploration of the satellite system, we employed the com-
mon causal graph to further investigate detected anomalies
with root cause analysis methods and where able to achieve
positive results in spite of potential issues with the causal
graph.

Specifically, we explored an approach based on the work
of Janzing et al. [38] and Budhathoki et al. [12] to detect of
root cause candidate variables of outliers. Once anomalies
were detected, our approach was capable of identifying can-
didates whose atypical behavior was not induced by causal
parents. By comparing these candidates with the ones flagged
by our anomaly detection investigation, we were able to either
increase confidence in the identified root causes or attribute
atypical behaviour to causal parents.

@ Springer



C. Schefels et al.

Our anomaly detection approach identified 17 outlier
SIAs, of which 9 were confirmed by experts as potentially
threatening to the system. While labeling the entire dataset
by experts is impractical, the F1 score, precision, and recall
evaluated on the small subset of SIAs investigated by experts
suggest that anomaly detection on conditional z-score data
(cf. Sect. 2.2.2) is more accurate at identifying non-benign
anomalies when applied on the raw data.

Without access to the ground truth regarding the root
causes, further assessment of our approach remains challeng-
ing. While we were able to assess our root cause analysis with
the help of a domain expert in an example SIA, the statistical
nature of our employed causal discovery algorithms and out-
lier detection methods make it impossible to rule out potential
misattribution. Nevertheless, our results—especially, the
confirmation of our example case—highlight the potential
information gain from combining machine learning algo-
rithms with root cause analysis in complex systems.

Overall, this paper contributes to the growing body of
work on anomaly detection and causal inference in complex
data sets (see, e.g., [12, 13, 16]), with a focus on developing
explainable results that facilitate interpretation by satellite
engineers. In a future work, we plan to integrate the results
of the CausalAnomalies project into our novelty detection
pipeline. Specifically, we aim to enhance ATHMoS to support
multi-parameter capabilities, enabling a more nuanced and
robust anomaly detection. Additionally, we intend to align the
enabling causal inference framework with ATHMoS to incor-
porate temporal and spatial relationships between variables in
the analysis of anomalies. By integrating these components,
we expect to provide more explainable results and facilitate
the interpretation of anomalies by satellite engineers.
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