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Abstract

The emergence of interconnected satellite mega-constellations has highlighted the need for
optimized routing and network management solutions to enable reliable broadband con-
nectivity. Given the intended integration into terrestrial networks in 5G and beyond archi-
tectures, the demand for efficient routing to support more users and higher traffic volumes
becomes increasingly important. To achieve higher system throughput while maintaining
quality of service requirements and ensuring constellation autonomy, tailored routing solu-
tions are required. Dynamic network characteristics as well as on-board limitations, such as
the processing power, have to be accommodated in the design. In this thesis, novel routing
protocols and traffic engineering algorithms are proposed to address these challenges. A load-
balancing in-orbit solution based on distributed software-defined networking is presented to
enable flexible and adaptive routing strategies. The performance of the protocol is eval-
uated in different scenarios using a system-level simulator specifically developed to enable
fine-grained analyses of performance indicators. The viability and validity of the approach is
underlined by a demonstration in a testbed based on space-qualified hardware. In addition,
traffic engineering algorithms can be employed to further improve load-balancing perform-
ance. By proactively avoiding potential bottlenecks, efficient routing configurations can be
found which enable higher throughput. This optimization, described by the multi-commodity
flow problem, is NP-hard. Given the limited on-board processing power, complex rule-based
approaches are impractical. Conventional optimization techniques are not well-suited due
to their computational complexity and limited adaptability. Therefore, deep reinforcement
learning approaches are derived from first principles for the given scenario. Underlying traffic
patterns are learned directly from the environment. A novel soft actor-critic method, which
operates on sets of candidate paths, is proposed. Its learned traffic engineering capabilities
surpass the performance of comparable approaches. Overall, the proposed routing protocol
and data-driven load-balancing methods extend the state of the art and provide valuable
insights into network optimization in satellite constellations.
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Kurzfassung

Die Entwicklung vernetzter Satelliten-Megakonstellationen hat den Bedarf an optimierten
Routing- und Netzwerkmanagementlösungen für zuverlässige Breitbandkonnektivität ver-
deutlicht. Im Hinblick auf die beabsichtigte Integration dieser Satellitennetze in terrestrische
5G und darüber hinausgehende Architekturen wird die Nachfrage nach effizientem Routing,
welches mehr Nutzer und ein höheres Datenvolumen ermöglicht, zunehmend bedeutsam.
Um höheren Systemdurchsatz unter Einhaltung von Dienstgüte-Anforderungen zu erzielen,
und die Autonomie der Konstellation zu sichern, sind maßgeschneiderte Routingansätze er-
forderlich. Dynamische Netzwerkmerkmale als auch Einschränkungen an Bord, wie z.B. die
Prozessorleistung, müssen in das Design eingezogen werden. Die in dieser Arbeit vorgeschla-
genen Routingprotokolle und Algorithmen für Verkehrssteuerung lösen diese Herausforder-
ungen. Es wird ein lastausgleichender bordeigener Ansatz präsentiert, der auf verteiltem
Software-Defined Networking beruht und flexible sowie adaptive Routingstrategien ermög-
licht. Die Leistungsfähigkeit dieses Protokolls wird in verschiedenen Szenarien evaluiert
mittels eines speziell zu diesem Zwecke entwickelten Simulators auf Systemebene. Dieser
ermöglicht detaillierte Analysen relevanter Leistungsindikatoren. Die Umsetzbarkeit und
Gültigkeit des Ansatzes wird durch eine Demonstration auf einem Versuchsstand aus wel-
traumtauglicher Hardware belegt. Des Weiteren können Algorithmen zur Verkehrssteuerung
verwendet werden, um die Lastverteilung weiter zu verbessern. Indem potenzielle Engpässe
proaktiv vermieden werden, können effiziente Routingkonfigurationen gefunden werden, die
einen höheren Durchsatz ermöglichen. Diese Optimierung, welcher das Multi-Commodity-
Strömungsproblem zugrunde liegt, ist NP-schwer. Aufgrund der limitierten Rechenkapazität
an Bord sind komplexe regelbasierte Ansätze nicht anwendbar. Konventionelle Optimier-
ungsmethoden sind nicht gut geeignet wegen ihrer Komplexität und begrenzten Anpassungs-
fähigkeit. Deshalb werden Ansätze des bestärkenden Lernens aus ersten Prinzipien für das
gegebene Szenario abgeleitet. Zugrundeliegende Verkehrsmuster werden so direkt aus der
Umgebung gelernt. Eine neuartige Methode basierend auf Soft-Actor-Critic, welche mit einer
Auswahl von Kandidatenpfaden operiert, wird vorgeschlagen. Die gelernten Fähigkeiten zur
Verkehrssteuerung übertreffen die Leistungen vergleichbarer Ansätze. Insgesamt erweitern
das vorgeschlagene Routingprotokoll und die Verkehrssteuerung den aktuellen Stand der
Technik und liefern wertvolle Erkenntnisse für die Netzwerkoptimierung in Satellitenkon-
stellationen.
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1. Introduction

1.1. Background and Motivation
Routing in Satellite Constellation Networks (SCNs) has become an increasingly important
topic for multiple reasons. Firstly, driven by the NewSpace economy, a re-emergence of
commercial Low Earth Orbit (LEO) satellite constellations has been observed [1,2]. Today,
there are numerous deployed and planned constellations, including Iridium NEXT, Oneweb,
Starlink, Kuiper, Rivada and IRIS² [3–7]. These systems are designed to provide ubiquitous
connectivity, enabling users to send and receive data globally, as long as a connection to a
satellite can be established. By using Inter-Satellite Links (ISLs), state-of-the-art constella-
tions are interconnected, spanning a space-borne network. As traffic can thus be forwarded
along multiple satellites, the number of required Gateway stations (GWs) on ground is
significantly decreased.

SCNs enable a variety of connectivity use cases thanks to their unique characteristics. In
the context of global connectivity, satellite systems provide services such as Internet access,
particularly in areas with limited terrestrial infrastructure, for example in crisis management
scenarios. Moreover, transmissions over longer distances using SCNs hold the promise of
reducing end-to-end latency, due to the higher speed of light in a vacuum compared to a
glass fiber medium [8]. This is of special interest for delay-critical applications, such as
high-frequency trading [9].

Furthermore, end-to-end connections between individual users through the space network
can be established. Such physically isolated communication pathways are particularly valu-
able for governmental and business clients requiring privacy and control. The growing im-
portance of LEO SCNs in defense applications has highlighted the need for satellite systems
as backbone or core networks [7, 10, 11]. In addition, ongoing standardization efforts are
focused on the seamless integration of SCNs with terrestrial networks. Most notable are
the forthcoming releases of the 6G standard, which natively integrate Non-Terrestrial Net-
works (NTNs) [12–15].

It is important to note that broadband Internet access, over-the-air updates, live streaming,
or exchange of large Machine Learning (ML) models, are important applications for future
constellations [1,16,17]. As a result, next-generation satellite systems are expected to handle
large traffic volumes of diverse services. In addition, in current SCNs, such as Starlink,
periodic throughput drops have been observed [18], further highlighting the importance of
optimizing routing and network management. Improving overall system throughput while
maintaining high Quality of Experience (QoE) is thus essential for future constellations
serving various governmental, business and private use cases.

Given these trends, highly complex, three-dimensional space networks will require advanced
routing solutions to manage traffic on the ISLs efficiently [19]. Therefore, new adaptive

1



1. Introduction

and intelligent approaches are needed, which surpass state-of-the-art routing and network
management solutions, and comply with these developments.

In this investigation, the focus lies on the maximization of system throughput in SCNs. As a
packet-based system is assumed, this translates to routing more traffic through the network
by forwarding packets between satellites. To this end, the creation of bottlenecks has to be
actively avoided, as they result in the loss of packets. By optimizing the flow of data through
the network and minimizing congestion, broadband Internet access can be provided to many
users.

This objective is a critical aspect of the economic viability of an SCN system, as business
models rely heavily on the capacity to support substantial client bases [16]. While the system
characteristics dictate the theoretical maximum data rates within a constellation, optimized
routing strategies are required to achieve the desired performance. Solutions have to comply
with diverse Quality of Service (QoS) requirements of the resulting traffic while making
efficient use of the available network resources. Refined strategies are hence required, which
can adapt to changing conditions by adjusting their routing policies.

1.2. Problem Description
The principal optimization problem this investigation is concerned with, is the compliance
with QoS requirements for high network loads. In other words, how can throughput be
maximized while complying with system and service requirements?

There are two core aspects characterizing this optimization problem. Firstly, SCNs represent
a distinct, highly dynamic network environment. As a result of this varying topology, rout-
ing traffic according to its QoS requirements necessitates advanced techniques. Well-suited
protocols, which facilitate such methods, have to be designed specifically for the reference
scenarios. The second aspect is the need for efficient routing configurations to enable higher
network loads. Given the constrained nature of the system scenarios, such as the limited
on-board processing power of the satellites, novel approaches are of interest.

1.2.1. Dynamic Network Topology and Traffic Requirements
Satellite constellation networks with ISLs allow for ubiquitous global connectivity and enable
many fixed and mobile applications and use cases [20]. The interconnection of satellites via
ISLs permits a reduction of ground stations: the satellites are able to forward traffic among
them, towards a node which is connected to a destination on ground. There is no need to
distribute ground stations according to coverage patterns to guarantee connectivity.

In many modern use cases, interconnected SCNs are considered to serve broadband mul-
timedia, voice and data traffic - typically based on the terrestrial Internet Protocol (IP)
packets [19]. For concurrent satellite system designs, User Terminals (UTs) are considered
to connect an end-user, private or corporate, to the satellite constellation. Dedicated sta-
tions on ground act as GWs toward the terrestrial Internet. In this context, an IP node
which is directly connected to a UT is denoted as a User Satellite Node (USN). However,
as this investigation is focused on routing in NTNs, no assumptions about USNs are made.

2



1.2. Problem Description

Figure 1.1.: Schematic representation of a sub-section of an SCN. Labels illustrate GWs,
UTs, ISLs, and Earth-Satellite Links (ESLs). Distances and entity sizes not to
scale. Further ISLs have been omitted.

UTs are considered the final relevant hop. A general overview of this setup is shown in
Figure 1.1.

The resulting network of satellites is inherently distributed, constantly in motion, and phys-
ically large. To maintain resilient and robust routes, dynamic routing protocols are re-
quired [21]. Naturally, depending on the relevant scenario, the principle focus of the con-
stellation and suitable routing approaches may vary.

First and foremost, any LEO SCN represents a dynamic topology. This means that different
nodes of the constellation network, i.e. different satellites, will connect to the same UT or
GW on the ground within minutes. Hence, the resulting topology of ISLs and ESLs is highly
dynamic: frequent handover events are observed.

In addition, the physical size of the spanned satellite network poses significant challenges.
Given the potentially considerable distances between endpoints, substantial propagation
delays can occur. The resulting latency is thus primarily driven by these delays, which are
determined by the speed of light. Therefore, centralized decision-making may not be able to
ensure suitable reactivity in the context of routing and network management.

Due to the geographical distribution of GWs and UTs on the ground, non-uniform traffic
patterns emerge. An exemplary distribution of these ground segment entities is shown in
Figure 1.2. In combination with the dynamic movement of the constellation relative to Earth,
they can result in hot spots, which are not topological. Different parts of the constellation
network represent potential bottlenecks over time. Therefore, adaptive approaches which
accommodate traffic according to the current network state are necessary.

Moreover, multiple service or application requirements have to be fulfilled. In this context,
QoS encompasses several key performance indicators such as latency, jitter, and packet loss.
To fulfill these requirements of significant network loads, LEO SCNs require specifically

3



1. Introduction

Figure 1.2.: Exemplary scenario of a space segment consisting of a LEO satellite constella-
tion (red dots) inter-connected via ISLs (black lines) and a corresponding ground
segment consisting of UTs (blue dots) and GWs (yellow triangles). Map projec-
tion skews distances and angles.

tailored routing and network management protocols [22].

1.2.2. Efficient Routing Configurations
To enable high system throughput within SCNs, informed decision-making about which
paths are best-suited to support incoming traffic is necessary. Previous path selection choices
impact subsequent choices, the sub-problems of finding the best route for a given request
overlap. To achieve optimal performance, all of the resulting routes have to be chosen in a
way which minimizes congestion.

This optimization can be formulated by the Multi-Commodity Flow Problem (MCFP). More
precisely, the MCFP describes the problem of determining an optimal routing configuration
for a given set of commodities with different source-destination pairs and an associated
demand. In this context, commodities represent the different, individual data transmissions
between users or between users and GWs (or vice-versa). Computing this optimal routing
configuration is computationally complex; the integer MCFP is NP-hard in general [23]. This
means that there is no algorithm which can solve the problem in polynomial time.

For dynamic scenarios, with continuously starting and stopping traffic, the problem is par-
ticularly hard to formulate and to solve iteratively. Instead, heuristic rule-based approaches
have been proposed to improve performance rather than using exhaustive solutions [24].
However, their Traffic Engineering (TE) capabilities are limited. The schemes do not an-
ticipate concrete developments of the network state. Therefore, their performance varies
and may not approximate ideal decision-making. Choosing suitable paths, which result in
near-optimal routing configurations in an SCN with relatively low complexity, remains a
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challenging optimization problem.

Moreover, the unique characteristics of SCNs necessitate tailored solutions which can operate
within the constraints of the network. Due to the described dynamic and physically large to-
pology, a centralized computation of routing configurations is likely not feasible, depending
on the specific system considered. As the traffic patterns evolve within the satellite topology
moving relative to Earth, configurations have to be adjusted accordingly to maintain per-
formance. For enhanced constellation autonomy and faster reactivity to changes, on-board
routing schemes may be preferred. In this context, the complexity of the approach becomes
a critical factor. Low-complexity solutions which approximate near-optimal performance are
required.

1.2.3. Research Questions
Based on the identified problems for routing and network management in SCNs, correspond-
ing research questions can be formulated. The described characteristics highlight the need
for tailored solutions. The optimization problem is two-fold: on the one hand, methods and
algorithms are needed which maximize system throughput under constraints presented by
the scenario. On the other hand, a protocol has to be designed which enables the actual
application of such methods in the dynamic SCN scenario. Therefore, the following research
questions are formulated, which will be investigated in the course of this thesis:

• What low-complexity, on-board load-balancing strategies can effectively approximate
optimal solutions for the MCFP in SCNs?

• Which frameworks and architectures can enable these techniques, and how should
suitable protocols be tailored for application in dynamic SCN scenarios?

• How can data-driven methods be leveraged for network control to formulate and dy-
namically adjust effective load-balancing strategies, and what are the implications for
network performance?

Building on the third question, this investigation explores the potential of data-driven tech-
niques for network control tasks. The algorithmic deficit in maximizing throughput within
the constraints of the reference system motivates the application of ML. By combining novel
protocol designs with suitable ML-based methods, approaches which improve network per-
formance are provided. The investigation builds on promising key concepts for the design
and control of next-generation networks.

1.3. Key Concepts and Proposed Approaches
The proposed solutions are based on two state-of-the-art paradigms: distributed Software-
Defined Networking (SDN) and Deep Reinforcement Learning (DRL). These core concepts
have been selected due to their potential to address the described challenges for enhancing
routing in SCNs. As the emergence of SDN has transformed the field of networking by
enabling improved flexibility and programmability, it is considered a suitable candidate to
enable adaptive routing approaches. DRL, on the other hand, has emerged as a promising
method for network control, given its potential to approximate solutions to high-dimensional
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control problems. Using Deep Learning (DL), effective policies can be learned even in com-
plex environments.

Distributed Software-Defined Networking
SDN is a framework which decouples the network control and the forwarding of data. As a
result, a control plane as well as a data plane are introduced. This logical separation allows
for more flexible and efficient network management. The network resources are managed and
orchestrated using a centralized SDN controller. By using this unified view of the network,
specific policies can be defined, traffic prioritized, and resources allocated dynamically. The
controller forwards these instructions to the other devices in the network. Thus, granular
packet processing and on-board switching rules are installed. Moreover, the control logic is
defined in software. This softwarization of the decision-making is advantageous, as it enables
updates and adjustments.

In short, the framework offers improved flexibility through software and virtualization,
scalability, fast reconfiguration, increased resiliency, and service-aware QoS handling [25,26].
An overview of the general architecture is provided in Figure 1.3. The logical split between
data and control plane is shown with typically considered protocols. For completeness, the
application plane is included, which is, however, not relevant for the investigation as no
specific applications are assumed. OpenFlow is the most commonly used protocol enabling
the information exchange between controller and forwarding device. This interface is called
”southbound”, corresponding to the control hierarchy shown in the figure. Higher-level net-
work management and administration is assumed to be handled by network control centers
on ground. This management layer is assumed to operate on a different, slower time scale
than the control plane.

All relevant network state information is aggregated on a central control unit. Thus, the
controller software can make informed routing decisions and forward these instructions ac-
cordingly. For this reason, SDN is well suited to enable advanced load-balancing strategies,
which are critical when maximizing throughput. Fine-grained forwarding rules can be es-
tablished to distribute traffic among the network resources and consider individual QoS
requirements.

However, this centralization poses problems in the context of SCNs. Due to significant
propagation delays given the size of spanned networks, using a centralized routing scheme
is rather impractical. The reactivity of the network controller is impeded, and significant
signaling overhead is expected. Moreover, a single point of failure is introduced, meaning
that local disruptions can have constellation-wide consequences. Given these scalability
problems, a physically distributed control architecture is preferable for SCNs. However, in
completely decentralized schemes, enabling efficient load-balancing is challenging given the
lack of coordination. So, instead of fully centralizing or decentralizing, a hybrid hierarchical
solution has to be considered.

Distributed SDN is a particularly promising approach in this context, as it maintains ad-
vantages of centralized SDN while providing scalability and reliability. Instead of a single
controller, there are multiple control units; the network is sub-partitioned accordingly. In a
distributed architecture with a flat hierarchy, controllers are responsible for individual do-
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Figure 1.3.: Diagram of logical SDN architecture. The SDN controller interacts with the
application plane via a dedicated northbound interface, and with the forwarding
devices via a southbound interface.

mains, which contain subsets of forwarding devices. This network of sub-networks is highly
scalable as new domains can be added when expanding. For the scenario at hand, these
domains can be clusters of neighboring satellites. While the corresponding SDN controllers
are able to make decisions locally, a logically consistent view of the global network can be
maintained by exchanging necessary information between clusters. Intra-domain as well as
inter-domain routing strategies are possible.

This decision-making is enabled by the routing logic of the controller software. Thanks to
the softwarization, the role of SDN controller can actually be taken over by all nodes with
suitable hardware. Thus, in regenerative satellite systems, certain satellites can effectively
be designated as SDN cluster controllers. In case of failures, the role can be handed over to
neighboring satellites. This enables a space-borne network control with improved reliability
and reactivity. However, designing a well-suited architecture to the defined use cases requires
tailored algorithms and in-depth analyses of the structural choices.

Deep Reinforcement Learning
DRL is a DL technique focused on optimal control [27]. At its core, it is based on using Deep
Neural Networks (DNNs) to approximate even complex functions. In general, DL methods
represent a sub-field of ML, which is in itself a sub-field of Artificial Intelligence (AI) [28].
As there is an algorithmic deficit for optimal routing configuration in SCNs, ML approaches
can represent viable options: they are trained directly on data to approximate underlying
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Figure 1.4.: Schematic illustration of a general RL framework, depicting the interaction of
an agent with an environment.

patterns [29,30]. In fact, DNNs enable the learning of lower-dimensional manifold represent-
ations, i.e. geometric structures, which can efficiently capture complex problems [31]. So,
they are able to learn function approximations even for non-convex problems for which no
closed-form analytical solutions may be available. This ability to learn such functions is par-
ticularly useful for network management. Many key problems in this context are typically
considered NP-hard [32]. Once trained, DL-based algorithms can thus provide significant
speedups over conventional exhaustive or heuristic approaches.

Furthermore, DL architectures are generally able to handle large amounts of input para-
meters. They have the ability to converge towards a minimum even in high-dimensional
problem spaces [28, 33]. Since the efficiency of routing in complex and dynamic network
environments is determined by multiple distinct KPIs with many inputs, it represents an
intriguing application of data-driven algorithms.

DRL considers agents in environments, which are typically in the form of Markov Decision
Processes (MDPs). MDPs provide a formal, mathematically idealized framework for model-
ing reinforcement learning problems [27]. The general Reinforcement Learning (RL) setup
is shown in Figure 1.4. In this framework, an agent interacts at a certain time step with
an environment by choosing an action from a set of possible actions. By interacting, the
agent receives rewards which it seeks to maximize. Thus, the agent is able to directly learn
policies from its environment.

Agents balance exploiting known rewards through greedy selection versus exploring unknown
states and actions with potentially better long-term rewards. As cumulative rewards are
considered, the impact of sequential decisions is implicitly evaluated. RL agents are typically
trained in simulative environments which encompass the state space and provide suitable
reward functions. Depending on the use case, specific DRL techniques are more suitable than
others. Since various DRL architectures and flavors exist, the specific fit for the considered
environment and action spaces needs to be established. As an example, certain techniques
are more resilient to overestimation, which can be crucial depending on the environment.
Accordingly, trade-offs have to be analyzed when designing suitable DRL architectures.

In the context of routing in SCNs, DRL can be used to optimize decision-making based on
the current network conditions. An exemplary setup is shown in Figure 1.5, illustrating
the interaction between a DRL agent and a satellite network environment. The former is
equipped with a DNN to decide on actions, and a memory component for stability. The
agent learns from past interactions by sampling experiences from the corresponding memory
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Figure 1.5.: Diagram of a generic DRL agent with a satellite network environment.

buffer. The environment, on the other hand, describes the evolution of the system state
over time. In this context, an observed state may consist of information about devices and
network indicators, such as link loads. As DRL is able to handle many input parameters,
it is a promising approach for routing problems with many Key Performance Indicators
(KPIs). Underlying traffic and forwarding patterns are learned by the agent. Conventionally,
Dynamic Programming (DP) is considered the only option to solve general stochastic optimal
control problems [27]. However, DP approaches require a good knowledge of the environment
and have high computational complexity for high-dimensional inputs.

Converging towards optimal solutions can be a significant challenge for DRL agents. Rewards
often only partially capture the desired behavior, or may represent it indirectly. As a result,
during training, agents fail to converge to a global optimum. To mitigate such issues, a careful
design of state and action spaces is required. Most importantly, well-formulated reward
functions are essential. This requires intricate knowledge of the underlying optimization
problem, the simulated environment, and the resulting data. For routing in SCNs, a black-
box methodology is not feasible. A DRL solution without considering the unique challenges
and underlying complexities does not converge. A deliberate tailored approach is needed to
achieve the desired level of performance.

Proposed Approaches

Following these insights, a novel distributed load-balancing routing protocol based on SDN
is proposed. The approach is specifically tailored to SCNs and can be adjusted or extended
flexibly depending on the scenario requirements. It represents a promising in-orbit solution
for routing and network management in autonomous satellite networks. The protocol is
based on a sub-division of the SCN into clusters. These SDN sub-domains are fixed within
the topology of the constellation, and are independent of the infrastructure on ground. A
satellite near the middle of the cluster is assumed to take on the role of the local SDN
controller.

The approach is based on insights from several routing concepts for SCNs focusing on im-
proving underlying trade-offs. So, geographical addressing is used to minimize signaling
overhead. A proactive distribution of traffic on valid routes makes use of the inherent path
diversity of SCNs. In addition, distributed network control is applied to provide scalability
and reactivity. In order to maximize the achievable throughput of the protocol, bottlenecks
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Figure 1.6.: Overview of the proposed approach, including the DRL-enhanced on-board SDN
controller architecture, for an exemplary path from Munich to Singapore across
several clusters.

and congestion have to be minimized by balancing the incoming traffic. To this end, a dedic-
ated QoS-aware routing algorithm is proposed. The performance is thus improved, meaning
that high QoS compliance is maintained for increasing network loads.

In order to approximate solutions to the underlying MCFP with low complexity, DRL meth-
ods are considered for adaptive TE. Building on the proposed distributed SDN-based pro-
tocol, the idea is to achieve near-optimal flow configurations to enhance intra-cluster routing.
Trained models are assumed to be run on-board the satellites, making feasible complexity
a key design consideration. Specifically, architectures for hop-based as well as path-based
solutions are derived and investigated. Agents are trained and fine-tuned in simulative envir-
onments to make effective routing decisions. Ultimately, this combined approach leverages
the strengths of both SDN and DRL, providing a robust and adaptive solution for enhanced
routing in SCNs.

An overview of the proposed combined solution is provided in Figure 1.6. A transmission
across multiple clusters is illustrated, from the source terminal in the ingress geographical cell
(red rectangle) to the destination terminal in the egress cell (blue rectangle). The resulting
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path consists of multiple ISLs (black lines) as well as ingress and egress ESLs (cyan lines).
Orange rings indicate the distributed on-board SDN controllers. The considered SDN control
architecture including its routing logic is shown on top. As described, a DRL-based traffic
engineering extension is used for intra-cluster load balancing. Here, the promising path-based
approach is shown which operates on rule-based pathfinding algorithms to make decisions.
For routing between clusters, geographical heuristics are used to reduce signaling.

Overall, the proposed architecture has been designed to fulfill the increasing throughput
requirements of satellite networks. It combines a novel, distributed routing protocol with
promising DRL enhancements. By mitigating bottleneck formation through informed rout-
ing decisions, the proposed architecture enables support for a larger customer base, offering
enhanced scalability and potentially increased profitability for next-generation satellite sys-
tems.

1.4. Research Contributions
The research presented in this thesis is related to investigations from various projects and
activities. The findings and key insights have been disseminated through peer-reviewed
publications. The corresponding conference papers, journal articles, and contributions to
reports are listed below.

Conferences

• M. M. H. Roth, H. Brandt, and H. Bischl, “Distributed SDN-based Load-balanced
Routing for Low Earth Orbit Satellite Constellation Networks,” in 2022 11th Advanced
Satellite Multimedia Systems Conference and the 17th Signal Processing for Space
Communications Workshop (ASMS/SPSC), Sep. 2022, pp. 1–8. [34]

• M. M. H. Roth, “Analyzing Source-Routed Approaches for Low Earth Orbit Satellite
Constellation Networks,” in Proceedings of the 1st ACM Workshop on LEO Networking
and Communication, in LEO-NET ’23. Oct. 2023, pp. 43–48. [35]

• M. M. H. Roth, A. Hegde, T. Delamotte, A. Knopp, “Shaping Rewards, Shaping
Routes: On Multi-Agent Deep Q-Networks for Routing in Satellite Constellation Net-
works,” in The First Joint European Space Agency / IAA Conference on AI in and
for Space (SPAICE2024), Sep. 2024, pp. 100-104. [36]

• M. M. H. Roth, T. Jerkovits, A. Hegde, T. Delamotte, and A. Knopp, “Deep Reinforce-
ment Learning for Adaptive Traffic Engineering in Satellite Constellation Networks,”
in 2025 12th Advanced Satellite Multimedia Systems Conference and the 18th Sig-
nal Processing for Space Communications Workshop (ASMS/SPSC), Feb. 2025, pp.
1–8. [37]

• A. Hegde, M. M. H. Roth, and H. Bischl, “Routing in Low Earth Orbit Satellite Net-
works: Constrained DQN-Based Approach,” in 2025 IEEE Wireless Communications
and Networking Conference (WCNC), Mar. 2025, pp. 1-6. [38]
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Journals

• M. M. H. Roth, H. Brandt, and H. Bischl, “Implementation of a geographical routing
scheme for low Earth orbiting satellite constellations using intersatellite links,” in In-
ternational Journal of Satellite Communications and Networking, vol. 39, no. 1, pp.
92–107, 2021. [39]

• M. M. H. Roth, H. Brandt, H. Bischl, D. Fernández Piñas, and G. Acar, “IDLB: An
SDN-based Load-balancing Routing Protocol for Autonomous Satellite Constellation
Networks,” to be published in International Journal of Satellite Communications and
Networking. Pre-print available at Authorea, Apr. 2025. [40]

• M. M. H. Roth, T. Jerkovits, A. Hegde, T. Delamotte, and A. Knopp, “Path-based
Deep Reinforcement Learning for On-board Routing in Satellite Constellation Net-
works,” to be submitted in Invited Special Issue: ASMS, of International Journal of
Satellite Communications and Networking. Aug. 2025.

Reports

• S. Kota, G. Giambene, M. Abbak, M. Abdelsadek, M.-S. Alouini, M. Amay, S. Babu, J.
Bas, V. Baños González, C. Carballo González, P. Cassarà, S. Chaudhari, D. Dalai, T.
Darwish, T. de Cola, T. Delamotte, A. Dutta, A. Dwivedi, H. ElBakoury, M. Enright,
M. Giordani, A. Gotta, E. Hammad, T. Khattab, A. Knopp, G. Karabulut Kurt, T.
Li, P. G. Madoery, B. S. Manoj, J.-D. Medjo Me Biomo, P. Pillai, P. Rawat, M. M. H.
Roth, P. Saxena, P. Scanlan, A. Sharma, M. S. Solaija, R. Sperber, Z. Sun, D. Tarchi,
N. Varshney, S. Verma, R. Wang, S. Watts, H. Yanikomeroglu, K. Zhao, and L. Zhao,
”Satellite,” to be published in IEEE International Network Generations Roadmap -
2024 Edition, 2024 IEEE Future Networks World Forum (FNWF), IEEE, 2025.

– Contribution to ML-based routing strategies.

1.5. Thesis Outline
In Chapter 2, the fundamentals of routing in SCNs are presented, laying the groundwork
for understanding the unique challenges encountered in such systems. This includes the
description of relevant reference system aspects. The space segment, the ground segment,
the connectivity between networking entities and devices, as well as the considered traffic
models are introduced. The differences to terrestrial wireless networks are highlighted as
well. For routing protocols, a concise overview over the state of the art is given, including an
assessment and a look into standardization developments. To provide a basis for evaluation,
the relevant KPIs are formulated as well. Lastly, fundamentals of the underlying network
optimization theory are provided. Graph-based models and the MCFP are introduced, which
establish the theoretical background for the following optimization approaches.

In Chapter 3, a distributed SDN-based routing protocol is proposed and analyzed. As this
novel solution utilizes insights from previous investigations of geographical and source rout-
ing, the corresponding methods are introduced. Then, the design of the proposed protocol
is presented in detail. Extensive simulations highlight the advantages and limitations of the
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approach. The evaluation is preceded by a description of the specifically designed network
simulation tools. Additionally, the results of a demonstration in a hardware test bed are
provided to further validate the approach. The chapter concludes with a discussion of the
proposed protocol, which represents a potent framework for ML enhancements.

In Chapter 4, RL-based schemes are investigated, representing promising extensions to the
distributed protocol. To highlight potential advantages over rule-based approaches, the vi-
ability of DRL-based methods for advanced traffic engineering is derived from first principles.
Building on these insights, hop-based as well as path-based methodologies are proposed. For
hop-based approaches, centralized and fully decentralized multi-agent architectures using
Deep Q-Networks (DQNs) are presented and analyzed. Inherent robustness and scalability
limitations are discussed. To overcome these shortcomings, a path-based approach using
a soft actor-critic design is proposed, which is capable of approximating optimal solutions
to the underlying MCFP. A quantitative evaluation with multiple benchmarks highlights
the general performance and viability of the solution. The implications of these results and
corresponding limitations are also discussed.

To conclude, Chapter 5 summarizes the contributions of this work and provides recom-
mendations for further investigations. The research questions posed in this work are answered
and perspectives on related areas of research are presented.
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2. Routing Fundamentals for Satellite
Constellation Networks

This chapter introduces the characteristics of SCNs and their distinctions from terrestrial
networks. Two core reference scenarios are presented, which provide the practical context
of this investigation. The assumed properties of the terminals on ground, including their
distribution, are discussed, and the considered traffic models are introduced. Furthermore,
a comprehensive review of state-of-the-art routing protocols and algorithms from literature
is provided. Subsequently, the considered performance metrics for this investigation are
presented. The chapter concludes with a foundation of relevant network optimization tech-
niques, which forms the basis for novel approaches developed in subsequent chapters.

2.1. Satellite Constellation Network Architecture
The design aspects of SCNs and the considered reference constellations are discussed in
Section 2.1.1. The terrestrial components and their connectivity to the space-borne network
are described in Section 2.1.2, and Section 2.1.3, respectively. The considered traffic models
are presented in Section 2.1.4.

If higher traffic loads are expected, suitable and effective routing protocols become a critical
aspect of the system design. The key design goals for these protocols are the fulfillment of
QoS requirements of different applications and the optimal usage of the available network
resources. Due to the special network characteristics and conditions of SCNs, protocols from
terrestrial contexts may not be applicable. There are significant differences to terrestrial
networks, which are described in 2.1.5.

Similar reference scenarios have been investigated in related publications [34,35,40].

2.1.1. Space Segment
LEO satellite constellations are based on specific system topologies, which utilize the inherent
regular orbits to provide continuous coverage. Typically, such systems consist of satellites in
multiple equal-radius circular orbits with an equal number of satellites in each orbit. Two
main approaches for regular orbital patterns have been particularly influential and are most
widely used today: Walker star and Walker delta topologies [41].

A Walker star constellation topology is characterized by polar or near-polar orbits. The
orbital planes cross at or in proximity to the respective poles. This architectural arrangement
results in adjacent co-rotating planes, which are designated as seams. Due to the relative
speed of the satellites in co-rotating planes, increased Doppler frequency shifts are observed
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for connections across the seams [42]. The orbital planes of ascending nodes are spaced
laterally at angular intervals of approximately π/Nplanes, with Nplanes denoting their number.
Due to the Doppler shifts, there may or may not be ISL connections across the two inherent
seams of this design pattern. A well-known constellation following this design pattern is the
Iridium constellation [43,44].

The so-called Walker delta pattern is typified by orbits in equal inclination at the angle
delta, spaced equally around a reference plane, most commonly the equator. Ascending
nodes are spaced at intervals of 2π/Nplanes. Due to the inclined orbits, there is usually no
global coverage in contrast to Walker star. Typically, no satellites are covering the relative
north and south poles. Compared to equally sized Walker star constellations, more uniform
coverage is provided. Based on the resulting orbital propagation of satellites, Walker delta
constellations with ISLs facilitate lateral (east-to-west and vice versa) transmissions, because
of the reduced number of inter-plane hops [8]. A prominent example of this design pattern
is phase one of SpaceX’s Starlink [3, 4].

Orbital Characteristics

The time to complete one orbit Torbit around Earth is described by Kepler’s third law [42]:

Torbit = 2π

√
(rEarth + ho)3

GgravMEarth
(2.1)

Here, the numerator describes the semi-major axis of an orbit. In the case of circular orbits,
it corresponds to the radius, which consists of the altitude of the satellite ho and the radius
of the Earth rEarth. Ggrav denotes the gravitational constant (6.67430 × 10−11Nm2/kg2),
and MEarth is the mass of Earth. Based on Torbit, the time of a fly-by of a satellite can be
derived.

In real-world systems, the actual position of a satellite varies slightly due to atmospheric and
gravitational influences. Satellites are oftentimes equipped with small propulsion systems
to correct their position if required. The effects of these small positional variations on
the overall transmission characteristics are generally not significant. Consequently, only the
theoretical positions of satellites are considered. It should also be noted that intra-plane links
are generally easier to maintain, as the distance and angle between the satellites remains
constant. Still, the bandwidth and availability of ISLs are generally considered equal in this
work.

In general, a shutdown of the inter-plane ISLs is required at maximum latitude (for high
inclinations near the poles), because of the switch in relative position of the orbital planes.
So, a neighboring satellite which was previously on one side will find itself on the other side
of a given satellite. This switch has to be accounted for when reactivating the inter-plane
ISLs. Since the relative speed and angle of satellites in co-rotating planes increases at the
poles, interruptions due to pointing limitations of the hardware as well as significant Doppler
effects need to be avoided. The Doppler frequency fd is defined by [45]:

fd = f0

(vrel
c

)
(2.2)
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Figure 2.1.: Top-down view of SCN-288 (left) and SCN-1440 (right) satellite constella-
tions [46].

Here, vrel is the relative velocity, c is the speed of light, and f0 is the transmitted frequency.
As the relative speed of counter-rotating planes vrel,counter is almost twice the speed of a
satellite vsat, the resulting Doppler is significant:

vrel,counter ≈ 2 · vsat = 2 ·

√
GgravMEarth
rEarth + ho

(2.3)

For a constellation at an altitude of 780 km, this results in a relative velocity of approximately
53 800 kmh−1. Given the linear relation with the Doppler frequency, compensation can thus
be difficult. For these reasons, shutdown latitudes are utilized. If the satellite is above or
below the respective latitudes, the inter-plane ISLs are deactivated and the antennas are
re-adjusted to establish new links.

Considered Reference Constellations

Two single-layer near-polar Walker star constellations are considered as the primary refer-
ence systems. Nevertheless, the proposed protocol is generally suited to support multi-layer
or multi-shell constellations. The designs have been proposed to be investigated by ESA
in the context of the ROPRO project [47], and have also found interest in further activit-
ies [48,49]. They mirror recent trends in constellation sizing and characteristics of intended
constellations: they share similarities with public plans of OneWeb and Rivada [4, 6]. The
reference systems do not directly represent currently deployed constellations networks, but
rather proposed designs for potential next-generation satellite systems.

The two principal reference constellations are called SCN-288 and SCN-1440. Both con-
stellations follow a similar architecture, i.e., in inclination, arrangement, and spacing. As
quasi-polar Walker star constellations [41] with an inclination of 86.4◦, they share simil-
arities in terms of general design with the Iridium constellation [5, 44]. SCN-288 consists
of 288 satellites which are arranged in 12 planes at an altitude of 780 km. This results in
24 satellites per plane, with an angular distance of 15◦. The angular phase offset between
co-rotating planes is 7.5◦. SCN-1440 corresponds to an up-scaled version of SCN-288 at
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Table 2.1.: Summary of space segment of SCN-288 and SCN-1440.
Space segment characteristic SCN-288 SCN-1440
Number of satellites 288 1440
Number of planes 12 30
Number of satellites per plane 24 48
Satellite altitude [km] 780 600
Orbital inclination [◦] 86.4 86.4
Cross-seam planes spacing [◦] 15 6
Co-rotating planes spacing [◦] 15 6
Angular phase offset co-rotating planes [◦] 7.5 3.75
Inter-plane ISL shut-down latitude [◦] 80 80

an altitude of 600 km. Here, 1440 satellites in 30 planes with 48 satellites per plane are
proposed. A top-down view of the two constellations is shown in Figure 2.1.

Each satellite of the constellation possesses four ISLs: two intra-plane ISLs and two inter-
plane ISLs. The spacing of the co-rotating and counter-rotating planes follows the standard
design pattern for this type of constellation. A summary of their characteristics is provided
in Table 2.1.

The shutdown latitudes mainly depend on the pivoting speed of the antennas and the angular
velocity between the two satellites involved. State-of-the-art optical laser terminals are able
to pivot rapidly, for instance Tesat’s ConLCT is able to pivot at 2.5 ◦ s−1 on both axes
(azimuth and elevation) simultaneously and handle Doppler shifts of up to 3.0GHz [47]. So,
reorientation and target tracking works at latitudes of at least ±80◦ for the defined orbit
altitudes. Relative speeds between satellites at these orbits are also well within Doppler
tolerances of the laser communication terminal.

Coverage and Minimum Elevation Angle

Regarding the minimum elevation angle of the user terminals, a number of aspects of the
reference constellations have to be taken into consideration. In the assumed system, the
coverage beams of the satellites are broken down into spot beams to use frequency reuse.
To guarantee coverage, the footprints of the satellites have to overlap. However, smaller
coverage areas correspond to higher minimum elevation angles for the terminals on ground,
allowing for improved transmission conditions.

The scan angle of a satellite ϑmax, also called maximum nadir angle, is linked to the minimum
elevation angle ϵmin of the terminal on ground. ψmax denotes the angle from the center of
the Earth between the sub-satellite point and a terminal at the edge of the coverage area.
The scan angle is described by [42]:

ϑmax = π − ψmax − (ϵmin +
π

2
) (2.4)
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Figure 2.2.: Coverage of SCN-288 with a minimum elevation angle of 20◦ [46].

ψmax is dependent on the minimum elevation angle:

ψmax = arccos

(
rEarth

(rEarth + ho)
cos(ϵmin)

)
− ϵmin (2.5)

The resulting coverage area is thus:

Acircle = π (ψmaxrEarth)
2 (2.6)

As the coverage areas are circular and thus need to overlap, spherical hexagons without
overlapping are used to represent the coverage areas instead. The area is calculated by
splitting the spherical hexagon into six spherical triangles, with the edge angle βedge:

βedge = arctan

( √
3

cos(ψmax)

)
(2.7)

Ahexagon = 6r2Earth

(
2βedge −

2π

3

)
(2.8)

Using these formulas, the highest elevation angle possible based on the number of satellites
and the inter-plane offset, while guaranteeing global coverage, is approximately 29◦ for SCN-
288. In order to provide flexibility in the case of failures, a minimum elevation angle of 20◦
is considered for SCN-288, which is shown in Figure 2.2.

Using the same approach, the coverage of SCN-1440 can be evaluated. For SCN-1440, there
are more than eight satellites visible in most areas when using a ground terminal elevation
angle of at least 20◦. Since four concurrently visible satellites are considered sufficiently
diverse, a minimum elevation angle of approximately 30◦ is assumed. The resulting cover-
age is shown in Figure 2.3. The corresponding maximum visibility of a satellite fly-by is
236 s.
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Figure 2.3.: Coverage of SCN-1440 with a minimum elevation angle of 30◦ [46].

The minimum elevation angle requirements for GWs are different from those of UTs. GWs are
generally assumed to be larger, they use dedicated structures with more powerful antennas.
Their position is chosen specifically to improve satellite connections. So, for SCN-288, a
minimal elevation angle of 10◦ is assumed for GWs. In this case, at least four satellites are
visible for a GW. For SCN-1440, a minimal elevation angle of 20◦ is assumed for GWs, so at
least six satellites are visible.

2.1.2. Ground Segment
The ground segment is assumed to consist of UTs and GWs. They represent the sources
and destinations of all of the data traffic which is supposed to be forwarded in the SCN.
Their distributions and connectivity characteristics of the reference system are presented, as
they significantly impact the network topology and emerging traffic patterns. The ground
segment characteristics are summarized in Table 2.2.

Table 2.2.: Summary of ground segment and coverage of reference system.
Ground segment characteristic SCN-288 SCN-1440
Number of potentially simultaneously active UTs [1 000, 10 000] [1 000, 10 000]
User terminal minimum elevation angle [◦] 20 30
Number of GWs 39 39
Gateway minimum elevation angle [◦] 10 20

User Terminal Distribution

The distribution of UTs is modeled as non-homogeneous to reflect real-world dispersion pat-
terns. Global connectivity is considered a crucial design aspect, which requires the provision
of services to private UTs in remote areas. To accurately capture the spatial distribution of

20



2.1. Satellite Constellation Network Architecture

Figure 2.4.: Population density statistics in the year 2020, with a resolution of 15 arc-
minutes [50]. Applied filtering function limits maximum number of persons
per square kilometer to 100 [51].

users, a stochastic sampling process, which is based on worldwide geographical population
density statistics, is employed. In Figure 2.4 the approximate global population density in
the year 2020, with a resolution of 15 arc-minutes is shown.

As metropolitan and densely populated areas tend to be well connected, they need to be
partly discounted in the creation of a realistic UT distribution. To this end, a filtering
function is introduced which adjusts individual density values. The result after filtering
is the input to the stochastic process generating relevant UT distributions. While relative
interest in sparsely populated areas is expected to be higher, the overall number of users
there is still assumed comparably low. Hence, the following filtering is applied: a linear
relation up to a density of 100 persons per square kilometer. Then, a constant density of
100 is assumed.

Based on this adjusted population density, the terminal distribution shown in Figure 2.5
(UTs in blue) has been generated. To this end, the two-dimensional density distribution
has been sampled using the corresponding cumulative density functions. 10 000 end user
terminals were generated for the figure.

Gateway Station Distribution

GWs serve as interfaces between SCNs and terrestrial networks. In particular, they provide
the constellation with high-speed Internet access via feeder ESLs. In general, most traffic is
assumed to flow from or to GWs (as discussed in Section 2.1.4). The number and distribution
of GWs are critical factors influencing the overall network load and traffic scenarios.

To optimize performance, each gateway campus should be strategically located near existing
infrastructure such as data centers. As low latency communication is relevant for certain
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Figure 2.5.: Visualization of UT and GW distributions. 10 000 UT locations (in blue) have
been sampled from the filtered population density distribution. 39 GW locations
(in yellow) have been chosen deliberately.

services, minimizing the physical distance between UTs and GWs is of interest. However,
UT locations can vary significantly, including remote areas such as islands, while viable GW
positions are constrained by geopolitical factors which limit where they can be placed. Given
these constraints and diverse regional needs, a deliberate approach to dispersing GWs is used.
This strategy yields the GW distribution shown in Figure 2.5 (GWs in yellow).

2.1.3. Connectivity
The SCN itself is intended to function as a transport network which enables different types
of services. A direct forwarding or encapsulation of IP packets is assumed. As end-to-end
paths are considered, without involvement of ground-based infrastructure in between, the
network provides direct interconnections between users. This service type may be compared
to a leased line known from terrestrial networks. In addition, direct connections into the
public Internet are enabled by routing packets via GWs. In this context, UTs are assumed
to be provided with public IP-addresses by network control entities.

The satellites deployed in the constellations are equipped with four ISLs and two ESLs. Two
intra-plane and two inter-plane ISLs are considered. All user data traffic is aggregated on
one ESL, while the other ESL serves a feeder link to ground-based GWs. These connections
correspond to what is used in real-world systems [4, 6].

Inter-satellite Links

Similar to current and planned constellations, optical ISLs are assumed. No concrete assump-
tions about the wavelength are necessary, but typical wavelengths within the near-infrared
spectrum around 1550 nm are considered for this use case [52].
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The received Powerrx is calculated using the Friis transmission equation [45]:

Powerrx = Powertx ·Gtx ·Grx ·
(

λ

4π · dist(tx, rx)

)2

· ηeff,tx · ηeff,rx (2.9)

Where Powertx denotes the transmitted power, and Gtx and Grx the transmitter (tx) and
the receiver (rx) gains, respectively. The free-space loss is defined by the wavelength λ and
the distance dist(tx, rx). For optical systems, the transmitter and receiver efficiencies, ηeff,tx
and ηeff,rx respectively, are also significant. They are sensitive to noise (e.g., thermal and
shot noise).

Given the orbital stability, lack of unfavorable environmental conditions, and expected point-
ing and tracking accuracy, static link characteristics are assumed. Each link can thus be
represented by a fixed capacity c(i, j):

c(i, j) = Fixed bandwidth of ISL between satellite i and j (2.10)

Earth-satellite Links

ESLs connect the satellites with the UTs and GWs on ground. For these links, Radio
Frequency (RF) connections are assumed. Working systems as well as research projects
typically use frequencies within the Ka-band [4, 47]. Next-generation systems may also
utilize Q/V-bands for increased bandwidth [15].

A predictable handover scheme is assumed which is discussed in more detail in Section 3.1.1.
ESLs are modeled with constant data rates in this investigation, omitting aspects such as
adaptive coding and modulation to isolate in-space routing effects. No assumptions are
made about the antenna parameters, link budgets are considered sufficient to maintain the
target ESL data rate of 100Mbps for UTs (see Table 2.3). This simplification ensures
that ESL dynamics do not confound the analysis of intra-constellation load balancing. The
aggregated maximum feeder uplink and downlink defines the total capacity a satellite can
receive from or transmit to ground stations. The connectivity characteristics are summarized
in Table 2.3.

A single UT is expected to connect to a single satellite at a time. Each UT is assumed to
have one principal network interface to connect to the SCN. It is also assumed that the UTs
use phased array antenna technology, which enables rapid beam steering and splitting. So,
a search beam can be used to prepare the connection with another satellite. In this fashion,
a handover can be prepared beforehand.

This corresponds to a make before break strategy. A new connection is established before
an old one is terminated. Using this approach, UTs are capable of seamless handovers,
characterized by fast switching which is imperceptible to users. In contrast, hard handovers
are assumed to significantly impede services by breaking connections before establishing
new ones. This has detrimental effects on transmission quality metrics, and thus negatively
impacts QoS profiles. As an example, hard handovers directly impact the delay jitter of a
transmission, regardless of the applied routing protocol of the satellite network.

One campus may serve multiple feeder links. One feeder ESL is capable of serving the
user ESL of the satellite directly, and four neighboring satellites in terms of data rate.
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Table 2.3.: Summary of connectivity and data rates of reference system.
Connectivity characteristic Value
ISL technology Optical (at 1550nm)
Number of ISLs per satellite 4
Maximum ISL transmission rate [Mbps] 1000
ESL technology RF (Ka, V, Q bands)
Number of user ESLs per satellite [1, 10]
Maximum aggregate user ESL transmission rate [Mbps] 1000
Number of feeder ESLs per satellite 1
Maximum aggregate feeder ESL transmission rate [Mbps] 5000
Maximum aggregate data rate per UT [Mbps] 100

Similar to the discussion of handovers for the UTs, the handovers of GWs are assumed to be
seamless.

Reference Transmission Rates

Optical ISLs with transmission rates of 1Gbps are assumed. For the feeder ESL, the reference
transmission rate is set at 5Gbps, which has been proposed as an operational benchmark [47].
This rate aligns with the maximum output capacity of a single satellite, comprising four ISLs
that collectively provide 4Gbps and one user ESL offering 1Gbps.

Given these link capacities, it is apparent that forwarding all feeder traffic via a single ISL
may not be feasible due to inherent bandwidth limitations. Thus, distributing traffic across
multiple paths becomes essential for efficient network operation. Suitable routing solutions
must be designed to avoid bottlenecks in the ISL network. By placing this level of demand
on the network, a comprehensive evaluation of the performance and scalability of routing
and management protocols is enabled.

Telecommunications Payload

The telecommunication payload features a packet routing system, also called satellite router.
These on-board routers are considered responsible for efficiently directing data packets within
the network. The design is based on an embedded system which integrates both hardware
and software components to facilitate advanced packet processing and routing capabilities.
It is assumed capable of executing software applications of different scopes.

2.1.4. Traffic Models

The scenario involves examining data exchanges between UTs and GWs, and between UTs.
Distinct traffic shares with individual requirements and corresponding QoS classes are as-
sumed.
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Figure 2.6.: Pie chart of assumed traffic shares and resulting QoS service class shares.

Based on the requirements of specific end-user applications, suitable QoS classes have to
be formulated. The considered traffic shares between these classes correspond to system
assumptions which have been made in the context of related projects and publications [34,
35,47]. Since this research primarily focuses on protocol characteristics, solely the presented
set of traffic model parameters is investigated.

Traffic Shares

Depending on the provided service, the required data rate of a user might vary. As a general
indicator, several data rate requirements for 5G have been quantified [53]. According to
their calculations, web browsing traffic normally ranges between 1000 bps and 16Mbps, while
ultra-high-definition video streaming ranges between 3.32Mbps and 20.75Mbps.

As there are multiple viable use cases for such a constellation, the considered traffic shares
are based on the following assumptions:

• Most traffic, i.e. > 50%, is not delay-critical. Typically, the transfer of larger quantities
of data, e.g. in the form of video streaming or file sharing, is buffered. For this traffic,
called ”best effort”, higher delay budgets are possible.

• Importantly, some traffic relies on the short end-to-end transmission delay enabled
by SCNs [8]. This type has stringent delay and delay variation requirements. It
is however assumed to be a relatively small share due to the limited traffic volume,
assumed around 10%. A limited number of frame drops for services using this priority
class are assumed acceptable, given its primary focus on end-to-end latency. Thus, an
elevated packet dropping rate is considered compliant.

• Some services fall between these classes. They are represented by QoS class 2. While
delay-tolerant, the maximum latency is considered lower than the assumed budget for
best effort. The class also includes a more relaxed jitter requirement. The rest of the
traffic share, i.e. around 30% to 40%, is assumed to belong to this category. For

25



2. Routing Fundamentals for Satellite Constellation Networks

signaling traffic, low latency and dropping rates are of importance. To this end, it is
assumed that signaling packets are prioritized by the scheduler and use dedicated out-
put buffers, which are large enough to effectively avoid packet drops for the considered
signaling volume.

Naturally, for dedicated use cases or specific scenarios, more suitable traffic shares can be
formulated. The proposed assumptions are intended to reflect a plausible working example
of SCNs, which allows for an in-depth analysis of QoS-based routing protocols.

In a related project [47], the following average shares were assumed for UT to GW and vice
versa: most traffic is streaming related (68%), web traffic is also significant (16%) and mail
(6%), video conferencing (4%) and VoIP (6%) also have a small share. About half of the
streaming traffic is assumed to consist of live streaming, which profits from a guaranteed
data rate. The other half corresponds to buffered streaming. The classification is illustrated
in Figure 2.6. The division of the overall traffic volume is summarized in Table 2.4.

Quality of Service Classes

The considered QoS classes are loosely based on the QoS profiles of the 5G NR networking
standard [14]. In the SCN context, only a simplified subset of the given profiles is considered
relevant. The proposed values are based on the end-user multimedia QoS categories of
the International Telecommunication Union (ITU) [54, 55]. The assumed latency and delay
variance budgets roughly follow these recommendations, namely objectives for IP-based
services, Y.1541 [56]. Some concrete values have been adapted based on observations and
previous investigations into SCNs [8,35]. From a conceptual point of view, the classifications
are similar to the differentiated services (DiffServ) model [57], which is reflected in the names
of the considered classes. An overview of the QoS classes is provided in Table 2.4.

2.1.5. Unique Challenges in Satellite Constellation Networks
First and foremost, any LEO SCN represents a dynamic network topology. There are
frequent ESL as well as ISL handover events due to the relative motion of the space-borne
network entities, i.e. the satellites. Different nodes of the constellation network will connect
to the same UT (or GW) on the ground within minutes.

The space-borne ISL handovers are highly predictable – the relative motion of satellites is
based on orbital mechanics. As the ISL shutdown latitudes are predefined, the deactivation
of ISLs can be prepared for in advance. The ESL handovers can be more flexible. Depending
on the considered handover mechanisms, there may be a clear mapping of certain areas and
satellite coverage. However, such a strategy is rather inflexible. In various circumstances,
including failures, overloads, or blocked coverage, dynamic adjustments can be advantageous.
For mobile UTs, signaling traffic to clarify ESL association is likely necessary. The general
activation and deactivation of connections is also dynamic. In contrast to GWs, UTs may
be turned off. So, in this investigation, aggregating all ESL connectivity information of the
complete system is expected to result in massive signaling overhead. A quantitative analysis
is provided in Section 3.1.2.

This dynamic ESL topology leads to non-static traffic patterns. In contrast to terrestrial
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Table 2.4.: Summary of considered QoS classes. Some values from standards have been
slightly adapted based on observations and SCN investigations [8, 35].

QoS class Prio-
rity

Packet
delay
budget

Packet
loss
rate

Delay
vari-
ation

Exemplary
services

Relative
traffic
share

0:
Signaling

4 <150ms < 10−6 < 30ms Control plane
signaling.

N/A

1: Delay-
critical
forwarding

3 150ms
[54–56]

10−2

[54, 56]
< 30ms
[56]

Conversational
voice, real-time
applications.

10%

2: Delay-
tolerant
forwarding

2 200ms 10−4

[54, 56]
< 50ms
[56]

Non-conversational
video (e.g.
live-streams).

34%

3: Best
effort

1 300ms
[54, 56]

10−6

[56]
N/A Video (e.g.

buffered
streaming), file
sharing, mail, web
activity, multicast.

56%

networks, hot spots are not determined by network topology. Rather, they are related to
the geography on Earth. As a result, the temporal drift of traffic characteristics must be
considered when designing efficient solutions for these networks.

An additional important difference is the limited on-board processing capability of
the satellites. On-board routing and network management software must operate on the
computational resources of the available hardware. In contrast to terrestrial networks, the
power budget and processing power on-board satellites is much more constrained. Given
the distributed nature and design patterns of constellations, locally reinforcing network
infrastructure is not possible. Moreover, due to the movement of the constellation, the
processing requirements can vary. In the case of an SDN-based approach, both control plane
and data plane software need to adhere to processing constraints. Exceeding capabilities
is assumed to cause immediate performance degradation, through queuing and processing
delays in the data plane, or through delayed management changes in the control plane.
Similarly, exceeding existing memory limits can result in dropped packets, also degrading
the performance immediately.

In general, no assumptions about the specific hardware utilized in the space-borne network
are made. However, a suitable processor, the NXP Layerscape 2160 [58], has been invest-
igated for on-board processing in related projects [47, 48]. An overview of this exemplary
hardware is provided in Appendix A. It is also used by the hardware demonstrator presented
in Section 3.4. As the design of this processor is intended to support network control solu-
tions for 5G applications, it is considered representative for state-of-the-art and potential
next-generation satellite hardware.

Nevertheless, maintaining low computational complexity remains an important design as-
pect, in particular for more complex tasks such as traffic engineering. In a related research
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project, routing was only allowed a maximum relative processing load of 30% [47]. Other ap-
plications are assumed to require the remaining resources. So, while the considered hardware
is generally able to provide the computational capabilities, reduced complexity is critical in
the context of resource management and energy conservation.

2.2. Routing Protocol Overview
2.2.1. State-of-the-art Routing Protocols
This concise overview of the state of the art focuses only on the most relevant protocols
and approaches for the considered scenario. Rule-based and ML-based routing solutions
are separated as their conceptual architectures typically differ. Whereas rule-based schemes
may apply heuristics to simplify complex decision-making, the ML-based approaches learn
policies directly from the observed data. For both strategies, several centralized, distributed,
and fully decentralized solutions have been proposed.

Rule-based Routing Solutions

Relying on a virtual topology, representing a snapshot of the constellation in time, source-
routing approaches compute paths through the pseudo-static network at the ingress node.
Shortest Path First (SPF) approaches focus on lowest cost paths, typically based on the
propagation delay between nodes, for instance, by using Dijkstra’s algorithm [59]. Protocols
such as Multi-Protocol Label Switching (MPLS) [60] can be used for the forwarding between
satellites. QoS-aware source-routed approaches have also been investigated [8, 35]. The
idea is to choose paths, potentially from a set of viable paths, according to their expected
characteristics.

However, these approaches are prone to hot spots in high-traffic mesh networks [61]. Key
limitations include information retrieval, as forwarding end-to-end link states to every in-
gress node results in significant signaling overhead [35]. Strict handover rules are required, as
changes in ESL connectivity can cause packet drops if handovers occur during transmission.
In this case, packets are forwarded according to a deprecated list of hops. Nevertheless, the
approach represents a relevant benchmark. It reflects the behavior of known terrestrial pro-
tocols, e.g., Open Shortest Path First (OSPF). In general, comparisons with these protocols
are difficult as they oftentimes face challenges in dynamic topologies [8]. In addition, due to
the lack of dedicated backbone networks, to which all satellites are connected, terrestrial pro-
tocols are not applicable without significant modifications making them difficult to include
as benchmarks [62]. A more flexible source-routed solution is Segment Routing (SR) [63].
This routing paradigm is based on the idea of encoding a sequence of segments, i.e., specific
network functions, instead of individual hops.

In virtual-node and geographical routing, packets are forwarded based on the topology of
a virtual network. Logical nodes with fixed geographical locations are used. This approach
provides stability and predictability in the routing process, even in the face of a constantly
changing network topology. Geographical routing uses static, physical locations as destin-
ations. The Earth is partitioned into geographical areas with unique identifiers [64, 65].
Packets are forwarded in the direction of a corresponding destination region [39, 66, 67]. To
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circumvent ambiguities in the last hop, additional mechanisms, such as local signaling, are
required. As mobile terminals may change their geographical identifier, mobility manage-
ment strategies are also important [68].

Moreover, decentralized and distributed routing schemes have been proposed for satel-
lite or similar networks [69,70], including distance vector approaches [71]. Some also provide
decentralized load-balancing capabilities [72,73]. Conceptually they rely on information ex-
changes between neighboring nodes to avoid saturated links. Due to the limited scope, only
local decisions are made. The lack of coordination can also result in conflicting decisions or
frequent adjustments.

A distributed architecture based on Intermediate System to Intermediate System (IS-IS) has
also been published [62]. In this context, Segment Routing Traffic Engineering (SR-TE) can
also be applied to actively steer traffic, e.g. to avoid known hot spots [74]. To maximize
throughput in SCNs, additional approaches for steering traffic efficiently have been proposed,
for instance, by applying heuristics to solve the linear-programming problem underlying a
static MCFP [24]. However, distributed SDN is generally more flexible and adaptable given
its softwarization of routing logic and fine-grained network control.

SDN is applied by many recent routing schemes for satellite networks [25, 75, 76], and is
important for proposed 6G ecosystems [15,77,78]. Different architectures have been invest-
igated, but typically, the choice is to use a control entity on ground or to have in-orbit
controllers. When using a ground-based approach, the control unit acts as an enabler for
satellites to make informed autonomous routing decisions [76].

For in-orbit routing architectures, distributed SDN is considered particularly promising [79,
80]. Corresponding research has also focused on the SDN controller placement problem [81,
82]. Given the flexible and fine-grained switching rules, which can be established by SDN,
it provides a robust framework for QoS-aware routing [83].

Machine Learning-based Solutions

In recent years, various ML-based routing approaches have been proposed for wireless net-
works [84–86] and in the context of SDN [87, 88]. For ML-enabled network control, DRL
and representation learning are typically used.

Representation learning techniques have been proposed for routing, predominantly in
the context of predicting traffic demands [89]. To this end, Recurrent Neural Network
(RNN) designs, such as Long Short-Term Memorys (LSTMs), are often considered [85,
90, 91]. Graph Neural Networks (GNNs)-based approaches are of particular interest, as
they are able to extract features of the network more efficiently, which can provide more
reliable predictions [92]. The technique has also been proposed for low-complexity on-board
routing in SCNs [93]. Using topological feature extraction, a trained model has strong
generalization performance and can handle dynamic topologies. GNNs are also used to find
easier representations of the network, which are then used by a DRL agent as part of its
environment [94].

For optimizing network control directly, DRL techniques are considered the most promising
methods [85,87]. For DRL-based routing in SCNs, a common approach is to apply hop-based
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DQN schemes [95–97]. Designs have also included capabilities for QoS-aware forwarding
and heterogeneous networks [98] as well as load balancing [99]. The approach has also been
applied in the context of the MCFP [100–102].

Hierarchical architectures have been proposed as well [103,104], where routing decisions are
made on different levels. Similar to distributed SDN architectures, group leaders control
sub-networks. In this context, heuristics are used to decrease the complexity of the learning
problem. In general, system-specific assumptions or pre-processing steps are oftentimes used
to facilitate DRL-based solutions.

Assessment

In conclusion, the overview suggests that distributed SDN is a highly promising approach
for enhancing load balancing and routing in autonomous next-generation SCNs. Given its
flexibility, adaptability, and ability to support arbitrary flow allocations, it is an attractive
framework for integrating rule-based as well as ML-based routing schemes.

The distributed SDN approach applies locally centralized control, which is expected to dis-
tribute traffic more efficiently. In contrast, decentralized load-balancing schemes are limited
due to their restricted scope. However, a good understanding of the network and its entities
is required to solve the MCFP effectively.

Moreover, DRL-based approaches have shown significant potential in diverse routing scen-
arios, including SCNs. While such methods have been able to enhance QoS-aware routing,
there is a notable gap in existing research: there is currently no approach designed to spe-
cifically maximize network throughput in distributed SDN-enabled SCNs. So, there is an
opportunity to develop a tailored DRL-based solution which makes use of the strengths of
distributed SDN and addresses the unique challenges of efficient routing in SCNs.

2.2.2. Standardization Activity
Routing in SCNs is becoming increasingly crucial as these networks are expected to play a
significant role in future communication frameworks, particularly in the context of 5G Bey-
ond and 6G technologies [105]. The integration of LEO satellite networks into 6G systems is
seen as a promising technology due to their characteristics of low latency, seamless coverage,
and high bandwidth. In the context of standardization, the following design aspects are of
particular interest:

• Seamless integration with Terrestrial Networks (TNs): requiring the develop-
ment of satellite-terrestrial cooperative routing strategies.

• Handling increasing traffic loads: new standards typically support growing data
volumes and demand by providing higher system throughput.

• Ensuring QoS: supporting various 5G Beyond and 6G applications which require
high reliability and low end-to-end latency.

End-to-end routing is thus considered an open technical challenge in the context of en-
abling NTN-based 5G Beyond and 6G networks [19, 77, 106]. The diverse characteristics
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of network segments as well as the dynamic topology complicate optimal path-finding us-
ing existing approaches, particularly in the distributed network of networks envisioned
by 6G. Routing protocols may consider content-aware routing, semantic communications,
and distributed control, especially in multi-orbit multi-layer satellite networks [19]. Addi-
tional open challenges include orbital edge computing, network orchestration, and network
slicing.

There is also standardization progress in the direction of ML for Network Manage-
ment [107]. To achieve this, both hierarchical and distributed intelligent architectures are
being explored. Among others, important optimization aspects include traffic steering, QoE
prediction, and QoE assurance. Notably, 6G is envisioned as an ML-native network, where
protocols and platforms are designed to seamlessly support ML services, enabling efficient
and adaptive management of complex networks.

In this context, the possible functional splits in 6G with regard to the NTN integration are
of interest. Here, functional split refers to the division of responsibilities between different
network entities, such as the user equipment, the radio access network, and the core network.
Accordingly, the placement of data paths as well as routing and forwarding functions in 6G-
NTN networks is determined [108–110].

Certain architectures envision distributed in-orbit network control which seamlessly integ-
rates with terrestrial infrastructure and networking nodes [107]. For instance, variants of a
functional split option are being investigated, which enable on-board routing functionality,
allowing traffic flows to be routed within the space segment without going to the ground [111].
The resulting distribution of entities and control domains may strongly resemble the distrib-
uted SDN approach presented in this work.

Naturally, as the standardization is being developed, the concrete viability of the proposed
approaches is hard to assess. Thus, an in-depth discussion or placement of the investigated
methods is omitted. Nevertheless, so far many developments and trends are congruent with
the concepts presented in this work. The proposed protocol design, functionality, and ML-
based enhancements are enablers for autonomous SCNs. As such, they are of significant
interest for standardization efforts. The proposed architectures deliver on the formulated
design guidelines for next-generation satellite systems. So, the presented approaches are
well-positioned to be of relevance for the development of 6G NTN schemes. The ability
to distribute flows efficiently can help achieve the high-throughput requirements of future
satellite networks.

2.2.3. Key Performance Indicators
The efficiency of a given routing solution can be evaluated using various distinct metrics,
which are described by KPIs. Based on these indicators, approaches can be compared with
each other and with benchmarks. The considered KPIs are tailored to the requirements
of the reference system and the intended optimization goals (in Section 1.2). For different
services or service classes, some KPIs are more important than others. Thus, performance
analyses will consider the corresponding service or QoS classes. An overview of all considered
KPIs is provided in Table 2.5. In the following, the different metrics are described and
formalized.

31



2. Routing Fundamentals for Satellite Constellation Networks

Table 2.5.: Overview of KPIs. Considered primary and secondary metrics.
KPI Unit Relevance to

Routing in SCNs
Impact Drivers Evaluation

Primary KPIs: defining QoS classes, optimization goals
Latency [ms] End-to-end

requirement for
delay-critical services

Constellation design;
terminal distribution;
traffic model

Box plots

Jitter [ms] Reduction of
re-ordering for
delay-critical services;
sensitive to handovers

Constellation topology;
terminal distribution;
traffic model

Histograms

Packet
Dropping
Rate

[%] Critical for throughput
maximization;
reduction of
re-transmissions

Load-balancing
performance; terminal
distribution; traffic
model

Values

Link
Utilization

[%] Critical for throughput
maximization; indirect
driver of packet loss

Load-balancing
performance; terminal
distribution; traffic
model

Values,
visualiza-
tions

Secondary KPIs: protocol design impact
Signaling
Overhead

[%] Relative share of
control to data packets
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Latency

From a routing perspective, maintaining an adequate end-to-end latency is essential. To
achieve this, paths of suitable lengths have to be formulated, as propagation delays constitute
a fundamental component of latency in wireless communication networks.

In addition, queuing delays can play a substantial role in latency. Depending on the queue
dimensioning, the repeated buffering of packets may introduce significant delays. Therefore,
load-balancing decisions can be particularly important. Specifically, in large constellations,
with typically longer multi-hop paths, small queuing delays at each node can lead to sub-
stantial additional latency.

The propagation delay between two nodes is denoted by lp,t. It is time-dependent since
the distance, and thus the delay between connected nodes, is constantly changing. Only
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for intra-plane ISLs, the distance can be assumed to be constant. The propagation delay
between nodes i and j can be expressed as follows:

lp,t(i, j) =
distt(i, j)

c
(2.11)

Here, distt(i, j) describes the physical Euclidean distance between nodes i and j. c denotes
the speed of light in a vacuum, which is assumed to be an adequate approximation of the
actual physical velocity. The distance can be estimated using the approximate Cartesian
coordinates of the satellites.

The queuing delay of node i is represented by lq,t(i). In general, the maximum queuing delay
varies based on the chosen packet sizes and on-board buffer sizes. Packet sizes may vary, but
cannot exceed the Maximum Transmission Unit (MTU). To describe the maximum possible
buffer allocation, the maximum amount of packets Mmax of packet size MTU which fits the
on-board buffer capacity b(i) is used:

Mmax ·MTU ≤ b(i) (2.12)

If cut-through switching is assumed or the buffer capacity is a multiple of the packet size,
this value is equal to b(i). By setting this maximum buffer allocation in relation to the
corresponding ISL data rate ηISL(i, j), it is possible to formalize the maximum queuing
delay of a single ISL hop:

lq,max(i) =
Mmax ·MTU
ηISL(i, j)

(2.13)

In general, buffers tend to be near-empty or in an overloaded state (at maximum buffer
allocation). For this reason, the current link utilization is oftentimes preferred over the
buffer allocation to serve as a load metric.

There are additional switching and routing delays to consider. The routing delay lr rep-
resents the time required to determine the next hop of a packet, so it can be directed to a
corresponding output port. Depending on the considered approach, this may consist of the
reading of a label (e.g., in MPLS) and/or a routing table lookup. Although table sizes and
lookup procedures may vary, an average value is assumed for this metric. The switching
delay ls is the typical time required to switch a packet from the input buffer to the corres-
ponding output buffer. Both of these delays are assumed to be relatively constant and, for
all relevant scenarios, to be in the domain of µs. It is not assumed that these values vary
significantly over time.

Therefore, the time-dependent multi-hop latency Lt(p) of path p can be described by (with
observed time domains below):

Lt(p) =
∑

(i,j)∈p

[
ls(i)︸︷︷︸
[µs]

+ lr(i)︸︷︷︸
[µs]

+ lq,t(i)︸ ︷︷ ︸
[µs]

+ lp,t(i, j)︸ ︷︷ ︸
[ms]

]
(2.14)

For the considered end-to-end latency in this analysis, the ingress and egress ESLs are also
added to this latency.
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Jitter

Jitter is used to quantify inter-packet delay of consecutive packets. It is of interest for various
delay-critical applications, e.g. for real-time voice and video applications. In SCNs, signi-
ficant delay variations due to handover events occurring during transmissions are expected.
Moreover, the alteration of routes during a transmission can also cause significant jitter. In
large constellation networks, there are often multiple routes available of comparable latency.
So, large variations may be mitigated. In scenarios with high network loads, the expected
jitter is greater due to the increased traffic demand.

In this investigation, the maximum and average observed instantaneous jitter Jinst are used.
In the given context, this is the maximum latency variation of subsequent packets, so the
difference between Lρ−1 and Lρ for the M packets of a session:

Jinst, max = max
ρ∈{2,...,M}

|Lρ − Lρ−1| (2.15)

Packet Dropping Rate

The packet dropping rate is a useful indicator to evaluate the effectiveness of load man-
agement. QoS profiles typically set thresholds on the dropping rate, which solutions have
to comply with. In SCNs, packet drops are particularly costly. Re-transmissions of miss-
ing packets are problematic, given the potentially long end-to-end latency in the domain
of more than 100ms. On the other hand, due to the dynamic network topology, avoiding
packet drops by design is difficult for some approaches, e.g., source-routing.

Link Utilization

Link utilization, commonly referred to as link load, is used to assess the impact of traffic
load. This metric is typically applied when investigating how to minimize packet dropping
rates. So, the KPI impacts QoS compliance indirectly. The observed link utilization is
formally described in Section 2.3.

Secondary Key Performance Indicators

In addition, several secondary metrics are considered. The differentiation is made since these
aspects are of relevance, but not reflected directly by the QoS requirements.

Signaling overhead: In addition to the user traffic, network management signaling and
updates have to be transmitted as well. In general, this overhead should be minimal while
providing all required network management functionalities. It can be expressed as the ratio
of the number of forwarded signaling packets Nsignal to the number of forwarded data packets
Ndata:

Overhead =
Nsignal

Ndata +Nsignal
(2.16)

A formulation based on management cost will be introduced in Section 3.1.2.

Routing convergence: The delay of establishing a coherent routing environment after
changes is called the routing convergence. In practice, this is the amount of time required
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for a routing table entry to take effect. This duration between the instant in time introducing
a change tchange and the moment of stability tstable is thus:

Tconv = tstable − tchange (2.17)

This KPI strongly depends on the utilized protocol architecture. The amount of relevant
nodes which require coherence varies significantly. For instance, in a fully decentralized
approach, a local update between neighbors can be sufficient.

Complexity: For rule-based approaches, complexity in time and space can typically be es-
timated based on the applied algorithms. For ML-based approaches, model size and corres-
ponding processing can also provide a rough estimation of the computational requirements.
In any case, evaluating and comparing the amount of actually required resources provides
valuable insights into the feasibility and applicability in real-world systems. T C is utilized
for the complexity in time, and SC for the complexity in space.

2.3. Network Optimization Theory
This section provides an overview of the general optimization methods used for routing.
Routing problems can typically be described by graphs, and are thus categorized as graph
theory problems. The complexity of the routing problem depends on its formulation, in-
volving two key aspects: path selection and routing configuration.

Path selection is crucial as it determines the characteristics of the end-to-end connection.
If the selection depends on a single metric, such as finding the shortest path, Dijkstra’s
algorithm [59] or similar approaches can be employed. The individual edge costs, which
are used by SPF algorithms, can also be combinations of multiple metrics. However, for
flexible and efficient handling of various input parameters, additional algorithms or different
approaches may be required. In dynamic scenarios, finding optimal routes typically requires
more sophisticated algorithms which incorporate additional techniques, e.g., adaptive load-
balancing.

The individual path selection is but one aspect of the larger goal of finding optimal rout-
ing configurations which use the available network resources effectively. If critical resources,
such as high-demand links, are not handled carefully, subsequent requests may not be routed
correctly. To address this challenge, this section provides a formal description of this prob-
lem using the MCFP. The analytical basis of related Linear Programming (LP) and DP
techniques to solve such problems is introduced as well.

2.3.1. Graph-Theoretic Representations
To provide a theoretical background for the proposed routing solutions, models and tech-
niques from graph theory are applied. A graph can be described by G, consisting of the set
of vertices V and the set of edges E .

G = (V, E) (2.18)
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In SCNs, links are full-duplex. Thus, G describes a directed graph. Each edge can be
described by its adjacent vertices and direction. Therefore, edges are denoted by (i, j) ∈ E .
The capacity of each edge is assumed to be a positive, real number:

c(i, j) ∈ R>0 (2.19)

A directed graph with edge capacities is commonly described as a flow network [32]. A flow
represents a commodity from a source node to a destination node with a certain demand.
The following notions are used to describe a flow f :

• vsrc ∈ V is the source node,

• vdst ∈ V is the destination node,

• d ∈ R>0 is the demand to be routed from vsrc to vdst.

The adjacency matrix A of a graph defines the connections between vertices. The general
adjacency is typically indicated by values of 0 or 1:

A[i, j] =

1, if (i, j) ∈ E
0, otherwise

(2.20)

It is also possible to formulate an incidence matrix, which captures relationships between
edges and vertices. However, most protocols and algorithms rely on adjacency matrices.

Graph Properties

Formally, a path p is a sequence of edges which connects two vertices vsrc and vdst. By
traversing each edge of the path in order, the destination node vdst is supposed to be reached
from the source vsrc. The nodes traversed in between are commonly called hops.

If two subsequent nodes forward packets between them repeatedly, a deadlock occurs. In
communication networks, this is costly: the destination node is never reached and the packet
is typically dropped after its Time To Live (TTL) is reached.

A cycle or loop is a path or sub-path in which the source node is identical to the destination
node with no repeated edges in between. Typically this is undesired as vsrc and vdst are
supposed to be different nodes. For routing in communication networks, negative edge
weights are typically not considered, as the weight represents positive metrics such as latency
or link load. Without negative (and zero) edge weights, a pathfinding algorithm which
minimizes accumulated edge weight should thus not include cycles. Acyclic graphs represent
directed graphs in which loops or closed paths are not possible. This assumption does not
hold for the reference scenarios. In general, deadlocks and loops represent an avoidable
depreciation of performance. Therefore, they are strong indicators of unsuitable routing
solution design.

The degree deg(v) of a vertex v is the sum of incoming and outgoing directed edges.
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Dynamic Graphs

SCNs are characterized by time-dependent topologies as described in Section 2.1.5. There-
fore, a dynamic graph model, in which properties change over time, has to be used to capture
these dynamics:

Gt = (Vt, Et) (2.21)

Edge weights in particular are expected to vary over time:

wt(i, j) = w(i, j) at instant t (2.22)

Due to handover events, a time-dependent adjacency matrix At has to be considered.

Snapshot Definition

While SCNs represent dynamic networks, a common approach is to use snapshot-based
routing schemes. A snapshot is a static representation of the dynamic graph in a single
moment in time. Typically, for the duration of the snapshot, no significant changes to
the network characteristics are assumed. Consequently, suitable solutions to the routing
problems at hand can be formulated based on considerations in temporarily static graphs.
{[tn, tn+1)} is used to describe the series of unit snapshots. Snapshots of future network states
due to predictable changes can be aggregated to enable proactive routing decisions.

Pathfinding Algorithms

For the formulated graphs, pathfinding algorithms are applicable to find suitable routes.
SPF algorithms are designed to find the shortest path based on given edge weights w. As no
negative weights are present, SPF algorithms are not susceptible to cycles in this context.
It is important to differentiate whether a shortest path from a source to a destination or an
Shortest Path Tree (SPT) from a source to any other vertex is required. In general, for SPF,
the lowest total weight Wp,tot is of interest. It is the sum of the weights of all edges of the
path p:

Wp,tot =
∑

(i,j)∈p

w(i, j) (2.23)

For dynamic graphs, time-dependent SPF algorithms have to be utilized. As described, edge
weights are no longer constant in this approach. Hence, only currently applicable weights
wt are used.

Dijkstra’s Algorithm

For Dijkstra’s algorithm [59], the idea is to use a priority queue which contains the smallest
tentative distance, i.e. the current cost, to the destination. At first, all tentative distances
are set to +∞ except for the source node, for which it is 0. Then, the distances to the
neighbors of the node with the currently lowest value (initially the source node) are com-
puted. If a node has already been visited and no lower distance was found, it is not updated.
This process is repeated until the destination node is reached or until the priority queue is
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empty. If the destination was reached, the path can be reconstructed recursively. If there
is no breaking condition after finding the destination, an SPT for the complete network is
constructed.

The complexity in time of Dijkstra’s algorithm can be estimated using the fact that in each
iteration, vertices which have not yet been visited are processed. So, a maximum of |V|
computations for |V| iterations [32]:

T Cdijkstra ≤ O
(
|V|2

)
. (2.24)

Using advanced data structures, a significantly lower time complexity can be achieved [32,
112]:

T Cdijkstra = O(|E|+ |V| log |V|). (2.25)

A*-Algorithm

Since this approach is not directed, it is oftentimes not the most efficient solution to find
the least-cost path. The A*-algorithm is a heuristic-based extension of the approach. A
heuristic h is used, which estimates a general cost to the destination:

wh(i, j) = w(i, j) + h(i, j) (2.26)

A common example for a heuristic is the Euclidean distance to the destination as a general
direction. In any case, the value of the heuristic has to be chosen carefully to guarantee the
intended behavior.

Constrained Approaches

By introducing constraints, paths which contain undesired properties can be discounted. For
instance, link utilization thresholds can be used to avoid highly loaded edges preemptively.
To this end, edges in violation of predefined constraints are pruned or rendered more costly.
To avoid potentially dissecting the graph, the latter approach is generally preferable. As the
constraints reduce the number of viable paths, SPF algorithms can converge faster toward
the destination. The inclusion of constraints makes the algorithm suitable for additional
objectives which are based on thresholds.

2.3.2. Multi-Commodity Flow Problem
In order to propose paths resulting in routing configurations which enable the highest possible
throughput, approaches which solve or approximate solutions to the MCFP have to be
formulated. The MCFP provides a framework for modeling and solving the network flow
distribution when multiple traffic demands (commodities) must be routed through a network
with limited capacity.

The problem represents a generalization of the Max-Flow Min-Cut theorem [32]. The
core insight of this statement is the fact that the maximum achievable flow through a network,
from a source to a sink, is equal to its minimum cut. In this context, the minimum cut
describes the set of edges which bi-partites the graph G with the minimum aggregated
capacity. In other words, the tightest combined bottleneck when considering all edges.
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It is possible to consider paths based on the edges of the minimum cut to maximize through-
put. However, the approach is only valid for a single source-destination pair. A computed
path may be sub-optimal when considering additional commodities which rely on related
edges. Hence, the more general MCFP has to be considered in the context of this investig-
ation.

If integer flows are considered, as in the Integer Multi-Commodity Flow Problem (I-MCFP),
the problem is NP-complete [32]. The Fractional Multi-Commodity Flow Problem (F-MCFP),
on the other hand, can be solved in polynomial time using LP [32]. Nevertheless, for in-
creasingly large networks, the problem size grows rapidly. Therefore, approximate solutions
may be considered for large networks since complete LP solutions are costly.

As the overall objective is to support as many incoming flows as possible without saturating
links, a minimization of the maximum link utilization is fundamental. The utilization u(i, j)
is the total flow on the edge (i, j) divided by its capacity c(i, j):

u(i, j) =
f(i, j)

c(i, j)
(2.27)

There are other objectives which can be considered, such as minimizing the average link
utilization. However, avoiding saturation remains the principal focus, as packet drops are
particularly costly in SCNs.

Multi-Commodity Flow Problem in Static Networks

A set of commodities K with a cardinality of |K| > 1 is assumed. Each commodity k ∈ K
can be split and forwarded on separate paths. On edge (i, j), the flow of commodity k is
fk(i, j) ∈ R≥0. The total flow on edge (i, j) is the sum over all commodities:

f(i, j) =
∑
k∈K

fk(i, j) (2.28)

As mentioned, the considered objective is to minimize the maximum utilization among all
edges in the network. Thus, the objective function is:

min max
(i,j)∈E

u(i, j) (2.29)

The MCFP can be formulated as linear programs and solved efficiently using LP techniques.
The problem is subject to the following constraints.

Flow conservation constraints, for all k ∈ K and i ∈ V :

∑
(i,j)∈E

fk(i, j)−
∑

(j,i)∈E

fk(j, i) =


dk, if i = vksrc,

−dk, if i = vkdst,

0, otherwise

(2.30)

Capacity constraints, for all edges (i, j) ∈ E :

f(i, j) ≤ c(i, j) (2.31)
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Non-negativity constraints:

fk(i, j) ≥ 0, ∀k ∈ K, ∀(i, j) ∈ E (2.32)

Implicitly, Equation (2.30) requires that the complete flow demand originates from the source
node and is routed toward the destination:∑

(i,j)∈E

fk(i, j) = dk for i = vsrc and
∑

(j,i)∈E

fk(j, i) = dk for i = vdst (2.33)

This corresponds to the assumption of ingress and egress satellites. Based on these con-
straints, an LP solver can solve the MCFP for a given network and set of flows.

In the integer version of the MCFP, the I-MCFP, flow splits are restricted to integer val-
ues:

fk(i, j) ∈ Z≥0, ∀k ∈ K, ∀(i, j) ∈ E (2.34)

The I-MCFP is often considered more representative of real-world network flows, as packets
are typically treated as the smallest indivisible unit of data transmission. However, due to
its NP-completeness, the problem is frequently relaxed to the F-MCFP [23,32].

Linear Programming

As the considered objective function is linear, linear or integer programming can be used. LP
is used for continuous optimization problems, while integer programming is used for discrete
problems. For the sake of simplicity, the used term LP includes integer programming.

In LP, decision variables are used. In the context of the MCFP, these variables are the
flow values fk(i, j). In addition, there are auxiliary variables which are used in the program
formulation, but are not decided upon directly. For instance, f(i, j) represents an auxiliary
variable. As the MCFP is formulated as a linear program, the same objective function and
flow conservation constraints are applicable:

min max
(i,j)∈E

u(i, j) s.t.
∑
k∈K

fk(i, j) ≤ c(i, j), fk(i, j) ≥ 0 (2.35)

There are various algorithms to solve LPs. Commonly used approaches are based on the
Simplex Method [32]. The idea of this approach is to iteratively improve the solution by
moving from one vertex of the feasible region to another, until the optimal solution is reached.
So, the algorithm traverses edges of the multi-dimensional optimization region to find an
optimum.

Dynamic Multi-Commodity Flow Problem

In dynamic networks, the set of flows follows a temporal order. Accordingly, the graph is
expanded over time steps t to model these dynamics. Thus, flows on edges now depend on
t:

fkt (i, j) for t ∈ T (2.36)
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Similarly, the link utilization ut(i, j) is now time-dependent. For certain scenarios, the link
capacities also change over time, hence ct(i, j) is used.

ut(i, j) =
ft(i, j)

ct(i, j)
=

∑
(i,j)∈E f

k
t (i, j)

ct(i, j)
(2.37)

There are two options to formulate the objective function of minimizing the maximum link
utilization over time. First, by extending the problem over all time steps. This represents
the general approach of minimizing over all time steps:

minmax
t

max
(i,j)∈E

ut(i, j) (2.38)

Or, secondly, by minimizing the time-averaged maximum link utilization over the time ho-
rizon T :

min
1

T

T∑
t=1

max
(i,j)∈E

ut(i, j) (2.39)

Dynamic Programming

As the network states are directly impacted by the chosen route, any path selection affects
subsequent routing decisions. So, when optimizing the overall performance over time, the
sub-problems of individual routing decisions overlap. For such sequential decision-making,
dynamic programming is a suitable approach [113]. To find solutions, good knowledge of
the network and its state evolution is required.

The state variable st describes the network state at time t. In addition, a matrix of flows Ft

is considered, which contains all flows fkt (i, j) at time t. As before, the decision variables are
fkt (i, j). Moreover, a transition function between time steps is now required, which updates
the current state based on the flows.

st+1 = Φ(st, ft) (2.40)

To formulate a suitable policy, the value function Vt is used to evaluate potential next states.
This function considers the resulting cost, represented by a cost function Ct for the current
moment in time, as well as the impact on the value of future states. So, the value function
of the current state is based on the value function of subsequent states. Consequently,
the computation relies on solving recursive sub-problems. Leveraging the Bellman equation
enables a formulation of an optimal policy:

Vt(st) = min
ft

[Ct(st, ft) + Vt+1(st+1)] (2.41)

Given the objective function, the immediate cost function Ct is:

Ct(st, ft) = max
(i,j)∈E

ut(i, j) (2.42)
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So, for the complete time horizon from time t to T , the optimal value function representing
the minimal total cost is:

Vt(st) = min
ft,...,fT

(
max
t′≥t

[
max
(i,j)∈E

ut(i, j)

])
(2.43)

This DP formulation implicitly assumes several simplifications. It does not include delay
functions, queuing models, and most importantly stochastic traffic models. Therefore, for-
mulating and solving DP for the considered SCN scenario is difficult, which will be detailed
later in Section 3.2.1.

In addition, using DP results in high computational complexity due to the curse of dimen-
sionality [27]. The state space grows exponentially with the number of input parameters.
So, for large state spaces DP approaches may not be applicable in practice. Given the
amount of parameters, heuristics are typically considered to make the problem manage-
able [24,113].
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In this chapter, a novel protocol based on distributed SDN is introduced, which provides load-
balancing capabilities and enables advanced traffic engineering methods. As described in the
overview of the state of the art (in Section 2.2.1), this framework is particularly promising
in the context of SCNs. The specific design considerations and trade-offs which have shaped
the proposed protocol, named Independent Distributed Load-balanced routing (IDLB), are
discussed.

To provide a strong background to the approach, precursor concepts which have informed
the design of the approach are also presented. Key insights from geographical routing and
set-based path selection techniques are highlighted.

The performance of the approach is then thoroughly evaluated by extensive simulations. The
evaluation is enabled by a system-level simulator specifically designed for this investigation.
In addition, the feasibility of the protocol is validated by demonstrating its functionality on
a hardware test bed.

3.1. Protocol Design
The developed routing protocol, called IDLB, represents a load-balancing routing scheme
based on distributed SDN tailored specifically to LEO SCNs. It is based on a space-borne
sub-division of the network into clusters, i.e. different domains. These sub-networks are fixed
within the topology of the constellation. Thus, from a terrestrial point of view, the clusters
move, as the involved satellites orbit Earth. The positions of the clusters are independent
of the infrastructure on ground. Typically, a satellite near the center of a cluster takes
on the role of the cluster controller. For the design of IDLB, insights from a variety of
routing approaches are applied to formulate a streamlined protocol for the reference systems
and traffic scenarios. IDLB consists of a distributed space-borne architecture for flexible,
adaptive decision-making, which enables load-balanced intra-cluster routing, and heuristic
inter-cluster routing based on geographical information.

The architecture of the proposed protocol is illustrated in Figure 3.1. Rectangular clusters of
12 nodes are visualized using different colors. The satellite near the center, which is acting as
the cluster controller, is highlighted by an orange ring. A potential path through the satellite
network is shown in Figure 3.2. A terminal in the red geographical area, which is served by
the red cluster, sends packets to a terminal in the blue geographical area, which is served by
the blue cluster. The resulting path along the ISLs is decided by the combined decisions of
intra- and inter-cluster routing mechanisms. The core concepts which have influenced the
design of the proposed protocol are presented in the following.
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Figure 3.1.: Rectangular arrangement of clusters for SCN-288 using a cluster size of 12.
Nodes of the same cluster are colored identically. The region spanned by a
cluster is shown (in red). Satellites with SDN controller role are highlighted
(orange ring). [51]

The first key concept of IDLB is to use the geographical information of the nodes on
ground to approximate the position of a destination in the network topology, similar to
geographical routing schemes [39, 66–68]. In general, the LEO SCN can be described by a
fast moving in-space mesh network connected by ISLs, and slow moving or static nodes on
ground connected by ESLs. By routing towards a geographical location, no global tracking
of ESL handovers is required, except at the seams depending on the routing approach. Only
near the destination is a concrete mapping of which satellite is connected to the destination
terminal on ground necessary. Therefore, routing based on geographical information can
significantly reduce the signaling overhead [39,67]. To facilitate this strategy, a geographical
address resolution scheme is used. Destination addresses are aggregated based on their
geographical position.

The second concept is distributed network control. The routing scheme has to be able
to react and adapt to network changes in a timely manner. Due to the physical size of
the networks, end-to-end propagation delays over multiple hops of more than 100ms are
common. Outsourcing all network control to a single control center on ground is thus
expected to negatively impact the QoS compliance. Even with multiple control entities on
ground, the overall reactivity may be limited. So, to comply with delay-sensitive updates,
the network is thus sub-divided into smaller independent domains. This sub-division of the
in-space ISL network into clusters is shown in Figure 3.1. Each rectangular 12-node domain
is colored accordingly. In this investigation, a flat in-orbit hierarchy of clusters is considered.
However, the protocol can be used in multi-level SDN hierarchies, e.g., with a master SDN
controller on ground.

Network information is aggregated at the dedicated SDN controller node of each cluster,
enabling proactive and load-aware routing decisions. In Figure 3.1 and Figure 3.2, the satel-
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Figure 3.2.: Exemplary path from Munich to Singapore across several clusters in SCN-288.
From geographical source cell (red rectangle) to destination cell (blue rectangle).
Forwarded via ISLs (black lines) and ingress/egress ESLs (cyan lines). [51]

lites acting as controllers are highlighted by orange rings. This autonomous, space-borne
decision-making enables improved reactivity, routing convergence and reduced signaling
overhead. The size of the cluster determines the amount of signaling and propagation delays
within the domain. Distributed approaches also inherently scale well, as additional clusters
can be added to an existing setup. From a practical perspective, this space-borne autonomy
is meaningful as well: presence on ground does not necessarily have to scale with the size of
constellations.

To mitigate congestion, particularly for broadband traffic, the protocol is designed to en-
able effective load-balancing strategies. The design facilitates the desired maximization of
throughput by efficiently using available network resources. Moreover, distributing traffic
on diverse paths does not necessarily result in significantly increased latency. Because of the
inherent grid structure of the network, there are often multiple paths with similar character-
istics [8,35]. As relevant information is aggregated at the control unit, proactive load-aware
routing decisions are made and then forwarded to the other nodes of the cluster. In fact,
a QoS-based distribution of the traffic can improve the latency of delay-critical classes: the
shortest paths are not blocked by established flows with lower priority. Therefore, a proact-
ive low-complexity intra-cluster routing algorithm is designed which is adjustable to different
QoS classes.

The key design aspects that enable the approach are outlined in Table 3.1 and include:

• Architectural details: cluster arrangement, geographical tiling, handover events,
routing table setup, and suitable multicast extension.

• Geographical routing insights: introduces geographical forwarding and the res-
ulting reduction in signaling overhead. The approach is a direct precursor to the
inter-cluster routing of IDLB.
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• Set-based source-routing insights: introduces essential source-routing benchmark
and quantifies network throughput characteristics as well as route diversity. Insights
provide baseline for design of intra-cluster routing of IDLB.

Table 3.1.: Summary of IDLB protocol design components and features.
Category Design aspect Key characteristics

Architecture
(Section 3.1.1)

Cluster arrangement Size; shape
Geographical tiling Size; shape
Handover events Coherent cluster-specific adjustments
Routing table setup Two-tiered routing tables
Multicast extension SDN-enabled multicast solution

Inter-cluster Geographical routing
insights (Section 3.1.2)

Geographical forwarding; reduced
signaling; applied in Section 3.2.2

Intra-cluster Set-based source routing
insights (Section 3.1.3)

Proactive load-balancing via path
diversity; applied in Section 3.2.1

3.1.1. Protocol Architecture Details
Building upon the introduced reference scenario, this section provides an overview of essential
design aspects of IDLB. Specifically, the considered scaling and arrangement of geographical
areas and in-space clusters are presented. Moreover, the handling of handover events and
the intended routing table setup are discussed, which represent key elements of the protocol.
Finally, a potential multicast extension is proposed, highlighting the capacity for further
developments and extensions.

Cluster Arrangement

In general, clusters should be larger than the geographical tiling on ground in order to
reduce ambiguities. However, the specific cluster size represents a key design trade-off,
which can be tailored to the system requirements. For intra-cluster routing, a larger scope
is expected to enable more efficient load-balancing. However, the principal drawback is that
latency between the SDN controller and its forwarding devices increases, which negatively
impacts reactivity. Signaling overhead is increased as well. To find appealing trade-offs, the
upper limit of the cluster size should be determined by the maximal permissible intra-cluster
latency. This duration determines the routing convergence within a cluster, and thus the
reactivity of the protocol.

In addition to the sizing of clusters, it is also important to consider their shape. Any
viable arrangement of domains of adjacent satellite nodes is supported by IDLB, including
differently sized clusters. The proposed protocol can thus enable specific cluster designs to
meet certain criteria, if so required. For faster convergence, designs need to consider reducing
the average number of intra-cluster hops. Accordingly, the cluster arrangement should follow
the structure of the ISL topology. In the context of the Walker star reference constellations,
this corresponds to diamond-shaped clusters. This shape follows the North, South, East,
West directions of the ISLs.
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For the reference scenarios, rectangular cluster shapes are considered as shown in Figure 3.1
and Figure 3.2. Rectangular clusters are used in order to enable coherent cluster-based
statistics later on in the investigation. While diamond-shaped cluster arrangements improve
routing convergence, they result in irregular, non-uniform clusters due to the seams of the
reference systems. In the figures, a 4 × 3 arrangement is shown, which results in 12 nodes
per cluster and 24 clusters overall. Moreover, 6 × 4 (24 nodes per cluster) and 8 × 6 (48
nodes per cluster) arrangements are investigated to evaluate the described sizing trade-off.
For SCN-1440, clusters of a similar physical size are constructed to maintain comparable
system characteristics. In total, 30 rectangular clusters of identical shape of size 6 × 8, i.e.
48 satellites, are considered.

Geographic Tiling

The geographical tiling determines the number of logical geographic areas. The length of
the geographical identifier in the header of a packet has to be large enough to support
this number. A high number of areas is generally preferable, as it decreases the number
of potential serving satellites. Local ambiguities can be resolved more easily. However,
more areas also result in longer routing tables for geographical identifiers, which in turn
increases the average required lookup time. This can be mitigated by employing tree-based
aggregation to generate geographical identifiers, such as radix-trees or geocast [64,65]. Given
that table lookups typically occur within microseconds, the impact on the overall latency is
relatively small.

As with the cluster shapes, the geographical tiling can also be tailored to specific scenarios.
The handover procedures and geographical table setup of IDLB support any meaningful
partitioning into logical areas. Naturally, the tiling should comply with the coverage char-
acteristics of the considered constellation. Moreover, the geographical identifier has to be
long enough to correctly represent each area. A generic approach is to use equally sized
areas.

Another option is to use equirectangular areas of a fixed size. The coordinates of each geo-
graphical cell are defined by regular latitude and longitude intervals, providing a straight-
forward mapping between geographic positions and cell indices. So, areas of n◦ latitude and
m◦ longitude can be chosen. Near the poles, it makes sense to use single unified cells starting
at ± (90◦ − n◦). However, this results in areas whose physical size varies: the cells are larger
at equator, and smaller near the poles.

For the reference scenario, such equirectangular areas of 3◦ latitude and 3◦ longitude until
±87◦ are used. This tiling is illustrated in Figure 3.2 by the gray grid. It results in 6962
areas. To represent this number of addresses, at least 13 bit are required for the geographical
identifier.

Handover Events

To guarantee the correctness and stability of a routing solution in an SCN context, the
handling of handover events is crucial. There are frequent ISL and ESL handover events
which should result in new coherent path choices. For both ISLs and ESLs, we assume
handovers to be triggered by the relative (elevation) angle. Typically, ISL handovers are
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predictable and can thus be prepared accordingly. For the considered polar constellations,
ISLs are switched when a satellite enters or leaves the inter-plane shutdown latitudes. The
resulting changes in the network topology are precomputed by the routing solution. Updates
can be timed with handovers, so that all relevant routing tables are adjusted accordingly.
To provide enough time for the remaining packets which are still forwarded to the node to
arrive at the destination, an inter-plane shutdown countdown flag is used. This timing can
be based on the maximum expected queuing and intra-cluster signaling delays.

ESL handover events can be more unpredictable or ambiguous, depending on the utilized
handover scheme. For the proposed distributed space network, handovers between clusters
may introduce ambiguity. Due to a handover, it may be possible that a packet arrives in the
apparent destination cluster, but cannot reach the egress satellite - deadlocks may occur. To
resolve this, cell-based handovers are used: all UTs of a geographical cell are handed over
to a new cluster at a defined moment in time. So, the geographical routing tables within
the involved clusters can be adjusted accordingly simultaneously. A locally unambiguous
mapping between clusters is established.

As multiple quasi-simultaneous handover events are considered by the terminals of a geo-
graphical cell, there are potential collisions without coordination. However, based on the
scaling of the geographical cells and the density of available satellites, this caused no issues
during the investigations.

At the seams, geographical information can be particularly ambiguous. There may be un-
certainty about which side of the seam is connected to a terminal on ground. Using planned,
timed handover events known by all control entities, this ambiguity can be resolved. This
strategy is used in all simulations. Alternatively, previous literature also proposed the in-
clusion of orbital identifiers in addition to the geographical identifier [68].

A handover strategy for the ESLs based on satellite proximity and visibility is considered.
When a satellite descends below the predefined minimum elevation angle threshold, it is no
longer considered visible to the ground station. At this point, a handover to a different nearby
satellite is initiated. It is not assumed that routing protocols trigger ESL handovers.

Routing Table Setup

To accommodate the proposed two-level routing hierarchy, IDLB leverages a two-tiered rout-
ing table system. While a hierarchical SDN controller architecture presents an alternative,
it deviates from the proposed decentralized cluster setup. Network virtualization and over-
lay networks, though viable, introduce complexities that outweigh the benefits of two-tiered
routing tables in this context. Notably, the SDN foundation of the proposed protocol al-
lows for flexible and granular manipulation of routing tables, enhancing its adaptability and
efficiency.

On the one hand, a so-called ”geographical routing table” is proposed which maps each
geographical identifier (for each cell), to a destination node (a satellite). The geographical
cells of this table should be constant. The table is used to identify whether a cell is served
by the current cluster or not. In addition, it indicates over which link the cluster is to be
exited. The inter-cluster routing utilizes a dedicated function to compute viable Next-Hop
Cluster Nodes (NHCNs). These external border nodes, which connect to the given cluster
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Figure 3.3.: Conceptual flowchart of packet handling: two-tiered routing table lookup. A
geographical and an intra-routing table are used.

but are not a part of it, are the destination nodes listed in the geographical routing table.
If the packet is in the apparently correct cluster, this is indicated by a special entry. There
is no global mapping of every terminal and its serving satellite.

Only local resolutions are considered to maintain minimal signaling overhead. For these
mappings, cluster-specific internal routing tables are used which relate destinations to next
hops. MAC addresses of GWs and UTs served by the cluster, of satellites within the cluster,
and of NHCNs are mapped to suitable next hops. As this mapping only contains relev-
ant destinations within the operational scope of a cluster, a practically manageable size is
typically achieved.

An abstracted flowchart of the two-tiered routing table lookup is shown in Figure 3.3. As
shown, after the geographical table, packets are either destined for a satellite within the
cluster or an NHCN, so a satellite from a neighboring cluster. In both cases, a subsequent
intra-routing table lookup is required to find the correct next hop.

To maintain a coherent ESL overview within the clusters, each handover triggers a cluster-
internal broadcast of related routing table updates. In order to avoid ambiguities, cell-based
handovers between clusters are used and the geographical tables of the involved clusters
are adjusted accordingly. This design mitigates false positives and false negatives. As a
result, packets are correctly routed within the cluster or forwarded to the correct neighboring
cluster.

Multicast Extension

Due to the special requirements of SCNs, many traditional terrestrial multicast protocols
are not well-suited. A key problem is the spanning of efficient multicast trees in large-scale
dynamic networks. As a light-weight extension, a design based on the Protocol Independent
Multicast (PIM) protocol family is proposed, which uses existing unicast routes for multic-
asting.

As the relevant connectivity changes are considered highly predictable, a tailored PIM Sparse
Mode (PIM-SM) [114] approach with timed switch-overs according to expected handovers is

49



3. Distributed Load-balanced Software-Defined Networking

Figure 3.4.: Schematic representation of considered multicast extension. The black arrows
highlight how multicast traffic is forwarded from its source (a GW) to the Ren-
dezvous Point (RP) (a cluster controller). The red arrows show the traffic split
at the RP towards egress satellites. The green arrows represent downlink ESLs
to multicast destinations on ground (UTs).

considered.

PIM-SM is based on RPs, which are the roots of distribution trees for multicast groups [114].
In general, multicast traffic is forwarded from the source, the first-hop router, to the RP.
If a receiving entity is interested in a multicasting service, it has to request the multicast
service from the RP. To this end, the last-hop router sends an Internet Group Management
Protocol (IGMP) request to the closest RP.

Based on the proposed distributed SDN architecture, designating the SDN controllers as
RPs is practical. Multicast traffic is forwarded to the SDN controllers which act as RPs for
their respective clusters. With this setup there is also no need for PIM-SM bootstrapping
procedures. Since the controllers distribute forwarding instructions with each network up-
date, additional signaling required for multicasting is minimal. Given the nature of multicast
traffic, it is assumed to be widely available or cached. Thus, the GW which is closest to
the SDN controller (the RP) of the cluster is expected to be the primary source of such
traffic.

The considered multicast extension works as follows:

• UT requests to subscribe to multicast group

• Multicast session established between closest GW and interested UT

• If RP does not yet receive MC traffic: GW triggered to start transmission to RP

• If GW already sending MC traffic to RP: forwarding from RP to UT

• Forwarding from RP to UT follows unicast routing entries
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With this setup, all RPs are relatively close to the receiving entities as well as the sources.
Traffic on the connections between GWs and SDN controllers is minimized, there is a multic-
ast gain on the trunk links. There are potential multicast gains via a duplication of packets
at the SDN controller and at the egress satellite. A diagram of the intended functionality is
shown in Figure 3.4.

In summary, the proposed multicast solution integrates well into the presented IDLB ar-
chitecture. However, as the principal focus of this investigation is on unicast traffic, the
multicast capabilities enabled by this potential extension fall outside the current scope.
Nevertheless, it represents an intriguing research direction in which the protocol can be fur-
ther developed. Since the PIM protocol family re-uses unicast table entries, it relies on the
flow distribution of the unicast routing algorithms. The insights and principles on which
these routing schemes have been formulated are presented in the following sections.

3.1.2. Geographical Routing Insights

Geographical routing offers a promising solution for reducing signaling overhead, which
makes it particularly relevant to the inter-cluster routing scheme of IDLB. In this context,
minimizing control plane traffic over multiple clusters is essential to limit overhead. Notably,
IDLB uses geographical identifiers embedded in Media Access Control (MAC) addresses in
its forwarding and routing tables. This setup is directly derived from a previously pro-
posed geographical routing scheme [39]. Thus, the key contributions and insights which
have shaped the design of the inter-cluster routing scheme of IDLB are presented.

In general, geographical routing is well-suited for LEO SCNs, as most terminals on ground
are relatively static. Even if they move, their relative speed is low in comparison with the
satellites. Thus, packets are simply forwarded to a satellite which is currently covering the
destination area. To this end, the complete surface of the Earth is split into a grid, which
is not necessarily homogeneous. Each cell in the grid has a unique area identifier, which is
used to forward packets to the destination area. Due to overlapping coverage, there may
be ambiguity in which satellite is serving the destination terminal on ground. Moreover,
node mobility poses an issue as the area identifier has to change. This has to be signaled to
all nodes to maintain a coherent geographical mapping. The analysis is based on previous
investigations of these limitations [67,68]. The corresponding scheme has been published in
the literature [39].

Geographical Forwarding

The investigated scheme proposes key adjustments to improve geographical forwarding:

• Embedding of geographical identifier in MAC address

• Local address resolution approach to mitigate ambiguities in the last hop

• Local re-routing mechanisms to avoid saturated links

In contrast to conventional geographical routing schemes, a decoupling of topological in-
formation from the public identity of the terminal, i.e., its IP address, is proposed. This
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implies that the MAC addresses of terminals are mutable; the embedded geographical iden-
tifier changes when moving to different cells of the grid. Moreover, the decoupling implies a
dedicated address resolution scheme.

As the geographic location can be considered private information, the proposed decoupling
inherently increases the privacy of user terminals. In comparison with schemes that embed
the area identifier in the IP addresses, this information is not publicly available. The MAC
addresses are only used within the SCN and the terminals on ground.

By periodically computing current next hops for geographical destinations, updated switch-
ing tables are generated. For the proposed geographical routing scheme, the mechanism for
table generation and updating is shown in Algorithm 1.

From the perspective of a terminal on ground, packets traverse a distributed switch until
arrival in the destination area. To find the individual next hops, the great-circle distance
(distc) based on the coordinates of the sub-satellite points (lat1, lon1, and lat2, lon2) can be
used, which corresponds to the shortest path on the surface of a sphere:

distc = rEarth · arccos (sin(lat1) · sin(lat2) + cos(lat1) · cos(lat2) · cos(lon1 − lon2)) (3.1)

Alternatively, the Euclidean distance (diste) of every hop (straight line) to the destination
can be used (using x, y, z coordinates of sub-satellite points). Given the relative distances
in LEO systems with respect to the radius of the Earth, the resulting shortest path should
be identical:

diste =
√
(x2 − x1)2 + (y2 − y1)2 + (z2 − z1)2 (3.2)

As seams pose a problem to this heuristic, the pathfinding algorithm has to consider orbital
direction to steer traffic accordingly if necessary (as in [68]).

In order to minimize the dropping of packets, a rerouting mechanism based on thresholds
is used. Surrounding nodes, which are informed of saturated links, then regenerate their
switching tables accordingly. The previous hop cannot be a valid option as a new next hop,
since deadlocks may be introduced.

However, the approach only slightly outperforms source-routing without link load inform-
ation. While Algorithm 1 considers an overload threshold, the re-routing mechanism is
limited. It cannot introduce loops or deadlocks. Moreover, to avoid route flapping, alternat-
ive next hops must not be computed for all destination areas using the overloaded link. Only
simple strategies, such as round-robin, are feasible. Proactive flow adjustments cannot be
made efficiently using this decentralized approach. Due to the limited scope and re-routing
options available, no informed load-balancing decision-making is possible. Thus, geograph-
ical routing schemes tend to create hot spots similar to SPF approaches [39]. Nevertheless,
as the approach significantly reduces signaling costs, it provides important insights for an
efficient design.

Signaling Cost

In principle, the minimization of signaling overhead is a core advantage of this approach.
As signaling is introduced by the routing as well as the address resolution, both aspects are
considered.
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Algorithm 1 Geographical routing: table generation [39]
Require: satellite positions, geographical areas, overload information

1: function generate_geo_table(node, geographic_cells, geographic_table)
2: for each cell area ∈ geographic_cells do
3: dist_to_area← distance(node.location, area)
4: orbital_dir← orbital_direction(node.location, area)
5: best_value← max_float
6: best_hop← null
7: for each neighbor ngbr ∈ node.neighbors do
8: value← cost(node, dist_to_area, orbital_dir, overload(node, ngbr))
9: if value < best_value then

10: best_value← value
11: best_hop← ngbr
12: end if
13: end for
14: geographic_table.insert_or_assign(area, best_hop)
15: end for
16: end function

As a well-suited address resolution procedure, an initial broadcast of related information
is assumed. The mapping of IP address and corresponding MAC addresses, which include
the geographical area, is thus broadcast proactively. As each node is in possession of all
relevant information, an effectively immediate address resolution is provided. Updates are
only required in three cases:

• When a UT joins or leaves the network

• When a UT changes its IP address

• When a UT moves to a new area, changing its area identifier in the MAC address

Alternatively, it is possible to request an address resolution when a connection is initiated.
This can be realized by flooding the network or consulting a close-by address resolution
directory. In either case, an initial setup delay is caused. Given the physical size of SCNs
and their dynamic nature, such approaches are considered inefficient. To underline this issue,
the signaling cost for a scheme using a localized registration entity, e.g. Mobile IP [115], is
formulated.

The management cost, representing the signaling overhead, can be calculated as the product
of the message size of the update and the number of hops, Nhops, which are required to reach
the destination [116]. Using ζ(ρ) to denote the size of packet ρ, the cost can be described
by [68]:

C = ζ(ρ) ·Nhops (3.3)

For the sake of simplicity, all update messages of all schemes are assumed to be of the same
size ζ. The costs of required control updates are neglected in this analysis. Λt,h is considered
to be the time-dependent rate of inter-node handovers. The update as well as a response are
sent. For approaches using a localized registration directory, an update has to be sent there
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for every handover event. The number of hops required to reach the directory is denoted
by Nhops, dir. Thus, the cost at time t for these schemes can be estimated by the following
formula [68]:

Ct,dir = 2 · ζ ·Nhops, dir · Λt,h (3.4)

Signaling every handover to the registration directory is costly. Thus, decreasing the number
of hops for such events is a key incentive. If all handovers are predictable, it is possible to
forward based on an assumed mapping. However, this relies on strong assumptions and is
not resilient to any dynamic adjustments or failures. Packets may be forwarded based on
wrong ESL connectivity assumptions and may not reach their destination. So, in order to
minimize signaling, local resolutions as used by geographical routing are advantageous.

In the proposed geographical scheme, signaling occurs according to the previously defined
criteria. The resulting overall cost is split into an address resolution cost, Ct,ar, and a routing
cost, Ct,geo:

Ct,overall = Ct,ar + Ct,geo (3.5)

To avoid ambiguities in the last hop, a local resolution is required. Moreover, updates are
required for cell crossing events by mobile terminals. The corresponding update frequency
is denoted by Λt,c. The rate of terminals entering or leaving the network, Λt,n, is also con-
sidered. The resulting number of hops due to a network-wide broadcasting of messages is
denoted by Nhops, broad. Orbital information is used to mitigate additional hops caused by
seams, where no ISLs are established between counter-rotating planes. The rate of such
changes in the direction of the orbit of the corresponding satellite, after an inter-node han-
dover, is denoted as Λt,o. This results in a cost at time t of:

Ct,ar = ζ ·Nhops, broad · (Λt,n + Λt,c + Λt,o) (3.6)

Depending on the applied local routing scheme, the resulting overhead varies. In the simu-
lations, a local broadcasting of inter-node handover events was used. The number of hops
of these updates is denoted as Nhops, local. The proposed adjusted geographical routing
scheme [39] also introduces a re-routing procedure to reduce dropping rates. To this end,
local link overload updates are exchanged. Nhops, load and Λt,l describe the number of hops
of such updates and their rate respectively. Signaling due to node failures is omitted, be-
cause of their rarity and unpredictability. The cost of the signaling at time t by routing
mechanisms becomes:

Ct,geo = ζ · (Nhops, local · Λt,h +Nhops, load · Λt,l) (3.7)

As the scheme is decentralized, link load information is only shared between neighbors. So,
Nhops, load is equal to one. Similarly, depending on the LEO SCN, Nhops, local is also only
relevant in a neighborhood of typically three hops. Hence, for the reference system, the
actual cost reduces to:

C ′
t,geo = ζ · (3 · Λt,h + Λt,l) (3.8)

Therefore, the overall signaling cost at time t of the proposed scheme using the previously
described address resolution mechanism is:

Ct,overall = ζ · (Nhops, broad · (Λt,n + Λt,c + Λt,o) + (3 · Λt,h + Λt,l)) (3.9)
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The reduction of effective hops Nhops, local for handover-related updates is key as Λt,h is
comparatively high. The proposed approach achieves this goal, efficiently resolving addresses
based on geographical information. In the context of IDLB, this advantage can be re-
used in the context of inter-cluster routing. By basing path selection on a cluster level on
geographical information, signaling costs can be reduced in a similar fashion. So, the inter-
cluster cost Ct,inter is minimized. The management cost within each cluster, Ct,intra, has
to be considered as well. Using Mclusters individual clusters, the signaling of the proposed
protocol is described by:

Ct,IDLB = Ct,ar + (Ct,intra + Ct,inter) ·Mclusters (3.10)

The signaling overhead introduced by intra-cluster routing mainly consists of node updates
including link loads. This internal update rate is denoted by Λt,lc. The rate is significantly
higher than the previously used Λt,l, as information is also exchanged even when no link is
overloaded. However, the resulting overhead is balanced by the relatively small number of
hops required to reach the control unit. Nhops, ctrl is used to describe the (average) number
of hops to reach the controller. Given the considered in-space architecture, the cluster
size Min-cluster determines this value. The exchange between a forwarding device and the
controller potentially results in all routing tables having to be adjusted. This is the case
for handover events, but may also be triggered by a link load update. So, it is signaled to
all forwarding devices of the cluster except the controller. However, only handover events
relevant to the cluster have to be considered. Therefore, the resulting rate is Λt,hc. As the
exchange is bi-directional, a factor of two is used. In general, the intra-cluster signaling
overhead can thus be described by:

Ct,intra = ζ · 2 ·Nhops, ctrl · (Λt,hc + Λt,lc) · (Min-cluster − 1) (3.11)

Similar to geographical routing, inter-cluster information exchange is very limited in IDLB
to reduce signaling overhead. Forwarding is based on proximity to the geographical area.
Only for potential ambiguities, for instance after cell handovers between clusters, signaling
is required. The rate of these events is described by Λt,i. The distance between cluster
controllers is denoted by Nhops, inter. In the worst case, all clusters considered neighbors,
Mngbr-clusters, have to be informed:

Ct,inter = ζ · 2 ·Nhops, inter · Λt,i ·Mngbr-clusters (3.12)

The resulting signaling costs are considered low relative to alternative options and the net-
work control which is enabled. Based on the localization of dynamic handover information,
IDLB is expected to cause reduced overhead. Advantageous signaling strategies from geo-
graphical routing have been used to facilitate inter-cluster information exchange. A quant-
itative evaluation of the resulting signaling in terms of control plane overhead is presented
in Section 3.3.2.

The presented considerations concerning geographical schemes focus on inter-cluster rout-
ing. For the routing within the clusters, different approaches have shaped the design. As
SDN relies on consistent information exchange, signaling overhead in clusters is less critical.
Instead, using the available path diversity to enable flexible load-balancing is important. So,
for intra-cluster routing, insights have been gained in the context of set-based source-routed
approaches.
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3.1.3. Set-based Source-Routing Insights

Set-based source-routing is an important precursor to the design of the intra-cluster routing
scheme of IDLB. The gained insights provide a valuable baseline for the concrete design of the
proposed routing algorithms. As IDLB is designed to enable both proactive as well as reactive
intra-cluster load-balancing, it is important to quantify path diversity gains first.

Source-routing is an essential benchmark which provides an understanding of the through-
put characteristics of the reference scenario. Load-agnostic source-routing is thus used to
quantify how the UT distribution impacts congestion. Moreover, the set-based extension
demonstrates the inherent path diversity in SCNs. To this end, the increase in throughput
achieved by proactive route distribution is quantified.

Source-routing presents a compelling routing strategy that capitalizes on its inherent flex-
ibility, adaptability, and local decision-making. In contrast to geographical routing, the
approaches are based on the idea of computing end-to-end paths at the source. The result-
ing path is then included in the packet headers and read on every hop.

However, different strategies can be used for pathfinding, which have the potential to be less
susceptible to bottlenecks. A common approach to load balancing is the preemptive distri-
bution of routing requests on a set of viable paths [117]. In the context of SCNs, applying
this strategy is particularly interesting, as the network structure typically results in multiple
paths of similar characteristics [8]. Therefore, in this section, the viability of proactive load
balancing using set-based source-routing is evaluated and quantified. The research presented
in this section has been published in similar form in the literature [35].

As LEO constellations are characterized by dynamic and rapidly changing topologies, source-
routing enables efficient route computation and selection by the source node (in the reference
scenarios the ingress satellite) based on the current state of the network (a snapshot). Since
the acquisition of all load information results in massive signaling overhead, it is assumed
that no link load information is present at the ingress node. The approach is link load-
agnostic, the resulting path distribution differs from active load-balancing. However, since
the orbits of satellites are highly predictable, ISL connectivity and propagation delays can
be readily computed at the source node, even in advance. An SPF algorithm can then be
utilized to find a path between the ingress and assumed egress satellites. If geographical
addressing is used, and ESL handovers are predictable, the ingress node can compute which
node should currently serve the destination. These computations can be done periodically
according to a timed handover strategy. An MPLS-like approach is assumed: the calculated
path is added to the header of the packet and popped at every hop. The approach is gener-
ally considered viable, MPLS-based schemes are employed in real-world satellite networking
solutions [6].

Proactive Route Distribution

For source-routing, the path selection algorithm is crucial to make use of the inherent path
diversity of an SCN. By randomly choosing a path from the set of viable paths between
the ingress and egress node, Pviable, the load is intrinsically more balanced. This random
path selection is flow-based in this analysis, to decrease jitter and the potential for packet
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reordering. Therefore, the probability of selecting a path p is described by:

P (selecting p) = 1

|Pviable|
(3.13)

Due to the grid structure of the mesh network, the set of minimum hop paths contains the
fastest path in terms of propagation delay. For the sake of simplicity, this investigation
focuses on the minimum hop metric. Nevertheless, it is possible to employ the propagation
delay for path selection without significant processing overhead. The set of paths can be
computed in a similar fashion based on the fastest path and an additional time threshold
which maintains QoS compliance. Such a propagation delay-based approach may provide
slightly improved performance compared to the minimum hop approach. Nevertheless, in
tests, the resulting path sets were mostly identical.

Most importantly, it is possible to relax the minimum hop constraint (or propagation delay
constraint), for instance by allowing paths with two or more additional hops. If the resulting
end-to-end latency is compliant with the requirements of the given QoS class, this relaxation
can enable more intrinsic load balancing. Paths can be ranked by assigning a weight W ,
based on delay or other QoS metrics. However, as this implicitly favors certain paths, it
reduces path diversity. The probability of choosing path pi is then:

P (selecting pi) =
Wi∑|Pviable|

j=1 Wj

(3.14)

For the SCN-288 constellation, the intra-plane propagation delay is approximately 6ms,
and the maximum inter-plane propagation delay is approximately 8ms. So, the maximum
additional delay can be coarsely estimated based on the constellation design. In a related
investigation [118], the cost of additional hops and the relation to propagation delay is
analyzed more thoroughly in a more flexible setting, including adjustable ISLs between
more distant satellites.

It is important to note that computing the set of viable paths can be computationally
complex in many scenarios. Depending on the applied limiting heuristic, e.g. the number of
hops, the number of potential paths may be high in a large network. Let us assume the SCN
is approximated by a grid network of dimensions Mx-dim×My-dim. The number of nodes |V|
is equal to the product of these dimensions. |E| is directly proportional to Mx-dim ×My-dim
as well. When considering a standard Breadth-First Search (BFS) approach, all nodes have
to be explored in the worst case, for instance, when the destination node is in the furthest
corner from the source. Consequently, the resulting complexity in time is:

T Cset-based = O(|E|+ |V|) = O
(
Mx-dim ·My-dim

)
(3.15)

On the other hand, it is also possible to limit the number of candidate paths directly. For
instance, the k-shortest-paths algorithm can be applied which results in [119,120]:

T Ck-paths = O(|E|+ |V| log |V|+ k) (3.16)

However, such an approach significantly decreases the number of considered paths. The set
of k candidate paths, Pk, is typically only a sub-set of the set of viable paths:

|Pk| ≤ |Pviable| since Pk ⊆ Pviable (3.17)
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More importantly, complexity in space can become a problem, depending on how paths are
stored. In the worst case, the algorithm branches into Npaths different paths on every hop.
For instance, using BFS, all unvisited neighbors of the current node represent potential next
hops of new paths. Storing every single potential path results in an exponential growth. For
a grid network of dimensions Mx-dim ×My-dim, the complexity in space becomes:

SCset-based = O
(
Mx-dim ·My-dim · (Nhops)

Npaths
)

(3.18)

Therefore, smaller sets of variable paths may have to be considered to maintain suitably low
complexity. By applying heuristics, the paths can be found more efficiently. For instance, a
bidirectional A* algorithm [121] can be used. However, due to the seams and the ISL inter-
plane shutdown latitudes, a suitable distance metric can be difficult to formulate. In this
analysis, utilizing a BFS path discovery was efficient enough to compute all paths with the
minimum amount of hops on an off-the-shelf laptop in milliseconds for SCN-288. However,
for larger constellations, a significant amount of memory was required due to the exponential
growth in space.

Hence, for increasingly large constellations, the scalability of source-routing is a significant
issue. The physical size of these networks also leads to notable delays, further limiting
reactive load-balancing schemes. Thus, on their own, proactive source-routed approaches do
not scale well. However, their design is of interest for the intra-domain routing of hierarchical
approaches, such as the proposed distributed SDN protocol, IDLB.

Performance Improvements

To validate the assumption that SCN grid structures offer diverse paths with similar char-
acteristics, a quantitative comparison was conducted. For realistic results, a system-level
simulator which allows for packet-based analyses was used. A detailed description of the
corresponding software and its configuration is provided in Section 3.3.1. The simulation
parameters are summarized in Table 3.2. An overview of additional simulation parameters
is provided in Appendix B.

Table 3.2.: Simulation parameters of set-based source routing analysis.
Simulation parameter Value
Simulation duration [s] 720
Number of sessions [5 · 103, 13 · 103]
Average session duration [s] 100
Session data rate [Mbps] 10
Session begin distribution uniform
Session duration distribution normal
Packet size [kByte] 1.5
Number of active UTs 2000
UT-to-GW traffic share (and vice versa) 60%

UT-to-UT traffic share 40%
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To maintain coherence, the same system scenario is applied for all simulations in this chapter.
The setup corresponds to the reference scenario using the SCN-288 constellation. Simulated
traffic consists of individual sessions between randomly chosen terminals on ground with con-
stant bit rate. A more detailed explanation of this traffic model is provided in Section 3.3.1.
Although the source-routed approaches investigated are QoS-agnostic, the introduced QoS
classes and their respective traffic shares are applied for completeness. However, the source-
routed schemes do not differentiate between QoS profiles.

In a first evaluation, the tendency of source-routing to create bottlenecks is illustrated. To
this end, the reference density-based UT distribution (explained in Section 2.1.2) and a
uniform UT distribution are compared. It is important to note that the locations of GWs
remain unchanged for both scenarios. So, the 60% UT-to-GW (and vice versa) traffic share
is likely to cause hot spots even with a uniform UT distribution. Nevertheless, the remaining
UT-to-UT traffic should be more uniformly distributed in this scenario.

Figure 3.5.: QoS comparisons for increasing network loads for density-based UT distribution
(in blue), and a uniform UT distribution (in orange). The latter derives from
the reference scenario. SPF source routing used in both cases.

Figure 3.5 illustrates that the non-uniformly distributed traffic requirements cause the source-
routed approach to be more susceptible to hot spots. Indeed, the sessions are non-compliant
due to the increased packet dropping rates at higher network loads. A drop occurs if a
packet cannot be queued in the corresponding output buffer of the satellite. This occurs
either because the buffer is currently at maximum capacity or because the next hop defined
in the header no longer exists due to a handover.

Using Little’s law [122], it is possible to estimate an average network load of 6.9Gbps for 5500
sessions and 12.5Gbps for 9000 sessions. These values correspond to the average network
load measured during the simulation. As expected, the inherently more diverse routes for a
uniform UT distribution enable higher loads. Approximately 64.5% more load is supported
with a QoS compliance of >95%.

Figure 3.6 shows the resulting link loads based on the paths chosen for the density-based
UT distribution. ISLs with higher link utilization appear thicker. While the traffic model
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Figure 3.6.: Observed link utilization of ISLs of a snapshot using SPF source-routed scheme.
Width of ISLs (magenta) scaled according to link utilization.

implies that certain paths are more commonly used than others, the resulting route diversity
is of interest. The scheme does not avoid saturating links near hot spots, and disregards
links with less favorable delay characteristics. For instance, longer paths across the Pacific
Ocean are rare, due to the significant propagation delays.

Figure 3.7.: QoS comparisons for increasing network loads for SPF source routing (in blue)
and set-based source routing (in orange).

Additionally, the performance enhancements of using random paths with an equal number of
hops, based on the minimum hop metric, are evaluated. The results of Figure 3.7 illustrate
the performance improvements of the enhanced approach. By using a minimum hop metric
instead of the propagation delay, and applying a random path selection per flow, the tendency
for hot spots is reduced. A QoS compliance of >95% is still achieved for approximately
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77.6% more load. The inherent route diversity of the SCN is used more effectively, without
considering load information at the source node at all.

Figure 3.8.: End-to-end latency of sessions for SPF source routing (left plot) and a set-based
source routing (right plot). Both schemes do not differentiate QoS classes. Com-
paring average (green triangle), median (orange line), minimum and maximum
(caps).

Looking at the end-to-end latency depicted in Figure 3.8, both approaches perform similarly.
The propagation delay-based SPF approach (on the left) can even cause longer delays than
the set-based approach (on the right). Due to bottlenecks, multi-hop queuing delays can
aggregate, resulting in longer end-to-end latency. For QoS class 3, which represents the bulk
of the traffic, SPF source routing achieved on average 59.81ms compared to the 60.74ms of
the set-based approach. The impact on latency of the more diverse path selection is minimal.
Therefore, it should be the preferred option in most cases.

Drawbacks of source-routing were quantified as well in the investigation. A processing pen-
alty was applied on each node, representing the effort to extract the next hop. However,
its effect on the average end-to-end latency was not significant. A processing time of 50µs
for each packet processing operation is assumed. So, even when longer routes consisting of
20 hops are considered, only an additional delay of 1ms is observed. On the other hand,
the amount of additional header operations increased linearly with the number of forwarded
packets. At 3.5 · 106 packets, approximately 30.0 · 106 additional operations were required.
So, this results in around 8.6 header label operations per packet.

Signaling messages and the resulting overhead are simulated as well. However, due to the
assumed predictable handover strategies, no dedicated signaling is required for the source-
routing approach. For decentralized approaches, unpredictable topology changes have to
be broadcast to all nodes. This includes scenarios with mobile UTs or satellite failures.
However, in all test cases, the relative share of signaling overhead was below 1% of the
overall traffic.

Overall, the investigation highlights that proactive route distribution by using a set of candid-
ate routes is a promising strategy for SCNs. Even without knowledge of the link utilization
within the constellation, significant improvements were achieved. In addition, the tendency
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of the reference UT and GW distributions to create bottlenecks, unless actively mitigated,
has been quantified. These insights are used in the design of the intra-cluster routing of the
IDLB protocol.

3.2. Routing Schemes
In order to maximize the performance of IDLB, specifically tailored path computation and
routing algorithms are proposed, complementing the considered design. While multiple suit-
able options can be applied, only the most promising solutions, which have been derived
and implemented for the reference scenarios, are investigated. In any case, the softwariza-
tion of SDN allows changing algorithms or policies by adjusting the controller routing logic
accordingly.

3.2.1. Intra-cluster Routing
The central goal of the intra-cluster routing algorithm is to balance the loads while complying
with the QoS requirements of the traffic. Within a cluster, all relevant network state inform-
ation is aggregated at the SDN controller. Therefore, load-aware proactive routing strategies
are possible. To enable high system throughput within SCNs, an informed decision-making
regarding which paths are best-suited to support incoming traffic is necessary. To achieve
optimal performance, all of the resulting routes have to be chosen in a way which minim-
izes congestion. As described in Section 2.3.2, this optimization can be formulated by the
MCFP [32]. Ideally, the controller solves this underlying MCFP to distribute low-priority
traffic optimally.

Load-balancing Limitations

In order to avoid saturating links, the load-balancing objective is formulated as minimizing
the maximum link utilization over time. So, over all time steps the following objective
function is formulated:

minmax
t

max
(i,j)∈E

ut(i, j) (3.19)

To highlight why formulating a solution to this problem is intractable, a corresponding
value function Vt(st) is formulated for a state st. This function considers the resulting cost,
represented by a cost function Ct for the current moment in time, as well as the impact on
the value of future states. To provide a generic formulation of the value function, the cost
of the current network state st and the flow requests ft are considered:

Vt(st) = min
ft

[Ct(st, ft) + Vt+1(st+1)] (3.20)

Given the objective function, the immediate cost function Ct can be described by:

Ct(st, ft) = max
(i,j)∈E

ut(i, j) (3.21)
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So, for the complete time horizon from time t to T , the optimal value function representing
the minimal total cost is:

Vt(st) = min
ft,...,fT

(
max
t′≥t

[
max
(i,j)∈E

ut(i, j)

])
(3.22)

However, this formulation implicitly simplifies important system characteristics. Crucially,
propagation delays have to be considered as they are significant in SCNs. A corresponding
function τ(i, j, ut(i, j)) is thus introduced to capture their impact. This delay function
introduces non-linearities, creating a non-linear dynamic optimization problem. Moreover,
this function is also impacted by additional delays for queuing and switching. To represent
delays caused by queuing, models from queuing theory can be used.

Time-dependent topology changes, due to handover events, are also not included in the
formulation. The time-varying set of active edges Et is used to represent these changes in
the state transition function.

Most notably, the reference scenario assumes stochastic traffic models. So, the problem be-
comes a stochastic dynamic programming problem: future states are probabilistic in nature.
Given that these models are geographical rather than topological, the traffic requests are
inherently dynamic. Furthermore, due to the distribution of traffic which follows the dis-
tribution of UTs and GWs, an analytical formulation of the traffic models is exceedingly
difficult. Therefore, the estimation of future states may be quite imprecise, limiting the
effectiveness of approximate solutions. ωt is used to denote these incoming random traffic
events. The value function of a current state st thus becomes:

Vt(st) = min
ft

[Ct(st, ft) + Eωt [Vt+1(st+1)|st, ft]] (3.23)

This combination of time-dependency, non-linearity, stochasticity, and dynamic topology
represents a complex problem to solve formally. Similar problems have been determined to
be unsolvable using polynomial-time algorithms [32]. The amount of parameters and their
inter-dependencies result in a significantly large state space. The state transition function Φ
highlights this complex interplay between observed network states, control actions, delays,
random events, and topology changes:

st+1 = Φ(st, ft, τt, ωt, Et) (3.24)

In addition, using DP to solve the problem results in high computational complexity due to
the curse of dimensionality [27]. The state space grows exponentially with the number of in-
put parameters, and direct DP approaches are thus not applicable in practice. Consequently,
approximate solutions based on heuristics hold more promise for in-orbit application. For
instance, heuristic assumptions for LEO SCNs have been formulated [24].

Given that the problem has to be solved repeatedly (e.g., for every flow request) and consid-
ering the on-board limitations of satellites, this work focuses on a low-complexity solution.
So, instead of approaching the MCFP directly, a snapshot-based proactive path-finding al-
gorithm is proposed, aimed at the current cost function.

63



3. Distributed Load-balanced Software-Defined Networking

Dynamic Best-of-k Algorithm

To maintain low complexity for varied cluster sizes, a dynamic best-of-k paths algorithm is
used for intra-cluster routing. The approach follows similar ideas to a previously proposed
top-k-paths algorithm based on SDN [123], but focuses on different metrics and objectives.
By limiting the search to k suitable paths and utilizing a parameterized utility function,
performance improvements are achieved while reducing computational complexity by orders
of magnitude. This efficiency is crucial for real-time decision-making in space-based networks
where computational resources are limited and latency requirements are strict.

By focusing on small values for k, the approach scales gracefully even for large cluster and
constellation sizes. The approach enables QoS-aware forwarding by using a parameterized
utility function which prioritizes relevant path characteristics. The proposed SDN architec-
ture complements this approach, as it enables centralized policy definition.

A set-based approach is important, as traffic spikes may result in pressure on currently low-
cost links. During a link load update period, the controller may be unaware of potential
changes. If a high number of requests occur in this time frame, the routing logic has to
account for the new demands and their interaction. When using sets of viable paths, choosing
the best option decreases variance in path quality [124]. If paths have equal cost, a tie-
breaking mechanism is applied similar to ”Always-Go-Left” [125]. A nonuniform choice
combined with such an asymmetry has been shown to improve load balancing [125].

For the different QoS classes, the following parameterized utility functions Y{1,2,3} are con-
sidered for a path p:

Y1(p) = (L(p) + ϵ)−1 (3.25)
Y2(p) = ψ2 · (Nhops(p) + ϵ)−1 + (1− ψ2) · (U(p) + ϵ)−1 (3.26)
Y3(p) = ψ3 · (Nhops(p) + ϵ)−1 + (1− ψ3) · (U(p) + ϵ)−1 (3.27)

In these formulations, ϵ represents a small positive value to avoid division by zero. ψ2 and
ψ3 are weighting factors for the link load. The values are chosen to comply with the QoS
requirements and the system scenario. Path latency L(p) is only used for the delay-critical
class QoS1. The other classes focus on the number of hops Nhops and path utilization
U(p).

U(p) =
∑

(i,j)∈p

ut(i, j) (3.28)

The approach corresponds to a dynamic k-shortest-path algorithm with a subsequent com-
parison step [119,120]. Vc denotes the number of nodes in a cluster. The complexity in time
for the path computation for all flows F is thus:

T Cintra, path = O(|F | · (|E|+ |Vc| log |Vc|+ k)) (3.29)

Paths are compared according to the utility function of the respective QoS class. This
additional step has the following complexity in time:

T Cintra, decision = O(|F | · k) (3.30)
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Tracking all possible paths can lead to exponential growth in space depending on the con-
nectivity of the graph. As described in the context of set-based source-routing, the complex-
ity in space can grow exponentially. By limiting the choice to only a handful of paths, and
not tracking others, the general complexity in space is reduced to:

SCintra = O(|Vc| · k) (3.31)

These formulations assume the worst case, where every considered path has a length of at
most |Vc| nodes (a path visits every node of the sub-network). The same approach is applied
by the God’s Eye View routing benchmark, presented in Section 3.3.2, due to the prohibitive
space complexity of exhaustive path evaluation.

Per-packet considerations

A flow-based routing configuration enabled by SDN is generally assumed for IDLB. The
control unit tracks all current flows and can set up rules individually, if necessary. Nev-
ertheless, per-packet forwarding is also a potentially useful approach in the given context.
Stateful information about flows is not required, which can result in a less complex routing
logic.

Accordingly, packets are forwarded based on generic routing instructions independent of their
flow (including details about source or demand). If a load-balancing update is triggered, all
packets toward a certain destination adjust their path accordingly. Since high-priority traffic
is not load-balanced, this poses no problem in terms of jitter for delay-critical traffic. Nev-
ertheless, periodic updates may lead to path instability for load-balanced traffic. Link load
hysteresis and thresholds have to be implemented to mitigate potential route flapping.

Given these considerations, flow-based routing is expected to enable significantly improved
decision-making regarding network congestion compared to per-packet forwarding [123]. Ef-
fective load-balancing approximating the MCFP becomes challenging for the latter, due to
the lack of distinction between flows. This assumption is evaluated in Section 3.3.2, where
the QoS compliance under high network loads is compared. To distinguish per-packet IDLB,
it is called P-IDLB in the following. For clarity, per-flow IDLB is called F-IDLB.

3.2.2. Inter-cluster Routing
For inter-cluster routing, the primary focus lies in limiting signaling overhead, while avoiding
potential instabilities and congestion. Since geographical routing approaches for SCNs have
the ability to strike attractive trade-offs with regard to signaling [39], a related approach is
considered.

Based on the proximity of clusters to the geographical areas, the destination cluster is determ-
ined. Accordingly, an SPT is computed on a cluster-level providing all viable neighboring
clusters. The key problem is now to identify on which specific link to exit the current one.
The cluster-external node which is reached by this link, the NHCN, is used as the destination
in the geographical routing table. The actual serving satellite is resolved in the destination
cluster.
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The NHCN choice is QoS-dependent, similar to intra-cluster routing. Delay-critical traffic
should follow the shortest path, while any low-load link is valid for best effort traffic. Notably,
the choice should be randomized for low-priority flows to mitigate bottlenecks. Algorithm 2
represents such an NHCN function.

For smaller cluster sizes, topological scenarios arise in which few viable links to leave the
cluster may be available. For instance, near the poles, because of ISL shutdowns, bursty
traffic spikes may result in saturated links to the next cluster. Naturally, forgoing end-to-end
route estimations results in some zig-zagging between clusters. Nevertheless, the resulting
end-to-end latency is acceptable for the given QoS classes.

Algorithm 2 IDLB inter-cluster routing: finding next-hop-cluster nodes
Require: current cluster, destination cell, destination cluster, QoS class
Ensure: Destination cluster is not current cluster

1: function next_hop_cluster_node(current_cluster, dst_cluster, qos)
2: next_clusters← current_cluster.next_hops(dst_cluster)
3: best_value← max_float
4: best_nhcn← null
5: candidates← list()
6: for each node nhcn ∈ current_cluster.nhcns() do
7: ngbr← get_neighbor_in_cluster(nhcn, current_cluster)
8: if (nhcn ̸∈ next_clusters∨

isl_shutdown(ngbr, nhcn)∨
isl_load_threshold(ngbr, nhcn, qos)) then

9: continue ▷ Skip unsuited options
10: end if
11: dist← distance(nhcn, dst_cell)
12: link_load← isl_link_load(ngbr, nhcn)
13: value← cost(dist, link_load, qos)
14: if value < best_value then
15: best_value← value
16: best_nhcn← nhcn
17: end if
18: if to_randomize(qos) then
19: candidates.add(nhcn) ▷ Add to candidates list
20: end if
21: end for
22: if best_nhcn = null then
23: return null ▷ No suitable next-hop cluster node
24: end if
25: if to_randomize(qos) then
26: return sample(candidates)
27: else
28: return best_nhcn
29: end if
30: end function
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The complexity of the inter-cluster routing procedures is dominated by the cluster-based
path selection and the NHCN choice. In both cases, the set size is relatively small. For
SCN-288, there are at most 24 individual clusters. The complexity in time for a per-flow
approach with |F | flows, and |C| clusters (and |E| virtual links between them) is:

T Cinter = O(|F | · (|E|+ |C| log |C|+NNHCN)) (3.32)

The complexity in space linearly depends on the number of clusters and NHCNs. Due to
the candidate list, space required of size |NNHCN| is counted twice. Depending on the cluster
size, |C| or |NNHCN| is larger.

SCinter = O(|C|) +O(|NNHCN|) +O(|NNHCN|) = O(|NNHCN|) (3.33)

Per-flow considerations

For the NHCN choice, per-flow and per-area decisions are possible. The former results in an
NHCN computation for every flow. The latter periodically decides on suitable NHCNs for
every geographical cell.

Due to the considered scenario, the per-area approach is expected to result in worse per-
formance. While 6962 areas are used, the ones containing GWs or multiple UTs are the
focus of a significant traffic share. Consequently, determining a single NHCN for all flows
with the same destination area can result in bottlenecks. The assumption is investigated in
Section 3.3.2. In a per-flow approach, this issue is avoided by selecting from a set of valid
NHCNs, even for the same destination.

3.3. Comparative Quantitative Evaluation
Following the design of the protocol and the algorithms used for intra- and inter-cluster
routing, the performance of IDLB is now evaluated quantitatively. To this end, it is imple-
mented in a specifically designed network simulator, which enables varied analyses of design
choices as well as comparisons to benchmark solutions.

3.3.1. System-level Constellation Routing Simulator
To evaluate routing protocols on a system-level basis, a simulator was developed to analyze
routing protocols for SCNs. The software was primarily developed in the context of a
corresponding ESA project [47]. It represents a discrete event-based network simulator for
efficiently analyzing routing protocols in large-scale SCNs on a packet level.

The software was written in C++ using templated classes to enable generic and flexible data
structures. The movement of the constellation, as well as the creation, handling, and for-
warding of packets are realized by timed events. Using recursive functions, it is possible
to include periodic operations in the time-ordered event loop. This allows for the tracking
of packet objects propagating and queuing on nodes, while measuring metrics such as end-
to-end latency. Python-based pre- and post-processing scripts are used to generate input
files and to visualize simulation results. The overall design of the simulator is presented in
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Figure 3.9. The complete parameter configuration, in accordance with the reference system,
is provided in Appendix B.

Figure 3.9.: Schematic diagram of the architecture of the system simulator, including input
and output files, as well as processing scripts.

The generated traffic is based on sessions. A session represents the transmission between
two terminals on ground, i.e., UTs and GWs. While the simulator includes both on-off as
well as constant-bit-rate sessions, we focus on the latter for more coherent results in this
investigation. Overall a session is defined by a unique identifier, its start time, its duration,
the involved terminals, and its QoS class (determining its priority). The starting time is
sampled uniformly across the simulated time. An exponential distribution is used for the
end of the session with the defined average session duration. The priority of sessions is
distributed to reflect the considered traffic shares. The sets of UTs and GWs are sampled
accordingly. The parameters determining this sampling are based on the inputs defined in
Section 2.1.4. Using this format, a diverse traffic model emerges with temporary spikes, and
potential geographic hot spots depending on the ground segment. Nevertheless, over longer
simulated time periods, which significantly exceed the average session duration, the overall
network load does not vary too strongly. So, comparable traffic requirements are maintained
for different simulation runs.

3.3.2. Performance Evaluation
To evaluate IDLB, suitable benchmarks are introduced. Then, the protocol performance is
evaluated in terms of the end-to-end characteristics most relevant to QoS classes: latency,
jitter, and dropping rate. The performance under increasing network loads in terms of QoS
compliance is subsequently evaluated for different cluster sizes. In addition, the impact on
performance of different design choices is investigated.
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Figure 3.10.: Box plot of end-to-end latency of sessions for F-IDLB with a cluster size of
48 (left plot) and the upper theoretical benchmark GEVR (right plot). Both
schemes use QoS-aware routing.

Benchmarks

As an upper benchmark, God’s Eye View Routing (GEVR) is proposed. The approach
is based on instantaneous perfect knowledge of all network states everywhere, while exploiting
a set of suitable paths. There is no signaling traffic or delay. Naturally, such an algorithm
cannot be implemented in the real world. Due to the inherent structure of the network, there
is a diverse set of paths satisfying the QoS requirements for most ingress-egress pairs. To
reduce the complexity in space, not all possible paths are tracked by the algorithm described
in Section 3.2.1.

For a state-of-the-art benchmark solution, a dynamic source-routed scheme is used. It
is based on Dijkstra’s algorithm to provide the fastest routes in non-congested networks. As
link load information is not shared, it is prone to packet drops in more demanding scenarios.
It serves as a lower benchmark to quantify the advantages of load-balancing approaches in
terms of latency and dropping rate.

Protocol Performance

Firstly, the evaluation must establish that the protocol design results in correct routing
and forwarding behavior. So, core KPIs of IDLB are investigated and compared to the
results of the GEVR benchmark solution. Overall, the protocol typically complies with QoS
requirements. Latency, jitter, and later packet dropping characteristics are considered the
most relevant metrics. The results of all sessions are analyzed, which includes the sampled
UT-to-UT transmissions as well as UT-to-GW and vice versa.

End-to-end latency represents a fundamental drawback of the independent cluster design.
While shortest paths are possible, additional delays are expected on average. Due to the
independent load-balancing of clusters and the geographical inter-cluster routing, some zig-
zagging is possible. Nevertheless, the comparison of end-to-end latency in Figure 3.10 shows
that most sessions comply with the QoS requirements. For QoS class 1 and 2, there are
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Figure 3.11.: Delay variance of sessions for F-IDLB with a cluster size of 48 (left plot) and
the upper theoretical benchmark GEVR (right plot). Both schemes use QoS-
aware routing. Outliers due to specific handover situations are expected.

less than 1% of sessions exceeding the maximum delay (150ms for QoS1 and 200ms for
QoS2).

Moreover, the QoS-based forwarding is illustrated, as best effort traffic of QoS class 3 tends
to follow longer paths, but still within the defined limit of 300ms. For GEVR, this pattern
is even more distinct: the latency distributions follow the end-to-end latency requirements
of each QoS class. For the delay-critical class, very low values are achieved, while apparently
longer paths are utilized for QoS class 3. As the path computation of GEVR is able to eval-
uate candidate paths on an end-to-end basis, any path which fulfills the latency requirement
of the QoS class is an option. Thus, the approach can distribute best effort sessions among
paths with low congestion.

The maximum jitter, in the form of the maximum delay between subsequent packets is
considered as well. A comparison between the F-IDLB approach with a cluster size of 48
and GEVR is provided in Figure 3.11. Here, significant outliers with much higher values
than the mean and average are observed for all routing approaches. To better understand
the distribution of these delay variances, a histogram is used to illustrate their frequency
and rarity. Since a resulting path of IDLB is under the control of multiple control entities,
more frequent adjustments are expected. Cell handovers between clusters may result in path
changes which are not considered by end-to-end schemes such as GEVR. Nevertheless, the
impact is well within the requirements. For QoS class 1, the average jitter is 2.91ms, and the
maximum observed 85.15ms. While this is significantly larger than the GEVR counterpart
(on average 0.64ms, maximum 15.09ms), these variances are acceptable in the reference
scenario. Even when GEVR is used, high jitter occurs for QoS class 3. The causes are
handover events at the seams which coincide with path adjustments due to high link loads.
As the routing of this best effort traffic considers paths with valid end-to-end latency, but
does not rank them, paths of varying length occur.

It is important to note that signaling traffic has been omitted from this analysis given that
it does not represent data plane traffic. Signaling does not follow end-to-end paths from
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and to terminals on ground, thus its latency is not comparable to data plane traffic. As we
consider individual signaling messages and not flows, there is no jitter. In general, signaling
packets follow the same paths which have been computed for QoS class 1. However, the
packets are scheduled using a dedicated signaling buffer which prevents packet losses for
the encountered network update frequencies. The latency characteristics correspond to the
convergence delays shown in Table 3.3.

Network Load Performance

To evaluate the load-balancing capacities of the proposed protocol, its behavior when en-
countering high traffic volumes is investigated. So, in this comparison, the resilience of the
approaches in terms of QoS compliance to increasingly high network loads is tested. In
this context, the increase in packet drops represents the main issue. In order to maximize
throughput, the protocol has to balance the elevated traffic load to maintain QoS compliance.
A QoS compliance of >95% is considered acceptable.

Given the large set of simulations, a shorter simulation window with the same average
network load is used. Here, network load is defined as the aggregated data entering the
SCN. So, every packet generated at a UT or GW and sent up to a connected satellite is
counted in a sliding window. This constellation-wide uplink of packets to the constellation
in terms of amount of data is then divided by the duration of the observation window. For
a given window size Twindow, using Nuplink to describe all the packets which were sent up
and ζ(ρi) to denote the size of the i-th packet entering the SCN, the network load at t is
thus:

Network load(t) = 1

Twindow

Nuplink(t)∑
i

ζ(ρi) (3.34)

While it is possible that packets have different sizes, in the presented simulations we assumed
a general packet size of 12 kbit. Analogously, the system throughput describes the packets
sent down from the SCN in the current window. The resulting system load and throughput
for the link-load-agnostic source-routing approach is shown in Figure 3.12. Due to the ramp
up and down of the traffic models, higher peak loads occur in the shorter simulation window.
Notably, the throughput is significantly lower in Figure 3.12, indicating that packet losses
occurred for the shown source-routed approach.

The comparison, illustrated in Figure 3.13, shows that the proposed approach (F-IDLB)
is able to outperform source routing, in terms of QoS compliance for increasing network
load. Looking at the overall QoS comparison, source-routing falls below the 95% compli-
ance threshold at around 7.6Gbps in this scenario. IDLB with 12-node clusters provides
this compliance up to 12.5Gbps, an increase of 64.5%. Larger cluster sizes improve load-
balancing further. At network loads of approximately 15.0Gbps and 16.2Gbps, the 24-node
and 48-node cluster approaches fall below the threshold in that order. Compared to source-
routing, this corresponds to improvements of 97.4% and 113.2%, respectively.

These results highlight the load-balancing capabilities of IDLB for QoS-based routing. As
all of the routing and pathfinding logic is within the controller software, it is possible to
adjust or change intra- as well as inter-cluster algorithms by providing software updates
to the controller logic. Therefore, solutions suitable to the system specifics and processing
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Figure 3.12.: Network load and system throughput for source-routing in SCN-288. Longer
window with a simulated time of 7200 s, and shorter window with simulated
time of 720 s are shown. Due to uniform session distribution and margins
dictating simulation start/end times, shorter window results in slightly higher
loads.

power of the satellites can be applied to IDLB. A further analysis of relevant design aspects
is provided in the following.

Cluster size comparison

As expected, increasingly large cluster sizes result in improved load-balancing, as longer
end-to-end paths in a larger scope are possible. However, there appear to be diminishing
returns, as illustrated in Figure 3.13. Further KPIs for the different cluster sizes, under a
network load of 13.2Gbps, are summarized in Table 3.3.

The observed signaling overhead is significantly below the required ratio of 5% for the given
traffic load. As expected, there is a clear increase in the relative share of signaling packets
for larger clusters. Most notably, Table 3.3 shows a significant increase in convergence delay.
This metric is based on the latency of signaling packets within a cluster. For every packet,
its creation time at the source and moment of arrival at the destination are tracked by
the simulator. Importantly, the delay does not solely represent signaling to and from the
controller. For instance, for ESL handovers, updates have to be forwarded to all other nodes
of the cluster to adapt their intra-routing tables accordingly. As this can include two satellites
at opposite ends of a cluster, the resulting convergence latency can thus be longer. Since the
physical distances in large clusters introduce high propagation delays, the average increases
from 56.968ms for the 12-node cluster to around 273.526ms for the 48-node setup.

For the given working point, the difference between approaches in terms of packet dropping
ratios is significant. While the protocol is still able to comply with QoS requirements for
most sessions, but there are more apparent bottlenecks resulting in increased dropping rates
when using smaller clusters. For QoS3, a rate of 1.344× 10−4 occurs in the 24-node cluster,
while 2.285 × 10−6 is observed for the largest one. Since the simulation was configured
to avoid packet drops for all QoS classes, there are similar dropping rates between them.

72



3.3. Comparative Quantitative Evaluation

Figure 3.13.: QoS comparisons for increasing network loads for IDLB with a cluster size of
12 (in orange), a cluster size of 24 (in green), a cluster size of 48 (in red), as
well as source-routing (in blue), and GEVR (in violet). Individual sub-plots
for each QoS class: delay-critical forwarding (QoS1), forwarding (QoS2), best
effort (QoS3). Source-routing approach is not QoS-aware.

Rare packet drops are occasionally observed in certain handover edge cases. While recorded
separately, these events are included in the reported dropping rates to ensure completeness.
Nevertheless, their influence on the overall results is considered negligible, with the maximum
relative share being fewer than 5% of observed drops.

Overall, the comparison illustrates the trade-offs for cluster sizes. In the 12-node cluster,
load-balancing is limited. With larger cluster sizes, traffic is distributed more effectively
and higher network loads supported. However, given the design of the approach, there are
diminishing returns. The 48-node cluster only outperformed the 24-node cluster by 12%
more load supported (with >95% compliance). Moreover, significant increases in maximum
routing convergence delay are observed.

Using larger clusters, beyond the evaluated sizes, does not yield performance improvements.
Instead, increased packet drops due to routing convergence delays and timing mismatches
are observed. For instance, clustering 96 nodes results in three physically large domains with
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Table 3.3.: Comparison of convergence rate and overall packet dropping rates for different
cluster sizes in SCN-288 at a network load of 13.2Gbps.

SCN-288
cluster
size

Control
plane
share

Convergence
delay [ms]:
average,
maximum

Packet dropping rates:
QoS class 1, QoS class 2, QoS class 3

12 (4× 3) 0.062% 056.968 104.782 1.044× 10−4 3.571× 10−4 3.374× 10−4

24 (6× 4) 0.112% 117.338 285.276 2.948× 10−6 7.050× 10−5 1.344× 10−4

48 (8× 6) 0.208% 273.526 747.552 8.942× 10−7 2.557× 10−6 2.285× 10−6

significant intra-cluster delays and signaling overhead. To avoid packet drops in this context,
significant adjustments to the timing and related configuration of the protocol are necessary.
However, to maintain a consistent evaluation framework, these are not considered.

Impact of Design Choices

There are various relevant design aspects which can be evaluated in the context of this
investigation. Most notably, comparisons of per-packet and per-flow intra-cluster routing,
as well as per-area and per-flow NHCN choice, are performed.

Figure 3.14.: QoS comparisons for increasing network loads for per-packet IDLB (P-IDLB
in blue) with a cluster size of 12, and per-flow IDLB (F-IDLB in orange) with
a cluster size of 12.

Per-packet vs. per-flow IDLB: To quantify the viability of a per-packet approach, it
is compared to the per-flow version. The results are shown in Figure 3.14. The P-IDLB
approach is clearly outperformed by its F-IDLB counterpart. The former crosses the 95%
compliance threshold at around 8.6Gbps, which is better than source-routing. Additionally,
performance degrades significantly. F-IDLB represents an improvement of 45.3% in terms of
supported network load. This result clearly demonstrates the advantage of using flow-based
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SDN strategies.

As described in Section 3.2.1, P-IDLB sets non-flow-specific routing table entries. Therefore,
it is more likely to create bottlenecks for flows with similar destinations. In-depth analyses
show that this traffic pattern is prevalent in multiple clusters, resulting in packet drops. For
this reason, increasing cluster sizes does not significantly improve performance for P-IDLB.
This is in contrast with F-IDLB, which exhibits improved load-balancing as cluster sizes
increase, as illustrated in Figure 3.13.

Notably, the choice of NHCN is also limited by this design. One specific NHCN is chosen for
each destination cell, which can lead to congestion at adjacent links. The impact of generic
and flow-based NHCN choice is investigated in the following section.

Inter-cluster routing - NHCN choice: As described in Section 3.2.2, a specific NHCN
mapping to each destination cell is expected to cause bottlenecks. Thus, this design is
compared with a per-flow NHCN choice. The results are shown in Figure 3.15. As expected,
the performance of per-area choice is significantly worse and varies much more at higher
network loads. An analysis of the results showed significant drops occurring at the borders
of the clusters.

Figure 3.15.: QoS comparisons for increasing network loads for a per-area determined NHCN
mapping with a cluster sizes of 24 (blue) and of 48 (green), as well as random-
ized per-flow NHCN mapping with a cluster size of 24 (orange) and of 48 (red).
The determined mapping with a cluster size of 48 also shows buffer limitations
(F-IDLB* in green).

It is important to note, that the shown 48-node cluster approach with the per-area mapping
also shows buffer limitations. Using the same buffer size of 360 kbit causes issues in this
scenario. When specific instructions are forwarded to 47 different nodes, a larger buffer or
careful timing is required to avoid overflows. Signaling traffic is prioritized by the scheduler,
so packets of other QoS classes may be dropped. Figure 3.15 illustrates this systematic error
consisting of periodic drops due to peaks in high-priority signaling traffic. Consequently,
this faulty approach rarely achieves more than 97% QoS compliance. For better results, a
buffer size of 1.08Mbit was used for all other simulations using 48-node clusters.
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SCN-1440 comparison

To evaluate the impact of constellation size, additional simulations with SCN-1440 are of in-
terest. The same configurations are used. However, for this constellation, a cluster of similar
physical size to the previous 12-node cluster now consists of 48 nodes due to the increased
satellite density of SCN-1440. So, while the number of nodes increases, the intra-cluster
propagation delays are comparable as the physical cluster dimensions remain the same. Ac-
cordingly, the observed maximum routing convergence is 222.165ms. The comparison of
QoS compliance for increasing network loads is shown in Figure 3.16. Importantly, the
x-axis range is now shifted: network loads from 13.9Gbps to 25.0Gbps are observed.

Given the increased number of satellites and links, much higher network loads can be achieved
in the SCN-1440 constellation. However, given that the same cluster size and structure are
used, the comparison is of interest. With 95% compliance, a data rate of approximately
20.2Gbps was supported. Thus, an increase of approximately 25% is achieved for the same
number of nodes in a cluster. Compared to a similarly sized cluster, which in the case
of SCN-288 is a cluster size of 12, the increase is even more significant: approximately
61%. In SCN-288, F-IDLB with a cluster size of 12 drops below 95% at 12.5Gbps (see
Figure 3.13).

Figure 3.16.: QoS comparisons for increasing network loads for SCN-288 and SCN-1440 con-
stellations. SCN-1440 constellation uses 48-node clusters (in green), while for
SCN-288 both 48-node clusters (in orange) and 12-node clusters (in blue) are
used. The latter included due to the similar physical size to 48-node clusters
in SCN-1440.

In general, scenario-specific adjustments to the configuration of the algorithms are possible.
However, to enable a direct comparison, the same parameters used for SCN-288 were applied.
The promising simulation results obtained in this section demonstrate the potential of IDLB
for efficient and scalable routing in satellite constellations. To further validate these findings,
the next section presents a demonstration of the protocol on a hardware test bed.
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3.4. Demonstration of Feasibility
To assess the functionality of the developed IDLB routing protocol, a comprehensive demon-
stration was set up to evaluate its feasibility for in-space applications. The protocol was
implemented on equipment representative of current on-board satellite processing hardware.
The Devices Under Test (DUTs) were equipped with LX2160A boards from NXP [58]. This
hardware was chosen for the test bed as it is intended for on-board usage [47]. Further
information about this processor is provided in Appendix A. For the proposed architecture,
Technology Readiness Level (TRL) 5 has been attained [47], indicating that it has been
validated in a relevant environment.

3.4.1. Demonstrator Setup
In this demonstration, instead of a complete constellation, four individual platforms were
used to represent satellite nodes in a LEO SCN. Network management was performed on-
board these satellite routers by network management services, which implemented the ne-
cessary functionality for the routing protocols. In the context of this demonstration, these
four satellite routers are represented by the DUTs.

To establish a realistic environment, support equipment was provided as part of the demon-
strator, including traffic generators, link emulators, a control system, and a monitoring
system. This support equipment was hosted on hardware separate from the DUTs to ensure
unbiased testing. The system entities, summarized in Table 3.4, were inter-connected via
Ethernet links. These connections run through a central switch, allowing for the reconfigur-
ation of the network without the need to physically alter the connections of the devices in
the network. An overview of the demonstrator test-bed is provided in Figure 3.17.

In the following, the focus is on the integration of the IDLB routing logic into an SDN
controller framework. To demonstrate that the protocol is able to deliver on its key design
aspects, tests regarding processing limitations, handover management due to dynamic to-
pology changes, and QoS-based load-balancing are included. The tests are summarized in
Table 3.5.

3.4.2. Software-Defined Networking Controller
To provide the control unit functionality intended by IDLB, the ryu Python library [126]
was used as an SDN controller framework. The software provides a southbound interface
to create and process control packets, e.g., flow instructions. Routing logic implemented
in the software simulator (described in Section 3.3.1) was extracted and wrapped into the
control software. Several procedures and interface functions were adjusted to work with the
input formats presented by the modified controller framework. The controller software was
required not to exceed, on average, a CPU load of 30% and a memory usage of 50%. In
all tests, except during the maximum processing power stress test, these requirements were
fulfilled.

Notably, aggregated routing table updates, as envisioned in the simulator, are not possible
with OpenFlow. The OpenFlow protocol only enables individual messages for table updates.
While this causes no issues impacting the performance, it results in more, smaller control
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Table 3.4.: Summary of devices involved in hardware test bed.
Device Designation Function
Devices under
test

sat0, sat1, sat2, sat3
(as well as IP addresses)

Satellite nodes based on hardware
considered for in-orbit utilization.

Traffic generators acm0, acm1, ..., acm6
(as well as IP addresses)

Source and destination of IP/UDP
traffic. Enables packet analysis.

GW nodes gw1, gw2 Virtually connected to traffic
generators. In virtualization
cluster.

UT nodes ut0, ut1, ut2, ut3 Virtually connected to traffic
generators. In virtualization
cluster.

Ground-satellite
ESL emulator

em-gsl-0 Emulating link characteristics of
ESL from ground to satellite. In
virtualization cluster.

Satellite-ground
ESL emulator

em-usl-0 Emulating link characteristics of
ESL from satellite to ground. In
virtualization cluster.

ISL emulator em-isl-0 Emulating link characteristics of
ISLs. In virtualization cluster.

Demonstrator
control system

dcs-0 Control of virtualization cluster.

Monitoring
system

monitoring-0 Aggregator of metrics, readings.

Management
Laptop

mgmt-laptop Management of devices,
procedures.

plane packets. Overall, the resulting controller software conceptually reflects the capabilities
included in the simulator.

3.4.3. Functional Evaluation

Three tests are of particular interest, as they evaluate essential functionality for a real-world
application of the approach. While more tests were conducted within the demonstrator
framework, the results of these setups are the most informative for the evaluation of IDLB.
Firstly, the impact of the controller software on the considered hardware is quantified. Then,
handovers and the correctness of dynamic route adjustments are validated. Thirdly, the QoS-
based load-balancing capabilities of the protocol are evaluated. Table 3.5 summarizes the
functional tests and results.
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Figure 3.17.: Schematic of demonstrator. Test devices, representing the satellites, are con-
nected to core switch which connects to virtualization cluster.

Table 3.5.: Summary of functional evaluation of IDLB demonstrator.
Test Description Passed Result
Processing
limitations

Stress test controller: identify
maximum update frequency.

Correct behavior
until periods of
≤500ms.

Dynamic
handovers

Prepare handover: adapt routing
logic, send out timed table updates.

Correctly timed sig-
naling with event.

Adjust routes: new table entries have
to reflect correctly updated routes.

Correctly adjusted
routes to topology.

Limit packet drops: minimize
interruption due to handover.

No significant packet
drops observed.

QoS-based
load-
balancing

Identify bottleneck: saturating flow
induces congestion, triggering
flow-based routing changes.

Correctly identified
sudden link
saturation.

QoS-based route adjustment:
balance loads based on QoS class.

Correctly re-routed
low-priority flows.

Limit packet drops: minimize
interruption due to load-balancing.

No significant packet
drops observed.

Processing Limitations

A stress test was designed to evaluate the ability of the SDN controller to process information
and to respond accordingly. The goal was to identify the maximum control plane update
rate that the controller can handle. To this end, apparent topology changes, which result
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in a cluster-wide re-routing operations, were sent to the control unit with increasingly high
frequencies.

The test revealed that the software implementation of the controller, based on a single-
threaded Python library, represents the limiting factor. Due to the Global Interpreter Lock, a
safety mechanism in the Python interpreter, the controller runs on a single CPU thread. This
represents an inherent limitation of the controller framework, since the memory management
of Python is not thread-safe. Parallel path computations and update generations were thus
not feasible. Thus, the maximum observed load corresponded to a single thread being at
full capacity.

The test results showed that the controller was able to send out completely new flow in-
structions every 500ms before reaching 99% thread utilization. However, in the considered
scenarios, update periods for such adjustments are typically much longer, in the order of
seconds. Tests with logical cluster sizes of 12 and 48 satellites confirmed that the controller
can handle the required update frequencies without overloading.

In summary, the results indicate that the on-board SDN controller can achieve significantly
higher routing update frequencies than required for the test cases. Therefore, the controller
should not overload the processing capabilities of suitable satellites. If needed, the software
can be optimized with multi-threading functionality to ensure correct behavior in a real-
world system.

Dynamic Handovers

Further testing was conducted to evaluate the ability of the protocol to handle handover
events in an SCN. The setup is shown in 3.18, and is based on an ISL topology change. The
four DUTs are connected in a grid-like manner mirroring the connectivity of the considered
SCNs. A flow was established from acm1 to acm3.

Figure 3.18.: Test setup for dynamic handover: topology before (on the left) and after (on
the right) topology change. Satellite router 1 (sat1) and satellite router 3 (sat3)
change relative positions.
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After around 180 s, a handover occurs, changing the logical positions of sat1 and sat3.
By design, the controller was informed of the impending change in the virtual topology at
that moment. Due to this change in the internal routing topology, routes were adjusted
accordingly. The physical setup then changed 186 s after the start of the experiment. This
6 s offset was added to provide enough time to prepare the handover. No significant packet
losses were observed. Routes were adjusted according to the topology change: sat1 was
correctly identified as the node connected to acm3. Therefore, this test was passed, as the
routing logic was updated correctly for both ESL as well as ISL handover events.

QoS-based Load-balancing

To evaluate QoS-based load-balancing, a setup consisting of a high-priority and two low-
priority flows was tested. The core idea was to observe adaptive adjustments with multiple
simultaneous transmissions.

To this end, a high-priority saturating flow was generated, which followed a link used by
two low-priority flows. Load-balancing mechanisms should re-direct the best effort traffic
accordingly. The network topology is similar to the setup shown in Figure 3.18, but there
are two new traffic generators acm0 and acm4.

Figure 3.19.: Test setup for QoS-based load-balancing: initial flow state. Two low-priority
flows are routed through the network. Flow 1 from acm1 to acm3; flow 2 from
acm2 to acm4.

As shown in Figure 3.19, a flow from acm1 to acm3 was established. This flow is called flow 1.
In addition, there was a similar flow from acm2 to acm4, called flow 2. Figure 3.19 highlights
that both flows used the ISL between sat2 and sat3. Since a link load threshold of 40%
was used for this test, the utilization on this link did not trigger load-balancing.

After some time, a third flow was added as visualized in Figure 3.20. It was of high, delay-
critical priority, and therefore not subject to load‑balancing. Due to its significant demand
of approximately 98% of the link capacity, a bottleneck was created. While a short spike of
dropped packets was observed, the controller re-routed flows 2 and 3 as expected. Alternative
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paths were used avoiding the saturated link. Both low-priority flows now reach sat3 via the
link from sat1.

Figure 3.20.: Test setup for QoS-based load-balancing: adjusted routes after saturating flow.
Two low-priority flows were re-routed to avoid saturated link between sat2 and
sat3, which was then used by high-priority flow 3.

Figure 3.21 shows the observed loads received at sat2 and sat3 over time. On sat2 (left
plot), a constant influx of approximately 0.199Gbps on port gsl0 was measured, corres-
ponding to the incoming flow 2. Moreover, flow 1 of the same demand was received on port
isl1, corresponding to the expected path shown in Figure 3.19.

Figure 3.21.: Received load during QoS-based load-balancing test on sat2 and sat3. Device
under test sat2 (left plot) and sat3 (right plot) are shown.

At around 210 s, the saturating flow was observed on port usl0 of approximately 0.984Gbps.
Shortly after (time granularity of this plot is 1 s), traffic from flow 1 stopped as it had been
re-routed. On sat3 (right plot), corresponding changes occurred. Initially, the combined
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flows 1 and 2 were received on port isl2. Starting at 211 s, these low-priority flows were
received on isl1. Incoming flow 3 was observed on port isl2 as expected.

The test was passed, demonstrating the QoS-based load-balancing capacities in the hard-
ware test bed. Flows were adjusted correctly according to their QoS classes to avoid link
saturation. The controller was able to react to the emerging bottleneck in a timely man-
ner, highlighting this advantage of the in-space protocol design. These results demonstrate
the effectiveness of IDLB in ensuring reliable and efficient data transmission in satellite
networks.

3.5. Key Findings and Discussion

This discussion summarizes the key aspects and evaluations of the proposed load-balanced
distributed SDN-based routing protocol, designed to enhance the performance of autonomous
SCNs. The design of IDLB combines ideas from related routing approaches to achieve
attractive trade-offs.

Protocol Design

The proposed protocol adopts conceptually similar link‐state updates to those of IS-IS.
However, its architecture and design choices are tailored to meet the specific needs of dy-
namic SCNs. In addition, the hierarchical structure, comprising inter‐ and intra‐cluster
schemes, is reminiscent of the Border Gateway Protocol (BGP) and Interior Gateway Pro-
tocol (IGP) split. However, BGP incorporates a range of features which are not necessary
or adaptable for routing within satellite networks. Consequently, a protocol designed for
autonomous constellations needs to be streamlined to optimize performance in this specific
environment.

The distributed SDN paradigm is also generally more flexible and adaptable given its soft-
warization of routing logic and fine‐grained network control, enabling arbitrary flow alloca-
tions [76]. For SCNs evolving in size and alongside standards such as 6G, this flexibility is a
key enabler [15, 19]. Standard IP routing protocols are more difficult to override, and each
device needs to be upgraded. The comparatively lightweight IDLB protocol is tailored to
SCNs and designed to be adjustable to diverse routing policies and extensions.

Based on the characteristics of the reference scenario, the concrete design of the IDLB ar-
chitecture is derived. To this end, key design choices are outlined, such as the sizing and
arrangement of SDN clusters or geographical areas. Notably, crucial elements ensuring cor-
rect and stable functionality are clarified, namely the handover management and routing
table setup. In addition, a suitable multicast extension is presented which aligns with this
architecture. These descriptions provide an insight into implementation details, highlighting
the actual feasibility of the approach. Building on these design choices, dedicated rout-
ing schemes are proposed for efficient and QoS-compliant forwarding within and between
clusters.
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Routing Schemes

The initially investigated geographical and set-based source-routing approaches are char-
acterized by distinct advantages and disadvantages. While both schemes are viable for
real-world systems, they fall short in fully resolving the research problem at hand. Despite
the employment of basic load-balancing techniques, their designs limit overall effectiveness
and leave little room for improvement. Consequently, they are unable to reliably achieve
near-optimal performance which balances high system throughput with stringent QoS re-
quirements. Nevertheless, both approaches provide valuable insights and heuristic strategies
which influenced the design of IDLB.

In more detail, the specific characteristics of these methods are as follows. On the one hand,
the use of geographical addressing and forwarding offers significant reductions in signaling
overhead. But, the load-balancing capabilities of decentralized geographical routing are
limited. Still, a similar approach is viable on an inter-cluster level, where minimal signaling
is more significant. Set-based source-routing, on the other hand, introduces proactive traffic
distribution among viable paths in SCNs. As the grid ISL network of satellite constellations
results in multiple routes of similar characteristics, the effective increase in supported network
load by choosing from sets of paths is significant. For the reference scenario, a 73% higher
traffic volume can be supported compared to an SPF scheme. Similar concepts are thus used
in intra-domain routing for proactive congestion mitigation.

Accordingly, for intra-cluster routing in IDLB, a tailored dynamic best-of-k-paths algorithm
was proposed. This method makes use of proactive load distribution and can be configured
to reflect the requirements of the QoS classes. Given its low complexity, the scheme is
expected to be feasible for on-board processing. By configuring suitable cluster sizes, fast
routing convergence in response to handovers or failures is achieved. For inter-cluster routing,
geographical information is used to find suitable links between clusters. The proposed QoS-
based approach results in reduced signaling overhead, while avoiding potential bottlenecks
at the links between SDN domains.

Performance Analysis and Limitations

Using a system-level simulator, in-depth performance analyses of the proposed protocol were
provided. The QoS compliance of IDLB was investigated under increasing network loads
to evaluate its load-balancing capacities, which significantly outperformed a source-routing
benchmark.

The protocol was able to load-balance effectively, enabled by its low-complexity intra-cluster
routing scheme. The resulting link utilization of ISLs, shown in Figure 3.22, demonstrates
the effective use of available network resources (in particular compared to Figure 3.6). The
link loads are more balanced among the ISLs, while complying with QoS requirements.

Additionally, various design aspects were investigated in isolation to show their impact on
QoS compliance. Insights into the performance across different cluster sizes illustrate the
load-balancing potential within clusters. A comparison between per-flow and per-packet-
based routing highlighted the advantages of flow-based SDN decision-making. The benefits of
flow-specific inter-cluster choices over fixed link strategies were also quantified, showing that
load-aware routing is also necessary between domains. The performance of IDLB in SCN-
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Figure 3.22.: Observed link utilization of ISLs of a snapshot using IDLB with 24-node
clusters. Width of ISLs (magenta) scaled according to link utilization.

1440 demonstrated its capacity to scale to dense satellite networks, a critical requirement
for next-generation mega-constellations.

Impact of Reference System

The evaluations also provided insights into how the reference system impacts performance.
Some of the KPIs have been assessed in different scenarios directly, for others general trends
were observed. The most apparent impacts of reference system parameters are summarized
in Table 3.6.

Additional simulative evaluations can be considered for specific scenario parameters. The
impact of different reference constellations depends on their characteristics. In general,
simulations with other Walker constellations with comparable numbers of satellites provided
similar results. The effectiveness of considered protocol design is by no means limited to the
investigated scenarios.

Demonstration Results and Limitations

As relevant hardware was used in the test bed, TRL 5 was achieved. So, the demonstrated
suitability to on-board processing capabilities underlines the applicability for real-world satel-
lite systems. While the setup with four DUTs, which represent satellite nodes, is limited
in its scale, relevant tests were nevertheless possible. Three key tests were of particular
interest: quantifying processing limitations, validating dynamic handover adjustments, and
demonstrating QoS-based load-balancing. All tests were passed by the implemented pro-
tocol.

Notably, the test setups only investigated intra-cluster routing procedures. However, given
the general viability of the protocol in the test bed, inter-cluster capabilities should cause
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Table 3.6.: Overview of impact of reference system parameters on individual KPIs.
Reference
parameter

Impacted
KPIs

Observed
impact

Comments

Number of
satellites

Latency medium Primarily influenced by physical dis-
tances and chosen paths, but also by
multiple queuing delays.

Jitter low More frequent handover events, depend-
ing on handover mechanisms.

Packet drop-
ping rate

high Fewer drops due to more networking
resources: 64.5% more load supported
due to fewer drops in SCN-1440 for
same physical cluster dimensions (Sec-
tion 3.3.2).

Link utiliza-
tion

low – high Load-balancing approaches required to
make use of additional network capacity.

Number of
UTs

Latency low Limited variation if same distribution.
Packet drop-
ping rate

low Few UTs: more focused bottlenecks.

Link utiliza-
tion

low Few UTs: elevated near last-hop ISLs.

UT
distribution

Latency high Variations according to distribution, res-
ulting end-to-end paths.

Packet drop-
ping rate

high Uniform: 64.5% more load supported
due to fewer drops for load-agnostic
source-routing (Section 3.1.3).

Link utiliza-
tion

high Inherently more diverse paths, improved
link distribution.

no issues. While any application in real-world systems is expected to imply various changes,
the protocol is considered a valid baseline as shown by the demonstrations.

Further Considerations

Overall, the evaluation demonstrates the effectiveness and scalability of IDLB in supporting
QoS-compliant routing in satellite systems. While the presented analyses focus on the Walker
star reference constellations, the protocol design is also valid for different topologies. The
hierarchical design of the protocol is extensible to multi-orbit, multi-layer systems. Naturally,
the impact of cluster sizing and other design choices may vary depending on the architecture
and orbital layer. For other constellations, adjustments to handover policies and cluster
boundaries may be required to align the protocol. In order to seamlessly integrate multiple
constellation shells, the handling of inter-layer links and the corresponding inter-cluster
routing are of particular interest. Comparative studies of load-balancing strategies across
diverse systems would also further validate the versatility of the proposed solution. For
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SDN hierarchies, it is possible to establish primary SDN controllers on ground, with the in-
space controllers acting as secondary control units. In particular, in the context of 6G NTN
integration and future constellation designs, extended IDLB schemes are thus promising
options for autonomous next-generation satellite networks.

Looking at the reference scenarios at hand, significant performance improvements have been
achieved. Still, the proposed low-complexity intra-cluster routing algorithm does not expli-
citly maximize throughput. In order to find approximate solutions to the MCFP, a more
direct focus on how to optimize flow management within a cluster is required. While the im-
pact of inter-cluster routing on the overall throughput is also significant, most load-balancing
decision-making is handled by intra-cluster routing. Given the fine-grained routing and
switching capabilities enabled by SDN, more complex flow distributions and splits are pos-
sible. However, designing efficient and adaptive algorithms which are capable of establishing
near-optimal routing configurations is difficult. Formulating feasible LP and DP problems
requires extensive heuristics, as mentioned in Section 2.3.2 and in Section 3.2.1.

In order to avoid design choices relying on specific system characteristics, the application of
data-driven methods is proposed. Since SDN is a promising enabler of ML-enhanced traffic
engineering [87], IDLB represents a well-suited, extensible baseline for ML. Most notably,
since a network control problem is being investigated, DRL techniques are of particular
interest. So, in the following chapter, it is explored how DRL can be applied to enhance the
performance of intra-cluster routing of IDLB.
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4. Reinforcement Learning-based Traffic
Engineering

A promising extension to enhance the performance of the proposed distributed SDN-based
protocol is the application of DRL. Given the on-board limitations of satellites and the inher-
ent complexity of traffic engineering, such data-driven methods can be trained to maximize
throughput. So, in this chapter, suitable DRL-based routing approaches and extensions are
presented and evaluated. As the application of ML methods over conventional approaches is
advisable for system optimization only in the presence of model or algorithmic deficits [29],
the core use case of enhancing traffic engineering is identified first.

The considered principal policy is thus to apply ML techniques on specific routing problems
while leveraging existing well-suited models and algorithms. Therefore, instead of applying
a black-box solution to the research problem at hand, the viability of DRL is systematic-
ally derived from first principles. Based on this mathematical background, promising DRL
architectures suitable for the system requirements are investigated. This involves exploring
hop-based and path-based DRL approaches for flow allocation decisions.

For hop-based routing, DQNs for solving multi-objective functions for finding minimum
cost paths are investigated. To this end, two relevant architectures, a centralized one and
a fully‑decentralized one, are considered. Since correct paths without loops or deadlocks
are non‑trivial to find in a hop‑based context, corresponding adjustments are proposed.
Thus, constraint‑based centralized and decentralized multi‑agent DQN solutions are ana-
lyzed.

In addition, a path‑based approach which relies on the actor‑critic method is proposed. The
principal reasoning is to learn the underlying MCFP directly by providing a set of paths and
their characteristics. Consequently, the training of the model focuses solely on maximizing
throughput, without the need to learn how viable paths are formulated. The method is also
compared to various benchmark techniques.

The chapter concludes with a discussion of the investigated approaches, evaluating their vi-
ability for the problem at hand while highlighting drawbacks and limitations for the reference
scenario.

4.1. Machine Learning for Traffic Engineering Enhancements
When improving the performance of the distributed routing protocols discussed in Chapter 3,
the principal focus was the mitigation of packet drops by formulating effective and adapt-
ive load-balancing strategies (see Section 3.2.1). To optimize the traffic distribution, TE
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Figure 4.1.: Overview of classification of DRL algorithms investigated in this work. Policy-
based DRL methods grayed out, as they are not considered.

approaches are applied. This means that flows are actively steered to achieve routing con-
figurations enabling high throughput.

As described in Section 2.3, the underlying problem can be formulated as a dynamic MCFP.
However, solving the complete dynamic problem using Stochastic Dynamic Programming
(SDP) is computationally complex. When using snapshot-based approaches to solve quasi-
static MCFPs, the temporal dynamics of the problem must be considered. While computing
solutions in every time step or for every new flow is already complex, it is also difficult
to estimate the impact of routing decisions. Even with advanced hardware on-board the
satellites, approximate techniques have to be considered for real-world systems.

Given the ability to learn underlying traffic patterns to make suitable predictions, ML tech-
niques are of significant interest for traffic engineering. While ML solutions have proven
powerful in various domains, their real-world applicability can be debatable, in particular if
well-functioning rule-based solutions are available. As mentioned, the application of ML al-
gorithms is of interest only if there is an algorithmic or model deficit [29]. This is the
case in this context, as the underlying problem of finding the best routing configuration is
NP-hard [32]. Using ML, effective policies which adapt to the current and changing network
conditions can be learned. Since the approach is trained on network data directly, no direct
assumptions about traffic characteristics are made. There is no explicit model which has
to be formulated to represent the state evolution of the dynamic network and its resources.
Besides optimizing the routing configuration, the adaptability and robustness demonstrated
by ML-based schemes are also attractive given the scenario.

An overview of the hierarchical relationship between AI, ML, DL, and DRL is provided in
Figure 4.1 [28,127]. In general, ML involves training algorithms to learn from data, enabling
them to make predictions or decisions accordingly. A key component in learning complex
tasks is the application of DNNs, upon which DL is based [128]. Typically, DNNs rely on
Multilayer Perceptrons (MLPs) with multiple hidden layers or similar architectures [28]. An
in-depth derivation and formulation of the general deep learning framework is described in
Appendix C.
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In short, during training, the loss between ground truth (the known correct outcome) and es-
timation is propagated back through the neural network as a gradient to adjust its weights via
an optimization algorithm, such as stochastic gradient descent. This is called backpropaga-
tion (see Appendix C). An approximation of complex functions, even if no analytical formu-
lation is possible, can be achieved. Conceptually, the topology of DNNs enables the learning
of lower-dimensional manifold representations, that means geometric structures, capturing
complex, non-linear relationships in data, thereby effectively modeling patterns [31]. The
training process is terminated, either by achieving a sufficiently low loss value or by reaching
a predefined maximum number of training iterations (epochs).

If low loss has been achieved, it indicates that the model can appropriately approximate the
underlying function. For every input, an output is computed by passing through the adjusted
weights of the model. Such forward pass through the network, without backpropagation,
is called inference. Notably, research suggests that in high-dimensional spaces, models are
mostly performing some form of extrapolation during inference [33]. So, well-trained models
are generally considered to robustly handle inputs which were not part of the training data
set [129].

4.1.1. Viability for Satellite Constellation Networks
In order to provide context on the viability of DL approaches for SCNs, this section considers
their compliance with the requirements. First and foremost, the function approximation cap-
abilities are of interest in the context of the described NP-hard problem at hand. However,
ML-based solutions have to comply with the specific requirements posed by the satellite
network, such as on-board limitations and dynamic topology changes.

Training and Inference

The traffic engineering capacities are expected to be integrated on-board the satellites into
the IDLB architecture. Thus, feasible solutions must not add significant computational
complexity. For ML techniques, it is necessary to differentiate the complexity in time during
training and during execution. Ground‑based training is assumed to be feasible, and only
on‑board execution is considered. Consequently, the complexity of inference is more relevant
for this analysis. A forward pass through the network corresponds to an element-wise matrix
multiplication in each layer, with additional operations, e.g., activation functions. For a fully
connected network of I = |L| layers with N ι

n neurons for each layer ι, the complexity can be
formulated as:

T Cinference = O

(∑
ι∈L

N ι−1
n N ι

n

)
(4.1)

If all layers are of the same size with Nn neurons, the complexity in time is described
by:

T Cinference = O
(
|L|N2

n

)
(4.2)

Moreover, processing algorithms are typically applied which cause additional complexity.
The impact of these algorithms is provided when investigating the overall complexity of the
proposed methods.
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The training process requires significantly more computational resources and is expected to
be performed on ground. It consists of forward and backward passes through the network,
which is accounted for by a factor of two. Depending on the problem, thousands or even
millions of iterations (Nits) are required for a model to converge (see Section 4.3.3). For
Neps denoting the total number of epochs, and Nit, ep denoting the iterations per epoch, this
results in a complexity of:

T Ctraining = Nits (T Cinference + T Cbackward) = O

(
Neps ·Nit, ep · 2 ·

∑
ι∈L

N ι−1
n N ι

n

)
(4.3)

Given the described typical scaling of Nits, the processing power required in training is
significant. Therefore, to ensure viability for satellite systems, training on ground has to be
assumed. But, this raises the question of how trained models are distributed, and where
learning and control entities are placed.

Placement of Learning Entities

Relying on learning on ground implies periodic model updates if the problem is non-stationary.
Underlying trends in the traffic patterns may change over time. Thus, to maintain high ac-
curacy, regular updates can be necessary. To this end, an exchange of data and trained
models is necessary between the NTN and the training entities on ground, e.g. Network
Control Centers (NCCs). While this results in additional signaling overhead, the expected
time frame is in a non-critical domain. Trained models should remain sufficiently accurate
for extended periods on the order of days.

Inversely, the distribution of control entities using the models is also of interest. In the
context of IDLB, trained models are integrated into the software on the SDN controller.
However, architectures which provide each satellite node with an individual model are also
of interest. For this reason, both centralized and fully-decentralized setups, within an SDN
domain, are investigated. In this context, the intended DRL solutions are based on suitably
large models with feasible complexity.

Autonomous Network Control and Traffic Engineering

As illustrated by the results of IDLB (in Section 3.3), a proactive usage of the available net-
work resources is essential for efficient load-balancing. Consequently, optimal approaches
should be able to effectively predict and adapt to the real-world requirements. The emerging
traffic patterns and their dynamics are a key aspect of optimizing routing in the concrete ref-
erence scenarios. Consequently, ML techniques for traffic prediction are common approaches
to improve performance.

The key idea is to anticipate traffic patterns in order to enhance a rule-based routing al-
gorithm. To this end, a supervised learning approach is typically applied which directly
learns on a labeled data set representing real-world conditions. For sequential data, RNNs
or LSTMs approaches can be applied [90]. For graph-structured data, GNNs are of in-
terest [92].
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Figure 4.2.: Generic DRL-based architecture for routing in satellite networks. Depending on
approach, action is either next hop or route.

However, modeling and predicting broadband Internet traffic is challenging even for ML
approaches [89]. As there remains significant uncertainty in this context, even an efficient
solution may be discarded due to disputable assumptions. The performance of the approach
depends on the accuracy and size of the data set. Given that no high-fidelity data set of
traffic patterns for SCNs is available, training data has to be synthesized using simulative en-
vironments. Moreover, when solely relying on traffic prediction, algorithms which effectively
distribute flows accordingly are required. If links expected to be of high load are avoided
proactively, viable resources may be underused.

Therefore, a more holistic approach which incorporates expected future patterns into the
decision-making process is typically better suited for network control. Using reinforcement
learning, an agent adapts to unpredictable changes in traffic patterns, and learns from
experience [27]. Relying on historical data is advantageous, but not necessary – optimal
routing strategies are identified through self-learning and exploration [85, 87]. Depending
on the definition of the state and action spaces as well as the environment, different DRL
architectures are of interest. The generic DRL-based approach to routing in SCNs is shown
in Figure 4.2. The inputs of the DNN are shown: the relevant state information and reward.
The outputs are also illustrated, i.e., the actions corresponding to routing decisions.

The derivation for the optimization problem as well as promising candidate solutions are
discussed in the subsequent sections of this chapter. In Table 4.1, the considered approaches
are summarized. Why DRL is formally well-suited for the problem at hand is derived in
the following section. The mathematical framework is systematically derived to provide a
theoretical basis for the formulation of suitable environments, state spaces, action spaces,
and rewards required to enable efficient routing.

4.1.2. Derivation from First Principles
A fundamental aspect of the MCFP optimization problem is the fact that choices impact
subsequent choices. So, a modeling of state transitions is required for its description. Models
which are able to optimize the policy which influences state evolution are needed. Moreover,
the considered state space is typically large with hard to predict, stochastic traffic demands.
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Table 4.1.: Summary of investigated DRL approaches.
Actions Architecture DRL technique Core concept

Hop-based Centralized
controller
(Section 4.2.1)

Constrained
Deep Q-Network
(DQN)

Controller decides path on
hop-to-hop basis. Infers best
valid next hop until destination.

Fully-
decentralized
(Section 4.2.2)

Deep Q-Networks
(DQNs)

Each node decides best valid
next hop, using local information
in decision-making.

Path-based Centralized
controller
(Section 4.3.2)

Soft actor-critic
(SAC)

Controller distributes incoming
flows on sets of pre-computed
candidate paths.

The dynamic NTN characteristics pose additional constraints (see Section 2.1.5). The con-
sidered solutions have to provide distribution, adaptability, as well as resilience.

To capture state evolution, Markovian models are well-suited. However, Markov chain mod-
els are not applicable due to the overlap of sub-problems. A more general formulation, in the
form of an MDPs has to be used. Therefore, based on the principal requirement of capturing
the state evolution of the optimization problem, the MDP is formulated accordingly.

Markov Decision Processes

In general, an MDP can be formulated by its state, action, transition probability, and reward.
At first, the transition between states is examined. The transition probability from state s
to the following state s′ by taking action a and getting reward r is:

P (s′, r|s, a) = Pr(st = s′, rt = r|st−1 = s, at−1 = a) (4.4)

Using time step t, the transition from the previous state st−1 to the current state st occurs.
If all transition probabilities are known, an MDP can be solved: for every state, the action
yielding the best subsequent reward can be chosen. However, for most practical problems
this is not the case. In the context of routing for SCNs, the transition probabilities are not
known. To the network control unit, future incoming flows are unknown. Choosing the best
actions in terms of flow allocation corresponds to the problem described by the MCFP.

In this mathematical framework, the optimal solution provides the highest possible reward.
Thus, the principal goal of an agent is maximizing its cumulative gain, Rt, over time by
making effective subsequent decisions. The cumulative gain can be described by the expec-
ted reward of the next action, as well as the discounted expected rewards of subsequent
decisions. Since the estimation of subsequent rewards becomes increasingly difficult, the
farther the planning horizon is extended, a discount factor γ is employed to decrease the
impact exponentially. Hence, Rt can be formulated as follows:

Rt = rt+1 + γrt+2 + γ2rt+3 + · · · =
T∑
i=0

γirt+i+1 = rt+1 + γRt+1 (4.5)
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This formalization reflects the core difficulty of the MCFP: making decisions which do not
negatively impact later states. In each state, the long term effects are estimated in order to
approximate an ideal routing configuration.

Policy and Q-Functions

Based on the cumulative reward, which in our case is designed to represent the load-balancing
efficiency, it is possible to formulate policy and value functions. To evaluate a policy, i.e. a
mapping of states and actions, the gradient of the expected cumulative reward for a policy π
is examined. A step size for the gradient is used: the learning rate α. The resulting function
is called the policy gradient θ:

θ = α∇θEπ[Rt] = ∆α∇θJ (πθ) (4.6)

For the estimation of state-action pairs, the Q-function is used. It represents the expected
cumulative reward, given action a in state s. For the policy π, the Q-function is thus
described by:

Qπ(s, a) = Eπ

[
Rt

∣∣st = s, at = a
]
= Eπ

[ T∑
i=0

γirt+i+1

∣∣st = s, at = a
]

(4.7)

The Q-function directly relates to the state-value function Vπ(s). For a given policy, the
functions are interchangeable. The value of a state corresponds to the sum of Q-values for
all actions, which are weighted by the policy:∑

a

π
(
a
∣∣s) = 1⇒ Vπ(s) =

∑
a

π
(
a
∣∣s) ·Qπ

(
s, a
)

(4.8)

Similar to dynamic programming, a generalized policy iteration can be applied to these
functions for optimization. The optimization is driven by two interacting processes, namely
the approximation of the policy function, and the approximation of the value or action-value
function. Since Rt considers immediate and discounted future rewards, it is possible to
decompose the state-action function accordingly. Thus, the problem is split into simpler,
recursive sub-problems which enables easier computation. Using the Bellman equation [27],
the state-action function can thus be described by:

Qπ(s, a) =
∑
s′

P a
s,s′
(
r(s, a) + γVπ(s

′)
)
=
∑
s′

P a
s,s′
(
r(s, a) + γ

∑
a′

π(a′
∣∣s′) ·Qπ(s

′, a′)
)

(4.9)

This formalization is also applicable in the routing context. However, the transition prob-
abilities and rewards are unknown a priori for the considered routing problems. Recall the
value function for the MCFP in the context of an SDP formulation, with the immediate cost
function Ct for flow ft:

Vt(st) = min
ft

(Ct(st, ft) + Eωt [Vt+1(st+1)|st, ft]) (4.10)

Given the stochastic incoming traffic, described by ωt, estimating values of long-term effects
is difficult. Therefore, models must learn from underlying patterns in the data how to
evaluate states and actions. The exploration of the state-action space is required to make
informed decisions.
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Q-learning

To enable a value-based estimation from input data, Q-learning is the logical extension
of the provided formalization. In order to find the best solution, the optimal state-action
function Q∗ is considered. In general, this describes the maximum expected return over all
policies.

Q∗(s, a) = max
π

Qπ(s, a) (4.11)

Thus, the optimal value function, V ∗, for the optimal policy is described by:

V ∗(s) = max
a

Q∗(s, a) (4.12)

The Bellman equation of optimality defines the optimal Q-function as:

Q∗(s, a) =
∑
s′

P a
s,s′
(
r(s, a) + γmax

a′
Q∗(s′, a′)

)
(4.13)

Now, by calculating the temporal difference error [27], the update rule for Q-learning is de-
rived. The principal idea is to adjust Q-values using observed rewards, iteratively improving
the approximation. For a given moment in time t, the Q-value is computed and combined
with the expected best current reward and expected subsequent Q-value. As before, a
learning rate α is used to limit the step size for smoother convergence. The subtraction
of Q(st, at), so the current Q-value, removes the impact of the current estimate, allowing
us to update the Q-value based solely on the difference between the expected and observed
outcomes. This helps to prevent overestimation or underestimation of the true value. The
Q-learning update rule is thus:

Qnew(st, at)← Q(st, at) + α
(
rt + γmax

a′
Q(st+1, a

′)−Q(st, at)
)

(4.14)

Q-routing

Based on this Q-learning function, a corresponding approach for packet routing, called Q-
routing, can be derived directly [130, 131]. The approach follows a hop-by-hop decision-
making process, which focuses on the queuing delay lq and the propagation delay lp. On
each node, a link to a potential next node is considered. So, the next hop choice vn can be
interpreted as the action, while the current node vc represents the state. For node vc, there
is a set of neighbors Nc. With each hop, states and actions change: each hop can thus be
seen as a time step.

The core idea is to evaluate and estimate the viability of a potential next hop j, with regard
to the destination node vdst. So, on node i, the applicable queuing delay, lq(i, j), propaga-
tion delay, lp(i, j), and estimated remaining latency to the destination node, L(vdst, j), are
computed. The latter is an estimation based on Q-values of the subsequent neighbors vn of
potential next hop j [130]:

L(vdst, j) = min
vn∈Nj\i

Qj(vdst, vn) (4.15)

96



4.1. Machine Learning for Traffic Engineering Enhancements

Here, Nj describes the set of next hop neighbors for j. Since the packet comes from i, this
node is typically not considered; the set Nj \ i is assumed. The resulting update rule is
described by [130]:

Qnew
i (vdst, j)← Qi(vdst, j) + α

(
lq(i, j) + lp(i, j) + L(vdst, j)︸ ︷︷ ︸

new estimate

−Qi(vdst, j)︸ ︷︷ ︸
old estimate

)
(4.16)

Note that due to the hop-by-hop formulation, the next Q-values (as shown in Equation (4.14))
are not discounted, so γ = 1.

As finding a Q-function which appropriately represents the problem is difficult, these ap-
proaches are based on exhaustive exploration. Naturally, this is infeasible for large, high-
dimensional state spaces. However, by applying a DNN, it is possible to approximate Q-
tables effectively. So, the function approximation capacities of DNNs are specifically used
for the estimation of a large set of Q-values. The corresponding method of approximating
Q-values using DNNs is called DQN.

Deep Q-Networks

The previous formulation of Q-routing (4.14) is adapted to include the model parameters
θ of the DNN: Q(s, a; θ). To improve convergence and stability during training, DQNs
incorporate additional design aspects:

• Experience replay: improves sample efficiency and stability by storing experiences
(s, a, r, s′) in a replay buffer D. During training, an efficient sampling of mini-batches
is enabled [132].

• Target networks: by using a secondary DNN, θ, robustness against over-estimations
and noise is increased. The target network is periodically synchronized with the
primary network [133].

Stochastic gradient descent is used to train the DNNs (see Appendix C). The temporal
difference error in Equation (4.14) is multiplied by the gradient ∇θQ(st, at; θ) with respect
to the model parameters θ. The update rule for the parameters of the primary network
becomes:

θ ← θ − α∇θQ(st, at; θ)
(
rt + γmax

a′
Q(st+1, a

′; θ)−Q(st, at; θ)
)

(4.17)

With this update rule, the foundation for learning routing solutions using deep learning
is established. DNNs approximate a function representing state-action values, allowing the
model to be trained and an adequately accurate Q-function to be learned. Through training,
the model can thus be used to derive routing solutions from observed data. The complex
state transitions that make the MCFP challenging in SCNs are addressed by providing
estimates of their values through the learned Q-table. As a result, decisions can be made
directly based on these estimations, facilitating integrated routing decision-making.

In the following, DQN-based approaches are applied and evaluated for routing in SCNs.
Based on the mathematical framework, the challenge is to formulate suitable environments,
state spaces, action spaces, and rewards so that efficient routing is enabled. Overall, the
actual performance of ML-based routing approaches crucially depends on the chosen DRL
architecture.
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Implicit Assumptions

As a side note, there are various implicit assumptions in the intended derivation. Model‑free
methods, which do not use an explicit model of the environment, are the focus. Learning is
based on direct, raw experience gained by interacting with the environment. Therefore, they
are better suited for environments which are complex or poorly understood. Such approaches
typically require more data to learn efficiently [27].

Since the problem at hand is difficult to formalize, there is no available model which repres-
ents it in all its relevant aspects. As a correct modeling of NP-hard routing with a dynamic
network topology is considered overly complex, model-free techniques are applied.

Moreover, only off‑policy methods are considered in this section. This means the agent learns
from data which was collected when using a different policy than the one being currently
optimized. The main reason is sample-efficiency: off-policy methods approximate the Q-
function, which is used to determine the best action, even if the actions taken by the agent
do not follow the current policy. For routing in particular, this makes sense as learning from
previous decisions is valuable regardless of the applied policy. Historical data is used more
effectively, leading to better decision-making and adaptation in dynamic environments.

4.2. Deep Reinforcement Learning for Hop-based Routing
In this section, the viability of DRL‑based routing schemes for SCNs is investigated, fol-
lowing the hop‑by‑hop path‑finding strategy introduced by Q‑routing. To this end, a con-
strained‑centralized and a fully‑decentralized solution are presented.

In the context of maximizing throughput, models must learn the multi-objective optimization
problem of simultaneously discovering stable paths while balancing loads. Although adjust-
ments to improve model convergence are proposed, such as constrained action spaces, both
centralized and decentralized approaches have significant drawbacks. The key disadvantages
are scalability and robustness, which are highlighted in this section. Although hybrid meth-
ods offer a potential compromise, learning to approximate the MCFP directly is difficult for
hop-based methods. Based on these findings, alternative DRL formulations, such as path-
based approaches, are thus explored. So, this section provides a precursor to path-based
DRL-enabled routing, building upon the Q-routing framework derived earlier.

The presented research has been published in corresponding works [36,38].

4.2.1. Centralized Constrained Deep Q-Networks
When using a Centralized DRL (CDRL)-based approach, solely shaping the reward function
does not guarantee correct pathfinding and optimized load-balancing. In fact, the latter
objective may introduce instability: depending on the formulation of rewards, an incentive
to avoid overloaded links may result in a routing loop. To mitigate these issues, it is possible
to alter the action space by masking unsafe actions during the action selection. Hence, the
viable action space is constrained based on routing-specific insights. Only unsafe actions are
filtered, and no changes to the Q-update step are made.
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Figure 4.3.: Diagram of centralized constrained DQN architecture with satellite network en-
vironment. Action set constrained to correct routing paths.

To expand on these concepts, a constrained CDRL approach is proposed, called C-DQN,
which adapts action and state spaces accordingly. As constraints are independent of the
scaling of the immediate reward function, a safe policy is learned.

Centralized Architecture

A general centralized DQN architecture is illustrated in Figure 4.3. The approach relies on
two DNNs, the training or online network represented by its parameters θc, which is used
for action selection, and the target network represented by θ̄c, which is used to compute
stable target values for training. The online network is trained by minimizing the MSE
between its predictions yprediction and the target values ytarget generated using the target
network. To maintain training stability, the parameters of the target network are periodically
updated by copying or slowly tracking the parameters of the online network. This dual-
network approach helps mitigate the moving target problem in Q-learning and improves
convergence [133].

State: The state space S is based on the number of active satellite nodes V operating in
the considered mesh topology. A rectangular cluster corresponding to the IDLB design is
assumed. The connectivity between satellite nodes can be described by an adjacency matrix
A. The link utilization is represented similarly by a utilization matrix U. Thus, on an
individual hop i, the state may consist of the node information, the destination, vdst, the
relevant adjacency A[i], and the relevant utilization U[i]. So, a potential state si ∈ S can
be formulated as:

si = (i, vdst,A[i],U[i]) (4.18)

In order to constrain the potential next hops to avoid loops, rule-based pathfinding al-
gorithms can be used. Using the k-shortest paths and k-simple path algorithms in the mesh
network between source node, vsrc, and destination node, vdst, a set of valid, safe paths is
computed. The set of safe states that operate when actions are chosen within a constrained
action space is:

Scon = {a ∈ Acon|(st, a)} (4.19)

Action: In an SCN topology, the connectivity to neighboring satellites changes dynamically,
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which is difficult to reflect in an action space. The output layer of the DNN is generally static,
so action spaces of variable lengths are hard to represent correctly. Therefore, a generic, finite
action space for each satellite node corresponding to the directions of its four ISLs is used.
As each satellite possesses four ISLs at maximum, the action space consists of four possible
actions. In accordance with the ISL setup of the reference scenario the following directions
are assumed: North, East, South, and West. So, for hop-based approaches in general, the
action set corresponds to these potential directional ISLs:

A = {aNorth, aEast, aSouth, aWest} (4.20)

When a certain directional link is not present or is not active, its value is set to zero. Given
that a constrained approach is used, the representation of infeasible options does not cause
issues. The selection of such actions is mitigated a priori. The set of safe actions Asafe for a
given state st can thus be described by:

Asafe(st) = {a ∈ Acon(st) | a ∈ p with p ∈ Psafe} (4.21)

Here Psafe corresponds to the set of all safe routing paths for the given source and destination.
As mentioned, it is possible to focus on k-shortest or k-simple paths. In both categories,
C-DQN ensures sufficient exploration of the nodes in the mesh topology while focusing on
valid paths.

Reward: The design of the reward function rt is a crucial aspect in learning suitable policies.
For C-DQN, it is formulated by considering the factors that lead to selection of an action
at each hop [95]. The local reward function can be formulated according to a desired link
utilization threshold, uth, as follows:

rt(at|st) =


Ξ shortest path with max(i,j)∈p u(i, j) < uth

Ξ− ξ1 simple path with max(i,j)∈p u(i, j) < uth

Ξ−
∑

(i,j)∈p ξ2 exceeding threshold with uth ≤ u(i, j) ∀(i, j) ∈ p

0 any other case

(4.22)

Here, Ξ denotes the highest reward which is received when a shortest path has been found
without exceeding the link utilization threshold uth. The formulation of a suitable simple
path, which complies with the utilization constraint, results in a lower reward decreased by
ξ1. The value of ξ2 can also be scaled by the increase in distance compared to the shortest
path. In addition, if the utilization threshold is exceeded on individual links, the reward is
reduced accordingly by ξ2.

Complexity in Time

As described, inference is the focus of the complexity evaluation. For this constrained DQN-
based approach, the previously described complexity in time, in Equation (4.1), is applicable
on every hop. However, for each incoming flow, if constraints are computed, the complexity
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of the k-shortest-paths algorithm has to be considered as well. For |E| edges, and |Vc| nodes
within the assumed sub-network, this results in:

T Cconstraints = O(|E|+ |Vc| log |Vc|+ k) (4.23)

Overall, for |F | incoming flows, this results in a complexity of:

T CC-DQN = O

(
|F | ·

(
|E|+ |Vc| log |Vc|+ k +Nhops

∑
ι∈L

N ι−1
n N ι

n

))
(4.24)

The resulting complexity in time is comparable to the dynamic best-of-k algorithm. Moreover,
given the shape of the reward, an improved proactive load-balancing capabilities are not
expected. Similar to a rule-based multi-cost pathfinding algorithm, rewards are provided
according to threshold criteria. Traffic is allocated based on the current network state,
foresight in decision-making is not a direct objective of the optimization.

Overall, the presented C-DQN architecture is capable of computing safe routing paths by
ensuring adequate node exploration and dynamic load-balancing in changing connectivity
conditions [38]. The ability of this algorithm to explore safe states and actions renders it more
stable in comparison to the conventional DQN based approach. However, the cost of this
path stability is a significant increase in complexity. In addition, the agent passes multiple
times through the network to find a single path: every hop represents a new state. To reduce
this complexity, the decision-making can also be distributed among the networking devices.
In such a fully-decentralized scheme, each satellite only focuses on its own forwarding, the
resulting state space is much smaller.

4.2.2. Fully-Decentralized Multi-Agent Deep Q-Networks
The idea of Fully-Distributed Multi-Agent DRL (FD-MADRL) is that each satellite acts as
an individual agent and makes decisions based on its local observations. However, a careful
design and reward shaping are required to avoid loops and to find coherent paths. Learning
coordinated behaviors can pose a challenge due to the complex interactions which can arise
from the policies of individual agents.

Thus, the problem at hand is best described by a Decentralized Partially Observable MDP
(Dec-POMDP). The state space is not only partially observable, the local observations also
differ between agents. As each agent acts independently, the scheme is well-suited to dynamic
environments as changes and disruptions can be handled locally. However, it can be difficult
to converge towards effective routing policies, as the emergent behavior is only optimized
indirectly. The end-to-end coherence and stability become questionable, the agents have to
learn the behavior of other agents as well. Complex and unexpected interactions between
agents can emerge.

Decentralized DQN Architecture

While CDRL is based on a singular agent, in FD-MADRL, each satellite is assumed to
act as an independent agent with its own model and only partial knowledge of the envir-

101



4. Reinforcement Learning-based Traffic Engineering

onment. However, the formulation of the DQN architecture is similar to the centralized
approach.

It is assumed that, for FD-MADRL, information about the adjacent link loads U[i], the
previous hop vpre, and the destination vdst, are of relevance. Since the complete state is
no longer considered and individual observations are used instead, an observation of node i,
denoted by oi, is defined:

oi = (vdst, vpre,U[i]) (4.25)

The action space encompasses the available ISLs, so the potential next hops. While the
action space can be specific for each node, an identical one can be assumed for the reference
scenario:

A = {aNorth, aEast, aSouth, aWest} (4.26)

Reward Shaping

Defining suitable rewards is imperative to enforce the intended optimization behavior, in
particular for Multi-Agent DRL (MADRL). Composite rewards can be formulated, which
split feedback into global and more immediate local rewards [103]. At time step t, the global
reward of an agent can capture relevant end-to-end characteristics. Specifically, the flow-
specific latency Lt, the aggregated link utilization Ut, and the resulting packet dropping rate
Dt can be considered. Each metric is weighted by a factor, denoted as w1, w2, and w3.
However, this reward is only received after a significant time lag, denoted by T , due to the
multi-hop propagation delays. The global reward, rg, can thus be represented as:

rgt+T = w1Ut − w2Lt − w3Dt (4.27)

The local reward represents immediate feedback consisting of directly observable metrics
in the scope of a node and its neighborhood. Thus, it is assumed to be received in the
subsequent time step t + 1. In this context, local link thresholds uth,t, local delays lt, and
packet losses dt due to saturated links can be considered. As before, these metrics are
weighted by factors, denoted as w4, w5, and w6. The local reward, rl, can thus be described
by:

rlt+1 = w4uth,t − w5lt − w6dt (4.28)

The effectiveness of local rewards is examined in detail. For fully-decentralized designs,
composite rewards are typically not considered [91,95]. The limited scope makes it difficult
to evaluate the impact of individual actions of independent agents. Instead of using local
delays, the estimated decrease in distance toward the destination is employed. The resulting
path reduction is denoted by ξ1. Most importantly, to form coherent paths, loops have to be
punished, but only at the nodes which are actually causing them. In this case a punishment
−Ξ1 is received, which should be at least a magnitude higher than ξ1. Including a similarly
large reward, so +Ξ1, for a successful path, which improved training performance - even
though it was not propagated to all nodes along the path.

To incentivize decentralized load-balancing, a threshold-based approach proved effective.
The utilized values of ξ2 are in the domain of ξ1 for balanced paths. Depending on which
policy is more desired, the values for ξ2 and ξ3 can be varied. −Ξ2 punishes the usage of
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Figure 4.4.: Abstracted sub-network representation: satellites (green) with ISLs (green-
dotted), and link load (color according to load level).

saturated links, which results in packet drops. In order to strongly discourage this behavior,
−Ξ2 is in the domain of −Ξ1. The resulting local reward considered for FD-MADRL is thus
the sum of:

rlt+1 =



+Ξ1, if goal reached
+ξ1, if overall path reduction
−ξ1, if overall path extension
−Ξ1, if path not reduced & loop detected
+ξ2, if link load < 0.4

−ξ2, if 0.4 < link load ≤ 0.8

−ξ3, if link load > 0.8

−Ξ2, if link saturated

(4.29)

Robustness Evaluation

In order to consolidate the expected shortcomings of FD-MADRL approaches, the perform-
ance and resilience is analyzed in a simplified model network.

To evaluate the considered approaches, a specifically designed environment was created using
the gymnasium library [134]. The DQN functionality was implemented using Keras [135] and
Tensorflow [136]. For the comparisons clusters of 12 and 24 satellites are used with varied
link loads. The larger cluster, with an assumed initial link utilization, is shown in Figure 4.4.
While the loads are set randomly, they comply with the observed link characteristics of the
considered traffic scenario. For this performance comparison, the latency on a per-hop basis,
i.e., the hop count, as well as the link loads are measured.
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Figure 4.5.: Smoothed rewards over training for different DQN-based approaches in static
scenarios, highlighting differences in convergence.

Performance Evaluation: Static Pathfinding

Firstly, a static case is investigated. The goal is to find paths with suitable latency and link
load characteristics, as described by the rewards. To this end, the total rewards received
during training in each episode are compared for the 12-node and 24-node clusters to gain
insights into scalability. As shown in Figure 4.5, more than twice as many episodes are
required to achieve maximum rewards consistently.

When analyzing the results, it is observed that sub‑optimal decisions are often made in the
last hop. For instance, in the 24-node cluster shown in Figure 4.4, to reach node 23 from
node 4, going up to node 8 was learned, as the adjacent link has a lower load. However,
this can result in a route going over node 22 which then takes the almost-saturated link to
node 23. As assumed, the limited scope of individual nodes can result in costly end-to-end
decisions.

The performance of the approach in comparison to a dynamic SPF scheme using a dynamic
multi-cost approach based on Dijkstra’s algorithm [59] is shown in Figure 4.6. The rule-based
method corresponds to the presented dynamic best-of-k-paths algorithm for intra-cluster
routing (Section 3.2.1). Links with high utilization, 80%, are actively avoided. The results
show that the current reward design achieves short paths: for most routes FD-MADRL
requires fewer hops. However, the approach tends to saturate links. While this static example
may not reveal significant issues, it is crucial to consider potential consequences in dynamic
scenarios where a lack of foresight can result in decreased overall system performance.

Performance Evaluation: State Evolution - Dynamic Link Loads

By reflecting the impact of previous decisions in the link loads, differences in training can
be observed, as shown in Figure 4.7. The idea is to test the robustness of the approach
by evolving the state space according to previously made decisions. This corresponds more
to an actual SCN scenario, where routing decisions impact future states and link loads
change dynamically. Thus, in principle, subsequent constellation snapshots are studied.
Consequently, the network is modified to reflect the previous action trajectory, with an
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Figure 4.6.: Comparison of FD-MADRL (in green) and a rule-based multi-cost approach
(in red) in terms of latency (number of hops, on the x-axis) and the resulting
maximum link load on the chosen path (y-axis).

Figure 4.7.: Smoothed rewards over training for FD-MADRL with dynamic, mutable link
loads.

extra 20% utilization applied to every link used in the prior episode. These additional loads
are only episode-specific, to avoid saturation on all links.

In comparison to Figure 4.5, the achieved rewards are lower and less stable in the given
training setup. While this can be explained by higher link loads resulting in more negative
rewards, the current setup is also not able to robustly respond to the more varied state space.
While a high performance can be achieved for the 12-node cluster nonetheless, the results
are unstable for the 24-node cluster. In this larger network, more scenarios can arise which
lead to significant negative rewards: either by selecting saturated links or by inadvertently
introducing loops. Moreover, learning to proactively avoid potential bottlenecks is difficult
with fully-decentralized agents. These results highlight the necessity for adjustments such as
information exchange between nodes, or schemes specifically designed to enable cooperation
between agents.
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4.2.3. Limitations and Further Perspectives

While the presented hop-based approaches converge, and are capable of handling intra-
cluster routing, their potential to maximize throughput is limited. Core aspects, namely
stability, robustness, and scalability pose problems in the reference scenario.

FD-MADRL is capable of approximating multi-objective routing, in terms of hop count and
load-balancing. However, with increasing cluster size and state complexity, finding suitable
solutions becomes more challenging. The limited scope of each agent negatively impacts
the end-to-end routes, in both static and dynamic scenarios. Moreover, with increasingly
complex policies, the agents have to learn the behavior of other agents, which is counter-
productive for scalability. C-DQN provides a larger scope and is able to improve stability
by leveraging rule-based pathfinding algorithms. Nevertheless, its hop-based design and
the resulting complexity in time limit its viability. Varied QoS requirements and network
dynamics will also require more complex state representations and reward structures.

To balance these concepts, a hybrid approach based on Centralized Learning - Decentralized
Control (CL-DC) can be considered. Such a scheme can improve coherence and end-to-end
performance while maintaining the flexibility, robustness, and scalability of FD-MADRL.
In this setup, a central controller provides guidance, while decisions are made locally by
the agents. Local actions and rewards are forwarded to the central entity for learning. The
centralized guidance improves stability by facilitating coordination between agents. Based on
local conditions and constraints, the decentralized agents can make informed local decisions.
However, to enable such an interaction and to overcome the presented limitations of the
DQN methods, alternative techniques must be considered.

In this context, actor-critic methods are particularly promising, as they combine the value-
based approximation with direct policy learning. Unlike pure Q-learning approaches, which
require consistent state-action representations during both training and execution, actor-
critic architectures can separate the information needed for training (used by the critic) from
the information required during execution (used by the actor). This separation enhances
robustness in dynamic environments where complete information may not always be available
at execution time [137].

Actor-Critic Methods

Actor-critic approaches combine policy gradient methods, utilized by an actor, with value
function approximation, i.e., Q-learning, by a critic. They consist of two main components:
an actor (or policy) π(a|s; θa), parameterized by θa, which maps states to actions, and
a critic, represented by the state-action value function Q(s, a;ϕc) (or the value function),
parameterized by ϕc, which estimates the expected return or value of taking an action in a
given state. In contrast to pure Q-learning methods which derive policies from state-action
values, actor-critic methods explicitly learn a policy via the actor while the critic provides
value estimates to guide this learning.

The actor’s goal is to learn an optimal policy that maximizes the cumulative reward over
time. To achieve this, the actor updates its parameters using the policy gradient theorem,
which provides an expression for the gradient of the objective function J(πθa) with respect
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to the policy parameters θa:

∇θaJ(πθa) = Eπ

[
∇θa log π(a|s; θa)Qπ(s, a)

]
(4.30)

Here, the expectation is taken with respect to the policy π, and Qπ(s, a) represents the true
state-action value function under the current policy. Accordingly, the role of the critic is to
provide an estimate of this value function, which can then be used as a baseline for updating
the actor. The update rule for the parameters θa is directly derived from the policy gradient
theorem:

θ ← θ + α∇θJ(πθ) (4.31)

The critic typically learns by minimizing the Mean Squared Error (MSE) between its estimate
Q(s, a;ϕc) and the true value of taking action a in state s. This can be represented as:

ℓ(ϕc) = (r + γQ(s′, a′;ϕc)−Q(s, a;ϕc))
2 (4.32)

The combination of these two components allows the actor-critic algorithm to learn effective
policies in complex environments while avoiding some of the challenges associated with pure
policy-based or value-based methods. For DRL-enabled traffic engineering, this facilitates
a more direct approximation of the MCFP. The learning focus can be shifted from finding
suitable paths to identifying optimal routing policies. However, to isolate the problem,
path-based decision-making is necessary.

4.3. Deep Reinforcement Learning for Path-based Routing
In this section, a path-based routing approach using Soft Actor Critic (SAC) is investigated
and evaluated. Building on the presented centralized DQN architecture, a similar setup
is considered with a central agent distributing incoming flows while trying to approximate
solutions to the MCFP.

In order to avoid varying action spaces, sets of candidate paths of fixed size are considered.
Moreover, flows are assumed to be splittable across multiple paths. Consequently, a flow
may be distributed across several paths, and not always on a single one. Additionally, to
represent flow fractions, a continuous action space may be required, instead of a discrete
one. It is conceptually similar to a probability simplex.

To enable this design, a SAC-based architecture is proposed. The particular viability of this
actor-critic method is formally described, and a formal link to the MCFP is established. For
the design, various sets of candidate paths and state‑representation schemes are considered.
During the evaluation, two principal questions are examined:

• MCFP approximation: can a trained model approximate an optimal flow distribution?

• Universal validity: can a trained model outperform rule-based approaches in scenarios
with random sets of incoming flows?

Accordingly, two separate scenarios are investigated: training with a static flow set and
training with random flow sets. The approach is compared with various state-of-the-art
schemes and a benchmark solution.
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The research presented in this section has been published in a corresponding publica-
tion [37].

4.3.1. Soft Actor-Critic Framework
To handle the intended path-based action space and stochastic policies, a SAC architec-
ture [138,139] is proposed. SAC is an off-policy actor-critic algorithm which maximizes the
expected return while also maximizing entropy to encourage exploration. A stochastic policy
is learned, as well as value functions, and a temperature parameter to balance exploration
and exploitation. This encouragement of exploration aims to avoid premature convergence
to sub-optimal policies, which is a concern in the given scenario.

It consists of an actor (policy) network, parameterized by θa, and two critic (Q-value) net-
works, parameterized by ϕQ1, and ϕQ2. While the original SAC formulation [138] applied a
V-critic network ϕV , the utilized implementation relies on the now more commonly used twin
Q-critic approach [140]. This method can help reduce overestimation of Q-values, improving
stability.

The temperature parameter αH adjusts the weight of the entropy term. It thus controls the
trade-off between reward maximization (exploitation) and entropy maximization (explora-
tion). When the policy entropy is below the target, αH increases to encourage exploration.
Inversely, it can also decrease when entropy is too high. H̄ denotes the target entropy,
which is set to −|A|, so the negative cardinality of the action space. The value is tuned
automatically using the following objective:

J (αH) = Ea∼πθa (·|s)
[
−αH log πθa(a|s)− αHH̄

]
(4.33)

The objective functions JQ1(ϕQ1) and JQ2(ϕQ2) for updating the soft Q-function parameters
correspond to the minimization of the soft Bellman residual. So, they are a measure of the
difference between the current estimate of the action-value function and its updated value
based on the Bellman equation:

JQ1(ϕQ1) = E
(st,at,rt,st+1)∼D

[
1

2

(
Q(st, at;ϕQ1)− Q̂(st, at;ϕQ1)

)2]
(4.34)

JQ2(ϕQ2) = E
(st,at,rt,st+1)∼D

[
1

2

(
Q(st, at;ϕQ2)− Q̂(st, at;ϕQ2)

)2]
(4.35)

Here, D denotes the replay buffer. Lastly, the actor is updated to maximize the expected
reward plus the entropy term. The objective of the actor network is to encourage the policy to
take actions with high Q-values while maintaining diversity for exploration through entropy
maximization:

Jπ(θa) = E
(st,at,rt,st+1)∼D

[
Eat∼πθa (·|s)[

min(Q(st, at;ϕQ1), Q(st, at;ϕQ2))− αH log π(at|st; θa)
]] (4.36)
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These objective functions highlight the self-regulating design of SAC, in terms of its exploration-
exploitation trade-off. This balancing of a primary objective, i.e., reward maximization,
with a regularization term which promotes diversity represents a formal relationship with
the MCFP.

Relationship to Multi-Commodity Flow Problem

Based on the presented objective functions, a formal relationship between the MCFP and the
SAC framework can be established. This connection demonstrates the theoretical viability of
SAC for the optimization problem at hand. While the suitability of DRL-based approaches
for routing has been derived, this framework shares additional properties with throughput
maximization under constraints.

The distinguishing feature of SAC is its entropy regularization term. It prevents the policy
from becoming deterministic too quickly and encourages exploration of the state space.
A similar approach can be applied in the MCFP to promote flow diversity by adding a
regularization term.

In the context of throughput maximization in the MCFP, the objective function can be
formulated as:

JMCFP(f
k) = max

∑
k∈K

∑
(i,j)∈E

fk(i, j) (4.37)

The described capacity and flow conservation constraints apply (see Section 2.3). Using
entropy regularization, a formal connection is visible. To control the importance of flow
diversity, αR is introduced, and the flow-specific entropy term H(f) is defined as:

H(f) = −
∑
k∈K

∑
(i,j)∈E

fk(i, j) log fk(i, j) (4.38)

Accordingly, the regularized MCFP objective function becomes:

JMCFP(f
k) = max

∑
k∈K

∑
(i,j)∈E

fk(i, j)− αRH(f) (4.39)

This formulation shares structural similarity with the SAC objective of the actor network,
provided in Equation (4.36). In both cases, the primary objective, throughput or expec-
ted reward, is balanced with an entropy term that promotes diversity in solutions. The
temperature parameter αH in SAC serves a similar role to αR in the regularized MCFP,
controlling the trade-off between the primary objective and solution diversity. The latter is
an important aspect of proactive load-balancing.

Overall, this formal relationship indicates that SAC has the potential to adequately ap-
proximate solutions to the MCFP. The automatic tuning of the exploration-exploitation
trade-off is considered a significant advantage, as converging towards promising policies is
non-trivial.
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Figure 4.8.: Diagram of proposed path-based routing architecture. A centralized agent using
a soft actor-critic framework interacts with the satellite network environment.

4.3.2. Path-based Architecture
Instead of learning path‑finding, existing path‑selection algorithms are leveraged to generate
sets of candidate paths. The core assumption of this approach is that an optimal solution can
be approximated by splitting incoming flows on these candidate paths. In principle, the idea
is to learn underlying traffic characteristics which enables the anticipation of bottlenecks.
Consequently, higher network loads can be supported thanks to informed decision-making.
The components of the SAC framework and their interaction are summarized in the diagram
shown in Figure 4.8.

Environment

As before, the environment corresponds to an IDLB cluster, a grid sub-network. At each step
t, an incoming flow request must be routed through the network. This request is represented
by a tuple consisting of a source node, target node, and demand, denoted as (vsrc, vdst, dt),
respectively. Using efficient path-finding algorithms, a set of k candidate paths from source
node vsrc to target node vdst is pre-generated. The source and target node of flows are
sampled from a fixed heat map, which is illustrated in Figure 4.9. The demand of a flow
is sampled from a uniform distribution. Link utilization is updated according to the flow
allocations.

Action Space

The task of the agent is to split the incoming flow request among the pre-generated can-
didate paths. Thus, the action space is defined as a vector of length k over R≥0, where k
corresponds to the number of candidate paths pre-generated for the current flow request.
To ensure the action represents valid fractions of the flow, the agent’s chosen action vector
is normalized such that its entries sum to one. This normalization ensures that the flow is
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divided proportionally among the set of candidate paths, Pcandidates, based on the output of
the agent. The action space is thus:

A = Pcandidates with |Pcandidates| = k (4.40)

For example, if |A| = 4 and the agent outputs an action vector at = [3.0, 1.0, 2.0, 4.0], it is
normalized to a′t = [0.3, 0.1, 0.2, 0.4]. This means that 30% of the flow is allocated to the
first path, 10% to the second, 20% to the third, and 40% to the fourth. This approach
guarantees that the full flow is distributed among the candidate paths in proportion to the
agent’s decisions.

Set of Candidate Paths

In order for the agent to learn effective policies, it is important that the action space and its
impact in terms of reward are varied. Since the key assumption of approximating optimal
flow distribution relies on this set, its design is critical. Naturally, the set should include less
congested paths to offer viable options. However, the paths should only minimally overlap,
so that the effects of choices are distinguishable. The investigated three sets of candidate
paths are listed in Table 4.2. As indicated, training with different sets resulted in varied
behaviors.

To approximate the least congested path, the min-max problem is transformed into a
min-sum problem. For each edge (i, j) ∈ E with utilization u(i, j), an auxiliary weight
w(i, j) = exp(u(i, j)) is introduced. This transformation is inspired by the Jacobian logar-
ithm approximation, where

log(exp(a) + exp(b)) =max(a, b) + log(1 + exp (−|a− b|)) (4.41)
≈max(a, b). (4.42)

To find the path p ⊂ E that minimizes the sum of these auxiliary weights∑
(i,j)∈p

w(i, j) =
∑

(i,j)∈p

exp(u(i, j)),

Dijkstra’s algorithm [59] is used. The logarithm of this sum

log(
∑

(i,j)∈p

exp(u(i, j))) ≈ max
(i,j)∈p

u(i, j),

minimizes the sum of exponentials. Thus, it provides an effective approximation for minim-
izing the maximum edge utilization along the path. Therefore, this approximation is used
as a link weight for a baseline method called ”least-congested-first”. It is also used in the
computation of candidate paths for the proposed DRL approach.

State Space

To enable coherence with the action space, the observation space of the agent has to include
the path of the considered candidate routes, which are the actions. Thus, the agent can map
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Table 4.2.: Considered sets of candidate paths. The overlap indicates the proportion of nodes
a path can share with other paths.

Name Set (a) Set (b) Set (c)
Path 1 shortest path in hops least-weight∗ least-weight∗

Path 2 no edge with path 1 50% overlap 70% overlap
Path 3 least-weight∗ 50% overlap 70% overlap
Path 4 2nd least-weight∗ 50% overlap 70% overlap
∗: weight on hop is w(i, j) = exp(u(i, j))

topological characteristics to actions. Since the path size is variable with a maximum viable
path length, this information has to be embedded.

One-Hot Encoding: A simple approach is to consider edge-based one-hot encoding to
represent paths. In addition, path characteristics are included in the observation. Namely,
the maximum, average, and variance of the current link utilization on the path. Moreover,
the demand of the flow as well as the current link utilization matrix are embedded. The
state space vector consists of real-valued elements, and its length, denoted by |s1|, is given
by

|s1| = k · (|E|+ 3) + 1 + |E|, (4.43)

where k is the number of candidate paths, and |E| is the number of edges in the network
graph. The three comes from the three path characteristics and the one is for the current
demand.

Histogram State Space: An alternative state space represents the system using a histo-
gram of the current edge utilization, k histograms for the utilization of the candidate paths,
and the demand. The length of this state representation, denoted by |s2|, is given by:

|s2| = (k + 1) · |nhist|+ 1 (4.44)

Here, |nhist| is the length of the histogram vector. Each histogram captures the relative
appearance of utilization values on the edges, represented as a list of values between zero
and one, where the entries sum to one. Importantly, the length of s2 is independent of the
number of edges in the graph, making it more scalable to different graph sizes. The value of
|nhist| depends on the number of bins Nbins used for discretizing utilization values. A larger
number of bins provides a finer-grained representation but increases the size of nhist and,
consequently, s2. This histogram-based state space is compared with the one-hot encoding
state space under different scenarios.

Reward

The rewards are shaped according to the intended characteristics of the MCFP. Correctly
allocated flows are rewarded, while the saturation of links is punished. The highest new link
utilization introduced by the flow allocation is also included. The reward function at time
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step t+ 1 is defined as

rt+1 =− ξ1
k∑

v=1

∑
(i,j)∈p(v)t

(
1 +

u(i, j)

c(i, j)

)
· 1[u(i, j) > c(i, j)] (4.45)

+ ξ2
(
1 − max
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(v)
t

u(i, j)
)
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(v)
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where

• p
(1)
t , p

(2)
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(k)
t are the k candidate paths at time step t, and each p

(·)
t is a set of

edges.

• at = (a
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≥0 is the action of the agent at time step t, with a(·)t being
the fraction of demand dt allocated to path p(·)t , satisfying

∑k
v=1 a

(v)
t = 1.

• 1[·] is the indicator function, which equals 1 if the condition in the argument is true
and 0 otherwise.

• ξ1, ξ2, and ξ3 are positive weight factors to balance the components of the reward.

The term in Equation (4.45) penalizes paths with edges whose utilization exceeds capacity,
scaled by ξ1. Similarly, the term in Equation (4.46) incentivizes minimizing the maximum
utilization across all edges, weighted by ξ2. Lastly, the term in Equation (4.47) rewards
successful allocation of demand to paths without exceeding capacity, scaled by ξ3.

If the set of candidates consists of less congested paths, the agent will only encounter pun-
ishments at high network loads. Other rewards of varying complexity, which applied expo-
nential functions or further inputs have been tested, but did not outperform the presented
reward shape.

Complexity

Once trained, the complexity of the proposed approach consists of the complexity of com-
puting the candidate paths and the complexity of model inference, i.e.:

T Cdeploy = T Cpaths + T Cinference (4.48)

As before, using a k-shortest paths algorithm [119], the following complexity in time can be
achieved:

T Cpaths = O(|E|+ |V| log |V|+ k). (4.49)

Since the candidate paths may be computed using a mix of path-finding algorithms, the
resulting complexity is slightly higher, but assumed to be in a similar domain. As described,
the inference consists of a forward pass through the actor network:

T Cinference = O

(∑
ι∈L

N ι−1
n N ι

n

)
(4.50)
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Figure 4.9.: Heat map of traffic sources and destinations for 48-node network. Shows nor-
malized probability of each node to act as source or destination. Node indices
represented by row and column numbers.

Training complexity, on the other hand, is much higher. It is the product of the number of
iterations, Nits, and the time complexity of a forward and backward pass through the actor
network (T Cactor) and the two critic networks (2T Ccritic), so:

T Ctraining = O(Nits (T Cactor + 2T Ccritic)) (4.51)

4.3.3. Performance Evaluation

Simulative Environment

The environment is implemented in Python using the Gymnasium library [134], with SAC
algorithms provided by Stable-Baselines3 [140]. The underlying graph of the 2D grid net-
work and path-finding routines are implemented using the Python library NetworkX [141].

For this investigation, a network of 48 satellite nodes, in an 8 × 6 arrangement, as in the
previous evaluations, is considered. Flows from a source to a destination node are sampled
randomly according to the heat map shown in Figure 4.9. The demand, i.e. the utilization
of the flow, is uniformly sampled from the interval [0.1, 0.5]. In each step, a new flow
is either read from a pre-existing set or generated. Then, candidate paths are computed
and provided as part of the observation along with path characteristics as described in
Section 4.3.2, with k = 4. Sets of N = 50 flows are considered, as the resulting load proves
challenging for rule-based approaches. Nevertheless, optimal solutions which do not surpass
the maximum capacity on any link are still possible in many cases. The used hyperparameters
are summarized in Table 4.3.
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Hyperparameter One-Hot Encoding Histogram Policy
Algorithm SAC SAC
Policy MlpPolicy MlpPolicy
State Space Size S1 = 833 (see (4.43)) S2 = 51 (see (4.44))
Policy Architecture [512, 256, 128] [128, 128]

Critic Architecture [512, 256, 128] [128, 128]

Action Space Size k = 4 k = 4

Activation Function ReLU ReLU
Learning Rate 1 · 10−3, 1 · 10−4 1 · 10−3

Buffer Size 1,000,000 1,000,000

Batch Size 512 512

Target Update Rate 0.01 0.01

Discount Factor 0.999 0.999

Entropy Coefficient Automatic Automatic

Table 4.3.: Hyperparameters of the SAC model for one-hot encoding and histogram policies
using k = 4 pre-computed candidate paths.

Comparison of Candidate Path Selection

To evaluate the effects of the considered path selection schemes (in Table 4.2), the highest
achieved mean reward during training is investigated. As the scenarios are varied, it is
difficult to make universal statements about the performance of the path selection sets. In
Figure 4.10, the mean rewards while training on a deterministic set of flows for 300,000
iterations is shown. For these flow requests, similar rewards were achieved by the different
methods.

Although path set (a) provided slightly higher rewards, its actual performance in inference
was worse than the solution using path set (b). In general, the result strongly depends on the
considered flow set. For randomly sampled flow sets in particular, candidate path set (b)
yields the best performance. Candidate set (c) is outperformed by set (b) in almost all
scenarios. Therefore, the increased path diversity of set (b) is typically assumed preferable,
even if there are specific scenarios where set (a) can achieve similar performance.

Baseline Methods

The methods, to which the proposed approach is compared, are intended to serve as lower,
upper, and state-of-the-art benchmarks.

SPF Algorithm: A delay-based shortest-path-first approach is included as a lower bench-
mark. While the approach is link load-agnostic, it introduces the lowest overhead in terms
of network load. As it relies on the shortest paths only, it introduces the lowest overall
network utilization since no additional hops are used. The flow requests are not split in this
approach.

Least Congested Path First (LCF) Algorithm: Essentially the same as the previous
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Figure 4.10.: Comparison of mean episode rewards for candidate path algorithms in scenario
using deterministic set of flows. The plot shows both the raw reward data
(lighter lines) and the smoothed reward data (solid lines). Sets (a) (in blue),
(b) (in orange), and (c) (in green) are shown. The smoothed data is obtained
using a moving average with a window size of 50 steps.

method. However, the edge weights represent link loads. Therefore, the lowest-cost path is
the path with the lowest aggregated link load. The flow requests are also not split in this
approach. This approach is important to show that the agent is able to learn a better policy
than just always choosing the currently least-congested path.

Step-wise LP: It is possible to find an allocation for each incoming flow using LP. The
flow is allocated to different paths based on the current state of the network. However, the
approach does not consider how its decisions may impact future network states. Therefore,
it can be outperformed by a well-trained approach which is familiar with underlying traffic
patterns and able to choose paths accordingly.

Equal Multi-Path (EMP) Algorithm: To assess the impact of the trained policies, a
benchmark that uniformly distributes incoming flows among the candidate paths is also
presented. It is included in the comparison in Section 4.3.3.

Upper Benchmark - Ideal Allocation: By providing an LP solver with the complete set
of incoming flows, one can compute the optimal flow allocation accordingly. It thus represents
the upper benchmark which the RL-based algorithm is trying to approach. Naturally, this
approach is purely theoretical as all incoming flows are known and allocated simultaneously.
Effectively, it operates with perfect knowledge of all future flow requests.

Performance Comparison: Deterministic Set of Flows

As a first step, the convergence and performance of the considered approach is examined
by training on a static, single set of incoming flows. The resulting box plot using this set
of flows is shown in Figure 4.11. For this scenario, the DRL approach is able to achieve
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similar statistics (median, average, and maximum utilization) as the theoretical benchmark
solution. This result is remarkable, given that the agent is constrained to a set of candidate
paths and solves the problem in a step-wise fashion. The agent implicitly learns the structure
of future incoming flows, as these are identical across episodes during training. This enables
the agent to optimize its decisions based on this implicit knowledge, explaining its ability to
closely approximate the benchmark performance.

Figure 4.11.: Static scenario: box plot for link utilization of deterministic set of 50 flows.
Benchmark is solution to MCFP using complete set, other approaches make
step-wise decisions.

Accordingly, the resulting link utilization resembles the optimal distribution, as illustrated
by histograms in Figure 4.12. However, the benchmark has complete knowledge of all flows
upfront and can allocate them directly to minimize maximum utilization. In contrast, the
DRL method includes some links with slightly higher load, as it does not have access to
global information about all flows. Nevertheless, the results illustrate that the model has
learned to approximate the MCFP for this deterministic set of flows.

Performance Comparison: Random Sets of Flows

While the previous scenario validated that a near-optimal approximation is possible in a
static setup, a more general scenario consisting of randomly sampled incoming flows is of
interest. Thus, the agent must learn policies that are valid for a diverse and unpredictable set
of potential incoming flows. In this setting, the environment seen by the agent is inherently
noisy, as the sampled flows vary significantly between episodes. Unlike the deterministic
setting, the agent cannot rely on implicit learning of future flows but instead must base
its actions on general traffic patterns dictated by the heat map. This added complexity
introduces greater uncertainty in the impact of individual actions. Compared to a curriculum
learning approach, where the agent is gradually exposed to increasingly complex scenarios,
this approach confronts the agent with a diverse set of environments at once. While this
may lead to slower convergence, it has the advantage of training the agent to be robust to
variability in the environment, which is critical for real-world applications.
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Figure 4.12.: Histogram of link utilization for exemplary set of 50 flows. Resulting distribu-
tion of benchmark solution (left) and proposed SAC approach (right).

No prior knowledge of the flows is assumed, so the theoretical benchmark is not applicable
in this scenario. Moreover, for some flow sets, there may even be no feasible LP solution. In
this case, the LP solver reports infeasibility, as the problem is overconstrained. So, instead,
the results are compared to the EMP method. This comparison provides information on
whether the agent simply distributes flows evenly or follows a more refined policy.

To better evaluate the performance, the total demand routed by each method is measured
until saturation is reached. For this scenario, a separate policy is trained which termin-
ates early whenever an incoming flow request cannot be routed due to link saturation. A
corresponding reward function is defined:

rt+1 =

dt if the flow is successfully allocated,
0 otherwise.

(4.52)

This reward function encourages the agent to maximize the number of successfully routed
flow requests, thereby increasing the total demand routed and earning a higher cumulative
reward. In this particular context, this simpler formulation achieved similar performance as
the previously introduced reward function.

Two policies are examined: one utilizing the one-hot encoding strategy for the state space
and the other using the histogram-based state space, as described in Section 4.3.2. The
training progression, including reward evolution for both policies, is depicted in Figure 4.13.
The hyperparameters used for both policies are shown in Table 4.3. For the histogram state
space, a binning size of 0.1 is used which results in a state space of size |s2| = 51, as described
by Equation (4.44).

As the flow sets are randomized, Monte Carlo simulations are applied to evaluate the pro-
posed approach and compare it to EMP, LCF, and SPF. The results, based on 10 · 103
sampled episodes, are shown in Figure 4.14 and demonstrate that the agent learned viable
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Figure 4.13.: Reward progression during training of the policies using the SAC algorithm.
The plot shows both the raw reward data (lighter lines) and the smoothed
reward data (solid lines) for each policy: the histogram policy (in blue) and
the one-hot encoding policy (in orange). The smoothed data is obtained using
a moving average with a window size of 100 steps.

Figure 4.14.: Randomized scenario: box plot for total routed demand. Comparison of dif-
ferent routing methods for iteratively routing demands until overflow.

policies. Each method operates on the same set of flows per episode until network capacities
are saturated. The figure also compares SAC policies (DRL-1 with the histogram state space
and DRL-2 with the one-hot encoding state space) to these baselines. The DRL approaches
outperform the baselines by routing higher total demand, demonstrating the effectiveness of
learned policies over heuristic methods.
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Figure 4.15.: Large heat map of traffic sources and destinations for 288-node network. Shows
normalized probability of each node to act as source or destination. Node
indices represented by row and column numbers.

Performance in Larger Clusters

In order to quantify how the approach scales, an additional randomized scenario is considered
with more nodes. While the main evaluation focused on routing within SCN sub-networks,
the proposed DRL-based method is equally applicable to ground-based or centralized control
of the full constellation. So, to assess its potential in larger-scale domains, the evaluation is
extended to a 24× 12 grid topology, comprising 288 nodes. The corresponding heat map is
shown in Figure 4.15.

While the size and setup of this network are based on SCN-288, they do not replicate
the precise layout of a Walker constellation. The orientation and directionality of ISLs
are simplified. Nevertheless, the grid structure provides a relevant approximation of path
diversity, scale, and congestion effects observed in SCN-288.

In addition, a softmin path benchmark is included, which evaluates paths based on an
exponential cost transformation:

w(i, j)αs = exp(αs · u(i, j)) (4.53)

The resulting path choices differ from the least-congested approach, which sums utilization
on each link. For this benchmark, paths with individual links with high load are more costly.
A weighting factor of αs = 10 is used.

Figure 4.16 shows the total routed demand until saturation for the considered baseline and
DRL methods, as well as the additional benchmark. The same Monte Carlo sampling proced-
ure as before is used. Notably, the Softmin(10) benchmark outperforms the least-congested
and EMP methods. The SAC agent again achieves the highest throughput, confirming that
the approach scales well with network size and maintains a performance advantage even
under increased path complexity and capacity pressure.
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Figure 4.16.: Monte Carlo simulation: comparison of total routed demand for 24× 12 grid.

Summary

Overall, the proposed and examined SAC-based DRL approach is well-suited to approxim-
ating solutions to the MCFP in SCNs with low complexity. By distributing traffic on sets of
candidate paths, the scheme is able to significantly outperform rule-based methods in differ-
ent scenarios. For a deterministic set of flows, the results show that DRL is fundamentally
able to approach a benchmark solving the MCFP. When using randomly sampled sets of
flows, the learned policies enabled more flow allocations until link capacity was exceeded,
thanks to their knowledge of underlying traffic characteristics. Moreover, the performance
improvements remained consistent even in a larger network, demonstrating the flexibility
and robustness of the path-based architecture.

4.4. Implications and Discussion
This chapter provided a comprehensive overview of viable DRL-based routing strategies for
SCNs. From first principles, the relevance of DRL for in-space routing was derived, high-
lighting its ability to learn dynamic traffic patterns and to approximate complex functions.
Key RL concepts and architectures were presented, suitable for extending the proposed
distributed load‑balancing SDN solution, IDLB.

Hop-based Approaches Analysis and Limitations

The hop-based approaches represent a direct application of the derived DRL-based routing
using DQNs. However, important drawbacks of both centralized and decentralized schemes
were identified. The presented C-DQN approach avoids stability issues by constraining
pathfinding. However, these constraints introduce complexity. In addition, it is unclear
how proactive decision-making in the context of the MCFP can be learned. FD-MADRL
demonstrates questionable robustness and scalability. Information exchange and coordina-
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tion between nodes is required to overcome these problems.

To mitigate some of these issues, hybrid approaches and actor-critic methods can be con-
sidered. However, due to the necessity of learning pathfinding, the overall research goal
of maximizing throughput is not the singular optimization objective. Inherently, the hop-
based architecture complicates a direct approximation of the MCFP. For these reasons, an
actor-critic approach relying on paths instead of hops was identified as a more promising
follow-up.

Path-based Approach Analysis

The proposed path-based method exhibits several key strengths that make it an attractive
solution for flow distribution in SCNs. Notably, the approach demonstrates flexibility in
learning complex traffic patterns and distributing flows through predictive modeling, allowing
it to anticipate and mitigate potential bottlenecks. The scheme consistently outperforms
state-of-the-art methods, including the least-congested path approach.

Furthermore, the improved performance achieved by the method could not be replicated by
mimicking its behavior with rule-based decision-making. This demonstrates that the agent
is actually learning effective policies and not generic strategies.

In addition, the observed computational complexity of the approach was manageable, even
during training. The majority of the complexity is caused by computing the candidate paths.
Relative to heuristics, no strong assumptions about network characteristics are necessary.
Additional tests also indicate that even smaller models may perform similarly well. Moreover,
the method seamlessly integrates into SDN frameworks, making it a viable and practical
solution for real-world deployment.

Path-based Approach Limitations

The proposed approach has two key limitations: candidate path efficiency and assumed
traffic pattern consistency.

Firstly, a core assumption underlying the approach is that distributing flows among a set of
candidate paths will result in near-optimal performance. While the results show its capacity
to route more demands, the given sets of paths may represent a ceiling to the effectiveness of
the approach. Consequently, additional investigations with differently sized sets of candidate
paths are of interest.

Secondly, a significant limitation of the investigated setup is the focus on a specific heat map
pattern. In order to quantify the robustness of the approach, diverse heat maps have to
be evaluated. For instance, clusters which mostly experience transit traffic patterns are not
represented. Additionally, the learning of underlying traffic patterns is currently tied to static
heat maps, which may not capture the full complexity of real-world traffic dynamics. Given
the movement of the constellation and dynamically changing network topology, satellites may
be faced with diverse traffic scenarios. More complex, time-dependent environments have to
be considered. While the results demonstrate some degree of robustness and generalization,
the effectiveness of the method may decrease for such environments and related models.
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Further Considerations

As the path-based SAC approach has shown potential for optimizing flow distribution in
SCNs, it is essential to consider its implications for real-world deployment and potential ex-
tensions. Overall, once trained, the approach represents a relatively low-complexity solution
to distribute incoming flows. Its design is also well-suited for SDN-enabled routing optim-
ization in SCNs. Notably, the on-board hardware used in the demonstrator is advertised as
capable of ML applications (see Section 3.4 and Appendix A).

Real-world applications are expected to require more sophisticated and fine-tuned models,
depending on the scenario. In order to exploit observed historical traffic patterns more ex-
plicitly, an adjusted DRL architecture can be provided with estimated heat maps as inputs.
To efficiently handle such larger inputs, additional pre-processing methods including Convo-
lutional Neural Networks (CNNs) or GNNs can be considered for feature extraction.

Given the adaptable nature of the method, there are interesting implications for further
research. The approach is expected to generalize for various scenarios including terrestrial
networks. For more complex environments, convergence may be achieved by employing
curriculum learning approaches, where the agent is first trained on simpler contexts and then
gradually introduced to more realistic scenarios. With these extensions, it may be possible
to train agents to master diverse environments while maintaining high performance.
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5.1. Summary

This thesis presents a novel routing protocol for SCNs optimized for maximum network
throughput and scalability. The key research goal was to develop an approach which enables
efficient routing configurations by making use of the existing network resources. As a result,
higher network loads can be supported while maintaining high QoS compliance. So, the
system can potentially handle more customers by avoiding the creation of bottlenecks in the
ISL topology.

To achieve this, an in-orbit routing protocol based on distributed SDN, called IDLB, was
designed. It is based on fixed sub-domains within the SCN topology, controlled by on-
board SDN controllers. This cluster-based approach applies concepts from geographical
routing to reduce signaling overhead, and insights from set-based source-routing for intra-
cluster routing. Suitable QoS-aware algorithms were formulated for both routing within and
between clusters.

An exhaustive quantitative evaluation using a system-level simulator demonstrated the per-
formance of the approach, highlighting its load-balancing capabilities as well as the impact of
various design choices. The results showed how different cluster sizes and routing strategies
influence QoS compliance. In addition, a demonstration in a hardware test bed consolidated
the viability of the design for real-world satellite constellations.

As IDLB is a promising enabler of data-driven approaches, the potential of ML techniques
to approximate solutions to the MCFP within clusters was explored as well. The viability
of DRL for routing was derived systematically, and suitable approaches were formulated.
Based on insights from the limitations of hop‑based schemes, a path‑based approach using
SAC was proposed. This architecture is based on the idea of intelligently distributing traffic
among sets of candidate paths.

The evaluation of the trained models showed their ability to approximate solutions to the
MCFP in SCNs with low complexity. Notably, this approach outperformed various bench-
marks in a more general setting, demonstrating its potential as an intriguing solution for
diverse traffic conditions.

Overall, the research contributes to the development of efficient and scalable space-borne
routing protocols. The combined approach of the IDLB protocol and the SAC-based ex-
tension represents a promising, robust, and adaptive solution for routing in autonomous,
next-generation satellite systems.
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Research Questions
The initially posed research questions have thus been answered as follows:

• What low-complexity, on-board load-balancing strategies can effectively approximate
optimal solutions for the MCFP in SCNs?

The answer to this question is provided in Chapter 3 and Chapter 4. The proposed
dynamic best-of-k routing algorithm represents a rule-based scheme to indirectly ap-
proximate solutions to the MCFP using proactive route distribution. However, the
scheme does not attempt to solve the problem directly. Thus, a path-based DRL
solution was proposed which learns to distribute flows in order to maximize network
throughput. As such, the approach approximates solutions with low complexity in
inference. Only a set of viable paths and a forward pass through the network are
required.

• Which frameworks and architectures can enable these techniques, and how should
suitable protocols be tailored for application in dynamic SCN scenarios?

In Chapter 3, a suitable architecture is proposed. The IDLB protocol utilizes the
promising distributed SDN framework and enables intricate load-balancing techniques.
IDLB is specifically tailored to the requirements of SCNs.

• How can data-driven methods be leveraged for network control to formulate and dy-
namically adjust effective load-balancing strategies, and what are the implications for
network performance?

This question is answered in Chapter 4. DRL approaches are proposed and analyzed in
the context of finding dynamically adjustable load-balancing strategies. Insights from
centralized as well as decentralized methods were used to formulate a performant path-
based solution. The implications and limitations of the approaches were highlighted.

5.2. Future Perspectives
This work primarily focused on the maximization of throughput, as well as related system-
relevant performance metrics, such as signaling overhead and convergence time. Future
research may consider varied scenarios with additional or different optimization goals.

Most notably, the applicability and integration into 6G frameworks are of interest. Given
that its underlying building blocks align with proposed functional splits, an extended version
of IDLB holds significant potential for standardization. This includes the direct integration
of IDLB into terrestrial and other heterogeneous networks. Moreover, the combination with
network slicing and orchestration mechanisms is an intriguing research direction. Further
investigations may also focus on multicast solutions, potentially based on the proposed ex-
tension.

For practical deployments, additional analyses are likely necessary. While the general viab-
ility has been demonstrated in a hardware test bed, it is also of interest to investigate larger
setups. Accordingly, inter-cluster routing procedures can be tested and validated. Testing
actual protocol stacks on hardware devices is of particular interest to quantify achievable
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performance. The interplay between protocol mechanisms, such as congestion control and
IDLB, represents an important aspect to study.

There are various directions in which the presented SAC-based approach can be extended.
The most important aspect with regard to SCNs will be its applicability to dynamically
changing traffic characteristics. To this end, pre-processing and refined state space formu-
lation may be considered. In addition, the robust performance of DRL in dynamic systems
is also of interest for future applications in SCNs. For instance, the intelligent handling of
unexpected link outages and handovers can be considered. In addition, further investiga-
tions across diverse scenarios, including system-level simulators and hardware test beds, are
considered promising. Thus, the viability of DRL-based traffic engineering for real-world
deployments can be demonstrated.

In the following, promising future perspectives for related research with different optim-
ization goals are provided. The following topics are directly related to the presented ap-
proaches:

System resilience: Besides performance, building resilient satellite-based communication
systems is a key research topic. To this end, various techniques and methods employed
in this work can be used as well. However, the overall optimization problem is different:
inefficiencies are encouraged if they are able to increase the resilience of the system against
failures, but also against external influences. Nevertheless, core aspects of the underlying
optimization problem of proactively avoiding saturated or unavailable links remain. In the
context of denial-of-service attacks, load-balancing approaches are a key countermeasure
to maintain routing stability and QoS compliance. Therefore, research in this direction
may build upon the presented protocol and methods, with additional features for anomaly
detection and mitigation. As novel approaches oftentimes rely on ML, the IDLB framework
can be used to enable these techniques, as demonstrated in this study.

ESL handover strategies: ESLs represent an important aspect of the SCN connectivity.
For systems considering optical ESLs, cloud blockage is a significant obstacle resulting in
link loss. In order to maintain end-to-end routes, it is thus essential to formulate alternative
backup paths, which are immediately used in the event of a blockage. In this context, it
is possible to use generic downlink conditions, for instance in the form of segments. IDLB
can be extended to support segment routing for ESLs. Given its in-orbit network control,
fast adjustments are possible. Moreover, future research may also consider the integration
of complex handover strategies into IDLB.

Multi-layer multi-orbit constellations: Similarly, handover strategies and correspond-
ing routing adjustments are relevant when considering topologies with inter-layer links. In
this context, the design of IDLB can be extended to seamlessly integrate layers, but also
heterogeneous devices. For particularly complex and dynamic topologies, DRL extensions
similar to the proposed methods may be investigated.

Overall, the results of this investigation provide a wide foundation for further research.
There is great promise to impact future developments and to inspire next-generation satellite
constellation network designs.
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A. Exemplary On-Board Processing Hardware

In research projects related to this investigation, the principal choice of on-board processing
hardware utilized the NXP Layerscape LX2160A processor [58]. Accordingly, all information
is provided by NXP. This processor solution is considered representative of current hardware
capabilities of state-of-the-art satellite designs.

The product is designed for 5G packet-processing operations. Representative applications
and features are summarized in Table A.1 [142, 143]. Notably, the processor is intended for
operating Open Radio Access Network (O-RAN) Central Units, Distributed Units, and for
enabling ML. It is thus designed to support network control solutions such as the proposed
distributed SDN-based protocol and DRL-based extensions. The block diagram of this
processor is illustrated in Figure A.1.

Table A.1.: Applications of LX2160A as 5G packet processing component [142,143].
Example applications Relevant features
O-RAN Central Unit Linux-based networking applications
O-RAN Distributed Units, Radio Units Hardware QoS
Machine learning Sufficiently large caches
Cloud-RAN 100Gbps Ethernet, 30Gbps high-volume flows

Figure A.1.: Block diagram of Layerscape LX2160A provided by NXP [58,142].
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B. Configuration of Simulator

The simulator generates C++ objects for the satellite nodes, user nodes (i.e., the terminals),
and gateway nodes according to configurable parameters. So, it is possible to simulate
different scenarios by creating or editing dedicated XML files as inputs. The used simulation
parameters are listed in Table B.

Overall, the simulator relies on abstracted objects. Therefore, no actual packets are forwar-
ded. Instead, a packet header object is instantiated with the corresponding characteristics
and passed through different functions. Delays are established by setting the timing of events
in the event loop accordingly. Consequently, no actual protocol stacks are utilized. Instead,
relevant characteristics of IP, MAC, and MPLS are modeled to enable representative simu-
lations.

Table A.1.: General configuration used by simulator for routing protocol analyses.

Simulation parameter Value
Simulation duration [s] 720
Satellite movement step [s] 5.0
Routing scheme flow-based-idlb
Scaling factor 10.0
Satellite amount 288
Satellites per plane 24
Movement timeseries file inputs/scn288_movement_10s_43200s.txt
Sat input step [s] 10
ISL connectivity indices file inputs/scn288_isls.txt
ISL data rate [Mbps] 1000
On-board buffer size [Mbit] 0.36
Max downlink data rate [Mbps] 5000
Max uplink data rate [Mbps] 5000
Processing delay [µs] 50
ISL load update period [s] 2
ISL load window duration [s] 10
ESL load window duration [s] 10
Update deployment timer [ms] 100
Cluster size 12
QoS Class 2 load weight 6
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QoS Class 3 load weight 15
Intra-cluster algorithm set-based
User terminal amount 2000
User terminal positions file inputs/uts_density_10k.txt
User terminal minimum elevation [deg] 15
Mobile terminal amount 0
Mobile terminal maximum speed [m/s] 300
Gateway amount 39
Gateway positions file inputs/gateways_39.txt
Gateway minimum elevation [deg] 10
Geographical area tiling equirectangular
Geographical area amount 6962
Session amount 5000
Session average duration [s] 100.0
Session data rate [Mbps] 10
UT-GW traffic share 0.6
UT-GW traffic multicast share 0.0
Session on-off distribution exponential
QoS Class 1 relative share 0.1
QoS Class 2 relative share 0.34
QoS Class 3 relative share 0.56
QoS Class 1 on-off share 0.3
QoS Class 2 on-off share 0.0
QoS Class 3 on-off share 0.0
QoS Class 1 average talkspurt duration [s] 3.0
QoS Class 1 average silence duration [s] 1.0
QoS Class 2 average talkspurt duration [s] 3.0
QoS Class 2 average silence duration [s] 1.0
QoS Class 3 average talkspurt duration [s] 3.0
QoS Class 3 average silence duration [s] 1.0
Network update step [s] 60.0
Packet size [kByte] 1.5
Maximum number of hops 90
Generate random sessions true
Predetermined sessions file outputs/sessions.txt
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C. Deep Learning Framework

Deep learning describes the process of adjusting the weights between nodes in a network to
achieve a desired behavior through backpropagation [28,128].

The general operation of a neural network proceeds from an input layer through potentially
multiple hidden layers to an output layer. The set of layers is denoted by L. Each layer
represents a set of nodes which perform mathematical operations on input vectors resulting
in outputs. Every node is connected with other nodes via weights, w, and has a bias, b. For
each node in layer ι the following operation is performed:

z[ι] := w[ι]a[ι−1] + b[ι] (C.1)

Here, w[ι] denotes the weights of layer ι, while b[ι] denotes the biases. a[ι−1] is used to describe
the output from the previous layer ι − 1 which is passed through an activation function σ.
The network is assumed to be fully connected. The output of layer ι is thus:

a[ι] := σ(z[ι]) = σ(w[ι]a[ι−1] + b[ι]) (C.2)

The resulting estimation, ŷ, corresponds to the output of the last layer I:

ŷ := a[I] (C.3)

Now the cost or overall loss function for the DNN, J , in relation to these parameters is
defined as the loss between the estimation, ŷ, and the target, y. It can be formulated as
follows, with ℓ denoting the loss function:

J (w,b) = ℓ(ŷ,y) (C.4)

Common examples for loss functions include mean-square error and cross-entropy loss. The
specific choice of function depends on the problem type and data characteristics. In train-
ing, the weights and biases, i.e. the parameters of the network, are adjusted towards an
approximate optimal solution using gradient descent:

w := w − α∂J (w,b)
∂w

(C.5)

b := b− α∂J (w,b)
∂b

(C.6)

The step size of the gradient, denoted by α, is also known as the learning rate. Now, to
compute these gradients efficiently, backpropagation is used. This method is based on the
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application of the chain rule to calculate how changes in model parameters impact the cost
function:

∂J
∂w[ι]

=
∂J

∂a[ι+1]

∂a[ι+1]

∂z[ι+1]

∂z[ι+1]

∂w[ι]
assuming ∂a[ι+1]

∂z[ι+1]
= σ′(z[ι+1]) (C.7)

It is assumed that the activation function is derivable at z[ι+1] with respect to its input,
denoted by σ′(z[ι+1]). To illustrate the applicability of the chain rule, ŷ is represented as a
composition of layer-wise functions:

ŷ = a[I] = σout(z
[I](σ(z[I−1](...(σ(z[1]))...)))) = (σoutz

[I]) ◦ (σz[I−1]) ◦ ... ◦ (σz[1]) (C.8)

So, a gradient adjusting the parameters can be passed backward through the network. Con-
sequently, backpropagation computes the impact of the weights and biases from the last to
the first layer:

∂J
∂w[ι]

, ∂J
∂b[ι]

recursively from last to first I → 1 with ι ∈ L and ι = {1, ..., I} (C.9)

For hidden layers, non-linear activation functions are typically used to introduce complexity
in the model. These functions have to be non-linear to avoid linear transformations, and to
enable a representation of complex patterns in the resulting manifold [33]. Common choices
include:

• ReLU: σ(z[ι]) = max(0, z[ι])

• tanh: σ(z[ι]) = exp (z[ι])−exp (−z[ι])

exp (z[ι])+exp (−z[ι])

Based on this general functionality, deep learning architectures are capable of approximating
complex functions, even if no analytical formulation is possible. The presented adjustment
of parameters only occurs during training.
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