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Abstract—Quantum cryptography has emerged as a rapidly
advancing field in recent years and represents one of the
first practical applications of quantum physics beyond purely
theoretical research. Despite its potential, current quantum
cryptographic systems remain highly sensitive to noise. High-
dimensional implementations offer a promising strategy to en-
hance robustness. In this work, we investigate high-dimensional
quantum key distribution protocols. Particular emphasis is placed
on maritime communication scenarios, where harsh environ-
mental conditions, atmospheric turbulence, and platform motion
introduce significant noise and instability.

Index Terms—High-dimensional quantum communication,
maritime infrastructure, qudit, quantum communication, higher-
dimensional quantum systems, quantum cryptography

I. INTRODUCTION

Maritime infrastructures such as seaways, ports, offshore
wind farms, oil rigs, pipelines and underwater cables are
dependent on networks of information technology and opera-
tional technology, making them susceptible to cyber attacks.
Due to the criticality of these systems, successful attacks
could lead to negative outcomes such as the disruption of
power supplies, disturbance in maritime commerce, internet
connection failures or endangerment of life at sea. A strong
cryptographic foundation, combined with provably correct sys-
tem design, represents a well-founded mitigation strategy that
offers quantifiable guarantees for the confidentiality, integrity,
and authenticity of data and services across these networks.

In recent years, there has been a substantial amount of
research on quantum computers. If this research succeeds in
the construction of a large-scale universal quantum computer,
due to the algorithms presented by Shor in [40] this computer
will break many of the public-key cryptographic systems that
are currently considered secure.

To provide protection against an attacker having access to
a quantum computer new cryptographic primitives have to
be used. Moreover, as the set of potential threat actors in
the maritime domain includes foreign governmental agencies
and organized crime, i.e., actors with substantial resources,
the adaptation of new cryptography should be addressed in
a timely manner. But maritime infrastructures are complex
networks of cyber-physical systems and strong safety require-
ments stipulated in international legislation make the introduc-
tion of new cryptography to this field a significant challenge.
Even traditional cyber security is severely underdeveloped in
the maritime domain.

In this paper we discuss the potential of quantum cryptogra-
phy for maritime infrastructures. We develop an argument why
maritime quantum cryptography should use higher dimensions
and discuss specific cases.

The paper is organized as follows. First we give an overview
over first establishments of quantum key distribution (QKD)
in real world applications (Section II). Then QKD will be
presented as a protocol providing information-theoretic secu-
rity and the two-dimensional QKD is discussed in Section III.
In Section IV, we discuss high-dimensional quantum key
distribution (HD-QKD) including a protocol that encodes in-
formation in multiple subspaces. This approach increases noise
resilience and enables more robust key distribution. Practical
implementations of HD-QKD are discussed, demonstrating
its feasibility for secure maritime communication. Section V
contains a conclusion and outlines further research directions.

II. REAL WORLD DEPLOYMENTS

In the following we give an overview over first establish-
ments of QKD in real world applications.

A. From fiber optics to satellites

The principle of QKD was introduced in [3]. The authors
proposed photons as carriers of information, as they can be
generated, transmitted, and measured in a controlled manner.
Different degrees of freedom (DoF) can be used to encode
information in a photon. Polarization or frequency can be used
to represent qubits |0⟩ and |1⟩. A first demonstration followed
in 1991 over 32 cm of fiber [2]. Since then, research has led
to increasingly large fiber-based QKD networks.

Early large-scale fiber networks include the DARPA net-
work in 2004 with 10 stations in Massachusetts [22]. In Eu-
rope, the SECOQC network in Vienna (2008) and the Id Quan-
tique network in Geneva (2009–2011) are notable [15]. Sim-
ilar demonstrations followed in China [17] and Russia [14].
Despite progress, fiber-based QKD is distance-limited, which
motivated satellite approaches.

In 2017, the Chinese Micius satellite enabled entanglement
distribution over 2,400 km between ground stations [49]. This
was part of the QUESS mission and enabled international
QKD experiments between China and Austria [48]. Combined
with a 2,000 km fiber backbone in China [45], this formed the
first satellite-integrated QKD network [30]. Further satellite
plans were announced [24].
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Similar developments followed worldwide. Japan demon-
strated space-to-ground laser communication [23]. The ESA
initiated programs such as ScyLight and SAGA to support
EuroQCI and QCI4EU infrastructure [46]. Projects such as
QKDSat with Arqit, QEYSSat in Canada, Russian satellite
efforts [14], NASA’s NSQL initiative [41] and Indian demon-
strations [10, 32] show global activity toward satellite-based
QKD.

These efforts clearly show that QKD has moved beyond
academic research and despite the availability of post-quantum
cryptography, states continue to pursue quantum key distribu-
tion.

B. Realization of QKD systems in the maritime domain

QKD for maritime systems was theoretical sketched in [33]
and practical implementations in maritime environments are
already underway. A prominent example is the quantum
communication network established at the Port of Rotterdam,
where a scaleable fiber-based QKD infrastructure connects
port authorities and logistics stakeholders via a central hub
architecture, enabling secure key exchange for critical opera-
tional and logistics data [35]. Similar pilot projects demon-
strate QKD transmission where critical data were secured
using Toshiba’s multiplexed QKD system over 140 km of
submarine fiber. The system successfully demonstrated stable
quantum key exchange under real maritime communication
conditions [37]. Another project showed successfully quan-
tum communication with vessels on water [36]. Furthermore,
recent research proposes a simulation of an unmanned areal
vessel-assisted and satellite-integrated QKD network, where
dynamic airborne relay nodes enable QKD over extended mar-
itime distances under realistic environmental conditions [25].

III. QUANTUM KEY DISTRIBUTION PROTOCOLS

In this section we recall the main principle of QKD proto-
cols in two-dimensional complex Hilbert space H2.

A. Main concepts

In all QKD protocols, two legitimate parties, traditionally
called Alice and Bob, aim to establish a shared secret key
using quantum mechanical phenomena. More specifically, the
fundamental power of quantum cryptography is based on two
core principles of quantum mechanics.

1) No-cloning Theorem [47], i.e., no quantum state can be
copied in such a way as it can be done classically.

2) Each interaction with the quantum state changes the
quantum states. Malicious manipulation can be quickly
detected by the trustworthy parties [29].

QKD protocols, despite their apparent diversity, can be
abstractly described as consisting of three fundamental phases.
These phases can be summarized as follows (for more details
we refer to [29]):

1) Quantum State Distribution: Alice and Bob receive
quantum states prepared by a source. The states can be
transmitted directly from Alice to Bob, or shared via an
entangled source, depending on the specific protocol.

2) Measurement: Both parties perform measurements on
their respective quantum states. The choice of measure-
ment basis may be random or predetermined, depending
on the protocol design. The measurement outcomes form
the raw data from which the secret key will be extracted.

3) Classical Post-Processing: Alice and Bob communicate
over a public classical channel to reconcile their mea-
surement outcomes, detect potential eavesdropping, and
distill a shared secret key. This phase typically includes
sifting, error correction, and privacy amplification.

This three-phase abstraction provides a unified view of
QKD protocols, highlighting the essential roles of quantum
transmission, measurement, and classical post-processing in
establishing secure keys.

B. BB84 protocol

As an illustrative example of the three-phase QKD frame-
work, we consider the BB84 protocol introduced in [3]. The
protocol can be naturally described in terms of the three phases
outlined above:

1) Quantum State Distribution: Alice prepares a se-
quence of qubits, each randomly encoded in one of two
bases: the rectilinear basis {|0⟩ , |1⟩} or the diagonal
basis {|+⟩ , |−⟩}, where |+⟩ = 1√

2
(|0⟩ + |1⟩) and

|−⟩ = 1√
2
(|0⟩ − |1⟩), i.e., the two superpositions of

|0⟩ and |1⟩ with equal probability. She then sends these
qubits to Bob over a quantum channel.

2) Measurement: Bob independently chooses a random
basis (rectilinear or diagonal) for each incoming qubit
and measures it. If Bob’s chosen basis matches Alice’s
preparation basis, the measurement outcome will coin-
cide with Alice’s bit; otherwise, the outcome is random.

3) Classical Post-Processing: After all qubits have been
transmitted and measured, Alice and Bob communicate
over a public classical channel to reveal the bases used
for each qubit (but not the measurement outcomes).
They discard all bits for which their bases differ. The
remaining bits form a raw key, which is further pro-
cessed through error correction and privacy amplification
to produce a secure shared key.

A similar protocol using entanglement of qubits was devel-
oped by Bennett, Brassard and Mermin (BBM92) [4].

C. Noise consideration

Without noise, each QKD protocol works perfectly. They
mainly differ in how they deal with noise. Quantum bit
error rate (QBER) is one approach to quantify noise in such
scenarios. QBER is defined as the ratio of detected errors Nerror
against the total amount of send qubits Ntotal:

QBER =
Nerror

Ntotal
.

The acceptable threshold is defined by Alice and Bob in the
end. Experiments substantiate to limit the QBER to 11% [39].



Accordingly, the BB84 protocol follows the general three-
phase structure of QKD quantum state distribution, measure-
ment, and classical post-processing and thus illustrates how
fundamental quantum properties, the no-cloning theorem and
the disturbance of quantum states upon measurement, ensure
security against eavesdropping.

IV. HIGH-DIMENSIONAL QUANTUM KEY DISTRIBUTION

As outlined in Section II quantum states are currently
transmitted primarily via free-space channels. This also holds
in maritime scenarios. Quantum communication on land is
already challenging, but the situation becomes more difficult
over water. On ships, constant motion induced by waves
introduces alignment and stability issues that can significantly
impact the performance of QKD systems [5]. Moreover,
environmental factors strongly affect performance; cloudy
weather can rapidly reduce the achievable key rate [18]. A
promising approach to mitigate such environmental noise is
HD-QKD. Building on the BB84 protocol, several works have
demonstrated that high-dimensional entanglement is inherently
more resilient to noise [9, 11, 1, 8, 52].

A. HD-QKD protocol

In HD-QKD, information is encoded not into two-level
qubits |0⟩ , |1⟩, but into d-dimensional qudits |0⟩ , . . . , |d− 1⟩,
i.e., we utilize the n-dimensional complex Hilbert space Hn

now. There are several HD-QKD protocols. HD-BB84 is
similar to the protocol which was shown in Section III-B [13].
The main challenge lies in the definition of the bases. The
most common and widely investigated bases are the so called
mutually unbiased bases (MUB). In theory a complete set of
such bases B consists out of d+ 1 bases [21]. For dimension
d = pn, with p being any prime number and n ∈ N, such a
set of MUB can be found easily. However, finding MUB for
d ̸= pn is an open problem [12]. Extending the BB84 protocol
to higher dimension, Alice would prepare their qudit in a set
of MUB and Bobs measurement consists out of the same set
of MUB.

To see the true nature of high-dimensional quantum com-
munication, we want to present another protocol here which
is promising to overcome extreme noise.

B. HD-QKD using subspaces

The protocol was developed by Mirdit Doda et. al [11]. A
simplified version of this protocol is shown below:

1) Quantum State Distribution: An high-dimensional en-
tangled quantum state ρAB is distributed by a source to
Alice and Bob.

2) Measurement: Both parties choose from a set of MUB
uniformly, independently and randomly a bases in a
specific subspace. For a dimension d, we consider a
decomposition into l mutually subspaces {Hm}lm=1,
each of dimension k. This decomposition satisfies the
dimensional constraint d = k × l.

3) Classical Post-Processing: Following quantum state
transmission, Alice and Bob perform sifting via an

authenticated classical channel. Each party publicly an-
nounces:

a) The subspace index m ∈ {1, . . . , l} corresponding
to their measurement basis choice, and

b) the specific basis B(i)
m used for the measurement.

A round is retained only when both the subspace in-
dices and basis choices coincide (i.e., mA = mB and
BA = BB). Retained rounds constitute the raw key from
which the final secret key is distilled through error
correction and privacy amplification protocols.

This protocol demonstrates enhanced noise resilience com-
pared to conventional HD-QKD implementations [11].

C. Noise resistance of HD-QKD

A key operational difference between qubit- and qudit-based
schemes is the dimension dependence of the security bounds.
While two-dimensional protocols such as BB84 tolerate a
QBER of approximately 11% under coherent attacks, high-
dimensional extensions exhibit systematically larger admissi-
ble error regions. Experimental implementations demonstrate
secure key generation up to ≈ 19% for d = 4 and ≈ 25%
for d = 8. This enlargement reflects a genuine modification
of the information disturbance trade-off rather than a trivial
encoding advantage [9].

In entanglement-based implementations, high-dimensional
states further exhibit more robust nonlocal correlations, viola-
tions of generalized Bell inequalities persist under stronger
admixture of noise than in qubit systems. Entanglement is
encoded across multiple levels of the Hilbert space (DoFs).
Consequently, noise, such as depolarizing or other incoherent
processes, is effectively distributed across these levels [51].
This statistical spreading reduces the impact of local noise
effects on the global entangled state, enhancing robustness
and decreasing resistance to errors compared to entanglement
in low-dimensional systems. Such multi-level encoding thus
provides intrinsic error mitigation by leveraging the larger
structure of the state space.

The HD-QKD protocol with subspaces (discussed in Sec-
tion IV-B) shows an additional improvement. The two mea-
surements used in the protocol (selecting the subspace and
measuring the quantum state) can be seen as so-called fil-
ters [6]. Some entangled states do not violate Bell inequalities
and thus exhibit behavior consistent with classical correla-
tions. In the protocol presented above, the first measurement
collapses the state into a definite outcome, while the second
measurement reveals correlations typical of entanglement [34].
By applying this concept on HD-QKD using subspace, it
can be shown that the visibility increases [42]. Therefore,
when generating a key across the full space, the entangled
(correlated) components contribute positively, whereas the
unentangled (uncorrelated) components introduce errors that
must be corrected, effectively reducing the net key rate. By
performing post-selection, one can remove these uncorrelated
components beforehand, preventing them from offering any
advantage to an eavesdropper [34].



D. Practical realizations

HD-QKD protocols are becoming increasingly practical,
as demonstrated by current experiments involving high-
dimensional quantum states of entangled photons. While these
protocols and their realization are still in the early stages and
challenging to implement, as discussed in Section I, the most
difficult aspect of two-dimensional QKD remains noise. This
makes the focus on the realization of HD-QKD particularly
valuable. A key factor for any quantum state is the DoF of the
photon. These DoF can be interpreted in various ways. In the
following, we will explore different methods and experiments
that utilize the DoF of a photon. No single approach is
independent, different DoF can be combined, enabling the
realization of higher-dimensional systems.

1) Twisted Photons: Twisted photons is one common in-
vestigated approach for HD-QKD. The concept is based on
exploiting the orbital angular momentum DoF of individual
photons. Twisted photon states carrying quantized angular
momentum values ℓℏ are generated using a phase-only spatial
light modulator, which creates a helical phase profile exp(iℓϕ)
onto weak coherent pulses attenuated to the single-photon
level [28]. The different states are encoded in a discrete set
of angular momentum modes {ℓ = −L, . . . ,+L}, forming
a d-dimensional Hilbert space with d = 2L + 1 [44]. In
recent experiments high-dimensional entanglement with three
photons was created [27].

2) Frequency-bin entanglement: High-dimensional qudits
can also be encoded in the frequency DoF of single photons,
exploiting discrete frequency bins as a basis for a d-level quan-
tum system. In such schemes, a continuous laser beam hits a
beta-barium borate crystal. This crystal produced spontaneous
parametric down-conversion which cause the photon into
discretized frequency modes separated by intervals, allowing
the preparation of states of the form:

|Ψ⟩ =
d−1∑
j=0

d−1∑
k=0

cjk |j⟩i |k⟩s .

This qudit |Ψ⟩ represents a two-qudit state in the discrete
d2-dimensional subspace spanned by the orthonormal product
states |j⟩i |k⟩s where i and s correspond to the so-called
idler and signal photon of the construction. The states |j⟩
and |k⟩ represent the frequency intervals and cjk a factor
for the likelihood of the respective combination [38]. Exper-
imental demonstrations have generated frequency-entangled
qudits with dimension exceeding d > 10 and characterized
their spectral correlations using time-of-arrival and correlated
spectral intensity measurements, as well as distributed these
states over tens of kilometers of fiber [19].

3) Time-bin entanglement: This approach is the least ex-
plored area in the realization of HD-QKD. One first ap-
proach was published in 2016 [7], nearly a decade later,
a complete analysis of high-dimensional entanglement were
published [20]. High-dimensional qudits can be encoded in the
temporal DoF of single photons by exploiting discrete time
bins as orthogonal basis states. In this approach, a photon

is coherently delocalized over a sequence of well-defined
temporal modes (time-bins), forming states of the form:

|Ψ⟩ =
∑

pA,pB∈{H,V }

cpA,pB
|pA, pB⟩ ⊗

1√
d

d−1∑
k=0

|kk⟩ .

The dimension d is encoded into the number of time-bins.
pA and pB denotes to the polarization of two qudits which
is horizontal or vertical and cpA,pB

is again a factor for
the likelihood of the respective combination. An experiment
demonstrating the realization of this approach was shown
using the BBM92 protocol [50]. They employed an on-chip
interferometric cascade, in which a sequence of integrated
Mach-Zehnder interferometers coherently mixes the time-bin
modes. With this concept it was possible to implement a d = 8
qudit.

V. FUTURE WORK

QKD offers promising alternatives to classical post-quantum
cryptography. Compared to two-dimensional QKD, HD-QKD
has advantages with respect to noise tolerance. This noise
tolerance could be an important factor when deploying such a
system in the maritime domain.

Future work should focus on large-scale field tests in real-
istic maritime scenarios to further evaluate the performance of
HD-QKD under varying environmental conditions. In particu-
lar, long-distance ship-to-ship and ship-to-shore links require
systematic investigation to assess stability, scalability, and inte-
gration into existing maritime communication infrastructures.
Furthermore, a systematic comparison of different QKD pro-
tocols across various maritime infrastructure scenarios could
be analyzed.

Applied QKD research usually focuses on the protocol level.
However, security depends not only on physical principles
but also on hardware and implementation details. In past the
analysis of QKD hardware and implementations has revealed
several vulnerabilities (cf. e.g. [31, 43, 26, 16]). Clearly, the
whole system has to be designed and deployed with emphasis
on security.

Quantum cryptography comprises more than QKD. In this
article we focused on QKD, but further research should
evaluate other quantum cryptography schemes with respect to
their usefulness for maritime systems.
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