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Abstract

CubeSats, onboard edge computing, and Satellite-as-a-Service (SataaS) represent three
converging trends in the space industry, spanning satellite class, technical capability, and service
architecture. Together, they reflect the needs to reduce mission cost, shorten deployment time,
increase onboard processing capability, and leverage reusable spacecraft infrastructure. The New
Space trends suggest that spacecraft, which are inherently cyber-physical systems (CPS), are be-
coming more software-intensive than ever. In architectures where applications of different origin,
assurance level, and criticality may share onboard computing resources, such as the one provided
by DLR’s (Deutsches Zentrum für Luft- und Raumfahrt) Stellar Apps project, a major safety-security
problem arises: third-party or experimental software may run next to platform services that control
the access to mission-critical and safety-critical spacecraft functions.

This thesis proposes a parameter-driven framework for constructing and analysing Attack-
Fault Trees (AFTs) for multi-tenant onboard software (OBSW) architectures. The framework tar-
gets a class of multi-tenant architectures and is demonstrated through a SataaS use case, where
the OBSW architecture is described through parameters covering trust domains, communication
channels, lifecycle controls, resource isolation, and protection mechanisms. This use case is dif-
ferent from a terrestrial multi-tenant software architecture because of the environment in which it
operates, the strong limits on CPU, storage, power, memory, lack of direct access to the system
after launch, delayed or intermittent ground contact, and failure impact (mission- or safety-critical).

The metamodel of the framework defines what the generated AFTs must look like structurally
to enable comparison between them. The trees are constructed from reusable fragments selected
through activation rules targeting the parameters that describe the OBSW architecture of the se-
lected use case. Architectural choices are linked to reachable attack-fault paths and, therefore,
changes in these choices will produce changes in the fragments forming the final tree.

For framework demonstration, the prototype implementation compares two use case rep-
resentative architecture variants for a tenant-platform privilege boundary enforcement failure top
event. Structural AFT comparison is combined with semi-quantitative likelihood scoring based on
attack-event feasibility and enabling fault-condition strength. The results show how design choices
regarding isolation, mediation, lifecycle control and resource-control mechanisms affect the ex-
ploitable paths.
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Introduction

Background and Context

For most of the space age, cybersecurity, compared to other mission assurance concerns
such as reliability, availability, and protection against environmental hazards, received less explicit
engineering attention throughout the mission lifecycle [1]. Satellites were often treated as closed
and highly specialised systems, operated through proprietary infrastructures and partly shielded by
the physical remoteness of space. This resulted in dominant risks being associated with compo-
nent malfunction, design faults, radiation effects, or other environmental disturbances, rather than
deliberate malicious actions. Software was primarily viewed as a supporting part of the spacecraft
system, rather than as an attack surface in its own right. These assumptions, however, no longer
reflect the reality of contemporary space missions.

Modern societies rely heavily on space infrastructure for navigation, timing, communication,
Earth observation, environmental monitoring, and defence [1]. Critical services, ranging from fi-
nancial transactions to aviation, logistics, emergency response, and military operations depend on
satellite-enabled capabilities, often in ways that remain invisible to end users.

The societal dependence on satellites has reshaped the threat landscape, making themmore
attractive targets because their compromise can provide strategic leverage and large-scale disrup-
tive effects. Unlike kinetic attacks, which may generate debris and are more easily attributable,
cyberattacks can be conducted remotely, at comparatively lower cost, and with a higher degree of
deniability [1]. Recent incidents demonstrate that these threats are no longer only theoretical: the
cyberattack on the Viasat KA-SAT network in February 2022 disrupted satellite internet services
across Europe, with a major impact on Ukraine and on both military and civilian infrastructure.
Satellite navigation systems have also been affected by jamming and spoofing during geopolitical
tensions, with consequences for aviation and maritime operations [2].

The rise of commercial constellations, CubeSats, onboard edge computing, and Satellite-as-
a-Service (SataaS) concepts is transforming satellites into software-intensive and interconnected
cyber-physical systems (CPS). These missions rely on complex onboard software (OBSW), com-
mercial off-the-shelf (COTS) components, cloud-connected ground infrastructures, reusable plat-
form services, and, in some cases, third-party applications running on shared on-board computers
(OBCs) [3], [4]. While these developments lower entry barriers and accelerate innovation, they also
expand the attack surface and introduce new classes of vulnerabilities [5].
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For example, Stellar Apps, a project currently being developed by the German Aerospace
Center–Deutsches Zentrum für Luft- und Raumfahrt (DLR)–aims to provide an onboard execu-
tion environment for future space missions, allowing third-party applications and system services
to be deployed as onboard apps [6]. These applications are supposed to execute in isolation and
communicate through platform-provided interfaces, within pre-determined boundaries and resource
quotas guarded by control and monitoring mechanisms. Further access of these apps to space-
craft subsystems, payload sensors or ground segment are mediated through the platform services
to diminish as much as possible potential mission damage. While this approach can improve flex-
ibility and reusability, it also creates new trust boundaries between external applications, platform
software, and spacecraft-facing functions.

This architectural evolution creates a combined safety-security challenge. Traditional safety
analysis methods, such as Fault Tree Analysis (FTA), are designed to help identify the ways in
which an undesired system state may occur, from accidental faults and component degradation
to environmental disturbances. Security methods, such as attack trees, model attacker goals and
exploitation paths, but they do not connect them to system-level failures caused by faults, unsafe
interactions, or architectural weaknesses. Therefore, each method captures only part of the prob-
lem.

Modern multi-tenant OBSW architectures require a perspective that considers both acciden-
tal failures and deliberate attacks, as well as their possible interactions. In some cases, the same
weakness may contribute to a system fault under nominal conditions or be deliberately exploited
by an adversary. For example, allocating resources without limits or throttling, identified as a com-
mon weakness during system design [7], may cause service unavailability under excessive load
or unintended usage patterns. The same condition may also be exploited intentionally to trigger a
denial-of-service (DoS) scenario.

Attack-Fault Trees (AFTs) provide one suitable modelling basis for this need by combining el-
ements of fault trees and attack trees within a single model. They make it possible to represent how
accidental fault conditions and malicious attack events may jointly contribute to system-level fail-
ure. This makes them useful for software-intensive space systems in which reliability and security
cannot be treated as fully independent properties.

Unlike a multi-tenant platform, which may host applications from multiple customers along-
side trusted platform services on the same OBC, a traditional single-operator satellite has fewer
organisational trust boundaries and a more stable set of operational assumptions. This is because
all the software on the single-operator satellite comes from one organisation, goes through one de-
velopment and assurance process, and is verified as a complete integrated system before launch.

As discussed earlier, tenant applications are not intended to hold direct authority over safety-
critical or mission-critical spacecraft functions, meaning that their requests should be mediated
by platform-provided mechanisms. The effectiveness of this mediation depends on the selected
OBSW architecture, including its isolation mechanisms, communication policies, shared-resource
controls, lifecycle management, and access-control enforcement.
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Problem Statement

The challenge is to understand how each differently configured architecture changes the ways
in which a system-level failure may occur.

Selecting AFTs as the modelling formalism is only part of a potential solution. They provide
a structure that combines both accidental faults and deliberate attacks, but the construction of
an AFT for a concrete architecture remains dependent on manual modelling. The resulting tree
is influenced by the analyst’s experience and assumptions, limiting reproducibility and reducing
confidence that the constructed tree is consistently aligned with the system boundaries and system
components under analysis.

In the SataaS context considered in this thesis, operators may need to evaluate several archi-
tectural configurations during early design, differing in choices such as tenant isolation, tenant-to-
tenant communication, platform mediation etc. If AFTs are constructed manually for each variant,
the comparison may become inconsistent, as differences between trees may reflect modelling de-
cisions rather than actual architectural differences. Besides the problem of them being potentially
inconsistent across different system configurations, there is also the issue of the AFT construction
being difficult to repeat with each change in the architecture.

The idea of linking architectural choices to safety and security risks appears in space soft-
ware engineering guidance. The European Cooperation for Space Standardization (ECSS) Space
Engineering standard ECSS-E-ST-40C Rev.1 requires software security analysis to be extended
and revised iteratively during architectural definition, and requires the impact of the selected archi-
tecture on identified security risks to be documented at Preliminary Design Review (PDR) stage
[8]. It also requires the selected architecture to be reviewed to ensure that it addresses identified
security risks and that design components do not introduce additional unacceptable risks.

Generating security analysis outputs from system descriptions has been demonstrated in
terrestrial software engineering through work like model-based threat analysis, which generates
possible threats from architecture descriptions [9]. Moreover, ATSyRA supports attack tree syn-
thesis from system descriptions expressed through a domain-specific language (DSL) [10]. Both
show that structuring the system inputs can reduce manual effort and improve consistency, but
neither targets space systems and neither works with AFTs.

Research Question and Objectives

The thesis is guided by the following research question:

How can architecture variants for multi-tenant OBSW be compared before implementa-
tion to support informed protection decisions for higher-criticality software components,
while accounting for the fact that protection mechanisms may close some attack-fault
paths and introduce or reshape others?
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To address this question, the thesis pursues five objectives by moving from the representation
of multi-tenant OBSW architectures to the construction of architecture-specific AFTs, and then to
the comparison of the generated tree fragments.

Objective 1: Define a parameterised representation of multi-tenant OBSW architectures.

The first objective is to describe architecture variants through a set of parameters. Since the
analysis is intended for early design, the input must include architectural properties before detailed
implementation information is available. This is the first step to providing a common basis for
analysing and comparing different architecture variants.

Objective 2: Define an AFT metamodel for architecture-driven generation.

The second objective is to establish the event types, hierarchy, and decomposition logic used
by generated AFTs. A fixedmetamodel is needed so that generated trees follow the samemodelling
conventions instead of reflecting arbitrary analyst choices, making the resulting AFTs easier to
interpret and compare across architecture configurations and selected top events.

Objective 3: Develop reusable AFT fragments and activation rules.

The third objective is to define reusable AFT fragments, which represent sub-trees and are
derived with respect to one top event. Instead of constructing each tree from scratch, the method
uses fragments that can be selected and combined according to the architecture variant that is
being analysed. The activation rules are the ones to trace these fragments to the architecture pa-
rameters and determine which are structurally applicable to a given variant. This objective supports
repeatable construction and reduces dependence on subjective decisions.

Objective 4: Define a comparison and semi-quantitative analysis method.

The fourth objective is to compare generated AFTs across architecture variants not only struc-
turally, but also quantitatively. Since detailed probability data are usually unavailable during pre-
liminary design, the analysis uses ordinal likelihood scores based on (i) attack-event feasibility and
enabling (ii) fault-condition strength.

Objective 5: Demonstrate feasibility through a prototype and case study.

The final objective is to show that the defined elements can be combined in a coherent work-
flow. The prototype encodes the framework artefacts and applies them to representative SataaS
OBSW architecture configurations. The purpose of the demonstration is not to prove complete-
ness for all possible multi-tenant OBSW architectures, but to assess the feasibility and internal
consistency of the approach.

Each of these objectives leads to the main outputs of the thesis: a parameterised architecture
schema, an AFT metamodel, a reusable fragment library with activation rules, a comparison and
scoring method, and a prototype-based SataaS case study.
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Chapter 1

Literature Review

1.1 Multi-Tenant Software Architectures in Modern Space Missions

Missions and platforms such as OPS-SAT-1 and DPhi Space show how spacecraft can now
support software experiments or hosted payloads by allowing external access to onboard capabil-
ities [11], [12].

COTS components and small-satellite buses, together with the provision of reusable, modular
platform onboard software stack and the possibility of post-launch, on-orbit software updates help
change spacecraft from a fixed-function asset into a CPS whose capabilities may evolve throughout
its operational life [13].

Satellite-as-a-Service, or SataaS, refers to a business model in which satellite owners or op-
erators provide selected spacecraft capabilities to external users through controlled access mech-
anisms. This model is popular in commercial providers because reusing the same spacecraft in-
frastructure across users or missions reduces the cost and development effort associated with
designing, testing, launching, and operating dedicated satellites [14]. The term is broader than
one specific implementation, meaning that these capabilities may vary, depending on the mission
concept, from allowing access to data products, payload services, onboard processing, software
experimentation, communication services, or controlled use of onboard resources.

The analogy with cloud service models is helpful because both cases involve reusable infras-
tructure and shared resources, but only if the layer at which sharing occurs is explicitly mentioned.
In cloud computing, the meaning of multi-tenancy changes depending on whether tenants share
infrastructure, a runtime platform, an application, or a database service.

In Infrastructure-as-a-Service (IaaS), tenants share physical hardware while typically running
separate operating system (OS) instances. In Platform-as-a-Service (PaaS), tenants share an OS,
runtime platform, or application environment while deploying their own applications. In Software-
as-a-Service (SaaS), tenants share an application instance and are primarily separated at the data
or configuration layer. In Database-as-a-Service (DBaaS), tenants share a database service while
maintaining logically distinct configurations, schemas, or datasets [15].
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Figure 1.1: Multi-tenancy across cloud service layers
Source: [15].

SataaS does not fit cleanly into any of these categories. Its closest analogue is PaaS, since
multiple tenant applications may execute on a shared OBC. However, the analogy remains incom-
plete because the shared platform is not only a runtime environment. In SataaS, platform services
may also mediate access to spacecraft-facing functions, which means that the tenant separation
boundary is also a safety-security boundary.

Multi-tenancy on SataaS

Trusted software
(platform services)

Untrusted software
(tenant application)

Untrusted software
(tenant application)

Spacecraft
subsystems

Sensors
Payload instruments

Ground
segment

External components

Figure 1.2: Conceptual representation of multi-tenancy in SataaS, where tenant applications
access spacecraft-facing functions through trusted platform services

The conceptual structure shown in Figure 1.2 highlights this difference. Tenant applications
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may share onboard computing resources, but they should not interact directly withmission-critical or
safety-critical spacecraft functions. Access to payload operation, attitude-related services, power-
relevant resources, data handling, or TM/TC-related functions must instead pass through trusted
platform services. These services are responsible for authorising requests, enforcing limits, con-
trolling communication, and preventing tenant behaviour from propagating beyond its permitted
scope.

OPS-SAT [11] and ROSPIN-SAT-1 [16], for example, cannot be inherently considered SataaS
missions because they are framed as experimental laboratories or open-access testbeds, rather
than providers of services to certain customers. However, they are worth mentioning here because
they demonstrate the technical principle of allowing third-party entities to access satellite functions
within a controlled environment.

Industry examples such as Exodus Orbitals and DPhi Space are closer to SataaS in the
stricter service sense. Exodus Orbitals is explicitly described as a SataaS platform that allows
businesses and developers to host and run satellite applications in space without requiring costly
dedicated hardware [14]. Similarly, DPhi Space advertises hosting payloads on a Linux-based
shared platform, deploying them as Docker containers in orbit. [12].

The Stellar Apps project is the closest reference, from an OBSW architecture perspective,
for the specific mission context addressed in this thesis. While Exodus Orbitals and DPhi Space
help define the service model, Stellar Apps helps define the exact architectural problem: externally
supplied applications executing on a shared OBC, managed through lifecycle controls, and granted
configurable access to spacecraft resources through trusted platform services [6].

1.1.1 Onboard Software Layering and Trust Boundaries

The software architecture onboard a spacecraft dictates how mission and platform functions
are allocated to software components, how those components interface with onboard hardware
and communication buses, and how the system supports data exchange, command handling, and
runtime coordination. It has a system-level role in spacecraft operation because it implements
complex requirements and provides the main interface through which ground operators control
and supervise the spacecraft [17].

The Meteosat Third Generation (MTG) satellite platform provides a useful starting point be-
cause it shows a conventional operational OBSW architecture with explicit layers and component
roles. Its software is organised into vertical layers and transversal layers: the vertical layers include
the Application Layer, the Services Layer, and the Low Level SW Layer, while the transversal layers
include the OBSW Framework and the Basic Services transversal layer [17]. The Application Layer
contains spacecraft and mission management functions, including mode management, subsystem
management, health-resource control, FDIR (Fault Detection, Isolation, and Recovery), and on-
board control procedures. The Services Layer provides common data-handling and PUS (Packet
Utilization Standard) services. Within this layer, the Hardware Abstraction sub-layer groups the
controllers used to access OBC input/output boards and communication buses. The Low Level SW
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Layer contains the RTOS (real-time operating system) and hardware driver software. The OBSW
Framework provides shared mechanisms such as messaging, access to a central data repository,
and operating system (OS) abstraction through the OSAL. The Basic Services transversal layer
contains generic reusable objects such as queues, lists, data pools, and mathematical libraries
[17].

Figure 1.3: Layered OBSW architecture of the MTG satellite platform
Source: [17].

MTG has components separated according to architectural responsibility: mission-level func-
tions are placed in the Application Layer, common services and hardware-facing controllers are
placed in the Services Layer, low-level software handles RTOS and driver interaction, and transver-
sal framework mechanisms support communication and data access across components. For a
parameter-driven method, this type of structure shows where architectural parameters can be at-
tached: to application components, service layers, hardware-facing controllers, shared reposito-
ries, message paths, and OS interfaces.

The core Flight System (cFS) adds a reusable flight-software perspective to the same discus-
sion, by defining API-based layers that separate the OS and board support package from the core
Flight Executive and the application layer [18]. The Operating System Abstraction Layer and Plat-
form Support Package provide platform-independent access to OS and hardware services, while
the core Flight Executive provides common runtime services for flight applications. These run-
time services include the Software Bus for inter-application messaging, time management, event
messages, table management, and executive services for startup and runtime control [18].

cFS treats applications as managed software components, as opposed to indistinct parts of
one flight software image. Applications execute within a strict runtime environment and interact
through core Flight Executive services. Since resources are managed per application, cFS can
support operations such as starting, stopping, and loading individual applications during runtime,
providing an architectural precedent for later multi-tenant reasoning: once applications are man-
aged separately, the analysis can ask which services they use, which messages they exchange,
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and which runtime mechanisms control their interaction with the rest of the spacecraft software.

MTG and cFS establish the baseline for the architectures discussed next: MTG shows how an
operational spacecraft OBSW stack can separate mission functions, common services, hardware
abstraction, while cFS shows how reusable flight software can organise applications around shared
runtime services and a software bus.

More recent OBSWapproaches extend layered and component-based design toward application-
oriented software platforms. In these architectures, onboard applications are developed and man-
aged as separate software entities, while platform services provide the interfaces needed for mon-
itoring, control, communication, and access to spacecraft resources. SataaS and multi-tenant
OBSW can only be managed safely if the platform defines how they are deployed, updated, started,
stopped, monitored, and allowed to interact with other onboard functions.

The NanoSat MO Framework (NMF) is an early example of this app-oriented view of OBSW.
It was developed around the idea of turning onboard software into flexible applications that can
be developed, debugged, tested, deployed, and updated through defined interfaces [19]. In the
NMF, an app can access platform peripherals through platform services and can also be started,
monitored, stopped, killed, installed, uninstalled, and updated from ground [19]. Apps are allowed
to expose monitoring and control services to ground systems or to other onboard apps, supporting
interaction between software elements without requiring each app to handle low-level spacecraft
details directly. The NMF Supervisor allows multiple apps to share the same platform services for
interaction with onboard peripherals. In this architecture, platform services form the interface be-
tween applications and spacecraft resources. Applications are separated from low-level implemen-
tation details and the platform retains control over how onboard resources are accessed, creating a
clearer boundary between application logic and platform authority, which later becomes important
for trust and security reasoning.

Application-oriented OBSWmanagement systems follow a similar direction from the perspec-
tive of micro- and nanosatellite software management. Recent work describes traditional flight
software as highly customised, tightly coupled to hardware, and limited in adaptability, then pro-
poses an open software management system based on Linux, standardised interfaces, middleware
components, communication services, and application modules [20]. In this type of architecture,
application modules are treated as managed software objects, while the management system han-
dles scheduling, communication, and hardware-interface access. The support for on-orbit updates
and dynamic reconfiguration is needed for missions that need to add, replace, or update onboard
processing functions during operation [20].

Cloud-native satellite computing extends the same architectural direction by applying con-
cepts such as containers, microservices, resource virtualisation, and service orchestration to on-
board computing. In the BUPT-1 cloud-native satellite case study, applications are packaged as
containers or services and uploaded to onboard computing components [21]. The paper distin-
guishes between a cloud-native load, where payload functions are packaged as services using
technologies such as Docker, and a cloud-native platform, where platform equipment and inter-
faces are exposed through software-defined mechanisms [21]. This approach supports flexible
application deployment, easier migration across hardware, and more adaptable onboard comput-
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ing services.

DLR’s Stellar Apps is the closest architectural reference for the type of OBSW considered in
this thesis. The previous examples introduce several relevant ideas separately: NMF treats OBSW
as apps with lifecycle operations, application-oriented management systems describe managed
software modules and dynamic refactoring, and cloud-native satellite computing introduces con-
tainers, microservices, and software-defined platform interfaces. Stellar Apps brings these ideas
into a setting where third-party applications and system services are deployed as apps, executed in
isolated environments, and granted configurable access to spacecraft and computing resources [6].
The platform also includes communication via API with hardware, application updates, multi-tenant
operation, resource limits, lifecycle cybersecurity measures, and explicit permissions for access to
spacecraft resources [6].

Figure 1.4: Layered Stellar Apps OBSW architecture, illustrating platform-managed application
execution, communication mediation, and containerized isolation for external applications

Source: [6].

The reviewed references can be positioned along two dimensions that matter for this thesis:
how far the architecture supports flexible onboard application management, and how explicitly it
addresses trust boundaries created by third-party or tenant software. This positioning clarifies why
Stellar Apps is the closest reference for the proposed framework, while the other examples support
specific parts of the architectural background.
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Figure 1.5: Conceptual positioning of OBSW architecture references with respect to flexibility and
explicit treatment of multi-tenancy

Although these examples differ in implementation choices, they share recurring architectural
elements. This observation is consistent with architecture modelling approaches such as AADL,
which describe embedded systems through component abstractions, interfaces, interactions, flows,
and properties [22]. AADL gives engineers a common vocabulary for describing a system architec-
ture when implementation details are only partially specified. Architecture-based design method
supports the same idea, but applies it to satellite OBSW using CubETH nanosatellite CDMS soft-
ware case study [23]. Its purpose is design assurance, with the authors being concerned with the
fact that satellite OBSW is concurrent: several software components run conceptually in parallel,
share buses, memory, buffers, and services, and can create resource contention or deadlocks.
They argue that verifying all possible behaviours after the design is difficult, so they use archi-
tecture patterns that enforce required properties during design. They first look at satellite OBSW
and identify recurring coordination patterns, then formalise these as architecture styles, including
mutual exclusion, client-server, action flow, failure monitoring, mode management, buffer manage-
ment, event monitoring, and priority management [23]. Each style describes a reusable way of
coordinating components and the property it enforces.

The architectures discussed above also introduce the concepts of software trust, software
criticality, and trust boundaries. Software trust refers to the degree of confidence that a software
component will behave acceptably for its intended needs. This confidence is not based only on the
function performed by the software, but also on the information available about its development,
verification, configuration control, update process, and protection against both accidental flaws and
malicious insertions [24]. Inmulti-tenant OBSW, this distinctionmatters because tenant applications
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originate outside the spacecraft operator’s controlled development and assurance process, while
platform services remain responsible for mediating access to spacecraft resources.

According to the ECSS, software criticality refers to the consequence of a software function
failing, behaving incorrectly, or being misused. In the OBSW context, an experimental image-
processing application or tenant data-processing task does not have the same mission or safety
relevance as software involved in attitude control, power management, TM/TC handling, FDIR,
payload operation, or access to spacecraft-facing platform services. ECSS treats software criti-
cality as a driver for engineering and assurance activities, since the required level of verification,
validation, and product assurance depends on the consequences of software failure or incorrect
behaviour [8], [25].

Trust and criticality describe complementary qualities of software. A trusted software com-
ponent can be non-critical, while an untrusted component can still be critical if it can influence
mission-critical or safety-critical functions. In multi-tenant OBSW, this distinction matters because
tenant applications may have lower trust than platform services due to their external origin or limited
assurance evidence, while their criticality depends on what they can reach through the architecture.

1.1.2 Security Implications of Shared Onboard Computing

Shared onboard computing changes the security assumptions of OBSW because several
software elements may depend on the same processor, OS, middleware, communication services,
update mechanisms, and platform APIs. In a multi-tenant OBSW architecture, some of these ele-
ments may come from external users or organisations, while trusted platform services still control
access to spacecraft resources. A weakness in one application can therefore matter beyond its own
function if requests, data, or faults can reach services implementing higher-criticality functions.

Modular OBSW design still needs runtime isolation. Reusable flight software frameworks
such as cFS were introduced because many missions need common onboard functions, and the
cFE provides a portable runtime environment with shared services for flight applications. Modularity
from a development perspective does not, however, guarantee separation during execution. Jero
et al. note that existing modular flight software was not originally designed around isolation between
modules or basic security principles, and that cFS modules may run as threads in a shared address
space [26].

Common implementation practices in satellite software reinforce this problem: widespread
use of languages such as C and C++ with limited use of memory-safety mitigations, software run-
ning with excessive privileges, and OS configurations where separation between user space and
kernel space may be optional or depend on configuration [26]. These practices affect the strength
of the boundary between tenant applications and platform services. If applications share address
space, privileges, or execution context too broadly, a local fault or compromise can become a
platform-level problem.

Platformmediation is one of the main security concerns in shared onboard computing. Tenant
applications should not directly command or influence spacecraft-facing functions such as AOCS
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(attitude and orbit control system) services, EPS (electrical power system) resources, payload op-
eration, or TM/TC (telemetry/telecommand) handling. Requests from tenant applications have to
pass through platform services that check identity, permissions, inputs, timing, and resource use.
Incomplete, overly permissive, or bypassable checks mean that tenant-originated behaviour can
move beyond the scope the architecture intends. Empirical satellite firmware studies have found
weaknesses along these lines, including poor access protection, unsafe command paths, arbitrary
TC execution, arbitrary code execution, and DoS conditions [13].

COTS hardware and software add to this exposure. They reduce cost and development time,
which explains their use in many small satellite projects, but they can also bring known terrestrial
vulnerabilities into the spacecraft platform [27]. Service-oriented and reprogrammable spacecraft
then add the possibility of changing onboard software after launch. That flexibility is what makes
SataaS and app-oriented missions viable, but it also makes software origin, update validation,
execution permissions, and access to platform resources part of the security argument.

On-orbit updates are needed to fix defects, patch vulnerabilities, add functions, and adapt
the mission after launch. In multi-tenant or hosted-payload settings, the update path may cross
organisational trust boundaries. Cubedate addresses this for multi-tenant CubeSats, where the
OBC and the hosted payload may be operated by different stakeholders that do not necessarily
trust each other [28]. In that context, the update mechanism is both a maintenance capability
and a possible attack path, so update authenticity, integrity, freshness, rollback behaviour, and
compatibility with the target environment all become part of the security boundary.

Hosted payloads and small satellitesmay have limited communication windows, limited power,
and update paths that depend on the operator’s ground infrastructure, making the design of on-orbit
updates and recovery more difficult [28]. Patching can also be slow because updated images have
to be uploaded over constrained links, with upload time depending on ground-station access and
link quality [13]. A failed or malicious update might be difficult to correct quickly, and in shared on-
board computing, lifecycle control directly affects whether trust in OBSW can be maintained after
launch.

When several applications share a processor, OS, middleware, communication layer etc., a
compromise in one should remain contained. Sandboxing confines software activity so that a vul-
nerability in one application does not automatically expose the rest of the system [29]. The CubeSat
sandboxing study treats isolation as a practical security mechanism for small satellite software and
shows that it can reduce the risk of a successful exploit leading to full platform control. The same
study notes that isolation mechanisms have to be selected carefully, since containers, virtual ma-
chines (VMs), and application sandboxes differ in overhead, hardware support, integration effort,
and isolation strength.

Shared resources create an availability problem. Tenant applications may compete for CPU
time, memory, storage, bus bandwidth, communication capacity, power, or access to common plat-
form services. Without quotas, scheduling controls, watchdogs, one application can degrade the
availability of others or of platform functions. On a spacecraft, DoS can affect command handling,
payload operation, data availability, communication paths, or services used by higher-criticality
functions. Orbital Shield discusses these risks on satellite platform communication buses, including
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overload and buffer-related scenarios in communication based on CAN (Controller Area Network)
[27].

Communication mechanisms can carry failures or attacks across the software stack in the
same way. Software buses, middleware, shared repositories, CAN links, communication over CSP
(Cubesat Space Protocol), API calls, and app-to-platform interfaces make OBSWmodular, but they
can also carry malformed messages, excessive requests, corrupted data, or unauthorised com-
mands if validation and access control are weak. In a multi-tenant architecture, the communication
design influences how far the effect of a compromised or faulty application can travel.

As seen here, risk paths often combine deliberate actions with enabling weaknesses in the
architecture. A malicious request, unsafe update, or resource-abuse action becomes dangerous
when permissions are too broad, isolation is weak, update validation is insufficient, rate limits are
missing, resource control is poor, or platform mediation can be bypassed. The same weaknesses
canmatter without amalicious actor, throughmisconfiguration, overload, or ordinary software faults.

1.2 Tree-Based Safety and Security Analysis

Tree-based analysismethods represent undesired outcomes by decomposing them into lower-
level events, conditions, or actions. A system-level failure, compromise, or hazard is placed at the
root of the tree, while the lower levels show how it can occur through alternative or combined paths.
This structure makes the progression from local events to system-level consequences explicit.

This section reviews three related formalisms. Fault trees model accidental failures and their
contribution to an undesired system state. Attack trees model attacker goals and the steps through
which those goals can be achieved. Attack-fault trees combine both views in a single structure,
allowing accidental faults and malicious actions to be represented together. This progression
matches the type of reasoning needed for shared onboard computing, where tenant-originated
behaviour, software faults, weak isolation, and platform-level controls may interact within the same
architecture.

Although these methods are commonly presented as tree-based models, their underlying
logical structure can also be represented as a directed acyclic graph (DAG) when events or sub-
structures are shared by several parent nodes [30]. In a tree-oriented representation, repeated
concepts are usually duplicated under each relevant branch. In a DAG representation, the same
event or condition can be represented once and connected to multiple higher-level events. This can
reduce duplication, while requiring clearer semantics for shared-node interpretation, visualisation,
and quantitative or qualitative propagation.

1.2.1 Fault Trees

FTA is a top-down, deductive safety analysis method. It starts from a predefined undesired
system state, called the top event, and decomposes it into the lower-level faults that can lead to it
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[31]. If the top event is too broad, the tree can become difficult to manage; if it is too narrow, the
analysis may lose the system-level view needed for safety reasoning.

A fault tree is built around one selected top event. It does not catalogue every possible failure
of the system, but rather represents the credible combinations of events that can contribute to the
selected undesired state, as judged within the system boundary, operating context, and level of
detail chosen for the analysis [31]. The system boundary, the limit of resolution, the operating
assumptions, and the available knowledge all shape what events appear in the tree.

Intermediate events (represented in rectangles) describe higher-level fault states that require
further decomposition, while basic (represented in circles) or undeveloped events (represented in a
diamond shape) appear at the lower levels when the analysis has reached its selected level of detail
or when further information is unavailable, respectively. Gates describe the logical relationship
between child events and their parent. OR gates represent alternative paths to a parent event,
while AND gates represent combinations of events that must occur together [31]. Other gate types,
such as inhibit or priority gates, can be used when additional conditions or ordering constraints
need to be captured, but the tree remains a logical decomposition of the top event.

Figure 1.6: Simple fault tree structure with “Q” as top event, intermediate events “A” and “B”
decomposed via an OR logic gate, and intermediate events “C” and “D” decomposed via an AND

logic gate
Source: [31].

The term fault should be understood more broadly than hardware failure. The Fault Tree
Handbook distinguishes failures from more general fault events: a component may fail, but a sys-
tem may also enter an undesired state because a component operates correctly at the wrong time,
receives an incorrect command, or is affected by an external condition [31]. Fault classification
work makes the same point from a different angle. Faults may be physical, environmental, oper-
ational, hardware-related, software-related, internal, external, permanent, transient, accidental, or
intentional, and their classification depends on the system, technology, environment, and applica-
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tion in which they occur [32]. A fault tree can therefore include software faults, operational faults,
environmental disturbances, configuration errors, command faults, or other conditions alongside
failed hardware.

Fault trees can be evaluated qualitatively or quantitatively. The tree is first a qualitative logical
model, even when later quantified using event probabilities [31]. Qualitative evaluation commonly
focuses on minimal cut sets, the smallest combinations of basic events sufficient to produce the
top event. A single-event cut set identifies a single point of failure, while higher-order cut sets show
combinations of events that defeat the system together. This type of analysis can support design
reasoning without probability data, because it shows which parts of the system structure make the
top event reachable.

Quantitative FTA adds probability values to events and propagates them through the tree,
but this depends on the availability and quality of data. For rare events, novel systems, or early
design stages, many probabilities may be uncertain or unavailable. Recent work on fault trees
with limited data addresses this by combining uncertainty quantification with importance metrics,
allowing analysts to identify critical nodes while expressing confidence in those rankings [33]. This
is relevant for early-stage safety analysis because exact probabilities are often unavailable when
architecture-level decisions still need to be made.

FTA has also been applied in space-system design at low cost. In the Delfi-C3 nanosatellite
project, FTA was introduced after the PDR as a qualitative method for improving reliability dis-
cussions, evaluating design changes, and identifying design flaws while modifications were still
possible [34]. The analysis focused on catastrophic and critical failures rather than all possible
mission degradations, because those were the cases where costly design measures such as re-
dundancy could be justified [34]. Single points of failure and minimum cut sets of order two were
used to assess the design, identify possible common-cause issues, and prioritise further design
and verification work.

FTA can be applied directly to software behaviour, an approach known as Software Fault
Tree Analysis (SFTA). SFTA has been used to detect software logic errors, identify conditions un-
der which fail-safe or fault-tolerance mechanisms should be initiated, and support the generation
of test cases [35]. It is typically performed qualitatively because software-related failure probabili-
ties are difficult to estimate without suitable data for the software elements [35]. Model-based and
formal-specification-based approaches show that fault trees can be constructed from software re-
quirements or design models, which is relevant for systems where software behaviour and timing
constraints contribute to safety-relevant outcomes [35]. ECSS-Q-HB-80-03A clause 6.3 recog-
nises SFTA as a standards-level technique for analysing how software-caused failures contribute
to system-level top events, applicable at the architectural design level to support software criticality
analysis and component isolation decisions [25].

Fault trees provide a structured way to describe how accidental faults, operational conditions,
software errors, and component failures can combine toward an undesired system state. Their
limitation in the present context is that they do not model an adversary’s goal or the deliberate steps
taken to reach it. Shared onboard computing involves both safety-relevant failure propagation and
security-relevant tenant behaviour, so fault trees provide only part of the modelling background.
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1.2.2 Attack Trees

Attack trees are tree-based security models used to represent how an attacker can achieve
their goal. The top event represents the main attacker objective, intermediate nodes represent
sub-goals, and leaf nodes represent basic attack actions that are not further decomposed. The
model keeps the hierarchical structure of fault trees, but changes the modelling perspective from
accidental failure causation to adversarial goal decomposition [36], [37]. Compared to fault trees,
attack-trees may use a refined logic AND gate called sequential AND, usually denoted as SAND, to
express cases where all child actions are required and must be performed in a specific order [37].

Attack trees can represent technical, physical, and human-related attack steps within the
same model [37]. This is one reason they have been adopted for security risk assessment across
domains such as CPS, automotive systems, industrial systems, and critical infrastructure. Their
structure also supports qualitative and quantitative analysis. Qualitatively, the tree can be inspected
to identify alternative attack paths, repeated patterns, or critical combinations of actions. Quanti-
tatively, attributes such as cost, time, difficulty, likelihood, required skill, or attacker effort can be
assigned to basic actions and propagated toward the root through the tree structure [37].

Attack trees have also been applied in the space domain. Falco et al. use attack tree anal-
ysis to assess security of an abstracted architecture in an operational CubeSat. Their analysis
considers attacker goals such as DoS, data tampering, and disabling the CubeSat, and uses at-
tack trees to show possible routes toward those goals [38]. This provides a spacecraft-specific
example of attack-tree reasoning, although the focus remains on attacker pathways rather than
combined safety-security propagation.

Attack trees therefore provide the security-analysis counterpart to fault trees. They model
how an adversary may reach a goal through alternative or combined attack steps, and they support
both manual reasoning and automated generation from systemmodels, vulnerability knowledge, or
reusable templates. Their limitation for the present thesis is that they do not naturally represent ac-
cidental faults, enabling failure conditions, or safety-oriented propagation unless they are extended
or combined with another model.

1.2.3 Attack-Fault Trees

Attack-fault trees (AFTs) are used when a system-level disruption may result from accidental
failures, malicious actions, or a combination of both. This makes them suitable for CPS, where
software, communication links, physical processes, and control functions interact within the same
operational environment [30].

One of the early motivations for combining attack trees and fault trees was the introduction of
information and communication technologies into industrial control and critical infrastructure sys-
tems. Fovino et al. argue that modern infrastructures cannot be analysed only through random
component failures, since cyber vulnerabilities may allow an attacker to trigger events that also
appear in a fault tree [39]. Their integration principle is that the goal of an attack tree can be treated
as an event in a fault tree. If a successful attack produces a condition already represented in the
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fault tree, the corresponding attack tree can be connected to that event.
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Figure 1.7: Example of attack-fault tree integration for a spacecraft attitude-control failure,
showing a cyber-related telecommand integrity violation as one contributor to a fault-tree branch

This integration changes the interpretation of some lower-level events. A fault-tree event may
be caused by an accidental failure, such as a component fault, or by a malicious action, such as
disabling a protection mechanism, compromising a service, or manipulating a communication path.
The same top event can therefore be reached through accidental paths, malicious paths, or mixed
paths in which a failure condition enables an attack or an attacker exploits an existing weakness.

Quantitative work focuses on the relation between safety and security metrics. AFTs were
analysed through Markov decision processes and studies the Pareto relation between reliability,
as a safety metric, and attack cost, as a security metric [40]. This work shows that AFT analysis
depends on the chosen semantics and on assumptions about what the attacker can observe before
acting. AFT analysis may need to compare several metrics at once, because the most likely attack-
fault path is not necessarily the cheapest or easiest one for the attacker.

1.2.4 Automated and Model-Based Tree Generation

A concern in itself is how these tree models are constructed. For small examples, manual
construction may be sufficient, but in many other cases manual modelling can become slow, in-
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consistent, and difficult to keep aligned with the actual system design. Automated tree generation
addresses this by deriving attack or attack-fault structures from explicit inputs, instead of relying
only on expert judgment during the whole tree construction process.

One survey adds value to the existing literature on actual automatic generation of tree-based
methods by organising them into threemain categories: model-driven, analysis-driven, vulnerability
driven generation [41]. These categories are not mutually exclusive, so one paper may belong to
more than just one category. Model-driven generation transforms a system description directly into
an attack tree or graph using rules, such as if an asset is in a location, and an attacker can reach that
location, then a path to that asset exists. Analysis-driven generation first analyses a system model,
for example through model checking, planning, reachability analysis, or logical inference, and then
use the analysis results to build the attack model. Vulnerability-driven generation starts from known
vulnerabilities, reusable templates, or attack patterns then matches them to the analysed system.
The system still matters, because the vulnerability pattern must be instantiated for the system under
study, but the reusable knowledge comes from outside the system model.

This classification shows that automatic generation is rarely based on a single source of in-
formation. Most approaches require some combination of system structure, attacker objectives,
security properties, vulnerability knowledge, reusable templates, and human assumptions. The
same survey also reports practical limitations in the literature, including limited reproducibility, in-
complete tool availability, and limited evidence about scalability for real systems [41]. Automation
improves coverage and consistency, but it still depends on the quality of the input model and on
the rules used to decide what should be generated.

One line of work generates attack trees from formal or semi-formal system descriptions [42].
Vigo et al. propose a static-analysis approach in which attack trees are inferred from a process
algebraic specification [42]. The authors start from the idea that manual attack trees depend heavily
on expert judgement and can become incomplete for large systems. Their solution is to generate
the tree from a formal process description of the system, rather than asking the analyst to manually
list attack steps. They use a process algebraic specification, specifically the Value-Passing Quality
Calculus, to describe how system processes communicate, what checks they perform, and which
labelled program points can be reached. This approach needs a formal process algebraic model
of the system. That gives a strong semantic basis, but it may be hard to apply in early engineering
contexts where the system is described through architecture diagrams, requirements, interface
tables, or design parameters rather than a full formal process specification.

ATSyRa follows an analysis-driven generation with explicit user guidance: the tool starts from
a high-level system description, generates attack scenarios through model checking, and then
synthesizes an attack tree using high-level actions supplied by the analyst [10]. In the ATSyRA
tool, the analysed system is a military building described through zones, accesses, items, alarms,
attacker strength, and attacker objective. This description is compiled into an attack graph, and
model checking is then used to identify sequences of atomic actions that allow the attacker to reach
the objective. The authors note that naive full automation can lead to trees that are too flat and
difficult to use, so the analyst helps structure the result by defining meaningful action abstractions.
This work is relevant because it shows that automated attack tree generation still needs modelling
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choices about abstraction and readability to match the level at which the system is analysed.

Bryans et al. are doing template instantiation over a network architecture model [43]. The
analyst provides two things: a graph-like architecture description and a library of attack templates.
The generator then fills template variables with real network elements and recursively expands
matching leaves until no more templates apply. The network model contains subnetworks, com-
ponents, attacker-accessible nodes, and a mapping showing which component belongs to which
subnetwork. The idea is that a template is a parameterised attack-tree pattern: for example, a
generic template may say Eavesdrop X:NET, where X can be replaced by any real subnetwork in
the model, or Spoof X:ECU, where X can be replaced by a real electronic control unit. In sum-
mary, the method is about matching reusable attack patterns to architecture elements. Bryans et
al. show that reusable attack knowledge can be written once as parameterised templates and then
instantiated automatically according to the architecture being analysed.

Semi-automatic augmentation also combines reusable knowledgewith expert control. Jhawar
et al. propose starting from an initial attack tree and augmenting it with subtrees from an annotated
library [44]. Their workflow starts with first manually building an initial attack tree from expert knowl-
edge and CAPEC (Common Attack Pattern Enumeration and Classification) knowledge base. Then
each node is formally annotated with assumptions and guarantees, describing when that attack step
is applicable, for example which platform, product, or environment must be present. A guarantee
describes what becomes true if that attack step succeeds, for example that a remote attacker can
execute arbitrary code or overwrite a file. These annotations make it possible for the tool to decide
whether a library subtree fits a node in the existing tree. The next step in the process described
in this paper is to build a library of small attack trees from NVD/CVE data. NVD, the U.S National
Vulnerability Database, is maintained by NIST (National Institute of Standards and Technology) and
is built upon and fully synchronized with the CVE (Common Vulnerabilities and Exposures) list so
that any updates to CVE appear here [45]. Jhawar et al. describes each library entry as a small
tree representing the action (exploit CVE-YYYY-XXXX) [44]. Their tool checks whether a library
tree can be attached by verifying against a rule. For example, if a node in the original tree requires
“remote attacker executes arbitrary command”, then a CVE-based library tree that guarantees that
action may be attached there. The main takeaway from this paper is that attack-tree generation can
benefit from a hybrid approach: experts define the high-level structure, while reusable vulnerability
knowledge is attached automatically only when explicit applicability conditions are satisfied.

One paper explores fragment-based generation from public vulnerability and weaknesses
knowledge, where fragments are defined as small partial attack trees [46]. Instead of generating
one large attack tree at once, the fragments serve as building blocks that can later be connected
to larger attack chains using the relationships between CWEs (Common Weakness Enumeration),
such as one weakness requiring another or one weakness preceding another. First, the generator
has to be given a list of CPEs (Common Platform Enumeration) representing the software products
and libraries used in the system. It then uses this list to search public vulnerability data and find the
CVEs associated with that product. CWEs are used to group the CVEs by weakness type, because,
as described by The MITRE Corporation [47], the relationship between CVEs and CWEs is that the
latter, if present when designing and developing a system and not mitigated before deployment,
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can lead to known vulnerabilities of the released product. CVSS (Common Vulnerability Scoring
System) is attached to each CVE to provide severity-related metrics, while EPSS (Exploit Prediction
Scoring System) estimated the probability that a CVE will be exploited over a time window [46].
This work suggests that vulnerability and weakness databases can be used to generate attack-tree
fragments automatically, but this works best when the analysed system already has known software
products, libraries, and versions.

MBTA: A Model-Based Threat Analysis Approach proposes the idea that an analyst can
model the software architecture first, then predefined threat rules are checked automatically against
the model [9]. The architecture is described using a component-port-connector style modelling lan-
guage, and threats are formalised as OCL (Object Constraint Language) constraints. For example,
the paper formalises threats such as Man-in-the-Middle and Injection. A Man-in-the-Middle threat
is associated with missing or weak encryption, authenticity, and integrity mechanisms, while an
Injection threat is associated with missing or weak input validation. These informal threat signa-
tures are translated into OCL rules that can be checked on the architecture model. The interesting
part is that the authors refine the architecture metamodel to reduce false positives. At first, their
rules detect too many threats because the model does not contain enough architectural context.
Then they add concepts such as trust level and port kind. Trust level helps distinguish trusted from
untrusted zones, while port kind helps distinguish external/public ports from internal/private ports,
improving the precision in their example.

Taken together, theseworks show that automated tree generation ismost useful when reusable
modelling knowledge is connected to an explicit description of the system under analysis. For-
mal approaches provide strong semantic grounding, template and library-based approaches im-
prove reuse, vulnerability-driven approaches link generated structures to public security knowledge,
and model-based threat analysis shows that architecture properties can be checked automatically
against formalised threat conditions. However, the reviewed approaches also show a remaining
gap. Some depend on detailed formal specifications, others require known products and CVEs,
and others detect threats without constructing a safety-security causal model.

1.3 Cybersecurity in Space Systems

1.3.1 Cybersecurity Standards and Guidance

Cybersecurity guidance for space systems should follow the mission lifecycle phases, as
described in ECSS-E-ST-80C. According to this, it should be considered starting from mission def-
inition and up until operation and disposal, because threats, assets, and acceptable risk levels
all change as the project matures [48]. This standard defines security principles, such as attack
surface reduction, defence in depth, domain separation, fail secure, least privilege, need-to-know
(NTK), secure evolvability, separation of duties, and redundancy . For multi-tenant OBSW, these
principles map directly onto architectural decisions: domain separation and least privilege deter-
mine whether tenant applications are isolated from each other and from platform services, while
defence in depth and fail secure behaviour concern whether the architecture limits how far a fault
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or attack can travel once it occurs. The same logic applies when zooming in on the software.
ECSS-E-ST-40C Rev.1 mentions a security process covering security analysis, risk treatment, and
security activities across the software lifecycle specifically[8].

BSI TR-03184 space-specific security guidance focuses on information security for the space
segment and links threats to protection goals and security measures, with mission-specific tailoring
expected from the user [49]. Space Attack Research & Tactic Analysis (SPARTA) taxonomy adds a
threat knowledge perspective for space systems, with entries covering flight software exploitation,
malicious software, third-party software, lack of bus segregation, OS attacks, and critical subsystem
attacks [50].

The Consultative Committee for Space Data Systems (CCSDS) also provides an informa-
tional Green Book, CCSDS 350.1-G-3, to support mission planners in identifying and understand-
ing security threats against space missions. It provides a high-level overview of threat sources,
common threats, vulnerabilities, mission impacts, and possible security mechanisms across space
and ground mission infrastructure [51].

MITRE maintains widely recognized cybersecurity knowledge bases. CVE provides iden-
tifiers for publicly disclosed vulnerability instances (a specific product, version, or configuration),
allowing tools, databases, and analysts to refer to the same known issue consistently [52]. CWE
sits one level higher, describing classes of software and hardware weaknesses that may lead to
vulnerabilities once the product containing the weakness is released; examples include missing au-
thentication, improper access control, weak input validation, or unsafe resource management [47].
A CVE record can often be mapped to one or more CWE categories to describe the underlying
weakness that caused the vulnerability. CAPEC complements both CVEs and CWEs by describ-
ing common attack patterns, meaning recurring ways in which adversaries exploit weaknesses
maliciously [53].

1.3.2 Existing Work in Threat Modeling for Space Systems

Space systems have specific security conditions that affect how threats should be identified
and modelled: long mission lifetimes, limited physical access after launch, constrained onboard
resources, dependence on ground segment, and the safety consequences of compromised space-
craft functions. Existing work in space-system threat modeling therefore helps define the domain-
specific context in which the framework proposed in this thesis is implemented. Moreover, it shows
which aspects are already addressed by current methods, such as asset identification, scenario
generation, and lifecycle security guidance, providing the basis for identifying the more specific
gap addressed in this thesis: the lack of a parameter-driven method for generating architecture-
specific AFTs for multi-tenant OBSW.

The tendency in existing work is to first decompose the space system into more specific
segments, such as ground, launch, link, space, user segments, to conduct threat modeling based
on the characteristics of each.

Sheik et al. examine threat modelling for New Space systems through a teleoperation use
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case [54]. Their study uses a reference architecture and data flow diagrams to decompose a tele-
operated robot system into hardware and software components, then applies STRIDE/DREAD to
identify and rank threats across trust domains. The work is relevant because it explicitly addresses
cyber-physical and hardware-software interactions, which are difficult to capture with threat-modelling
approaches originally developed for conventional information systems. The authors identify telecom-
munications as a highly exposed asset in the use case and highlight jamming, spoofing, and Man-
in-the-Middle attacks as severe threats.

Other work expands threat analysis by focusing on scenario generation. Lin et al. propose
the ICARUS (Imagining Cyberattacks to Anticipate Risks Unique to Space) matrix as a scenario
generator for space cyberattacks [1]. Rather than limiting the discussion to familiar examples,
the report encourages analysts to generate richer scenarios by considering the attacker, target,
method, segment, motivation, and timing of an attack. This report suggests the idea that many
plausible scenarios may be missed if analysts only reuse familiar attack examples.

Secure design work places threat modeling within the broader lifecycle of space systems.
Hammadeh et al. argue that cybersecurity should be integrated throughout the space-system life-
cycle, together with secure engineering, offensive testing, cyber resiliency, and standardization [3].
Their V-model mapping shows that threat landscape analysis, security engineering, testing, opera-
tion, and resiliency need to be considered as connected activities rather than isolated checks. This
means that threat modeling can support early architectural decisions, guide testing, and inform
mitigation planning.

1.4 Research Gap

Space cybersecurity literature divides the space system into more specific assets or seg-
ments: ground segment, communication/link segment, space segment, user segment, sometimes
launch/ cloud/supply chain too. A lot of existing work looks at the outer attack surface of those
segments: jamming, spoofing, compromised ground station, malicious commands, user-terminal
compromise, cloud services, supply chain, and so on. All of this is important, but then the question
becomes:

Once a threat reaches the spacecraft or originates from software already onboard, what
determines whether it remains contained or propagates toward spacecraft-facing func-
tions?

The answer is the OBSW architecture, which is the internal structure of the space segment that
decides how software behaviour can affect spacecraft functions. The space segment alone is not
a sufficient abstraction level if the concern is the safety-security propagation inside the spacecraft.

Existing work recognises the space segment as a cyber target, and existing generation work
shows that attacks or threats can be generated from models, templates, databases, or architec-
ture descriptions. However, these ideas have not yet been applied to the internal architecture of
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multi-tenant OBSW, where design parameters such as isolation, mediation, lifecycle control, au-
thority binding, communication paths, and resource sharing determine whether tenant-originated
behaviour can affect high criticality functions or not. In other words, the literature gives all the
pieces, but does not combine them for this specific problem.
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Chapter 2

Parameter-Driven Attack-Fault Tree
Generation Framework

2.1 Framework Overview

The proposed framework supports the early comparison of shared OBSW architecture vari-
ants through parameter-driven AFT generation. It is meant to be used during the preliminary design
stage of the mission, when exact implementation details such as libraries, exact OS version, and
test results are not yet known. Consequently, CVEs or implementation bugs cannot be linked to the
system; only structural choices such as isolation mechanisms, communication between software
components and security policies like resource quotas, and control of on-orbit updates can describe
the system at this design stage. What the framework does is take these choices (architectural pa-
rameters) and ask Given these architecture conditions, which attack-fault paths are possible for
this selected top event?

The top event represents an undesired system-level failure state identified before applying
the framework, for example through a system-level FMEA (Failure Mode and Effects Analysis),
FTA, or mission consequence assessment.

The process has two main phases: a qualitative analysis phase and a semi-quantitative anal-
ysis phase. The qualitative analysis is the generation of AFTs itself using activated fragments based
on rules derived from different combinations of the parameters used to describe the system. The
second one is the semi-quantitative evaluation and involves assigning likelihood scores to the ac-
tivated events and aggregating them upward through the tree. The resulting top event likelihood
score is used to compare architecture variants.

The score produced by the framework is an ordinal measure of how reachable the selected
top event is under the architectural conditions represented by a given variant, not an absolute
probability of mission failure. This makes the output suitable for comparing design alternatives
during early architecture selection, while avoiding claims of probabilistic precision that would not
be justified at this stage.
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Figure 2.1 presents the overall steps followed when applying the proposed framework.

1. Select Top Event
Choose the architectural failure mode to analyze

2. Define architecture variant
Assign values to all parameters in the schema

3. Apply activation rules
Check architecture variant against the rules and activate AFT fragments Fragment LibraryActivation Rules

Architecture
Schema

4. Assemble generated AFT instance
Combine activated fragments under the selected TE per the AFT Metamodel

5. Conduct Semi-Quantitative Analysis on the Generated AFT
Score each AE and FC then aggregate likelihood upwards to compute L(TE)

6. Compare architecture variants
 Compare L(TE) and dominant paths across the variants

System-level safety
analysis (as per ECSS-

Q-ST-40C-Rev.1)

Necessary activity prior
to applying the

framework

AFT Metamodel

Repeat all steps starting from 2 by assigning different values
to the parameters describing the architecture

Figure 2.1: Framework process diagram

2.2 Scope and Modelling Assumptions

The framework is intended as a reusable method for parameter-driven AFT generation and
comparison. In this thesis, the method is instantiated for multi-tenant SataaS OBSW architectural
class. The parameter set, fragment library, and activation rules are therefore tailored to this ar-
chitectural class. Applying the same method to another domain, for example the ground station
architecture, would require redefining these artefacts according to the relevant system boundaries,
interaction paths, authority relationships, and control mechanisms, without modifying the general
idea and steps of the framework.

The framework is applied during the early architecture phase of a mission, when alternative
designs can still be compared. At this stage, the analysis focuses on how architectural choices
expose, constrain, or contain attack-fault paths towards a selected top event. The result is intended
to support design comparison, not to replace detailed safety, security, or implementation verification
activities.
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The in-scope elements are untrusted tenant software, trusted platform software, tenant-platform
interfaces, tenant-tenant communication, shared resources, isolation mechanisms, permissions,
update mechanisms, and access to spacecraft-facing functions. The analysis covers paths that
originate from tenant software or from its interaction with platform-controlled resources.

Ground segment compromise, physical tampering, malicious hardware and supply-chain
compromise, RF-layer attacks, detailed hardware faults, and implementation-level vulnerabilities
are outside the direct scope of this instantiation. They may be considered in broader mission-level
analyses or included in future extensions through additional parameters, fragments, and activation
rules.

The top event is assumed to be selected before AFT generation begins, based on prior
system-level safety, security, or mission consequence reasoning. The framework does not de-
termine mission severity, it analyses how reachable the selected top event becomes under a given
architecture variant and supports comparison between variants under the same modelling assump-
tions.

Tenant software is treated as untrusted from an assurance perspective. This assumption
does not automatically imply malicious intent. Tenant behaviour may become unsafe because of
faults, unexpected inputs, misconfiguration, or deliberate misuse due to tenant software originating
from different developers or users. Since these causes may lead to similar architectural violations,
fault-induced and attack-induced conditions are represented within the same AFT structure.

A generated AFT represents structural applicability, not event occurrence. Activating a frag-
ment means that the corresponding path is relevant for the analysed architecture variant, not that
the attack, fault, weakness, or enabling condition has occurred. For example, if the architecture
supports on-orbit tenant updates, the framework may include a fragment about unsafe update ac-
tivation. If another variant does not allow tenant updates at all, that fragment would not appear.

Software criticality and security relevance are treated as related but distinct concerns. Soft-
ware criticality is derived from the consequence of software failure in its system context and sup-
ports the definition of assurance effort. Security relevance is derived from the paths made available
by the architecture. A tenant application supporting a low-criticality function may still contribute to
a higher-consequence path if it can reach platform services, shared resources, other tenants, or
spacecraft-facing interfaces. This separation is consistent with ECSS-Q-ST-80C, where software
security is treated as a transversal activity that may apply independently of software criticality [55].

2.3 Framework Artefacts

2.3.1 System Description: Parameterised Architecture Input as the AFT Driver

Since the framework’s end goal is to compare architecture variants, in order to compare
them fairly, both must be described using the same dimensions. Parameterisation addresses this
requirement. The analyst assigns one value to each dimension, so that alternatives can be com-
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pared under a common structure.

Table 2.1: Example of parameterised architecture variants

Architecture parameter Variant A Variant B

Tenant-platform
containment

containerized shared process

Shared memory disabled enabled
Communication control capability-based basic policy
Resource isolation quotas and watchdogs none

A change in parameter value can affect the analysis structurally. For example, if shared
memory is disabled in one variant but enabled in another, then shared-memory fragments become
relevant in the latter, because tenant software may influence other software through mapped mem-
ory.

This change in parameter values can also have an evaluative effect, meaning that the frag-
ment may not be modified structurally, but its likelihood score changes. For example, if commu-
nication between tenant and platform is API-based and mediated through the platform services
and communication control is capability-based, then the API mediation path may still exist. How-
ever, capability-based access control makes the path less reachable than an unmediated or weakly
checked API.

Using this type of input as the analysis driver is aligned with model-based threat analysis
(MBTA), where a software architecture model is evaluated against formalised threat signatures to
identify relevant threats [9]. The same principle is adopted here to AFT generation: architecture
parameters are evaluated by activation rules to instantiate reusable attack-fault fragments.

The parameter set used in this thesis was selected according to four concerns: boundary
crossing, component interaction, reachable authority, and control strength. Boundary-related pa-
rameters describe whether an event can remain local, propagate laterally, or cross into a trusted do-
main. Interaction-related parameters identify the routes through which components may influence
each other, such as API call, message bus, shared memory, lifecycle update, and shared resource
exhaustion. Authority-related parameters capture what can be done through those routes. Exam-
ples here include reading TM, modifying payload settings, sending command requests, changing
configuration etc. Control-related parameters describe how strongly the architecture restricts ac-
cess, persistence, or propagation.

Execution and isolation parameters define the trust boundaries of the architecture. The ex-
ecution model captures the underlying system structure, such as a monolithic kernel, microkernel,
separation kernel, or partitioned RTOS. Tenant-platform containment captures the isolation bound-
ary between untrusted tenant software and trusted platform functions, such as container boundary
or VM boundary. Tenant-tenant separation captures the boundary between tenant applications.

The isolation-related parameters are split into two dimensions: tenant-platform containment
and tenant-tenant separation. Tenant-platform containment describes the boundary between un-
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trusted tenant software and trusted platform functions. Tenant-tenant separation describes the
boundary between tenant applications. The distinction is needed because escalation into platform
authority and lateral interference between tenants produce different attack-fault paths.

Both dimensions are expressed through ordered containment levels, ranging from no en-
forced separation to process-based, container-based, virtualised, and partition-based isolation.
These levels represent progressively stronger assumptions about memory separation, execution
independence, and enforcement by the underlying runtime, OS, hypervisor, or separation kernel.

Figure 2.2 summarises the resulting isolation design space. Valid combinations represent
architecture variants that can be analysed directly (represented through a check mark). Invalid
combinations indicate inconsistent assumptions, such as strong tenant-tenant separation without
a corresponding tenant-platform containment mechanism (represented through an X symbol). Ad-
vanced combinations represent nested designs, for example virtualisation combined with partition-
ing, which are possible but require additional architectural justification (represented through the
triangle symbol).
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T-T separation

none
logical
only

process
separated

container
separated

VM
separated

partition
separated

none

logical
only

process
sandboxed

containerized

VM
isolated
partition
isolated

✓ ✓ X X X X

✓ ✓ X X X X

✓ ✓ ✓ X X X

✓ ✓ ✓ ✓ X X

✓ ✓ ✓ ✓ ✓ △

✓ ✓ ✓ ✓ △ ✓

Figure 2.2: Isolation design space defined by tenant-platform containment and tenant-tenant
separation

The vertical axis (T-P containment) represents the protection against untrusted software af-
fecting the platform, while the horizontal one (T-T separation) represents protection against tenant-
to-tenant interference. Consequently, moving up inside the figure increases the protection of plat-
form from tenants, while moving right increases protection between tenant applications. From a
practical interpretation point of view, each cell in the figure defines a specific execution architec-
ture, a specific attack surface, and a specific fault propagation behaviour. Therefore, each cell
drives a different AFT instance.

The main principle followed throughout the development of this matrix is that the internal
separation of tenants should not exceed or contradict the containment mechanism applied between
tenants and the platform, unless explicitly modelling advanced nested designs. This is the reason
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why some combinations are invalid, such as having no T-P containment, while choosing VM T-T
separation. This would translate to tenants being strongly isolated from each other, but not isolated
from the platform, which is architecturally inconsistent: VM implies strong isolation layer, but cannot
exist without also isolating from platform.

The triangle symbolizes advanced combinations, such as T-P: VM-isolated, while T-T: partition-
separated. This implies that tenants are inside VMs and inside those VMs, partitions are used. This
is not inherently impossible, but it is complex and uncommon.

Interaction surface parameters describe how influence can move across those boundaries.
Tenant-platform communication represents the service or message path between tenant software
and platform software. Tenant-tenant communication captures direct or mediated interaction be-
tween tenants. Shared memory is modelled separately because mapped memory introduces paths
that differ frommessage-based communication. Spacecraft-facing interface access captures cases
where tenant software can read from, write to, or command functions normally expected to remain
under trusted platform control.

Access and mediation parameters refine the meaning of an existing path. Communication
control captures whether interaction is unmediated, policy-restricted, or capability-based. Data and
operation access distinguish read-only access, write access, read-write access, and command-
capable access where applicable. Separate controls are used for shared memory and spacecraft-
facing interfaces because these paths may bypass ordinary service mediation.

Lifecycle and integrity parameters describe whether software can be trusted during deploy-
ment, update, and startup. Platform update control and tenant deployment determine how software
is accepted, replaced, or activated. Code signing, boot integrity, and key protection represent the
trust mechanisms used to prevent unauthorised execution or weakened verification. These pa-
rameters matter because a compromised update path or weak trust root can enable persistent or
high-authority failures.

Resource isolation is treated separately because interference may occur without direct data
access or command authority. A tenant may affect platform services or other tenants by exhausting
CPU time, memory, storage, or I/O bandwidth. This parameter group allows the generated AFT to
include denial-of-service and shared-resource interference paths alongside direct communication
and access-control paths.

The parameter space allows the representation of a wide range of architectures, from flat
execution environments to high-assurance partitioned systems.

2.3.2 Attack-Fault Tree Metamodel

This framework is designed to generate AFT instances from the architectural description of
the flight software, meaning that the same architecture may be analysed with respect to different
top events or that the same top event may produce different trees for different architecture config-
urations. Without a consistent definition of the event types that may appear in a generated AFT
and of the way these events are organized, the resulting trees would not be comparable across
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analyses. The purpose of the AFT metamodel is to define a common structural vocabulary for all
generated trees, so that differences between AFT instances can be interpreted as consequences
of architectural variation rather than as differences in analyst modelling choices.

The metamodel aims to capture the level of abstraction that can reasonably be inferred from
the software architecture description at the preliminary design stage. At this stage, the available
information is usually sufficient to reason about architectural boundaries, communication paths, iso-
lation mechanisms, shared resources, access-control assumptions, and possible classes of weak-
ness. It is not necessarily sufficient to model detailed implementation behaviour, exact exploit
chains, or mission-specific failure probabilities. For this reason, the metamodel is positioned be-
tween high-level system safety analysis and low-level vulnerability analysis: it represents architecture-
level failure mechanisms and their enabling attack/fault conditions, while using CWE categories
only as localised weakness indicators rather than as evidence of concrete vulnerabilities. The pro-
posedmetamodel imposes a fixed layered structure on every generated AFT instance, as illustrated
in Figure 2.3. This is a deliberate modelling choice. Classical FTA gives the analyst considerable
freedom to decompose the top event at the level of detail and with the event categories most appro-
priate for the system under analysis. This flexibility is valuable when the objective is to construct the
most complete failure model of a single fixed system. However, it also makes comparison difficult,
because two trees may differ not only because the systems differ, but also because the analysts
selected different abstraction levels, event names, or decomposition strategies.

In contrast, the objective of this framework is not to produce a complete safety or security
model of one finalised spacecraft design, but rather to support early comparison between alter-
native onboard software architecture variants for multi-tenant SataaS missions. For this purpose,
comparability and repeatability are more important than unrestricted modelling freedom. Conse-
quently, when two architecture variants generate different AFT structures, these differences can
be traced back to differences in the selected architectural parameters and activated fragments.

Automation is also easier under this structure, because each event type has a predefined
role in the tree and reusable AFT fragments can be written against the metamodel and activated
through rules evaluated over the architecture schema. In this way, the framework separates the
definition of possible failure structures from the selection of a concrete architecture variant. The
fragment library defines what types of failure paths may exist within the framework scope, while the
rule set determines which of those paths are structurally applicable to the analysed variant.

This restriction introduces a known limitation. Some failure paths may require a different
decomposition structure or a more detailed implementation model than the one supported by the
metamodel. Such paths are outside the current scope of the framework and would require either
manual extension or future refinement of the fragment library and schema. Nevertheless, the re-
striction is appropriate for the intended use of the framework, because it makes generated AFTs
reproducible, structurally comparable, and suitable for semi-quantitative comparison across archi-
tecture variants.
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Layer 0: Top Event

A fault tree, and by extension an attack-fault tree, is built around a specific undesired system
state: the top event (TE). The Fault Tree Handbook defines it as the failure mode of the system
being analysed [31]. In this thesis, the TE is expressed as the failure of the analysed software
architecture to preserve a required property. The choice of which property to analyse follows from
a prior system-level safety, security, or mission consequence assessment, which may use methods
such as FMEA, FTA, or hazard analysis to determine what functions are safety- or mission-critical
and which failure states require further analysis. The framework then takes the identified failure
state and translates it into an architecture-level property violation that can be decomposed through
the AFT structure.

A consequence such as loss of spacecraft, loss of payload service, or loss of attitude control
may involve several subsystems and failuremechanisms outside the scope of the software architec-
ture model. The TE is therefore written as the architecture-level failure condition that can contribute
to such consequences. For example, the prior safety assessment may identify that mission-critical
failure states share a contributing condition: tenant software operating beyond its authorised execu-
tion context, with access to platform services that it should not be able to influence. That condition
is not directly representable as a mission consequence, since it sits at the software architecture
level rather than at the level of hardware subsystems or operational outcomes. The framework
takes it and expresses it as a TE: Tenant-Platform Privilege Boundary Enforcement Failure, which
describes the software-architecture condition under which a tenant application can gain platform-
level privileges or influence platform services beyond its authorised scope, making downstream
failure states reachable through the architecture.

In summary, TE selection follows two steps. First, the prior system-level analysis identi-
fies an undesired failure state relevant to the mission. Second, this concern is translated into
the architectural guarantee whose failure the framework can analyse. If prior analysis identifies a
high-consequence failure state with a contributing condition at the software architecture level, that
condition is translated into the architectural guarantee whose violation the framework can analyse
and decompose.

A single AFT instance is generated per selected TE. Different TEs require separate instances,
since each represents a different violated architectural guarantee, and the decomposition below the
TE changes accordingly.

Layer 1: Boundary Failure Mode (BFM)

Boundary Failure Modes (BFMs) form the first decomposition layer below the selected top
event. It is broader than an FE, butmore specific than the TE. In themetamodel, the TE is connected
to its BFMs through an OR gate: each BFM represents an alternative architectural way in which
the top event may be realised. One activated BFM is therefore sufficient to contribute to the top
event, although several BFMsmay be present simultaneously in the same generated AFT instance.
For example, if tenant software can directly access a platform command service, then the privilege
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boundary may fail even if cryptographic keys remain protected.

A BFM is a broad architectural failure class: a failed boundary, an ineffective control path,
a broken trust relationship, or an unmet protection obligation. It is therefore positioned between
the TE and the concrete failure events (FEs) below it. For example, Replayed platform command
request accepted is too specific for this layer, because it describes a particular failure path. A
broader failure mode such as tenant-platform communication mediation failure is more appropriate,
because it captures the architectural class under which replay, forgery, missing authorisation, or
confused-deputy behaviour can be represented as lower-level FEs (subsection 2.3.2).

The candidate BFMs are defined in the AFT fragment library (subsection 2.3.3), which is
developed independently of any concrete architecture variant. For a selected TE, the fragment
library specifies the possible first-level architectural failure modes through which that top event
may occur. They are defined once as reusable decomposition elements and are later selected
during AFT generation, based on the activation rules (subsection 2.3.4). A BFM is included in the
generated AFT only if the selected variant activates that failure mode or at least one FE belonging to
it. In this way, the fragment library remains variant-independent, while the generated AFT instance
remains variant-specific.

The derivation of BFMs follows a repeatable procedure. First, the selected TE is rewritten
as a violated architectural guarantee. Second, the architecture schema is inspected to identify the
parameter groups that define, enforce, or influence that guarantee. Third, each relevant parameter
group is translated into a required architectural protection, expressed as a positive statement of
what the architecture must preserve. Fourth, this protection statement is negated to obtain a can-
didate BFM. Finally, the candidate is checked against the BFM acceptance criteria and, if accepted,
is decomposed into FEs at the next layer of the AFT.

1. State the architectural guarantee. Define what property the architecture is expected to
preserve in order to avoid the selected TE.

2. Identify relevant schema dimensions. Select the architecture-schema parameters that
define or influence this guarantee.

3. Group related parameters. Combine parameters that enforce the same type of boundary,
control path, trust relation, or protection mechanism.

4. Formulate the required protection. Express what the architecture must ensure for each
parameter group.

5. Negate the required protection. Convert each required protection into an architectural fail-
ure mode. This failure mode becomes a candidate BFM.

6. Apply acceptance criteria. Keep the candidate only if it is related to the TE, traceable to the
schema, variant-independent, architectural in scope, and decomposable into concrete FEs.

For the top event Tenant-Platform Privilege Boundary Enforcement Failure, the architectural
guarantee is that tenant-originated behaviour must not obtain, exercise, modify, bypass, or corrupt
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authority reserved for trusted platform software. The relevant schema dimensions are those that
define how the tenant-platform boundary is created, controlled, and protected: tenant-platform
containment, tenant-platform communication, access-control policy, lifecycle control, code signing,
boot integrity, cryptographic key protection, resource isolation, shared-state control, and tenant-
tenant interaction paths that may indirectly affect platform-facing behaviour.

Each of these schema dimensions implies a required protection:

• tenant-platform containment requires tenant execution to remain separated from platform au-
thority;

• tenant-platform communication requires tenant requests to be mediated before they reach
platform services;

• access-control and identity-binding mechanisms require platform authority to be applied only
to the correct tenant identity, request origin, and permission scope;

• lifecycle controls require platform-relevant software, updates, boot state, and deployment
artefacts to remain trusted;

• cryptographic protection requires platform keys, credentials, tokens, and capabilities to re-
main inaccessible or unusable from tenant context;

• resource-isolation mechanisms require tenant resource usage not to interfere with platform
mediation or boundary enforcement;

• tenant-tenant separation requires that one tenant cannot use another tenant as an indirect
path toward platform authority.

Negating these required protections produces the candidate BFMs for the selected TE. For
example, the requirement that tenant execution must remain separated from platform authority
becomes execution containment failure. The requirement that tenant requests must be mediated
before reaching platform services becomes tenant-platform communication mediation failure. The
requirement that platform authority must be bound to the correct tenant identity and scope becomes
platform authority or tenant-context binding failure. The requirement that platform trust material
must remain inaccessible from tenant context becomes platform trust material exposure or misuse.

Not every possible failure statement is accepted as a BFM. A candidate must satisfy five cri-
teria. First, it must be directly related to the selected TE. Second, it must be traceable to one or
more architecture-schema parameters. Third, it must be independent of a single architecture vari-
ant. Fourth, it must describe an architectural failure mode rather than a specific exploit technique
or CWE. Fifth, it must be decomposable into concrete FEs at the next layer of the AFT.

These criteria keep the BFM layer at the correct level of abstraction. A statement such as ”the
architecture is insecure” is too broad, because it cannot be tied to a specific architectural protection.
Similarly, a statement such as ”a replayed command request is accepted” is too narrow, because it
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already describes a concrete FE. The BFM layer therefore acts as the bridge between the selected
TE and the reusable lower-level fragments.

The resulting BFM set is considered complete only within the scope of the current architecture
schema and the selected TE. It is not claimed to cover every possible SataaS implementation. If
the schema is extended with additional architectural properties, the BFM set and the associated
fragment library must be reviewed and extended accordingly.

Layer 2: Failure Event (FE)

Failure Events (FEs) form the second decomposition layer in the metamodel. They refine
each BFM into architecture-level events that explain how the broader boundary failure may occur.
A BFM names the failed protection class; an FE identifies a specific path within that class.

A BFM is connected to its FEs through an OR gate, since any one FE is sufficient to realise
the parent failure mode. For example, under tenant-platform communication mediation failure, pos-
sible FEs include unauthorised platform request accepted, replayed platform command request
accepted, or tenant request executed under incorrect platform authority. These events are nar-
rower than the BFM, while still remaining above implementation bugs, exploit steps, or individual
vulnerability identifiers.

The FE layer is where architecture parameters start to produce visible differences between
generated trees. A fragment containing an FE is included only when the analysed variant provides
the required architectural conditions. Shared-memory interference, for instance, requires a relevant
shared-memory path. Misuse of a spacecraft-facing service requires interface reachability and an
access level that can affect that service.

Each FE is decomposed into an Attack Event (AE) and an enabling Fault Condition (FC). The
AE captures the tenant-originated action, interaction, or misuse attempt that exercises the path.
The FC captures the missing control, architectural weakness, misconfiguration, or fault condition
that allows the AE to produce the FE. Both must be present for the FE to occur, which is why this
layer uses an AND decomposition.

This structure supports the safety-security interpretation of the AFT. The AE may represent
deliberate misuse, faulty behaviour, unexpected input, or an invalid interaction. The FC explains
why the architecture fails to contain or reject that behaviour. Together, they describe how tenant-
originated behaviour becomes an FE at architecture level.

An FE is included in the fragment library only if it satisfies four conditions. It must refine
one BFM, remain at architecture level, be traceable to one or more architecture parameters, and
decompose into an AE and an FC. These criteria keep the layer usable for automated generation:
detailed enough to activate and score, but general enough to reuse across variants.

The FE layer is therefore the main bridge between architectural failure modes and lower-level
causes. Differences in the FE set of two generated AFTs indicate that the analysed variants expose
different paths towards the same BFM or selected top event.
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Layer 3: Attack Event (AE) & Fault Condition (FC) Pair

Layer 3 explains why an FE can occur. Each FE is decomposed into an AE-FC pair. The
AE represents the tenant-originating behaviour that exercises a path, while the FC represents the
architectural condition that allows this action to become effective.

The AE is defined as an adversarial or misusing action that stems from the untrusted software.
Since tenants may originate from different third-parties and may not be developed, verified, or
assured to the same level as trusted platform software, an attack event may describe a crafted
or invalid request, replay, spoofing, injection, abuse of an exposed interface, misuse of delegated
authority, or another interaction that challenges an intended boundary, interface, or authority path.

The FC captures the missing or weakened protection that allows the AE to produce the par-
ent FE. Examples include absent mediation, incorrect authority binding, weak isolation, insufficient
resource control, exposed trust material, or an unsafe update condition. The FC is the architec-
tural enabler of the FE. Without it, the AE may still occur, but it should be rejected, contained,
or prevented from propagating. This pairing avoids modelling tenant behaviour and architectural
weakness as independent causes of the FE. In most cases relevant to this framework, an invalid
tenant-originated action becomes harmful only when the architecture permits it to cross a boundary,
reach a protected function, or persist in a trusted context.

At the conceptual level, AEs and FCs may be reused across several FE branches. The same
AE may be associated with different FCs when the same unintended action is enabled by different
weaknesses. For example, a crafted platform API request may become relevant because of weak
authorisation, incomplete input validation, or fail-open mediation. Similarly, the same FC may be
associated with different AEswhen one architectural weakness enables several unintended actions:
weak command authorisation may enable an unauthorised command request, a forged command
request, or abuse of delegated platform authority.

In the current metamodel, these concepts are represented as AE-FC pairs under each FE
branch, keeping the generated structure tree-oriented: each FE branch contains one associated
AE and one associated FC. If the same AE or FC concept is relevant in more than one place, it
is repeated as a local instance in the corresponding FE branches. A more general DAG-based
model could represent repeated concepts as shared nodes. This framework keeps a tree structure
to preserve readability, direct traceability, and straightforward likelihood propagation.

The AE-FC pair also supports semi-quantitative evaluation. The AE represents the accessi-
bility of the action or interaction, while the FC represents the weakness of the architectural control.
Their combined score expresses the likelihood of the FE under the analysed architecture variant.
This keeps scoring tied to the same reasoning used for generation: paths become more relevant
when unintended tenant behaviour is easy to exercise and the corresponding control is weak or
absent.
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Layer 4: Localised CWEs as Basic Events

Layer 4 contains the basic events in the metamodel, which are represented through localised
CWE entries. The term localised suggests that a generic CWE entry is interpreted in relation to
the architectural element affected by the parent FC. For example, an authentication-related CWE
is meaningful only when it is attached to a specific mediation or access-control condition in the
architecture.

CWEs are used as basic events because they provide a standardised vocabulary for software
weaknesses, while remaining abstract enough for early architecture analysis. They also support
traceability to recognised security taxonomies, which makes the fragment library easier to review
and extend. Within this metamodel, a CWE is treated as atomic: it is not decomposed further by
the framework, even though the same weakness could be analysed in more detail in a lower-level
security assessment.

CWE selection follows five rules. First, the weakness must be software-relevant and appli-
cable to software systems, execution environments, interfaces, or access-control logic. Hardware-
only, physical, or organisational weaknesses are outside the scope of this layer. Second, the weak-
ness must be architecture-relevant: it must plausibly affect a boundary, communication path, con-
trol mechanism, shared resource, lifecycle mechanism, or spacecraft-facing interface represented
in the framework. Third, the CWE should be platform-independent enough to remain reusable
across architecture variants: entries tied to a specific product, library, or implementation technology
are avoided unless the fragment is explicitly intended for that environment. Fourth, the abstraction
level must match the limit of resolution of the basic events in the metamodel. Base-level CWEs
are preferred because they usually describe identifiable weakness mechanisms, while pillar-level
CWEs are too broad and variant-level CWEs often introduce implementation detail that is not avail-
able during preliminary design. Class-level CWEs may be used when they are sufficiently specific
and no more suitable base-level entry is available. Fifth, the CWE must support the parent FC: a
weakness is accepted only when it can help explain why the architectural control represented by
the FC may fail. This rule prevents unrelated CWEs from being attached to the tree simply because
they are security-relevant in a general sense. Each CWE must therefore be traceable upward to
one FC, one FE, and ultimately to the selected BFM and TE.

2.3.3 AFT Fragment Library

The AFT fragment library is the artefact that defines the reusable failure paths activated dur-
ing the AFT generation, containing partial AFT structures written according to the metamodel in-
troduced in Subsection 2.3.2. Each fragment represents one architecture-level path from a BFM
to its lower-level causes. This library defines what can appear in a generated AFT before any
architecture variant is selected.

A fragment is linked to a selected top event and to one parent BFM. Within that BFM, it
specifies an FE, the associated AE and FC pair, and the CWEs that may support the FC, keeping
every fragment consistent with the metamodel. A fragment is smaller than a full AFT, yet large
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enough to express a complete reusable path.

The library is developed independently of individual architecture variants. Its content is de-
rived with respect to the selected top event and to the parameter groups that may affect those
guarantees. For example, the Tenant-Platform Privilege Boundary Enforcement Failure top event
leads to fragments involving containment failure, communicationmediation failure, authority binding
failure, lifecycle integrity failure, but not to fragments whose effect is limited to tenant-tenant interfer-
ence, spacecraft-facing command validation, or general software execution integrity, unless those
paths directly enable tenant influence over trusted platform authority.

Each fragment has to satisfy four conditions before being included in the library. First, it must
refine a BFM that belongs to the selected top-event decomposition. Second, it must describe an
architecture-level attack-fault path, without depending on a specific software product, version, or
implementation bug. Third, it must be traceable to one or more architecture parameters, so that
activation can be evaluated systematically. Fourth, it must be decomposable into the FE, AE, FC,
and CWE structure required by the metamodel.

AFT fragments, or sub-trees, support reusability and comparison. The same fragment can
be evaluated against multiple architecture variants, and differences between generated trees can
be traced to the parameters that activate or suppress fragments. This avoids rebuilding each AFT
manually and keeps the comparison focused on architectural differences.

The current library is developed for the top event Tenant-Platform Privilege Boundary En-
forcement Failure. Other top events require additional fragment sets, because each top event
represents a different violated architectural guarantee. The metamodel remains the same, but the
BFMs, FEs, AE-FC pairs, CWE mappings, and activation rules have to be defined for the new
top-event scope.

2.3.4 Activation Rules for Fragment Instantiation

The framework uses a set of activation rules to determine which fragments are structurally
applicable to the selected architecture. Activation means that the architecture variant contains
the relevant path, boundary, access relation, or weak enforcement condition for the corresponding
fragment to be included in the generated AFT.

The fragment library and activation rules are related, but they have different roles. The frag-
ment library is defined first from the selected top event and the AFTmetamodel, because it specifies
the possible paths that may appear in the tree. The activation rules are then constructed by map-
ping each fragment to the architecture parameters that make it structurally applicable. The process
is iterative in implementation, since rule development can reveal where a fragment needs to be
refined or where the schema lacks a parameter needed for more precise activation.

The rule logic follows the layer structure of the AFT metamodel: BFMs are activated by the
existence of relevant architectural paths or protection mechanisms and FEs are activated when
the architecture makes a specific failure outcome structurally possible. FCs are activated when the
selected architecture variant contains, exposes, or cannot rule out the weak, missing, insufficient,
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or structurally relevant control condition that enables the corresponding FE. At the early architecture
stage, FC activation means that the enabling condition is relevant to the analysed architecture path,
not that an implementation-level weakness has already been proven. AEs and CWEs are included
structurally through their activated parent nodes. An AE is included as the tenant action associated
with an activated FE, while CWEs are included as weakness classifications associated with an
activated FC.

The rules are developed manually from the relationship between the selected top event, the
fragment library, and the architecture schema. First, the selected TE is decomposed into BFMs and
FEs according to the AFT metamodel. Each BFM is associated with a broad architectural concern,
such as containment, communication mediation, lifecycle integrity, shared memory, or resource
mediation. Each FE is then checked against the architecture schema to identify which parameters
make that failure outcome structurally possible. Finally, the FC associated with the FE is mapped
to the parameter value, or combination of values, that represents the weak, missing, or insufficient
control condition.

In this sense, a rule is the explicit encoding of the question: under which architecture con-
ditions is this fragment relevant? For example, a shared-memory fragment is only relevant if
the schema indicates that shared memory exists in a tenant-platform or tenant-tenant scope. A
command-service fragment is only relevant if tenant-platform communication exists and the tenant
has command-capable access. A lifecycle-integrity fragment is only relevant if update, deploy-
ment, signing, boot, or key-protection mechanisms expose a path by which untrusted software or
weakened verification can affect trusted platform execution.

The construction of a rule therefore follows the same pattern for each fragment. The analyst
identifies the architectural precondition for the BFM, the more specific architectural condition for the
FE, and the enabling weakness or control condition for the FC. These conditions are then expressed
using the parameter names and allowed values from the architecture schema. Rules may use a
single parameter value, such as TP_CONTAINMENT = containerized, or a combination of values,
such as SHM_SCOPE indicating tenant-platform sharing together with SHM_ACCESS indicating write-
capable access.

When the schema does not contain a parameter fine-grained enough to confirm a specific
implementation weakness, the FCmay inherit the FE condition. In that case, the rule does not claim
that the weakness has been proven; it only states that the architecture exposes the path in which
that weakness would be relevant, leaving detailed implementation assessment to later analysis.

Formally, the activation approach can be summarized as seen in the table 2.2:
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Table 2.2: Activation Logic of Event Types

Node Level Activation Logic Example

TE Selected before generation,
not activated by rules

N/A

BFM
Activated when the relevant
architectural path/mechanism
exists

If TP_COMM != none, then T-P communication failure
mode is relevant

FE
Activated when a specific
failure is possible within the
active BFM

If TP_DATA_ACCESS = command, then unauthorized
command acceptance is a possible outcome

FC
Activated when the specific
weakness that enables FE
exists

If TP_COMM_CONTROL = unmediated, then missing
authorization is the enabling weakness

AE Included structurally with
activated parent FE

If TP_COMM != none AND TP_DATA_ACCESS =
= command, then activate FE: Unauthorized platform
command accepted, which includes AE: Tenant sends
unauthorized platform command

CWE
Included structurally with
activated parent FC to
classify the type of weakness

If TP_COMM_CONTROL = unmediated, then activate
FC: Command authorization not enforced on all paths,
which includes CWE-862 (Missing Authorization)

This results in a progressively more specific activation process down the AFT hierarchy. For
example, if the architecture variant defines a tenant-platform communication path, the correspond-
ing communication-control BFM is activated. If that path provides command-level access, then the
FE representing unauthorized platform command acceptance becomes structurally relevant. If the
communication control is unmediated, the FC representing missing or insufficient authorization is
activated. The associated AE, such as a tenant submitting an unauthorized platform command,
is included as the attack-side child of the FE. The CWE nodes associated with the FC, such as
missing authorization or improper access control classifications, are then included under the FC.

This distinction between direct activation and structural inclusion avoids unnecessary dupli-
cation in the rule base. Architecture parameters directly determine the applicability of BFMs, FEs,
and FCs. AEs and CWEs are not independently activated by architecture parameters because
they are semantically tied to their parent nodes. The AE explains what the tenant does in the acti-
vated failure path, while the CWE explains the weakness class associated with the activated fault
condition.

The activation rules therefore provide the link between the architecture schema and the AFT
fragment library. The architecture schema defines the allowed architectural features and control
mechanisms; the fragment library defines reusable AFT structures; and the activation rules deter-
mine which fragments are instantiated for a particular architecture variant. The generated AFT is
thus variant-specific while still conforming to the generic metamodel.
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2.3.5 Attack-Fault Tree Generation

AFT generation is the step that combines the selected top event, the parameterised archi-
tecture input, the fragment library, and the activation rules into one generated tree. The process
is deterministic: given the same top event, architecture variant, fragment library, and rule set, the
same AFT structure is produced.

Generation starts with selecting the TE. The corresponding fragment set is retrieved from
the library, including the BFMs, FEs, AE-FC pairs, and CWEs. The architecture variant is then
evaluated against the activation rules, with each rule checking whether the architectural conditions
required by a fragment are present, such as a communication route, shared-memory path, direct
interface access, weak mediation, insufficient containment, or exposed lifecycle control.

Fragments whose activation conditions are satisfied are instantiated into the generated AFT.
Inactive fragments are excluded, so the resulting tree contains only paths that are structurally mean-
ingful for the analysed variant. Activation therefore indicates applicability, not occurrence. A gen-
erated branch shows that the architecture exposes a path that can contribute to the selected top
event under the assumptions of the framework; it does not claim that the corresponding attack,
fault, or weakness has happened.

The instantiated fragments are assembled according to the metamodel. The selected TE
forms the root of the tree. Activated BFMs are connected below it as alternative architectural failure
modes. Each BFM is decomposed into its activated FEs, and each FE is decomposed into the AE-
FC pair that explains the path. Localised CWE entries form the Basic Event layer below the relevant
FCs. The gate structure is inherited from the metamodel: OR gates represent alternative ways of
reaching the same parent event, while the AE-FC pair uses an AND relation because both the
triggering behaviour and the enabling condition are required for the FE.

The generated AFT also preserves traceability information. Each activated fragment remains
linked to the architecture parameters and rules that caused its inclusion. This makes it possible to
explain why a branch appears in one architecture variant and disappears in another. It also sep-
arates structural generation from semi-quantitative evaluation: the generation step decides which
paths are present, while the scoring step described in Section 2.4 evaluates their relative likelihood.

When several architecture variants are analysed, the same generation procedure is applied
independently to each variant. The resulting AFTs can then be compared structurally by examin-
ing which BFMs, FEs, and lower-level paths are shared, added, removed, or changed between
variants.

2.4 Semi-Quantitative Analysis of the Generated AFTs

The purpose of the semi-quantitative analysis stage is to evaluate the AFT paths generated
for each architecture variant. The generated tree identifies which failure paths are structurally
applicable to a selected architecture, but the presence of more branches does not automatically
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indicate a less secure variant. Therefore, AFT generation and AFT quantitative evaluation are
treated as two separate activities.

The distinction follows the general logic of FTA: a fault tree is first a qualitative model of the
logical relationship between events, and it can then be evaluated quantitatively if suitable proba-
bility data are available. The Fault Tree Handbook distinguishes qualitative evaluation, based on
the structure of the tree and minimal cut sets, from quantitative evaluation, which uses probability
information associated with the events [31]. In this framework, exact probability data is unavailable
at the architecture design stage, so a semi-quantitative likelihood scoring method is used instead.
The generated AFT is first used as a structural model of applicable attack-fault paths, and likelihood
scores are then assigned and propagated upward through the tree to produce a top event likelihood
score for each architecture variant. This score is the primary output of the analysis and is used to
compare how different architectural choices affect the reachability of the selected top event.

Separating fragment activation from likelihood scoring is important especially in cases where
an architecture with more security mechanisms activates more AFT branches. For example, code
signing, boot integrity, platform APIs, capability mechanisms, and key protection reduce certain
risks, but they also introduce enforcement points that can fail, be misconfigured, or be misused
[56]. An architecture variant that activates more branches is not necessarily less secure–what
matters is the likelihood scores of the activated paths and how they propagate to the top event
likelihood.

Likelihood Definition

Each FE is modeled as the joint occurrence of an AE and an enabling FC. The AE represents
what the tenant does, while the FC represents the architectural, design, or configuration weakness
that makes the action effective. Example: if the FE is stated as ”Replayed platform request ac-
cepted”, then its decomposition would be into (1) AE: ”Tenant replays an old platform request” and
(2) FC: ”Request freshness protection does not prevent replay acceptance”. The likelihood of an
FE is therefore not simply the likelihood that a tenant performs an action. The latter must also be
effective under the architectural conditions represented by the FC. In the example above, replaying
a platform request only contributes to the FE if the platform does not correctly enforce freshness
checks, such as timestamps, sequence numbers, tenant identity binding, etc.

Since AEs and FCs are not necessarily independent, the framework follows the general prob-
ability interpretation used in FTA: the joint occurrence of two dependent events may be represented
using conditional probability [31]. Thus, for an FE composed of an AE and an enabling FC:

P (FE) = P (AE ∩ FC) (2.1)

which may further be expressed as:

P (FE) = P (AE)× P (FC|AE) (2.2)
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In words, the probability of the FE equals the probability that the AE occurs multiplied by the
probability that the enabling FC is present or effective given that the AE has occurred.

Semi-Quantitative Likelihood Scoring

Exact probabilistic data is usually unavailable at the architecture-design stage because the
framework operates on abstract architectural parameters rather than on a fully implemented and
operational system. During this phase, details such as final implementation quality, configuration,
vulnerability occurrence, attacker behaviour, and control effectiveness are not yet known with suffi-
cient confidence. For this reason, the framework uses a semi-quantitative five-level likelihood scale
for prioritisation, while retaining the probabilistic formulation as the theoretical basis for how events
would be evaluated if sufficient data were available.

The likelihood score is assigned separately to the AE and the FC, because they describe
different aspects of the FE. The AE score represents the feasibility of the tenant action, while the
FC score represents the likelihood or effectiveness of the architectural weakness that allows the
action to succeed.

The AE likelihood score evaluates how feasible it is for the tenant-originating action to be ex-
ercised through the analysed architecture. The same AE may result from deliberate misuse, com-
promised tenant software, incorrect integration, unsafe input generation, or incomplete assurance
of a third-party tenant application. The score therefore reflects accessibility, required knowledge,
timing constraints, and technical difficulty of the action, rather than the motivation of the tenant or
developer.

Table 2.3: Attack Event Likelihood Scoring

Score AE Likelihood Level Interpretation

1 Very Low

The tenant action is very difficult and
requires exceptional knowledge, rare
timing, or prior compromise of another
protection layer.

2 Low
The tenant action is difficult and
requires specific knowledge, access
to non-obvious data, or precise timing.

3 Medium

The tenant action is plausible because
the tenant has access to a relevant
interface, but it still requires some
preparation or knowledge.

4 High
The tenant action is easy to attempt
because the relevant interface or resource
is directly reachable.

5 Very High The tenant action is trivial or directly
enabled by normal tenant access.
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A high AE score should not be interpreted as proof of malicious behaviour. It only means
that the action represented by the AE is easy to exercise from the tenant context. For example,
sending a malformed request to a reachable platform API may receive a high score, while exploiting
a VM or hypervisor boundary may receive a low score because it requires a more advanced exploit
and stronger attacker capability. Whether the behaviour is malicious, compromised, accidental, or
caused by insufficiently assured third-party software is outside the scoring scale. The framework
treats it as attack-like because it is an active tenant-originated stimulus that may challenge an
architectural boundary or authority path.

The FC likelihood score evaluates the likelihood that the relevant architectural control fails
to prevent the attack event from succeeding, which is equivalent to the likelihood that the fault
condition is present and effective under the selected architecture. It describes whether the relevant
protection is absent, weak, optional, software-only, configuration-dependent, incorrectly bound to
identity or context, or difficult to verify.

Table 2.4: Fault Condition Likelihood Scoring

Score FC Likelihood Level Interpretation

1 Very Low Strong control exists and the weakness is
unlikely under the selected architecture.

2 Low Control exists and is generally strong, but
residual failure is still possible.

3 Medium Control exists, but it’s configuration- dependent,
complex, or only partially specified.

4 High Control is weak, optional, incomplete,
software-only, or inconsistently enforced.

5 Very High Control is absent, unmediated, or directly
permits the weakness.

This scale assumes that score 1-4 refer to cases where some form of control exists but with
different levels of strength or assurance. Score 5 is used when the relevant control is absent or
when the architecture directly exposes the weakness and it is particularly important when AFT
fragments activate precisely because no control was specified.

For example, if no replay protection is implemented for platform requests, the FC Request
freshness protection does not prevent replay acceptancemay receive a score of 5. If nonce-based
replay protection exists but is not cryptographically bound to the tenant identity or request content,
the FC score may be reduced to 2 to 3, depending on the strength of the implementation.

The probability formulation introduced earlier expresses the FE as the joint occurrence of the
AE and FC. For the implemented scoring method, this is approximated using the product of the AE
and FC likelihood scores:

LFE,raw = LAE × LFC (2.3)

This multiplicative combination is not equivalent to the probabilistic formula of FE, since ordinal
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scores are not probabilities and multiplication does not carry the same formal meaning. However,
it is used because the product is monotonic in both arguments: if LAE increases while LFC stays
fixed, LFE increases and if LAE decreases while LFC stays fixed, LFE decreases. The same holds
symmetrically for LFC–an increase in either input cannot decrease the resulting FE score. This
is the property that makes the rule consistent with the underlying causal logic of the framework:
a more feasible tenant action increases LFE only to the degree that the architectural weakness
allows it to succeed, and a weaker architectural control increases LFE only to the degree that
the tenant action is actually attempted. Neither dimension alone determines the outcome, both
must be present for the FE to be realized, and the formula reflects this by ensuring that a very low
score on either argument suppresses the overall LFE , regardless of how high the other argument
scores. The scores and their products are therefore interpreted as relative ranking indices rather
than probability estimates, and are used exclusively for comparison between architecture variants
evaluated under the same framework.

The raw product ranges from 1 to 25 and is then mapped back to the five-level likelihood
scale:

Table 2.5: Failure Event Likelihood Score Derivation

LFE,raw LFE Likelihood Level
1-2 1 Very Low
3-6 2 Low
7-12 3 Medium
13-19 4 High
20-25 5 Very High

This mapping preserves a five-level scale while still allowing differentiation between combi-
nations where an easy attack event should not automatically imply high FE likelihood if the corre-
sponding fault condition is strongly controlled. Similarly, a highly enabling fault condition does not
automatically produce a high FE likelihood if the attack event is very difficult.

Likelihood Propagation

The likelihood scores defined so far apply to individual FEs at Layer 3 of the AFT. To compute a
likelihood for an entire activated fragment and ultimately for the top event, the FE likelihood scores
are propagated upward through the gates of the tree. The metamodel in Figure 2.3 introduces
AND logic only within the FE decomposition into an AE and an enabling FC. In the proposed semi-
quantitative method, this AND relationship has already been captured through the multiplicative
combination of the AE and FC scores.

Above the FE level, the generated AFT uses OR gates to represent alternative ways in which
a parent event may occur. In classical FTA, the OR gate represents the Boolean union of its input
events: any one or more of the input events is sufficient to cause the event above the gate [31].
The Fault Tree Handbook expresses this for two events as Q = A + B and gives the probabilistic
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form as:
P (Q) = P (A) + P (B)− P (A ∩B) (2.4)

This formula only applies when actual event probabilities are available. So, for ordinal likelihood
scores, the maximum operation is adopted as the ordinal aggregation rule for OR gates:

LOR = max(Linput1 , Linput2 , . . . , Linputn) (2.5)

This rule preserves the qualitative meaning of the OR gate: since any child event is sufficient
to produce the parent event, the parent likelihood should be at least as high as the most likely child
path. In other words, the likelihood of the parent event is determined by the most accessible or
most plausible activated input. The resulting value is interpreted as a prioritisation score, not as
the exact probability of the parent event occurring.

The CWEs at Layer 4 do not participate in likelihood propagation: likelihood is scored at the
FC level, and the CWE decomposition serves a structural and traceability role rather than intro-
ducing additional likelihood information. Propagation therefore begins at the FE layer, where LFE

has been computed for each activated FE, and proceeds upward through successive OR gates to
compute the likelihood of each BFM and finally of the TE:

LBFM = max(LFE1 , LFE2 , . . . , LFEn) (2.6)

LTE = max(LBFM1 , LBFM2 , . . . , LBFMm) (2.7)

The TE likelihood is therefore determined by the most accessible activated FE in the most ac-
cessible BFM, reflecting the adversarial assumption that a motivated attacker exploits the weakest
available path.

2.4.1 AFT Comparison Across Architecture Variants

The comparison of architecture variants is the final output of the framework and draws on
both the structural and quantitative results produced in the preceding subsections. Structural
comparison examines which fragments are activated in each variant and how the tree instances
differ. Quantitative comparison examines the top event likelihood scores produced by the semi-
quantitative analysis. Together these two dimensions provide a complete picture of how different
architectural choices affect the reachability of the selected top event.

Structural Comparison

The structural comparison examines the generated AFT instances for each architecture vari-
ant and identifies which BFMs, FEs, and paths are activated, suppressed, or shared across vari-
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ants. Two variants generated for the same top event will share the same metamodel structure but
differ in which fragments are activated based on their parameter values. A fragment that is acti-
vated in one variant but not in another reflects a genuine architectural difference: the presence or
absence of a specific attack surface, communication path, or control mechanism.

Structural comparison alone does not determine which variant is more secure. A variant
that activates more fragments is not automatically less secure than one that activates fewer. A
variant with stronger security mechanisms may activate more branches precisely because those
mechanisms introduce enforcement points that can fail, be misconfigured, or be misused. The
structural comparison therefore serves to identify what is different between variants and why, not to
rank them directly. The structural differences that matter most are those that introduce new BFMs
or FEs that were not present in the other variant, since these represent qualitatively new attack-
fault paths that exist in one architecture but not the other. Differences that only affect the number
of FEs within an already-activated BFM are less significant structurally, since the BFM was already
reachable.

Semi-Quantitative Comparison

The semi-quantitative comparison ranks variants by their top event likelihood score LTE .
The variant with the lower LTE is less exposed to the selected top event under the given mission
context–it is structurally harder for an attacker to reach the top event through the activated paths
in that configuration.

Since LTE is derived from the same scoring method and propagation rules for all variants,
differences in LTE can be interpreted under the same modelling assumptions, rather than analyst
subjectivity. A variant whose parameters produce stronger FC scores (meaning its architectural
controls are better specified and more consistently enforced) will produce lower LFE values, which
propagate to a lower LBFM and ultimately a lower LTE .

The fragment-level scores are a secondary diagnostic output that explains what drives LTE .
The dominant path is the activated FE with the highest LFE that propagates through the dominant
BFM to determine LTE . Identifying the dominant path tells the analyst where the architectural
exposure is concentrated and which specific control, if strengthened, would most reduce LTE . This
diagnostic use of path scores is especially useful when two variants have similar LTE values, but
the dominant paths may differ between them, revealing different architectural weaknesses even
when the overall exposure is comparable.

Combining Both Dimensions

The structural and quantitative comparisons are most informative when read together. Four
cases are worth distinguishing:

1. The first case is where one variant activates fewer paths and has a lower LTE . This variant is
unambiguously preferable, as it exposes fewer attack-fault paths and the paths it does expose
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are less accessible.

2. The second case is where one variant activates fewer paths but has a higher LTE . This can
occur when a simpler architecture lacks controls that, while introducing new enforcement-
point failure paths, also suppressmore dangerous existing paths. The variant with fewer paths
may have those paths concentrated in highly accessible FEs, while the variant with more
paths may distribute the likelihood across many lower-scoring FEs. The semi-quantitative
score is the decisive factor here.

3. The third case is where one variant activates more paths but has a lower LTE . This is the case
where added security mechanisms introduce new branches but the controls they introduce
are strong enough to suppress the dominant paths. The variant with more branches is the
more secure one, and the structural comparison alone would have suggested the opposite
conclusion. This case illustrates why structural and quantitative comparison must be used
together.

4. The fourth case is where both variants have the same LTE . In this case, they should be
compared through the underlying likelihood profile, including the number of BFMs and FEs
reaching High or Very High, the dominant paths, and the distribution of scores across the tree.
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Chapter 3

Framework Demonstration:
Tenant-Platform Privilege Boundary
Enforcement Failure Top Event

3.1 Demonstration Overview

The proof-of-concept implementation demonstrates how architecture parameters can be used
as controllable inputs for AFT generation. Two architecture variants are created by assigning differ-
ent values to the same parameter set, allowing the effect of architectural changes to be observed
directly at the BFM, FE and FC layers of the generated trees.

The valuable insights for the analyst come from comparing the two AFTs generated from the
two different architecture variants. Since structural comparison only reveals one side of potentially
exploitable weaknesses, semi-quantitative analysis should also be implemented and applied during
the demonstration.

The top event of choice is Tenant-Platform Privilege Boundary Enforcement Failure because
it directly tackles the main problem addressed in the thesis: untrusted tenant software may affect
trusted platform software.

This demonstration provides a basis for future formalisation and extension of reusable safety-
security analysis for multi-tenant space missions during architecture design phase. By keeping the
parameter schema, fragment library, activation rules, and generated AFT outputs separate and
traceable, the framework supports a repeatable process that can later be extended to additional
variants, top events, and mission contexts.
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3.2 Encoded Framework Artefacts

The demonstration uses the artefacts defined in Chapter 2 by first defining them manually
and then encoding them in machine-readable files to enable automated generation. The encoded
files are divided into two types. The first type consists of data artefacts stored in the data directory,
which are YAML files that define the architecture schema, architecture variants, fragment library,
activation rules, and the generated AFT outputs. These files contain the modelling content used by
the framework. The second type consists of implementation support files stored in the src directory,
including the Python scripts used for validation, generation, visualisation, scoring, and comparison.

YAML was selected as the file format for the modelling artefacts because it provides a read-
able and structured way to encode hierarchical information. Nested relationships appear in all main
files: between parameters and their values, in the layer decomposition (from BFM to CWEs), and
in activation-rule conditions. The same information could be encoded in other machine-readable
formats, but the current choice makes the artefacts easier to inspect, edit, and review during an
early-stage research implementation.

Another reason for using YAML is that it fits the prototype implementation workflow. YAML
files are easy to parse in Python, can be stored under version control, and allow comments to be
included in template files. This is useful for documenting allowed values, modelling assumptions,
and consistency constraints close to the artefact being edited. The Python scripts process the
encoded artefacts, validate them, generate AFT outputs, and produce visualisation, comparison,
and likelihood-analysis reports. The scripts therefore support the workflow, while the YAML files
remain the primary location of the modelling assumptions and framework inputs.

3.2.1 architecture_schema.yaml

This file contains all the design dimensions used to describe each architecture variant. There
are 20 parameters in total: 3 in the first category, 4 in the second, and 13 in the last one. This
number was selected as a prototype-level balance between coverage and manageability. The pa-
rameter set is large enough to cover the architectural properties most relevant to tenant-platform
attack-fault propagation, but it remains small enough to keep the prototype understandable, trace-
able, and feasible within the scope of this thesis. Adding more parameters at this stage would
increase the number of possible variant combinations, activation rules, and scoring cases, making
the demonstration more difficult to validate without necessarily improving the clarity of the frame-
work.

The same schema is used for both evaluated variants; the difference appears in the assigned
value, not in the structure of the input file.
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Table 3.1: Architecture parameters encoded in the framework demonstration

Category Parameters

Domains EXECUTION_MODEL, TP_CONTAINMENT, TT_SEPARATION
Channels TP_COMM, TT_COMM, SHM_SCOPE, SPACECRAFT_IF_ACCESS
Policies TP_COMM_CONTROL, TT_COMM_CONTROL, TP_DATA_ACCESS, TT_DATA_ACCESS,

SPACECRAFT_IF_CONTROL, SHM_ACCESS, SHM_CONTROL, PLATFORM_UPDATE,
TENANT_DEPLOYMENT, CODE_SIGNING, BOOT_INTEGRITY, CRYPTO_KEY_PROTECTION,
RESOURCE_ISOLATION

Table 3.2: Representative allowed values from architecture_schema.yaml

Parameter Representative allowed
values

Role in the demonstration

TP_CONTAINMENT none, logical_only,
process_sandboxed,
containerized, vm_isolated,
partition_isolated

Describes the tenant-platform isolation
boundary, affecting fragments related to
tenant escape, excessive permissions, or
privilege confusion.

TP_COMM_CONTROL none, unmediated, restricted,
capability_based

Describes how the tenant-platform commu-
nication is controlled, affecting fragments
where a tenant reaches platform service
through messages, API calls, or service re-
quests.

SHM_SCOPE none, tp_only, tt_only,
tp_and_tt

Determines where shared memory exists in
the architecture. This parameter is differ-
ent from message-based communication be-
cause with shared memory, software com-
ponents may influence each other through
memory regions, buffers, mapped data, or
shared state.

RESOURCE_ISOLATION none, soft, hard, partitioned Describes how strongly shared resources are
limited, separated, or controlled between ten-
ants and platform software. Examples of re-
sources: CPU, memory, storage, I/O band-
width, message queues, bus access, service
capacity, communication buffers. This pa-
rameter affects resource-interference paths.

The use of allowed values is important because the generator cannot evaluate free-text ar-
chitecture descriptions consistently. Each parameter has a predefined value set, as illustrated in
Table 3.2. These values are used by the activation rules to decide whether a fragment should be
included in the generated AFT and, where applicable, by the scoring method to adjust the reach-
ability of an activated path. The full set of allowed values is kept in architecture_schema.yaml;
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only representative examples are shown here to avoid duplicating the full schema definition in the
main text.

3.2.2 architecture_variant.yaml

This file represents one concrete architecture configuration evaluated by the framework.
While architecture_schema.yaml defines the available parameters and their allowed values,
architecture_variant.yaml is the instance filled in by the analyst for a specific architecture vari-
ant, which serves as the configuration input through which the OBSW architecture to be analysed
is described.

Each architecture variant assigns one value to each of the 20 parameters defined in the
schema. The parameter structure is kept the same for every variant, while the selected values
change according to the architecture under analysis. This is what allows two variants to be com-
pared consistently: both are described through the same domains, channels, and policy/control
parameters, but they may differ in containment, communication, shared memory, lifecycle control,
resource isolation, or other relevant choices.

The file is organised into the same main categories used in the schema. The configuration
section identifies the analysed configuration through CONFIG_ID. The domains section assigns val-
ues to execution and separation parameters such as EXECUTION_MODEL, TP_CONTAINMENT, and
TT_SEPARATION. The channels section describes internal and external interaction paths, including
tenant-platform communication, tenant-tenant communication, shared memory, and spacecraft-
facing interface access. The policies section assigns values to the control mechanisms associ-
ated with those paths, such as communication control, data access, shared-memory control, update
and deployment control, code signing, boot integrity, key protection, and resource isolation.

The template version of architecture_variant.yaml includes comments above each field
showing the allowed values and, where needed, consistency constraints. These comments guide
the analyst when completing the file. For example, if TP_COMM = none, then TP_COMM_CONTROL
and TP_DATA_ACCESS should also be none. If tenant-platform communication is present, then its
control and data-access parameters must also be assigned meaningful non-none values. Sim-
ilar consistency constraints are included for tenant-tenant communication, shared memory, and
spacecraft-facing interface access.

Before AFT generation, the completed architecture variant file is passed to the architecture
validator script. The validator checks the file against architecture_schema.yaml by verifying that
required parameters are present, that assigned values belong to the allowed value sets, and that
the main consistency constraints are respected. Only after this validation step is the file treated
as a valid architecture variant and used later by aft_rules.yaml. The activation rules then eval-
uate the validated parameter values to determine which fragments from aft_fragments.yaml are
structurally applicable.

For the demonstration, two architecture variant files are instantiated from the same template.
Variant A represents a stronger tenant-platform boundary, while Variant B represents a weaker con-
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figuration with broader or less controlled paths between tenant software, platform services, shared
resources, and lifecycle mechanisms. Because both files use the same schema, any difference in
the generated AFTs can be traced back to differences in the assigned parameter values.

The actual generated and evaluated variants used in the demonstration are detailed in Sec-
tion 3.3. This subsection introduces architecture_variant.yaml only as the configuration file
completed by the analyst, validated by the architecture validator script, and then passed to the
activation-rule evaluation stage.

3.2.3 architecture_validator.py

The architecture validator script is only an implementation support artefact used before AFT
generation and its purpose is to check whether the completed architecture_variant.yaml file
conforms to architecture_schema.yaml. The validator verifies that all required parameters are
present, that each assigned value belongs to the allowed value set defined in the schema, and that
the main consistency constraints between related parameters are respected.

This validation step is necessary because the activation rules assume a well-formed architec-
ture variant as input. If a parameter is missing, misspelled, or assigned a value outside the schema,
the generator could activate incorrect fragments or fail to evaluate the rule set. The validator there-
fore acts as a safeguard between the user-filled architecture description and the rule-evaluation
stage.

3.2.4 aft_fragments.yaml

This file contains all reusable fragments defined with respect to the selected top event and
architecture_schema.yaml. In other words, it contains the candidate BFMs, FEs, AEs, FCs and
CWEs that may appear in a generated AFT for this top event, while taking into account all param-
eters and their values defined in the schema file, before architecture-specific activation is applied.

A fragment is a partial AFT structure, or a sub-tree, each following the metamodel by link-
ing a BFM to one or more FEs, AEs, FCs, and CWEs. The purpose of the file is to store these
reusable structures independently of any single architecture variant. Whether a fragment appears
in a generated AFT is decided later by the activation rules in aft_rules.yaml.

In this demonstration, the fragment library covers the main architectural paths through which
the tenant-platform boundary may fail. These include containment failure, communication medi-
ation failure, authority binding failure, lifecycle integrity failure, trust-material exposure, shared-
memory interference, resource interference, and indirect propagation through platform-controlled
services. These categories correspond to different ways in which tenant software can move beyond
its intended scope or affect trusted platform behaviour.
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Table 3.3: Number of FEs and CWEs defined per BFM in the prototype implementation

Boundary Failure Mode FEs Located CWE instances
BFM_TP_CONTAINMENT_BOUNDARY_FAILURE 7 30
BFM_TP_ISOLATION_ACCESS_POLICY_EXPOSURE 10 53
BFM_TP_COMMAND_SERVICE_EXPOSURE 10 47
BFM_TP_TRUSTED_PLATFORM_STATE_EXPOSURE 8 44
BFM_TP_SHARED_MEMORY_EXPOSURE 6 35
BFM_TP_SOFTWARE_LIFECYCLE_EXPOSURE 10 59
BFM_TP_TRUST_MATERIAL_EXPOSURE 10 60
BFM_TP_RESOURCE_MEDIATION_EXPOSURE 10 59
BFM_TP_TT_PIVOT_EXPOSURE 8 53

The selected top event is decomposed in the fragment library into 9 BFMs and 79 FEs. Each
FE is decomposed into one AE and one FC, resulting in 79 AE-FC pairs. The FCs are further
linked to 440 located CWE instances, corresponding to 111 unique CWE identifiers. These values
describe the complete reusable fragment library available to the generator, rather than the size of
every generated AFT. For each architecture variant, only the fragments whose activation conditions
are satisfied in aft_rules.yaml are included in the final tree.

For example, a communication mediation fragment represents a path in which tenant soft-
ware interacts with a platform service through an insufficiently controlled communication interface.
In this case, the attack event may be a tenant request outside its authorised scope, while the
enabling fault condition may be weak authorisation, insufficient input validation, or missing service-
level mediation. A resource-interference fragment follows a different logic: tenant software does
not need direct command authority, but may still affect platform functions by exhausting CPU time,
memory, storage, bus bandwidth, or service capacity when resource isolation is absent or weak.

Listing 3.1: Example of an FE within BFM_TP_ISOLATION_ACCESS_POLICY_EXPOSURE encoded in
aft_fragments.yaml
FE_TP_CONTAINER_ISOLATION_POLICY_WEAKENED:

type: FE
label: "Container isolation policy is weakened from a tenant context"
context: >

The platform permits tenant software to weaken container isolation
rules such as namespaces, capabilities, mounts, filesystem access,
network access, or device access.

gate: AND
attack_event:

id: AE_TP_ABUSES_CONTAINER_RUNTIME_POLICY_INTERFACE
type: AE
label: "Tenant uses a container runtime or configuration interface to change container isolation rules."

fault_condition:
id: FC_TP_CONTAINER_ISOLATION_POLICY_TOO_PERMISSIVE
type: FC
label: "Container isolation policy grants tenant software more control or access than intended."
gate_to_cwe: OR
cwe:

- id: CWE-732
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name: "Incorrect Permission Assignment for Critical Resource"
location: "container:runtime_configuration"
context: "Container runtime permissions, mounted paths, device nodes, or capabilities are assigned too

broadly."
- id: CWE-269

name: "Improper Privilege Management"
location: "container:privilege_model"
context: "Container privileges are not correctly restricted or separated from platform authority."

To show how the decomposition rules from Chapter 2 were applied in the prototype, List-
ing 3.1 presents one worked fragment from BFM_TP_ISOLATION_ACCESS_POLICY_EXPOSURE, which
further follows the complete decomposition chain from FE, AE, FC, and localised CWE entries.
By applying the BFM derivation rule, if the positive required protection is Platform isolation and
access-control policies must remain under trusted platform control and must not be modifiable,
weakenable, or influenceable from tenant software, then if we negate it, it becomes Platform isola-
tion or access-control policies become modifiable, weakenable, bypassable, or influenceable from
tenant software, which is exactly the meaning of the parent BFM.

The derivation of the FE under this BFM was done according to the FE derivation rule, which
states that an FE must refine one BFM into a specific architecture-level path while still remaining
at a higher abstraction level than AE-FC pairs. The FE in Listing 3.1, suggests a tenant-platform
isolation through containerization. If the architecture relies on containers to enforce separation
between tenant software and platform authority, then the container isolation policy becomes one
concrete policy mechanism whose weakening can realise the broader BFM.

For this reason, the FE is defined as FE_TP_CONTAINER_ISOLATION_POLICY_WEAKENED. This
FE represents the specific outcome in which tenant software is able to weaken container isolation
rules, such as namespaces, capabilities, filesystem access, network access, or device access. It
is narrower than the parent BFM because it refers specifically to container isolation policy, but it
is still at architecture level because it describes what the architecture permits, rather than how a
particular exploit is implemented.

After the FE has been identified, it is decomposed into an AE and FC, following the layer 3
rule from Chapter 2. The FE FE_TP_CONTAINER_ISOLATION_POLICY_WEAKENED can occur only when
two elements are present at the same time: a tenant-originating action that attempts to exercise
the path, and an architectural weakness that allows this action to become effective. This is why the
FE is connected to the AE and FC through an AND gate.

The AE is defined as AE_TP_ABUSES_CONTAINER_RUNTIME_POLICY_INTERFACE to illustrate the
untrusted software behaviour: tenant software uses a container runtime or configuration interface
to change, weaken, or influence container isolation rules.

The FC is defined as FC_TP_CONTAINER_ISOLATION_POLICY_TOO_PERMISSIVE and it captures
the enabling architectural condition: the container isolation policy grants tenant software more con-
trol or access than intended. Without this fault condition, the tenant action represented by the AE
should be rejected, contained, or prevented from changing the isolation policy. Therefore, the AE
alone is not sufficient to realise the FE; the failure occurs only when the tenant-originating action is
combined with a weakened or overly permissive architectural control.
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The final step is the selection of the localised CWE entries under the FC. Following the rule
of the fourth layer decomposition, CWEs are attached as localised weakness labels, rather than
as generic ones. This means that each CWE must support the parent FC and must be tied to a
specific architectural location.

For the FC_TP_CONTAINER_ISOLATION_POLICY_TOO_PERMISSIVE, the selected CWEs explain
why a container isolation policy may grant tenant software more control or access than intended.
CWE-732, Incorrect Permission Assignment for Critical Resource, is located at
container:runtime_configuration and represents overly broad runtime permissions, mounted
paths, device nodes, or capabilities. CWE-269, Improper Privilege Management, is located at
container:privilege_model and represents incorrect separation between tenant container privi-
leges and platform authority.

The CWE entries are connected to the FC through an OR gate. This means that either
weakness category can instantiate the fault condition; multiple CWEs can be present at once, but
one is sufficient for the FC to be present.

3.2.5 aft_rules.yaml

The file aft_rules.yaml encodes the activation rules used by the generator. While
aft_fragments.yaml stores the reusable AFT structures, aft_rules.yaml determines which of
those structures are relevant for a specific architecture variant. It therefore acts as the link between
the parameterised architecture input and the generated AFT.

The rule file is directly related to both the architecture schema and the fragment library. It is
related to architecture_schema.yaml because every rule condition is written using the parameter
names and allowed values defined in that schema. It is also related to aft_fragments.yaml be-
cause each rule refers to specific fragment identifiers that can be activated in the generated AFT.
For this reason, the rule set is specific to the selected top event. A different top event would require
a different fragment library, and therefore a different set of activation rules, even if some of the
same architecture parameters were reused.

The encoded rule file instantiates the activation semantics in a tree-oriented form. Each BFM
rule contains a set of FE rules, and each FE rule contains one nested fc_rule. This mirrors the
structure used in aft_fragments.yaml, where each FE branch contains one associated AE and
one associated FC. During generation, the BFM rule is evaluated first, followed by the FE rule and
then the nested FC rule. The FE branch is retained only when both the FE activation condition and
the associated FC activation condition are satisfied. The associated AE is then included structurally
with the retained FE, because it is predefined in the fragment library as the attack-side action linked
to that failure event.

aft_rules.yaml uses parameter aliases to keep the encoded rules readable. The architec-
ture variant files are organised as nested YAML structures, with parameters grouped under do-
mains, channels, and policies. Instead of writing the full nested path each time, the rule file maps
short parameter names to their full locations. For example, TP_CONTAINMENT maps to
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domains.TP_CONTAINMENT, SHM_SCOPE maps to channels.internal.SHM_SCOPE, and
RESOURCE_ISOLATION maps to policies.RESOURCE_ISOLATION. The rules can then use the shorter
names while the implementation still evaluates the correct values from the validated architecture
variant.

For this demonstration, the activation rules are organised by BFM family. Within each, the
file defines the FE rules and their associated nested FC rules. This organisation makes the rule file
easier to inspect because each group corresponds to one type of attack-fault path already defined
in the fragment library.

For clarity, Listing 3.2 shows one representative rule excerpt from aft_rules.yaml. The ex-
ample activates the shared-memory exposure BFM when the architecture variant contains tenant-
platform shared memory. It then activates a more specific FE when the tenant has write-capable
access to that shared memory.

Listing 3.2: Excerpt of a shared-memory activation rule in aft_rules.yaml
BFM_TP_SHARED_MEMORY_EXPOSURE:

fragment_ref: BFM_TP_SHARED_MEMORY_EXPOSURE
activate_when:

parameter: SHM_SCOPE
in: [tp_only, tp_and_tt]

rationale: >
Tenant-platform shared-memory exposure is relevant when shared memory
is mapped between tenant and platform domains.

fe_rules:
FE_TP_SHARED_MEMORY_CORRUPTS_PLATFORM_STATE:

fragment_ref: FE_TP_SHARED_MEMORY_CORRUPTS_PLATFORM_STATE
activate_when:

all_of:
- parameter: SHM_SCOPE

in: [tp_only, tp_and_tt]
- parameter: SHM_ACCESS

in: [write_only, read_write]
rationale: >

Tenant has write-capable access to T-P shared memory that can
influence platform state.

fc_rule:
fragment_ref: FC_TP_SHARED_MEMORY_EXPOSES_PLATFORM_STATE
activate_when:

all_of:
- parameter: SHM_SCOPE

in: [tp_only, tp_and_tt]
- parameter: SHM_ACCESS

in: [write_only, read_write]

Listing 3.2 illustrates how an architecture condition is translated into a structural decision
in the generated AFT. The BFM is activated when SHM_SCOPE indicates that shared memory ex-
ists between tenant and platform domains. The FE is more specific: it is activated only when
the same shared-memory path exists and the tenant side has write-capable access, represented
by SHM_ACCESS = write_only or SHM_ACCESS = read_write. The associated FC uses the same
condition because, in this prototype, the schema does not define a finer-grained parameter for
the internal weakness of the shared-memory mapping. The rule therefore treats the condition as
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structurally applicable and leaves detailed implementation assessment to later analysis.

The encoded rules translate architecture values into structural decisions in the generated
tree. A satisfied rule includes the referenced fragment or event, while an unsatisfied rule leaves it
out. This is what allows the same fragment library to produce different AFTs for different architecture
variants. The generator does not manually add or remove paths after the tree is built; the visible
differences between variants come from the parameter values evaluated by aft_rules.yaml.

aft_rules.yaml is one of the main traceability artefacts of the demonstration. When a frag-
ment appears in the AFT generated for one variant but not in the other, the difference can be traced
back to a specific activation rule and to the architecture parameter values that satisfied it. This sup-
ports the purpose of the demonstration: showing that changes in the architecture description are
reflected in the generated AFT structure.

3.2.6 aft_generator.py

The script aft_generator.py is the implementation component that connects the encoded
artefacts and produces the generated AFT output. It is not a modelling artefact in itself, since it
does not define architecture parameters, fragments, or activation conditions, but it operationalises
the generation process by reading the validated architecture variant, the fragment library, and the
activation rules, then assembling the architecture-specific AFT.

The script takes as input one validated architecture variant from validated_architecture_
variants directory (i.e., variant_1.yaml or variant_2.yaml), the reusable fragment library from
aft_fragments.yaml, and the activation rules from aft_rules.yaml. The top event can be se-
lected interactively or provided through a command-line argument.

Before rule evaluation, the script flattens the nested architecture variant into a single param-
eter dictionary. This allows the activation conditions in aft_rules.yaml to be evaluated using the
short parameter names defined in the rule file. The script then checks whether the selected top
event exists in both the fragment library and the rule file. If the selected top event is not present in
both artefacts, generation stops with an error.

The generation process follows the hierarchy of the AFT. First, the selected top event is copied
from aft_fragments.yaml, but its BFM subtrees are initially removed. The script then evaluates the
BFM rule groups defined in aft_rules.yaml. A BFM rule checks whether the broad architectural
mechanism or attack surface represented by it is relevant to the analysed variant. If the BFM
condition is satisfied, its corresponding metadata is copied from the fragment library and the script
proceeds to evaluate the FE rules under that BFM.

Each FE rule is evaluated against the architecture parameter context. An FE rule checks
whether a specific failure outcome is structurally applicable within the active BFM. If the FE activa-
tion condition is satisfied, the script then evaluates the nested fc_rule associated with that FE. The
FE branch is retained only when both the FE activation condition and the associated FC activation
condition are satisfied. Only after both checks are satisfied does the script copy the corresponding
predefined FE branch from aft_fragments.yaml into the generated AFT.
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The output of the script is a generated YAML file stored in generated_afts directory. The
filename includes the variant identifier and the selected top event, making the output traceable to
the analysed architecture configuration. The generated file also contains metadata recording the
selected top event, the architecture variant file, the fragment file, the rule file, and the schema ver-
sions. This supports traceability from the generated AFT back to the encoded framework artefacts.

After generation, the script validates the metamodel of the generated AFT and reports warn-
ings if expected elements are missing. It then prints a short generation summary, including the
number of generated BFMs, FEs, AEs, FCs, and CWE nodes. This summary is useful for checking
that generation succeeded and for comparing the structural size of AFTs generated for different
architecture variants.

In the demonstration workflow, aft_generator.py is executed after the architecture variant
has been validated because its role is to transform a schema-valid architecture configuration into
an AFT instance by applying the encoded activation rules to the reusable fragment library.

3.2.7 aft_visualizer.py

The aft_visualizer.py is an implementation support file used to convert generated AFT
YAML outputs into graphical tree representations. It is executed after the generation of the AFT
and does not influence fragment activation, rule evaluation, or scoring. Its only purpose is to make
the generated AFT structure easier to inspect and compare during the demonstration.

The script takes as input a generated AFT file from the data/generated_afts directory. The
expected input follows the naming pattern generated_aft_variant_<CONFIG_ID>_<TOP_EVENT>
.yaml. The visual outputs are written to the data/visualized_afts directory and may be exported
as png, svg, or pdf files. The script can be used interactively, by selecting from the available
generated AFT files, or non-interactively by providing the variant identifier, top event, and optional
BFM identifier through command-line arguments.

The visualisation can be generated in two modes. The first mode renders the full AFT for
the selected top event, giving a complete view of all activated BFMs and FE branches for one
architecture variant. The second mode renders a single BFM subtree. This is useful when the full
generated AFT is too large to inspect clearly, or when a specific attack-fault path family needs to
be discussed in more detail.

The script uses a consistent graphical notation for the AFT metamodel. The top event, BFMs,
FEs, and FCs are represented as rectangles. AEs are represented as diamonds, and CWEs are
represented as circular basic-event nodes. AND and OR gates are drawn directly as logic-gate
symbols using Matplotlib. The tree uses orthogonal connectors to show the parent-child relation-
ships between the generated nodes.

To keep the figures readable, the visual tree displays node identifiers rather than full descrip-
tions. CWE nodes display only the CWE ID. Long identifiers are wrapped inside their shapes, while
detailed descriptions, meanings, rationales, CWE names, locations, and contexts remain available
in the generated YAML output. The YAML file therefore remains the traceable source of the gen-
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erated AFT structure, while the visualisation provides a readable representation for interpretation
and discussion.

The graphical trees produced for the evaluated architecture variants are shown in Section 3.3,
where each variant is presented and discussed. The visualisations therefore complement the gen-
erated YAML files and support the comparison of the activated AFT structures across architecture
variants.

3.2.8 aft_likelihood_analyzer.py

The aft_likelihood_analyzer.py is an implementation support file used for the likelihood
evaluation phase of the framework. It is executed after an architecture-specific AFT has been
generated and provides the link between the generated tree structure and the likelihood scoring
method defined in Section 2.4. The script does not change the generated AFT structure, it only
extracts the activated FEs from the generated AFT and supports the assignment and propagation
of likelihood scores.

The script has two main functions. First, it creates an Excel likelihood-scoring template from
a generated AFT YAML file. The template contains one row for each activated FE branch and
includes the corresponding variant ID, top event ID, BFM ID, FE ID, AE ID, and FC ID. The analyst
then fills in only two values for each row: the AE likelihood and the FC likelihood. These values are
assigned on the ordinal 1-5 likelihood scale used by the framework.

Second, after the scoring template has been completed, the script reads the filled Excel file
and computes the likelihood values for the generated AFT. For each FE, the AE likelihood and FC
likelihood are multiplied to obtain a raw FE likelihood product. This raw value is then mapped back
onto the 1-5 ordinal scale. The resulting FE likelihoods are aggregated upward through the tree.
For each BFM, the likelihood is calculated as the maximum likelihood of its retained FE branches.
The top event likelihood is then calculated as the maximum likelihood of the activated BFMs.

The implemented propagation method is therefore consistent with the semi-quantitative scor-
ing approach of the framework, where the FE level captures the combined contribution of the attack
action and the enabling fault condition, while the BFM and TE levels use the maximum operation
to represent alternative sufficient paths. The output is an ordinal likelihood score, not an absolute
probability of top event occurrence.

The script also preserves traceability information during the analysis. CWE nodes are in-
cluded in the generated report for classification and traceability, but they do not receive likelihood
scores and do not affect likelihood propagation. This reflects their role in the framework: CWEs de-
scribe the type of weakness associated with an activated FC, while the AE and FC scores determine
the FE likelihood.

The outputs of the script are written to the data/analysis_reports directory. The Excel
report provides a readable summary of the analysis, including the top event likelihood, BFM likeli-
hoods, FE likelihoods, dominant BFMs, dominant FEs, missing or invalid scores, and CWE trace-
ability. A YAML report is also generated to preserve the computed results in a machine-readable
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format. These outputs support the comparison of architecture variants by showing both the final
likelihood score and the activated branches that dominate the result.

The generated AFT provides the activated structure, the likelihood analyzer provides the
semi-quantitative evaluation of that structure, and the resulting reports are used to compare the
evaluated architecture variants.

3.2.9 aft_comparator.py

The aft_comparator.py is an implementation support file used to compare two generated
architecture-specific AFTs. Its purpose is to make the structural differences between architecture
variants explicit, especially when the complete generated trees are too large to compare visually in
the main text.

In the demonstration, the comparator is used to compare the generated AFT for Variant 1
with the generated AFT for Variant 2 under the same selected top event. The script reads the two
generated AFT YAML files from the generated_afts directory and produces a comparison report,
showing which architecture parameters, BFMs, FEs, and CWE basic-event instances are common
to both variants and which appear only in one variant.

The comparison is performed at four levels. The first level compares the architecture param-
eters stored in the generated AFT files. This identifies which parameter values are the same and
which differ between the two evaluated variants. The second level compares the activated BFMs by
BFM identifier. The third level compares the retained FEs under each BFM, using the pair formed
by the BFM identifier and FE identifier. The fourth level compares the CWE instances associated
with the retained FCs. In this last comparison, a CWE instance is identified by the BFM, FE, CWE
identifier, and architectural location. This means that the same CWE classification appearing at
different architectural locations is treated as a distinct basic-event instance.

Themain output of the comparator is an Excel report stored in the data/comparison_reports
directory. The report contains separate sheets for the summary, architecture parameters, BFM
comparison, FE comparison, and CWE basic events. The comparison status indicates whether
each item is common to both variants, appears only in Variant A, appears only in Variant B, or has
different values. The script can also write an optional YAML comparison report, which preserves
the same comparison results in a machine-readable form.

The comparator supports an iterative architecture-refinement process, where, for example,
Variant A represents an initial architecture configuration, while Variant B represents a modified con-
figuration in which one or more architecture parameter values have been changed. These changes
may correspond to stronger containment, stricter communication mediation, stronger lifecycle con-
trols, improved key protection, or harder resource isolation. For example, an architecture refine-
ment may change CODE_SIGNING from optional to enforced, RESOURCE_ISOLATION from soft to
hard, or TP_CONTAINMENT from containerized to vm_isolated.

The comparator does not automatically select or recommend mitigations. Its role is to show
the structural effect of architecture changes on the generated AFTs. A design change is represented
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by modifying the values in the architecture variant file and regenerating the AFT. The comparator
then identifies which BFMs, FEs, and CWE basic-event instances are common to both variants,
which are removed, and which are added. If likelihood analysis has also been performed, the com-
parison can be interpreted together with the likelihood reports to understand how the architecture
change affects the dominant attack-fault paths.

In this sense, the comparator supports trade-off analysis and architecture refinement. It helps
the analyst see whether a proposed architecture change removes relevant attack-fault paths, in-
troduces new ones, or shifts the dominant exposure to another part of the architecture. The result
can then inform further refinement of the architecture parameters.

Figure 3.1 illustrates this use of the comparator. Two architecture variants are generated
and analysed under the same selected top event. The comparator then compares the resulting
AFTs and highlights parameter differences, added or removed BFMs and FEs, CWE differences,
and, where likelihood analysis is available, changes in the analysed likelihood results. The figure
presents the comparator as part of an iterative refinement loop, where the comparison results may
guide later updates to the architecture variant file.

Architecture Variant A

AFT Generation &
Likelihood Analysis

Analysed AFT_A

Architecture Variant B

AFT Generation &
Likelihood Analysis

Analysed AFT_B

Architecture
Refinement

(parameter update)

AFT Comparator

- architecture parameter
differences
- nodes added/removed
- likelihood comparison (if
applicable)

Figure 3.1: Comparator-supported architecture refinement process

3.3 Evaluated Architecture Variants

The purpose of this section is to define the two architecture configurations used to demon-
strate the framework. Differences in the generated AFTs come from changes in the architecture
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parameters, while the analysed top event is kept constant.

The two variants were chosen to represent two different points in the design space. Variant 1
represents a stronger tenant-platform boundary configuration, with a microkernel execution model,
VM-based tenant-platform containment, platform-mediated communication, no shared memory,
stronger lifecycle controls, hardware-rooted boot integrity, hardware-backed key protection, and
hard resource isolation. Variant 2 represents a weaker and more exposed configuration, with a
monolithic kernel OS, container-based tenant-platform containment, direct APIs, tenant-to-tenant
shared memory, softer resource isolation, and weaker lifecycle and integrity controls.

These two configurations are used as contrasting examples that activate different sets of
AFT fragments. They allow the demonstration to show how architectural choices are translated
into different attack-fault tree structures and different semi-quantitative likelihood results.

3.3.1 Variant 1: Microkernel-BasedVM/Container SataaSArchitecturewith Platform-
Mediated Tenant Communication

This architecture configuration describes amulti-tenant OBSWarchitecture in which untrusted
tenant applications run on the same OBC as trusted platform software, while being isolated from
it through a VM boundary. The underlying execution model is a microkernel, meaning that only
minimal privileged services run in kernel space, while higher-level platform services remain outside
the kernel in order to reduce the trusted computing base (TCB).

In this variant, tenant applications are deployed inside a tenant VM environment, and each
tenant application runs inside its own container. The main tenant-platform boundary is there-
fore VM-based, while tenant-to-tenant separation is container-based, meaning that tenants are
not merged into one shared execution environment.

Tenant applications do not communicate directly with trusted platform internals. This com-
munication is done through a platform-mediated API provided by trusted platform software. The
communication control is restricted, meaning that tenant requests are subject to platform-defined
restrictions such as access control, request filtering, operation allowlists, validation, or rate control.
Tenants have command-level access through the platform-mediated API, meaning that they may
request platform-mediated operations such as payload tasking, data processing, or data downlink.
However, they cannot directly command spacecraft-facing interfaces.

Tenant-to-tenant communication is also not direct. When one tenant needs to exchange
data with another tenant, the communication is routed through a platform-brokered API. This al-
lows read/write data exchange between tenants, but only under platform mediation. There is no
direct tenant-to-tenant channel and no shared memory between tenants or between tenants and
the platform.

The configuration also assumes a controlled SataaS lifecycle. Tenant software can be changed
after deployment, but only through a platform-controlled deployment process. Tenant applica-
tions must pass validation, scheduling, and activation checks before being deployed or replaced.
Code signing is enforced, boot integrity is hardware-rooted, and cryptographic keys are stored in
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hardware-backed secure storage.
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Figure 3.2: Variant 1: Microkernel-Based VM/Container SataaS Architecture with
Platform-Mediated Tenant Communication

3.3.2 Variant 2: Monolithic Containerized SataaS Architecture with Direct Tenant
APIs and Tenant Shared Memory

Variant 2 describes a multi-tenant OBSW architecture in which untrusted tenant applications
run on the same OBC as trusted platform software under a monolithic execution model. In contrast
to Variant 1, this architecture does not introduce a VM boundary between the tenant domain and
the trusted platform. Tenant applications are contained directly through container-based isolation
mechanisms, and each tenant application runs in its own container. Therefore, container bound-
aries provide both the tenant-platform containment mechanism and the tenant-tenant separation
mechanism.

Tenant-platform communication occurs through a direct API. The communication control is
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restricted, meaning that tenant requests are subject to platform-defined checks such as access con-
trol, validation, request filtering, or operation restrictions. Tenants here also have command-level
access through this API, meaning that they may request platform operations through the tenant-
platform interface. In addition, the architecture includes direct read-only access to spacecraft-facing
interfaces. This does not give tenants direct command authority over spacecraft-facing functions,
but it does introduce a direct observation path to spacecraft-facing data.

Tenant-to-tenant communication is not platform-brokered in this configuration. Tenants ex-
change data through direct tenant-facing APIs with restricted read/write access. In addition, a
tenant-to-tenant shared-memory region is present and it is configured with read/write access and
no runtime mediation.

In a SataaSmission, tenant-to-tenant sharedmemorymay represent a direct mapped-memory
buffer used for high-throughput onboard data exchange between tenant applications. For example,
one tenant may perform payload data preprocessing, while another tenant performs compression,
classification, or AI-based analysis on the intermediate output. This design reduces copying and
latency compared with API-mediated exchange, but it also introduces direct cross-tenant read/write
paths. If the shared memory region is unmediated, a tenant may corrupt, overwrite, or read data
belonging to another tenant, creating attack-fault paths related to shared-memory access-control
failure, synchronization errors, and cross-tenant interference.

Compared to Variant 1, the lifecycle and protection mechanisms are weaker. Platform up-
dates and tenant deployment are authenticated, but not fully controlled. Code signing is optional,
boot integrity is software-based, cryptographic keys are protected through software mechanisms,
and resource isolation is soft rather than hard.

A practical realization of this type of architecture could be based on a general-purpose mono-
lithic OS, such as Linux, combined with container technologies such as Docker.
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Figure 3.3: Variant 2: Monolithic Containerized SataaS Architecture with Direct Tenant APIs and
Tenant Shared Memory

3.4 Generated AFTs

The complete generated trees are too large to include as full figures in the main text while pre-
serving readability. For this reason, this section presents the generated results through summary
tables and interpretation of the retained fragment families. Selected BFM-level visualisations can
be included where they are useful for illustrating specific paths. The complete YAML files remain
the traceable source of the generated AFT structures.
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Table 3.4: Generated AFT size for the evaluated architecture variants

Variant BFMs FEs AEs FCs CWEs Main observation

Variant 1 7 41 41 41 227 The generated AFT remains focused on con-
tainment, command-service, platform-state,
trust-material, resource-mediation, and tenant-
to-tenant pivot paths. Stronger lifecycle con-
trols and the absence of tenant-platform shared
memory reduce the retained structure.

Variant 2 8 62 62 62 348 The generated AFT is larger because the
monolithic execution model, container-
based containment, weaker lifecycle controls,
software-based key protection, soft resource
isolation, and tenant-to-tenant shared memory
activate additional branches.

The difference between the two generated AFTs shows how the same top event can lead to
different structural outputs when the architecture parameters change. Variant 1 activates fewer FE
branches because several controls constrain the relevant attack-fault paths. Variant 2 activates
more FE branches because additional architecture-level exposure conditions are present.

3.5 Analysis and Comparison of the Generated AFTs

The comparison is performed in two steps. First, the generated AFTs are compared struc-
turally by examining the retained BFMs and FEs, showing which attack-fault paths are applicable to
each architecture variant according to the activation rules. Second, the likelihood-analysis outputs
are compared to identify the dominant BFMs and FEs for each variant. The likelihood scores are
ordinal values used for relative comparison between architecture variants, rather than calibrated
probabilities.

3.5.1 Structural Comparison

Table 3.5 compares the generated AFTs at BFM level. Variant 1 contains 41 retained FE
branches, while Variant 2 contains 62 retained FE branches. The difference of 21 additional FE
branches in Variant 2 shows that the weaker architecture configuration activates a broader set of
attack-fault paths.
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Table 3.5: Structural comparison of generated AFTs by BFM family

BFM family Variant 1 FEs Variant 2 FEs Difference

Containment boundary failure 1 2 +1
Isolation and access-policy exposure 6 6 0
Command-service exposure 10 10 0
Trusted platform state exposure 8 8 0
Software lifecycle exposure 0 10 +10
Trust-material exposure 4 9 +5
Resource-mediation exposure 5 10 +5
Tenant-to-tenant pivot exposure 7 7 0

Total 41 62 +21

The first difference appears in the containment boundary BFM. Variant 1 uses a microkernel
execution model with VM-based tenant-platform containment. Its generated containment branch
therefore focuses on VM escape reaching platform authority. Variant 2 uses a monolithic execution
model with container-based tenant-platform containment. Its generated containment BFM retains
both a container escape path and a shared privileged TCB compromise path.

The isolation and access-policy BFM is active in both variants with the same number of re-
tained FE branches. However, the architectural meaning differs. In Variant 1, the relevant paths
are associated with VM isolation and platform-mediated communication. In Variant 2, they are as-
sociated with container isolation and direct API access. This shows that a BFM family may remain
active across variants while its specific branch content reflects the architectural mechanism used
in each case.

The command-service and trusted platform state BFMs are also retained in both variants
with the same number of FE branches. This is expected because both variants provide tenant-
platform communication and command-level tenant access. Variant 1 provides this access through
a platform-mediated API, while Variant 2 provides it through a direct API. In both cases, tenant-
originated requests can reach platform command-handling or state-handling logic. Therefore, com-
mand authorization, command authentication, malformed command handling, replay, injection,
confused-deputy behaviour, and trusted platform state influence remain structurally relevant in both
generated AFTs.

The largest structural difference is the software lifecycle BFM. This BFM is absent fromVariant
1 and active in Variant 2 with 10 retained FE branches. Variant 1 uses controlled platform updates,
platform-controlled tenant deployment, enforced code signing, hardware-rooted boot integrity, and
hardware-backed key protection. These parameter values prevent the software lifecycle BFM from
being retained. Variant 2 uses authenticated update and deployment processes, optional code
signing, software-based boot integrity, and software-based key protection. These values activate
lifecycle-related paths such as malicious platform update installation, tenant software activation
with platform authority, code-signature bypass, integrity-check bypass, boot-chain compromise,
rollback, lifecycle-policy downgrade, injected lifecycle-control data, unauthorized code paths, and
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software activation interface abuse.

The trust-material BFM is active in both variants, but it is larger in Variant 2. Variant 1 retains
four FE branches, while Variant 2 retains nine. This difference is mainly caused by the weaker trust-
material protection in Variant 2. Software-based key protection and optional signingmake additional
trust-material exposure paths structurally applicable. These include paths related to platform key
access, key use, key extraction from software storage, side-channel inference, and weak or default
trust material.
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Figure 3.4: Generated trust-material exposure BFM for Variant 1



Figure 3.5: Generated trust-material exposure BFM for Variant 2



Figures 3.4 and 3.5 illustrate the difference in the generated trust-material exposure subtree.
Variant 1 retains a smaller trust-material subtree, reflecting the stronger protection mechanisms
encoded in its architecture parameters. Variant 2 retains a larger subtree because additional trust-
material paths become structurally applicable when key protection and signing controls are weaker.

The resource-mediation BFM also increases from five retained FEs in Variant 1 to ten re-
tained FEs in Variant 2. This follows from the difference between hard and soft resource isolation.
Hard resource isolation in Variant 1 constrains several resource-interference paths. Soft resource
isolation in Variant 2 activates additional paths involving resource-limit bypass, fail-open mediation,
scheduling manipulation, resource-state influence, and mediation races.

The tenant-to-tenant pivot BFM remains active in both variants. This is relevant because both
architectures include tenant-to-tenant interaction and tenant-platform authority paths. In Variant 1,
the pivot paths are associated with platform-mediated tenant-to-tenant communication. In Variant
2, tenant-to-tenant shared memory provides an additional architectural basis for cross-tenant in-
fluence before platform-facing authority is reached. The retained FE count is the same, but the
architectural explanation differs because the interaction mechanism changes.

3.5.2 Likelihood Comparison

The likelihood comparison adds a second layer of interpretation by identifying which retained
paths dominate the generated AFTs after AE and FC scores are applied. The likelihood analysis
uses the scoring method defined in the framework: each FE likelihood is calculated from the AE
and FC likelihood scores, BFM likelihood is computed as the maximum FE likelihood under that
BFM, and the TE likelihood is computed as the maximum BFM likelihood.

Table 3.6 summarises the top-event likelihood results for the two variants.

Table 3.6: Top-event likelihood comparison

Variant Top-event
likelihood

Dominant BFM families

Variant 1 3 - Medium Isolation and access-policy exposure; command-service expo-
sure; resource-mediation exposure.

Variant 2 5 - Very High Containment boundary failure; command-service exposure;
trust-material exposure; resource-mediation exposure; tenant-
to-tenant pivot exposure.

The top-event likelihood provides a headline likelihood category for the selected top event,
but it should not be used alone to fully rank architecture variants. Since the framework uses a
1–5 ordinal scale and propagates likelihood through OR gates using the maximum operation, the
top-event score can saturate at the highest category. Once a variant reaches a top-event likelihood
of 5, a more exposed variant cannot receive a higher top-event score. Therefore, variants with the
same top-event likelihood must be differentiated using the underlying likelihood profile, including
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the number of BFMs and FEs reaching high or very high likelihood, the dominant FE paths, and
the architecture parameters responsible for those paths.

Variant 1 reaches a top-event likelihood of 3, corresponding to a Medium likelihood level. The
dominant BFM families are isolation and access-policy exposure, command-service exposure, and
resource-mediation exposure. This means that the highest-scoring paths in Variant 1 are not the
VM containment escape path, but the paths where tenant-originated requests can influence policy,
command handling, or resource mediation.

Variant 2 reaches a top-event likelihood of 5, corresponding to a Very High likelihood level.
The dominant BFM families are containment boundary failure, command-service exposure, trust-
material exposure, resource-mediation exposure, and tenant-to-tenant pivot exposure. This shows
that the weaker architecture parameters in Variant 2 do not only increase the number of retained FE
branches; they also increase the maximum likelihood values propagated to the BFM and top-event
levels.

Table 3.7 compares the BFM likelihood values for both variants.

Table 3.7: BFM likelihood comparison

BFM family V1 FEs V2 FEs V1 likelihood V2 likelihood

Containment boundary failure 1 2 1 - Very Low 5 - Very High
Isolation and access-policy ex-
posure

6 6 3 - Medium 4 - High

Command-service exposure 10 10 3 - Medium 5 - Very High
Trusted platform state exposure 8 8 2 - Low 4 - High
Software lifecycle exposure 0 10 - 4 - High
Trust-material exposure 4 9 2 - Low 5 - Very High
Resource-mediation exposure 5 10 3 - Medium 5 - Very High
Tenant-to-tenant pivot exposure 7 7 2 - Low 5 - Very High

The likelihood comparison shows that structural size alone does not explain the difference
between the two variants. Some BFM families have the same number of retained FE branches in
both variants, but different likelihood values. For example, command-service exposure contains
10 retained FE branches in both variants, yet its likelihood increases from Medium in Variant 1
to Very High in Variant 2. This occurs because Variant 2 uses a more exposed communication
configuration, and the AE and FC scores assigned to the retained command-service paths are
higher.

The same pattern appears in trusted platform state exposure and tenant-to-tenant pivot ex-
posure. Both BFMs have the same number of retained FE branches in Variant 1 and Variant 2, but
the likelihood values are higher in Variant 2. This shows that the framework comparison should
consider both retained structure and scored accessibility. The generated structure identifies which
paths are applicable, while the likelihood analysis identifies which applicable paths are more dom-
inant for the evaluated architecture.
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The containment boundary BFM shows a strong difference in both structure and likelihood.
Variant 1 retains one containment FE and receives a Very Low likelihood score. Variant 2 retains
two containment FEs and reaches a Very High likelihood score. The dominant containment FE in
Variant 2 is the monolithic TCB compromise path. This reflects the effect of the monolithic execution
model, where tenant-triggerable behaviour can interact with a broader privileged execution base.

The software lifecycle BFM is absent from Variant 1 and active in Variant 2 with a High likeli-
hood score. This confirms the effect of the lifecycle-related parameters. Controlled update and
deployment, enforced code signing, and hardware-rooted boot integrity prevent this BFM from
being structurally retained in Variant 1. In Variant 2, authenticated but less controlled lifecycle
mechanisms, optional code signing, and software-based boot integrity create structurally applica-
ble lifecycle paths with higher likelihood scores.

The trust-material BFM increases from Low in Variant 1 to Very High in Variant 2. The dom-
inant trust-material FE in Variant 2 is trust material extracted from software storage. This result is
consistent with software-based key protection, which makes trust material more accessible than
hardware-backed key storage. The resource-mediation BFM also increases from Medium to Very
High because soft resource isolation allows fail-open mediation, queue flooding, and shared re-
source state influence to become more dominant.

Overall, Variant 2 is both structurally broader and more likely at the top-event level. Struc-
turally, it contains 21 more retained FE branches than Variant 1. In the likelihood analysis, its
top-event likelihood increases from Medium to Very High. The dominant Variant 2 paths are linked
to monolithic execution, direct command-service exposure, software-accessible trust material, soft
resource isolation, and tenant-to-tenant shared memory. Variant 1 remains lower because stronger
containment, lifecycle, trust-material, and resource-isolation choices reduce both the number of ap-
plicable paths and the maximum propagated likelihood values.
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Chapter 4

Discussion

4.1 Interpretation of the Demonstration Results

The demonstration shows that the proposed framework can generate different AFT structures
from different architecture variants while keeping the same selected top event. This is an important
result because it confirms that the generated tree is not fixed only by the top event. It also depends
on the architecture parameter values that describe containment, communication, authority, lifecycle
control, trust-material protection, shared memory, and resource isolation.

Variant 1 produced a smaller generated AFT than Variant 2. This result is consistent with
its stronger architecture parameters, including VM-based tenant-platform containment, platform-
mediated communication, controlled update and deployment processes, enforced code signing,
hardware-rooted boot integrity, hardware-backed key protection, and hard resource isolation. These
controls reduced the number of structurally applicable FE branches. The additional branches in
Variant 2 were mainly caused by the monolithic execution model, container-based tenant-platform
containment, direct API access, weaker lifecycle controls, optional code signing, software-based
key protection, soft resource isolation, and tenant-to-tenant shared memory. These parameters
made additional attack-fault paths structurally applicable, especially in the software lifecycle, trust-
material, resource-mediation, and containment-related BFM families.

A larger generated tree does not automatically mean a higher likelihood for every branch.
Some BFM families may have the same number of retained FEs in both variants, while still receiving
different likelihood scores because the accessibility of the attack event or the weakness of the fault
condition differs between architectures.

4.2 Value of Parameter-Driven AFT Generation

The main value of the framework is that it connects architecture-level design choices to gen-
erated safety-security structures. Instead of building a separate attack-fault tree manually for each
architecture variant, the analyst defines a reusable fragment library and a set of activation rules.
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The architecture variant then determines which fragments are retained.

This improves repeatability because the same rule set can be applied to multiple variants.
It also improves traceability because each generated node can be traced back to the activation
rule that retained it, and each rule can be traced back to the architecture parameters used in its
condition. The framework therefore makes the reasoning behind the generated AFT explicit.

The approach is especially useful during early design, when detailed implementation evi-
dence may not yet be available. At this stage, the analyst may still need to compare architecture
options, identify exposure paths, and understand how design choices affect the safety-security
model. The proposed framework supports this by using architecture parameters as the main driver
of AFT generation.

4.3 Structural Comparison versus Likelihood Comparison

The framework separates structural applicability from likelihood evaluation. Structural gen-
eration answers the question: is this attack-fault path relevant for the analysed architecture? Like-
lihood analysis answers a different question: among the structurally applicable paths, which ones
appear more accessible or weakly controlled?

This separation is useful because it avoids treating activation as proof that an attack or fault
will occur. Activation only means that the fragment is meaningful for the architecture. The likelihood
score is then added as a separate semi-quantitative interpretation layer.

In the demonstration, this distinction was visible in the comparison between the two variants.
Some BFM families appeared in both generated AFTs, such as command-service exposure and
trusted platform state exposure. This means that both architectures contain tenant-platform paths
through which tenant-originated requests can reach platform logic. However, the likelihood levels
differed because the two variants expose those paths through different architectural mechanisms
and control strengths.

4.4 Reusability of the Framework

The framework is reusable in two ways. First, the architecture schema can be reused to
describe several architecture variants using the same parameter vocabulary, allowing variants to
be compared consistently. Second, the fragment library and activation rules can be reused across
variants for the same selected top event.

The framework can also be extended to other top events by defining additional top-event-
specific fragment sets and activation rules. The architecture schema does not need to be com-
pletely redesigned for every top event, as long as the existing parameters capture relevant archi-
tectural conditions. However, new top events may require new BFMs, FEs, FCs, and rules if they
concern different types of safety-security propagation.
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This means that the reusable part of the framework is the method: parameterised architecture
input, reusable fragments, rule-based activation, generated AFT structure, and optional likelihood
analysis. The specific demonstration is focused on the selected top event of tenant-platform privi-
lege boundary enforcement failure.

4.5 Limitations

The limitations of this thesis can be divided into two categories. The first category concerns
the proposed framework as a method for architecture-driven AFT generation. These limitations
relate to the type of reasoning the framework supports and the kind of conclusions that can be
drawn from its outputs. The second category concerns the current implementation used in the
demonstration.

4.5.1 Framework-Level Limitations

A first framework-level limitation is that the method depends on expert-defined modelling
knowledge. The framework provides a structured way to encode fragments, activation rules, and
traceability links, but the initial definition of these elements still requires expert judgement. The
generated AFT is therefore only as complete and accurate as the fragment library, architecture
schema, and activation rules used to produce it. If a relevant failure mode or activation condition is
missing, the generated tree may omit a structurally relevant path.

A second framework-level limitation is that the method supports architecture-level reasoning
rather than implementation assurance. The framework can represent design choices such as con-
tainment type, communication route, lifecycle control, key protection, shared-memory scope, and
resource isolation. However, it cannot verify whether a specific implementation correctly enforces
those mechanisms. For example, the framework can represent that code signing is enforced, but
it cannot verify the correctness, placement, or bypass resistance of the implemented signature-
checking logic.

A third framework-level limitation concerns likelihood interpretation. The framework uses
semi-quantitative ordinal scores to support relative comparison between architecture variants. These
scores help identify dominant attack-fault paths, but, ultimately, the likelihood result depends on the
scoring scale, the assigned AE and FC values, and the assumptions made during scoring.

A further limitation of the ordinal max-based likelihood aggregation is score saturation. Once
the top event reaches likelihood level 5, more exposed variants cannot be distinguished by the top-
event score alone. For this reason, the framework reports and interprets BFM-level and FE-level
likelihood profiles in addition to the top-event score.

A fourth framework-level limitation is that the generated AFT is tied to the selected top event.
The architecture schema may be reusable across analyses, but each top event requires an appro-
priate fragment set and activation rules. Therefore, applying the framework to a different top event
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requires checking whether the existing fragments and rules are sufficient or whether new ones must
be defined.

4.5.2 Implementation-Level Limitations

A first implementation-level limitation is the scope of the encoded fragment library. The proto-
type includes the fragments needed to demonstrate the selected top event, Tenant-Platform Privi-
lege Boundary Enforcement Failure. It does not claim to contain an exhaustive library for all possible
multi-tenant onboard software failures or all possible space-system safety-security scenarios.

A second implementation-level limitation is the scope of the demonstration. The implemen-
tation is evaluated using two architecture variants. This is sufficient to demonstrate the workflow,
traceability, structural comparison, and likelihood comparison, but broader evaluation would require
additional architecture variants, additional selected top events, and expert-reviewed case studies.

A third implementation-level limitation is that the current scripts are prototype research tools.
They support validation, generation, visualisation, likelihood scoring, and comparison, but they
are not developed as a complete industrial toolchain. For example, the workflow still requires
manual preparation of architecture variant files, manual review of generated outputs, and manual
assignment of AE and FC likelihood scores.

A fourth implementation-level limitation concerns visualisation. The generated AFTs can be-
come large, especially for more exposed architecture variants. As a result, complete tree visuali-
sations may be difficult to include in the main text while preserving readability. The implementation
addresses this by supporting BFM-level visualisations and generated YAML outputs, but large trees
still require selective presentation.

These limitations define the intended interpretation of the thesis results. The proposed frame-
work supports early architecture-phase reasoning, traceable AFT generation, structural compari-
son, and semi-quantitative likelihood comparison. The current implementation demonstrates this
workflow for a selected top event and two architecture variants, while leaving broader validation,
tool hardening, and extension to additional top events for future work.
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Conclusion

This thesis proposed and demonstrated a framework for architecture-driven generation of
attack-fault trees for multi-tenant onboard software architectures. The motivation for the work
was the need to support early safety-security reasoning in software-intensive spacecraft systems,
where architectural choices can influence how cyber and software-fault conditions propagate to-
ward mission-relevant consequences.

The present work first reviewed existing work on attack trees, fault trees, attack-fault trees,
automated tree generation, and space-system threat modelling. This review showed that existing
methods provide useful foundations for structured threat and safety-security analysis, but that a
gap remains for early architecture-phase generation of AFTs for multi-tenant onboard software. In
particular, existing approaches do not directly show how changes in containment, communication,
lifecycle control, trust material, shared resources, and tenant-platform authority affect the generated
attack-fault structure.

To address this gap, this thesis defined a framework based on four main elements: a pa-
rameterised architecture schema, reusable AFT fragments, activation rules, and semi-quantitative
likelihood analysis. The architecture schema provides a controlled vocabulary for describing ar-
chitecture variants. The fragment library defines reusable top-event, BFM, FE, AE, FC, and CWE
structures. The activation rules determine which fragments are structurally applicable for a given
architecture variant. The likelihood-analysis step then supports relative comparison between vari-
ants by scoring attack events and fault conditions and propagating the resulting values through the
generated tree.

The implementation demonstrated the framework using two architecture variants. Variant 1
represented a stronger tenant-platform boundary configuration with VM-based containment, platform-
mediated communication, controlled lifecyclemechanisms, enforced code signing, hardware-rooted
boot integrity, hardware-backed key protection, and hard resource isolation. Variant 2 represented
a more exposed configuration with a monolithic execution model, container-based containment,
direct APIs, tenant-to-tenant shared memory, weaker lifecycle controls, software-based key pro-
tection, and soft resource isolation.

The generated AFT for Variant 1 contained 7 BFMs, 41 FEs, 41 AEs, 41 FCs, and 227 CWE
basic-event instances. The generated AFT for Variant 2 contained 8 BFMs, 62 FEs, 62 AEs, 62
FCs, and 348 CWE basic-event instances. The structural comparison showed that Variant 2 acti-
vated additional branches mainly in software lifecycle exposure, trust-material exposure, resource-
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mediation exposure, and containment boundary failure. The likelihood comparison further showed
that Variant 1 reached aMedium top-event likelihood, while Variant 2 reached a Very High top-event
likelihood. This confirmed that Variant 2 was both structurally broader and more dominant in the
semi-quantitative likelihood analysis.

Main Contributions

The first contribution of the thesis is the definition of an architecture-driven AFT generation
framework for multi-tenant OBSW. The framework links architecture parameters to attack-fault tree
fragments through explicit activation rules, making the generated model traceable: each retained
node can be related back to the rule that activated it and to the architecture parameters used by
that rule.

The second contribution is the separation between architecture description, fragment defi-
nition, activation logic, and likelihood scoring, which makes the framework easier to inspect and
extend. Architecture variants can be modified without reconstructing the whole tree, fragments can
be reused across variants, and likelihood scoring can be applied after structural generation.

The third contribution is the demonstration of comparative AFT generation for two architecture
variants under the same selected top event. By keeping the top event constant, the implementation
showed that differences between the generated AFTs could be traced to differences in architecture
parameters, supporting the use of the framework as an early design-support method for comparing
architecture alternatives.

The fourth contribution is the implementation of a prototype toolchain for validation, genera-
tion, visualisation, comparison, and likelihood analysis. The encoded artefacts and scripts demon-
strate that the proposed method can be operationalised in a repeatable workflow. The generated
YAML files provide complete and traceable AFT structures, while the visualisations, comparator
outputs, and likelihood reports support interpretation of the results.

Final Remarks and Future Work

The results of the thesis show that parameter-driven AFT generation can support early architecture-
phase safety-security reasoning. The framework helps the analyst identify which attack-fault paths
are structurally applicable to a given architecture and how those paths change when architecture
parameters are modified. It also supports a semi-quantitative comparison of dominant paths, which
can help highlight where further analysis, mitigation, or verification effort should be focused.

Future work can extend the framework in several directions. A first direction is extending the
framework artefacts to additional systems and architecture contexts. The same process could be
reproduced with a different parameter schema, fragment library, and activation rule set to describe
systems other than multi-tenant onboard software architectures within SataaS missions. Even
within the use case implemented in this thesis, additional architecture parameters could refine the
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system description and reveal attack-fault paths not covered by the current artefacts.

A second direction is expanding the fragment library to additional top events. This thesis im-
plements the Tenant-Platform Privilege Boundary Enforcement Failure case, but other candidates
include tenant-tenant non-interference failure, spacecraft-interface command boundary failure, and
software execution integrity failure. Each top event would require its own BFMs, FEs, AE-FC pairs,
CWEmappings, and activation rules, while still following the samemetamodel and overall fragment-
activation rationale.

A third direction is formalisation. The current framework defines its artefacts and process
at the level of method description and prototype implementation. A stricter formal definition of the
architecture model, fragment structure, activation semantics, and aggregation rules would make
the framework easier to validate, extend, and reproduce. It would also support stronger claims
about consistency between the encoded artefacts and the generated AFT outputs.

A fourth direction is refinement of the likelihood-analysis method. The current implementation
uses an ordinal 1–5 scale and propagates OR-gate likelihood using the maximum value. This is
suitable for identifying the most accessible path, but it can saturate when the top event reaches the
highest likelihood category. In such cases, two variants may both receive a Very High top-event
likelihood even if one variant has a broader set of high-likelihood paths. Future work could therefore
add secondary comparison indicators, such as the number of BFMs and FEs reaching High or Very
High likelihood, the distribution of likelihood values across the tree, or a separate exposure-profile
metric. This would allow variants with the same top-event likelihood to be compared in more detail.

A fifth direction is integration of additional security knowledge sources or databases beyond
CWE. Examples include SPARTA, which could support space-specific adversarial technique mod-
elling, and CAPEC, which could support attack-pattern reasoning. These sources would need to
be mapped carefully because they correspond to different lifecycle phases, abstraction levels, and
modelling purposes.

A sixth direction is further development of the prototype implementation. Future versions
could provide stronger validation, clearer reporting, improved visualisation of large generated trees,
and a more integrated workflow for generation, comparison, and likelihood analysis. Broader eval-
uation using additional architecture variants, selected top events, and expert-reviewed case studies
would also help assess the robustness of the parameter schema, fragment library, and activation
rules across a wider design space.

Overall, this thesis showed that parameter-driven AFT generation can support early reason-
ing about safety-security propagation in multi-tenant onboard software. By linking design choices to
activated attack-fault paths, the proposed framework makes architecture comparison more trace-
able, repeatable, and easier to interpret during preliminary design.
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