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Abstract. Automated robotic systems operating in real-world environ-
ments require thorough test campaigns before deployment, in which engi-
neers assess whether the system is actually exposed to critical scenar-
ios. A well-established way to judge the efficacy of test campaigns in
controlled environments is scenario coverage: It quantifies the quality
of recorded data from test campaigns w.r.t. a set of (critical) scenario
classes of interest. Challenges arise when transferring coverage from con-
trolled to open environments, as it may no longer be exactly determined
to which scenario class the recorded test data belongs to: sensors offer
limited observability, e.g., by occlusions or hardware failures, and specifi-
cations might be inherently vague, e.g., via imprecise traffic regulations.
We leverage the Open World Assumption to formally extend scenario
coverage to such ambiguous test data and present algorithms for com-
puting guaranteed lower and upper bounds on coverage. Whereas decid-
ing the lower bound problem is DP-complete, the upper bound can be
computed in polynomial time. We extend an existing coverage software
tool with two approaches for incorporating the Open World Assumption,
grounded in LTLy. Our evaluation shows that meaningful statements on
scenario coverage are feasible, even under intricacies of the real world.

Keywords: Testing - Robotics - Safety - Automated Driving -
Scenario Coverage - Temporal Logics

1 Introduction

Verification of highly automated robotic system relies heavily on testing due to
complex and uncontrolled operating environments. This forces manufacturers to
test in the intended operating domain already during development. The collected
data are then used to evaluate system performance. Prominent examples are the
large-scale test campaigns by automated driving companies, such as Waymo.
When testing, a central question arises: Did the observed test runs actu-
ally expose the system to critical situations? An effective way to quantify this
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question is through scenario coverage [15, Section 3.3], in which engineers spec-
ify a set of scenario classes to cover the space of relevant, e.g., safety-critical,
environmental inputs to the system, as mandated by ISO 21448 [20]. In Ger-
many, this is even legally required for automated driving (which will act as an
example use case throughout this work): “test cases must provide sufficient test
coverage for all scenarios, test parameters, and environmental influences. The
coverage must be justified [...]” [11]. Coverage of scenario classes, i.e., partic-
ularly interesting type of test inputs, by a recorded data set then refers to the
proportion of the scenario classes for which at least one instance was observed.
The goal is to identify testing gaps, which can then be re-tested more exhaus-
tively. Recent approaches have examined scenario coverage in environments with
almost-perfect knowledge, such as bird-eye simulations or drone data [13,29].

In this paper, we push coverage from laboratory to real-world settings. This
presents a challenge: both data and specifications might be incomplete. Under
these assumptions, the scenario class of a recording cannot always be exactly
determined: First, there is no perfect ground truth, i.e., the recorded data is
incomplete. This can be caused by perception characteristics such as occlusions,
sensor failures, and lossy post-processing. Second, even if all relevant information
is available, there might be incomplete specifications of scenario classes due to
complexity and vagueness. Causes include intentionally fuzzy definitions in legal
texts (such as safety distances) [10,30] and partial knowledge of engineers.

To account for both incomplete data and knowledge, this work incorporates
the Open World Assumption (OWA) into scenario coverage. Intuitively, the
OWA states that we cannot infer the truth of a statement from the absence
of knowledge about the inverse statement [22], e.g., we cannot state that no
vehicle is present from not knowing about any vehicle. This leads to situations
in which neither a statement nor its inverse hold, representing absence of knowl-
edge about the actual truth. We can use this OWA to propagate both incomplete
data — by not inferring from the absence of data — and incomplete knowledge
— by allowing for “gray zones” in specifications — into coverage. Observed sce-
narios can then possibly belong to one of multiple scenario classes. For example,
we might observe a record where it is unknown if a passed vehicle is parking. It
must be either parking or not parking; however, based on the available data and
specification, it can be impossible to determine exactly its state.

The main contribution of this paper is to extend the classic coverage problem
(introduced in Sect.2) by an OWA: Instead of unambiguous assignments to sce-
nario classes, we now also allow for gray zones. Since coverage cannot be exactly
determined anymore, we update the classic problem to now yield lower and upper
approximations in Sect. 3. Naive algorithms fail for both bounds. We hence ana-
lyze computational complexity and present efficient algorithms. In Sect. 4, we
contribute two ways of incorporating the OWA in a temporal logic for scenario
class specification. The first is based on standard propositional logic, while the
second uses Description Logics (DLs). An implementation of both approaches
allows an evaluation of OWA coverage on practically relevant configurations in
Sect. 5. As we delineate in Sect. 6, this contribution is novel in the sense that,
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to the best knowledge, all related works make the Closed World Assumption
(CWA), i.e., assuming the available knowledge to be complete. While limita-
tions of our OWA integration remain, we conclude in Sect. 7 that the approach
is efficient and useful in real-world settings.

2 Preliminaries

We are faced with recorded results of test runs of the robotic system as a list
of finite data traces (di,...,d,). Each data trace d; consists of data points that
contain environment information, e.g., road infrastructure, as well as dynamic
properties, e.g., positions and speeds of actors. Formally, d; = (D%,...,D¢ ),
where @j € D is the recorded data at timestamp j for a (for now not further
specified) set D of all possible data points (Sect. 4 gives two realizations of D).

Based on the ISO 34504 terminology, our scenario classes correspond to sce-
nario categories defined by sets of tags [21]. We model each tag as a Boolean
predicate over a recorded test run, so class membership follows ISO’s tag-
inclusion semantics (conjunction of tag predicates). Coverage metrics therefore
rely on an explicit abstraction that maps continuous, high-dimensional data
traces to a finite tag vocabulary. This abstraction is a standard and necessary
precondition of coverage analysis: it makes coverage computation and gap identi-
fication tractable, but it introduces the usual trade-off that overly abstract tags
may hide relevant differences while overly fine-grained tags can reduce inter-
pretability and scalability. Accordingly, any coverage statement is conditional
on the chosen tags and the tag-assignment method. In this paper, we treat the
tag vocabulary and classifiers as given engineering inputs and focus on making
coverage robust when data or specifications are incomplete.

It is envisioned that the system is put under comparable challenging condi-
tions in each instance of a scenario class — such as encountering a pedestrian at
parking vehicles. To represent this formally, we use a finite set of tags T  and
a finite set of possible values V; for each tag ¢ € T. The set of all values is

V' = Uer Vi This results in a list of scenarios (s1,. .., s,) corresponding to the
given test runs, where each s; is a function from 7" to V.
As a running example, consider four tags T = {t1,...,t4}. For simplicity,

V = {0, 1}, where 0 encodes the absence and 1 presence of the tag in the data:

t1 denotes whether a violation of the safety distance to a lead vehicle was
observed.

to holds if a pedestrian or bicycle is present.

t3 addresses passing of parking vehicles (as opening doors or occluded pedes-
trians can be critical).

t4 specifies a condition where cameras are susceptible to glare: The system
drives towards a low sun for a considerable amount of time.

An example scenario s : t; — 0,f3 — 0,t3 — 0,t4 — 1 encodes no safety
distance violation, present pedestrian or bicycle, or passing of parking vehicles,
while the system drives towards a low sun.
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For deriving s; from a recorded data trace d;, we assume a function from the
set of all data traces of finite lengths to tag evaluations: Apy : |J,so D" — V7
for tags T and values V, where VT = {f : T — V}. As we operate on data
traces, we can apply temporal logics for classification. For now, we will not put
further constraints on Ay and assume that Ay (d;) was evaluated on all data
traces. Section4 gives possible implementations of Ar v .

When running test campaigns, engineers are typically interested in how
exhaustive the system has been tested after the data has been assigned to the pre-
defined scenario classes. A possible way to assess the exhaustiveness is scenario
class coverage (SCC). It has been examined under the Closed World Assump-
tion (CWA) [29]. The CWA implies that the data are given as a perfect ground
truth and no ambiguities exist in the specification. SCC is defined as the ratio
of observed and all possible scenario classes for a list of scenarios (s1,...,s,):

iliedl, ...,
SCC(mv,sl,...,sn):'{S|Z€{T| i

(1)

where T is the space of all possible options. In the simplest case, T = VT (which
we assume in this work). Equation1 allows quantifying the gap in which the
system has not yet been tested and gives valuable feedback to engineers and
authorities.

3 Coverage Under the Open World Assumption

The main contribution of our work is to extend scenario class coverage to the
OWA, as the CWA is not always applicable, especially when testing robotic
systems in real-world environments. The OWA can alleviate this problem by
allowing the value of some tags to be unknown due to two reasons: The behavior
of robotic systems is often hard to specify completely. Additionally, their percep-
tion is naturally limited due to sensor technology capabilities. As an example,
consider the tag t; (safety distance violation). While several rules of thumb and
approximating formulae exist, a gray area will always remain in the specification.
Hence, t; must be considered under the OWA.

To formalize this, for each tag, we allow adding a unique symbol * to V;,
where s;(t) = * indicates that s;(¢) is not known and might take any value from
the original tag values V; \ {*}. In our example, we extend the values for the
first tag, V4,, from {0,1} to {0,1,*} with * encoding no observation of a safety
distance violation. This can happen due to perception insufficiencies or fuzzy
specifications. A similar reasoning can be applied to to (presence of a pedestrian
or bicycle) and t3 (passing of parking vehicles). These tags will serve as our
running example. For instance, in Sect.5, we analyze their value distributions
on a real-world dataset. Note that not all tags must be given the % option,
thus allowing to still partially rely on the CWA, e.g., if perfect information can
be assumed, such as positioning and time for t4. For tags with an “unknown”
option, i.e., t where x € V4, on the other hand, s;(t) = * induces the set V; \ {x}
as possible options, from which only one could have been true. We are thus



134 L. Westhofen et al.

confronted with a set of possible options for a scenario s;. This set contains all
functions representing possible resolutions of *-entries of a tag ¢ to some value
in V; \ {#}, and otherwise respecting the non--entries of s;:

VteT. s;(t) #*— o(t) = s;(t)A
O(Si):{OZT—>V| Sz(t)zgkLO(t)E‘(/t)\{*}() }

In what follows, we operate directly on O(s;) instead of s;, which means that
we use a list S = (S1,...,5,) = (0(s1),...,0(sy,)) instead of (s1,...,s,). This
translation creates, in the worst case, |V|!T! many entries for each observed sce-
nario and is therefore exponential. Hence, all examined problems would directly
be exponential as well. Assuming a constant tag size on the other hand allows
us to uncover subtleties in the theoretical data complexity [34] of computing
coverage under an OWA.

3.1 Definition of Lower and Upper Coverage Bounds

We can now update the definition of coverage under the CWA as given in Eq. 1 to
our formalized OWA framework. This is not straightforward: due to the missing
information, the numerator of the SCC cannot be determined exactly. However,
it is still possible to identify correct lower and upper approximations to the
unknown numerator of the SCC by appropriately selecting one of the possible
options. For the lower bound, the goal is to select the options such that as many
duplicates (i.e. identical scenario classifications) as achievable are created to cal-
culate a pessimistic coverage guarantee. The upper bound on coverage, on the
other hand, maximizes the diversity of the scenarios by avoiding duplicates to
emulate the best possible bound, if possible. The idea of optimally selecting sce-
narios from the set of options is formally captured by the following two problems,
representing the lower and upper bound, respectively.

Definition 1 (MinCover).  For a list of non-empty finite sets S =
(S1,...,Sn) over the universe U = Uie{l,_“’n} S;, find kpin which is the small-
est k < mn s.t. there is a function m with |[Im(w)| = k assigning each index i an
element of S;, i.e., m: {1,...,n} = U where n(i) € S; for all i € {1,...,n}.

Definition 2 (MaxCover). For a list of non-empty finite sets S =
(S1,...,85n) over the universe U = Ui€{17.__7n} Si, find ke which is the largest
k < n s.t. there is a function m with |Im(w)| = k assigning each index i an
element of S;, i.e., m:{1,...,n} — U where n(i) € S; for alli € {1,...,n}.

Here, Im(7) refers to the image of 7. Both problems require selecting exactly
one element from each set S; s.t. the number of unique, overall selected elements
is minimal or maximal, respectively. The corresponding decision problems IsMin-
Cover and IsMaxCover ask if & € N is equivalent to &k, or kp,qe, respectively.

Consider our running example, where t; to t3 are interpreted under the OWA.
The following examples represent the i-th scenario as (s;(t1), ..., s:(ts)), e.g.,
(1,0,0,1), and, for ease of presentation, also refers to its list of tags with value
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1, e.g., (t1,t4). Assume four recorded scenarios s; = (0,0,0,1), ss = (1,0,0,1),
s3 = (%,0,0,1), and s4 = (*,%,0,1). To determine both approximations, we
derive all possibilities and compute coverage for all combinations (explicated
values are marked bold):

O(Sl) = {31} = {(070707 1)} = {(t4)} 0(82) = {82} = {(170707 1)} = {(t11t4)}
(0,0,0,1) = (t4),

B (0,0,0,1) = (tq), B (0,1,0,1) = (to, ta),

Oles) = { (1,0,0,1) = (tl,t4)} O =19 (1,0,0,1) = (1, t0).

(17 1307 1) = (t17t23t4)

The worst case assigns s3 and s4 the same scenario as s; or so. The corresponding
function 7 of Definition 1 can, e.g., assign 7(1) = 7(3) = 7(4) = 51 and 7(2) =
s2, and hence ky,;, = |Im(7)| = 2. The best case assigns s4 a unique scenario.
However, s3 must always be an existing scenario, as s1, s2 € O(s3). We can hence
set m(1) = w(3) = s1, W(2) = s2, w(4) = (t1,t2,t4), and Kyee = |[Im(7)| = 3.

The values k,in and k4, can be used as a replacement of the numerator
in Eq. 1. This allows us to give lower and upper approximations on the (inde-
terminable) SCC when given a list of observed scenarios (S, ...,S,) under the
OWA: L f

&T < SCC(T, (s},...,8,)) < Fﬁ,alT,
where s; € S; is the “real” ground truth of the i-th scenario that could not be
determined. The computation of the denominator does not change under the
OWA, i.e., we still require computing the size of the option space |T|.

When testing robotic systems, the lower and upper bound can inform test
engineers and approval authorities about the current test coverage state, even
under incomplete specifications or imperfect perception. There are, however,
practical differences between both bounds, and MinCover (k,;,) might be argued
as more relevant in practice than MaxCover (k.4 ). MinCover reports the min-
imum amount of scenarios possibly seen in the test run, and hence can be used
for proving coverage against approval authorities. In Germany, such a coverage
demonstration is required for a permit to operate an automated driving system,
as argued in the introduction [11]. Contrarily, a low MaxCover can indicate a
required increase in efforts to engineers during testing since it reports the best
coverage possible when assuming maximum diversity in the observed scenarios.
If it is known that the best case coverage is still below the designated target
value, the tests will provably not suffice for a system release. While this is valu-
able input to guide the engineers’ decisions, it is of a rather informative nature
compared to the approval-enabling capabilities of the lower bound.

3.2 Computing the Lower and Upper Bound

We now analyze the complexity of computing both bounds. From a practical
perspective, this especially allows understanding how the required computational
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efforts depend on the data, which can grow extremely large as the test campaigns
progress. As we will see, handling extensive test data is not a small feat.

A naive algorithm is to compute coverage for all possible explicated com-
binations, which has a worst-case exponential complexity of O(|V|ITI"). Even
if |T'| is constant, this is not a viable solution as n typically grows as the test
campaign progresses, resulting in a complexity of O(2™) already for binary tags.
Preliminary experiments show that this brute-force algorithm is infeasible on
small data: it did not terminate within one hour on 10? scenarios on standard
consumer hardware for three OWA and four CWA tags (with equal probabili-
ties for 0 and 1, and 10% probability for x-entries). Even a more sophisticated
method involving highly efficient Satisfiability Modulo Theories (SMT) solving
fails the same setup for 103 scenarios (more details are given online [41]).

The main finding of this work is that we can devise algorithms that perform
theoretically and practically better than both brute force and SMT solving.
We will see that IsMinCover is, in fact, not easily solvable: It is DP-complete,
where DP = {L1 N Ly | L1 € NP,Ly € coNP}, ie., the intersection of an
NP- and coNP-problem. Contrarily, IsMaxCover can be computed in polynomial
time. Hence, from a theoretical viewpoint, both the brute-force and SMT-based
approach are suboptimal for computing the upper approximation. For the lower
approximation, we show that — from a practical perspective — there is a problem
in which the bound computation can be encoded more naturally than SMT,
yielding practical improvements.

MinCover. IsMinCover is DP-complete: First, note that it is the intersection of
an NP-problem (checking whether there is a function with the mentioned con-
straints) and a coNP-problem (checking whether there is no such smaller func-
tion). Leveraging this duality, hardness follows by reduction from SAT-UNSAT,
a classical DP-complete problem [26]. A full proof is given in the online mate-
rial [41].

Our computation of MinCover leverages analogies to finding minimal hit-
ting sets, which is typically solved by unweighted partial MaxSAT. Let X =
{x1,...,24} be a set of variables and X = {-x | * € X} their negations. A
Conjunctive Normal Form (CNF) is a set of clauses C' = {C1,...,C,} where
each clause is a finite set of literals from X U X. A solution to a CNF C is a
function that satisfies all of its clauses, i.e., a : X — {0,1} where for all C; € C
there is some [ € C; s.t. a(l) =1if 1 € X or a(z) =0 if I € X. In unweighted
partial MaxSAT, we are given two CNFs C}, (hard clauses) and C; (soft clauses,
which have an implicit weight 1). The task is to find a solution to C}, which
additionally satisfies a maximal number of clauses in Cs.

To solve MinCover via a MaxSAT solver, we set C}, = S. To ensure that
the identified solution is minimal, soft clauses Cs = {{—s} | s € U} are added.
This enforces solutions which maximize the number of excluded elements of U
but still (due to the hard clause) hit each set at least once. The desired ki
is then the number of satisfied variables, i.e., kpin = [{s € U | a(s) = 1}|.
Correctness is shown in the online material [41]. While MaxSAT is NP-hard
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(more specifically, OptP-complete [23]), optimized algorithms exist and current
approaches can offer a worst-case complexity O*(1.2886™) on our setting [42].
An exponential dependency on the data remains, yet this reflects a substantial
improvement over O(2") required by the naive brute-force approach. For our
running example, we encode the four scenarios in S by the following CNF's:

Cp= {{(t4)}7 {(t17t4)}7 {(t4)7 (t1’t4)}7 {(t4)’ (t25t4)7 (t17t4)7 (tl’t2at4)}}a
Cs = {{_'(t‘l)}a {_'(tlat4)}v{_'(t27t4)}7{_'(tlth;t4)}}a

The resulting maximal solution is indeed «a((t4)) = «((t1,t4)) = 1 and
al(te,ts)) = a((t1,t2,ts)) = 0 (satisfying two of the four soft clauses), con-
firming k. = 2.

MaxCover. Contrary to MinCover, MaxCover can be computed in polynomial
time. For this, we reduce MaxCover to finding the maximum matching in bipar-
tite graphs [19] (which we call MaxMatch). An undirected graph G = (V, E)
with E C {{v1,v2} | vi,v2 € V} is bipartite if there is a partition of V'
into V4 and V3 s.t. E = {{v1,v2} | v1 € Vi,v2 € Va}. For a bipartite graph
G = (V, E), a maximum matching is a maximal set of edges Eqr C F s.t. for
all {v1,v2},{vs, 14} € Epas with {vi1,v2} # {vs,v4} it holds that vy # vs
and vy # wy. This problem can be solved in polynomial time, specifically,
O(VVE) [19], and recently, even more optimized algorithms were proposed [7].

S O ©

@ ’(tl;t4)‘ ’(tz,‘1;4)‘ ’(t1,t27t4)‘

Fig. 1. G5 for the running example; the maximum cardinality matching is dotted.

To reduce MaxCover for S = (S1,...S,) over a universe U to MaxMatch,
we define a graph Gg = ({s1,...,sn} UU,{{ss,s} | i € {1,...,n},s € S;})
over the partitions {s1,...,s,} and U. Then, kpnor = |Fmasz|, 1-€., the cardi-

nality of a maximum matching of Gg. The proof is available online [41]. In
terms of our original inputs, this computation translates to a complexity of
O(Vn+|U| g, e515il), improving on the naive and SMT-based approaches.
This also implies the corresponding decision problem IsMaxCover to be in P.
For the running example, the resulting graph is given in Fig. 1.

4 Realizing Open World Scenario Classification

In Sect. 3, we simply assumed unknown scenario information in the scenario data,
accounting for the OWA required when analyzing test data from robotic systems
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operating in complex contexts. We have not yet explained how we derive from the
datad = (D1,...,D,,) ascenario possibly containing unknown information, i.e.,
implementing a (partial) function Ar vy @ Upso D" — (VU{})T. Recall that
this function assigns a given data trace its tag values. To implement A7 vy,
the idea is to use formulae of a Boolean logic to decide the value of a tag for
a given data trace. More specifically, we employ two formulae, one representing
certainty about the tag value being 0, and the other formalizing the case where
a tag value of 1 must hold. In the gray zone between both formulae (where none
is true), the tag value * is assigned to the data trace.

Formally, we assume to have some Boolean logic L with semantics d = 1 for
1 € L, indicating that formula 1 to hold given the data d. We can then define
the tag value for a given data trace under an OWA via two formulae v, 1, € L
for safe satisfaction and violation of some tag ¢t € T', respectively:

1, if d v and d }£ ¢,
Aryvipy(d) = t— 0, if d £ and d =1y, (2)
*, if d j£ o and d B oy

If both formulae hold, a modeling error is present and no value can be identified
(hence the function being partial). If both formulae do not hold, no decision on
the tag’s value can be made and * is assigned.

It remains to instantiate L, for which temporal logics lend themselves nat-
urally due to their ability to reason over finite, discrete temporal data. They
were successfully applied, albeit under a CWA [9,18,24,29], as also delineated in
Sect. 6. In what follows, we show two such temporal logics, both based on Linear
Temporal Logic over Finite Traces (LTLy) [8]. For some language of atoms A,
LTL{ syntax is defined by the grammar ¢ ==A | = | p Ay | v U Y | O,
where we allow for atoms from .4, the usual Boolean operators (A and —), as well
as until () and next (O). A is intentionally left open: Whereas our first proposal
assumes A as propositions, the second one uses model-theoretic semantics and
defines A as Conjunctive Queries (CQs) over DLs.

4.1 Propositional Logic

In standard LTL; [8], data are sequences of propositions P, i.e., D = 27. A
formula ¢ € LTL? is satisfied by a data trace d = (D1, ...,D,,), written d = v,
if d,1 = 1, where

d,i =P, for PeP,iff PeD,,

d,i b~ iff d,i i 9,

d,i ):1/}1 Ao iff d,i =1 and d, i }:1ﬁ2,

d,iE=Oyiff i <m and d,i+ 1}, and

dyil= 1 U e iffex.ak € fi,m]s.t. d, k=12 and d,j =4y forall j € [i, k).

Typical syntactical definitions apply, e.g., ¢ @ = true U 1. As propositional
logics are interpreted under a CWA, it remains to use 1;" and ¢; for modeling
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an OWA, i.e., by Eq. 2, the gray zone is present iff both conditions are false. For
a meaningful OWA, users must carefully model the conditions ;" and v, .
Consider the example ¢; (whether a safety distance violation is present),
for which we use, for the sake of the example, the half-speed rule as an over-
approximation. To under-approximate, we use the distance requirements spec-
ified in for Automated Lane Keeping Systems in the UNECE Regulation No.
157 [33]. Both rules span the gray zone sketched in Fig.2. With corresponding
propositions, we can define inclusion and exclusion conditions for ¢;:

— Inclusion (wtt ): The requirements of the UNECE R157 were violated;
0 (lead_vehicle A —safety_distancegs,).

— Exclusion (17, ): The half-speed rule was always adhered to;
O —(lead-vehicle A ﬂsafety,distance%).

This approach adds the OWA
only at the very end of the specifi- 30 ::__1/3 Slszed
cation side (meaning the determina-
tion of the tag’s value), while LTL] 20
formulae are interpreted under the
CWA. This has the advantage of
enabling efficient computation, as the
word problem (deciding membership
of a data trace to the language of a 0 10 20 30 40 30 60
formula) in LTLZD can be decided in km/h
polynomial time [5], however, to the
detriment of a fully integrated OWA. Fig. 2. Distance regulations.
In our example, 1/1; itself is inter-
preted under a CWA, i.e., if 1/);; is not present in the data, _‘7/’; is assumed
to hold.

10

4.2 Description Logics

DLs, a decidable fragment of first order logic, inherently make the OWA, con-
trary to propositional logic. They are a popular choice for augmenting data by
background knowledge [3] which can then be queried by CQs. The temporal logic
LTLfC Q uses CQs as its atom language [39].

We model data over so-called individuals (observable entities) that can be
classified by means of concepts and roles. For this, we assume name supplies N¢
(concepts), Ng (roles), and N; (individuals). Examples are Walkway or Vehicle
as concepts and v as an individual. Data axioms are assignments of individuals
to concepts and roles, and of the form C(i;) and r(ij,ip) a concept C € N,
role r € Ng, and individuals 13,1, € N;. For example, NonMovingVehicle(v)
adds the individual v to the concept NonMovingVehicle. D is then the set of all
data axiom sets, allowing to represent a finite data trace d as a sequence data
axioms, i.e., d = (D1,...,D,,) with D, € D. Example temporal data are de, =
({NonMovingVehicle(v), intersects(v,w), Walkway(w)}, (), asserting v to be a
non-moving vehicle intersecting a walkway first, followed by no observation.
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The data are interpreted over an ontology O, which is a set of axioms describ-
ing background knowledge of the form C' C D (a concept D subsumes C),
allowing to infer additional facts from the observed data. In the expressive DL
ALC, concepts can be composed of concept names (N¢), intersections (C M D),
unions (C'U D), negations (—C), universal role restrictions (Vr.C), and existen-
tial role restrictions (Jr.C'), for concepts C,D and a role r € Ng. An exam-
ple ALC-ontology O., = {NonMovingVehicle I Jinterects.ParkingSpot L
ParkingVehicle, Walkway C ParkingSpot} states that non-moving vehicles on
parking spots, which include walkways, are parking.

DLs employ model-theoretic semantics by using temporal interpretations J,
which are sequences (Z;);eq1,...,m} of ALC-interpretations 7 = (AT, .T). Here, AT
is a shared interpretation domain and -7 maps concepts, roles, and individuals
to its elements. Any model Z of an ALC-ontology and data axioms (O, D) — we
write Z = (O,®) — must respect its constraints. For brevity, we omit formal
details on DL semantics here and refer the reader to the literature [3,39]. In our
example, in any model Z of O, it must hold that Walkway? C ParkingSpot?.
Hence, for the ontology and data, it follows that in all its temporal models J, v
must be parking in Zy. No inferences on v can be made for the second timestamp
(it might be parking or not parking), and it can belong to any concept in Z;.

We now define LTL?Q, which incorporates DL semantics into LTLf by using
Boolean CQs as its atomic expressions A [39]. A Boolean CQ ¢ is a finite conjunc-
tion of data axioms, but additionally allows existentially quantified variables in
place of individuals. We say that ¢ is entailed by some interpretation Z (Z |= ¢)
if the query’s constraints are reflected in the interpretation under a suitable map-
ping of the variables into the interpretation domain. For example, the Boolean
CQ Jz.ParkingVehicle(z) is entailed by any model Z of (Oey, (des)1), as & can
be assigned vZ. We lift entailment from CQs to LTL?Q formulae ¥:

J,i E ¢ iff Z; E ¢ (for a Boolean CQ ¢),

3,0 | iff 3,4 4,

Jyi =y Ay iff 3, =1y and 3,0 = 4o,

J,i = O iff i <m and J,i+ 1 =, and

JiEd Uy iffex.ak € [i,m] s.t. T,k E g and d, j = ¢ for all j € [i, k).

Then, 1 is entailed by an ontology and data trace (O, d), written (O, d) | ¥, if
for all their models J it holds that J,1 = .

LTLfC Q makes the OWA through this model-based semantics. Specifically,
from the non-entailment of a formula its negation does not follow: By definition,
the negated universal quantification over all interpretations (non-entailment)
implies solely the existence of a model consistent with the negated fact (satisfia-
bility of the negation), which is not equivalent to entailment of the negation. For
example, (O, (des)2) = ParkingVehicle(v) (v is not guaranteed to be parking
in the second timestamp) does not imply (O, (d¢y)2) = “ParkingVehicle(v) (v
is not parking); only in some but not all models (—ParkingVehicle)(v) holds.

Similar to what is done for LTL! above, we define a tag t € T via formu-
lae ¢, € LTLSQ. In the simplest case, ¢, = —;, as, under the OWA
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semantics, both formulae might be not entailed, enabling the desired gray zone.
The example tag t3 is a suitable candidate for formalization via DLs, since
engineers can model their ontological knowledge on what encompasses park-
ing vehicles, as exemplified by the ALC-ontology O, above. A more involved
ontology on parking vehicles is given in the reproducibility artifact [31]. We
can then ask if at some point a parking vehicle v was passed by the sys-
tem s: 1. = O ParkingVehicle(v) A ¢ (inProximity(s,v) A inFront(v,s) A
0 (inProximity(s,v) A behind(v,s))), and set ¢, = —;.. If v is not explicitly
modeled as parking in the data, we require interpreting d., under O, for addi-
tional inferences. While we can infer v to be parking for the first timestamp in
dey, its second timestamp does not allow making any inferences in that regard.
Hence, both 1, and —;, are not entailed on (Oey,dey), resulting in the tag
value being .

To summarize, DLs use the OWA inherently for reasoning over all axioms,
adding gray zones also to all intermediate reasoning steps, e.g., determining
whether ParkingVehicle(v) holds. This comes to the expense of complexity, as,
in contrast to LTL!, the word problem of LTL?JQ is ExpTime-complete [39].

5 Evaluation

We implemented the algorithms of Sect. 3.2 for computing both bounds into
STARS, a scenario coverage measurement framework [29]. For calculating Min-
Cover, we use the Z3 solver!. For MaxCover, we allow using either Edmonds’
blossom or the Hopcroft-Karp algorithm for maximum cardinality (bipartite)
matching, as implemented in jgrapht?.

For computing tag values for a given data trace, STARS provides, by default,
CMFTBL, which can be seen as an extension of LTLf. Equation 2 allows users
of STARS to specify two formulae for safe inclusion and exclusion of a tag.
Additionally, we added a module to STARS that includes Topllet [40], a software
that implements LT LfC Q [37,39]. The module acts as a drop-in replacement for
CMFTBL [36]. In STARS, we allow tags to be interpreted either under the
CWA or OWA, justified by the observation that information and specification
can be sometimes assumed to be virtually perfect. We use our implementation
for answering the following main research questions:

Q1 What are grounded assumptions on the distribution of *-entries in real
data?

Q2 Do the lower and upper bound provide useful approximations on coverage
under such #-distributions?

Q3 Can both bounds be computed efficiently also on practically relevant data
configurations, and how is performance impacted by different factors?

! https://github.com/Z3Prover/z3.
2 https:/ /jgrapht.org.
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5.1 Tag Value Distributions on Real-World Data

For answering Q1, we again rely on the three example OWA tags ¢; to t3. The
first tag (“safety distance”) can be implemented in a propositional fashion (cf.
Sect. 4.1). Similarly, corresponding OWA predicates for t5 (“presence of a pedes-
trian or bicycle”) can be defined: We degrade any perceived bicycle with a speed
over 12m/s and pedestrian over 5m/s as a not further identifiable vulnerable
road user (there is a realistic chance that the bicycle was, in fact, a motorcycle,
and the pedestrian was actually mounted on a vehicle), and assign * in those
cases. The third tag (“passing parking vehicle”) lends itself for formalization in
DLs, as seen in Sect. 4.2, for which we specified a corresponding query in the
input language of Topllet.

For real-world data, we use the established inD data set, which contains
roughly 7500 scenarios from drone camera recordings of four intersections in
Aachen, Germany [4]. The videos are post-processed by neural networks to
extract trajectories and classify traffic participants, and also contain road net-
work information. Each scenario represents one ego vehicle traversing an inter-
section. Based on these details, we determine values for our three example OWA
tags t1 to t3. Since the drone data does not contain scenarios at low sun posi-
tions, the example tag t4 was excluded from the analysis. The evaluation scripts
are given in the reproduction artifact; unfortunately, an individual copy of the
data must be obtained due to licensing.

Table 1 shows the resulting distributions
of tag values. Whereas the first two tags,
relating to safety distance fuzziness and

Table 1. Distributions for the OWA
example tags on inD.

vague perception classification, exhibit less t,, b t
than 10% x-entries, the third tag accumu- VW

lates to roughly 14%. For t3, it is certainly 0 |73.03% 14.91% 46.43%
possible to reduce uncertainty by a more 1 |17.60% 78.95% 39.59%
refined specification of parking vehicles. We * | 937% 6.14% 13.98%

draw upon these empirical observations to
determine grounded probabilities for x-entries in the subsequently used synthetic
data.

5.2 Quality and Runtime Analysis on Synthetic Data

For the remaining research questions, we require controlled data to assess quality
and runtime under different configurations. This includes the numbers of tags,
the split between OWA and CWA tags, and the distribution of #-entries. This
level of control is unfortunately not present in real-world data, which is why we
construct synthetic data for answering Q2 and Q3. The data are generated for
all numbers n; € [1,15] of tags, where the number of OWA tags is Nowa € [1,7]
and the number of CWA tags iS Newa = 7¢ — Nowa, With different probabilities of
x-entries p, € {5%, 10%, 15%, 20%}, derived from our practical experiences with
inD. The data were created by first generating a “ground truth”, i.e., records
where each value is known, which are then made unknown by probabilistically
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overwriting entries with *-values. This allows for reporting “real” coverage values
later on. The probability of all tags being either true or false is set to 50% each.
We generate data in batches of scenarios and then compute coverage for all data.
For efficiency reasons, we increase the batch size depending on the numbers of
assessed tags to a maximum of 10000 for n; > 13. All subsequently presented
computations were done single threaded on a Intel Xeon Gold 6342 CPU run-
ning Ubuntu 20 using docker. While the data were generated probabilistically,
practical experience showed that results for different seeds did not differ mean-
ingfully, and hence only a single run is executed per configuration. The results
of all configurations are available in our replication artifact [31].

Coverage Approximation Quality. For Q2, we start by showcasing the
progression of MaxCover, MinCover, and real coverage on the configuration
Nowa = 9, Newa = 10, and p, = 10% in Fig.3. We additionally depict naive
lower and upper bounds. The upper bound is constructed by assuming for every
* that both options happened (which is impossible), and the lower bound by
ignoring all scenarios containing *. Observe that the x-axis of Fig.3 is scaled
logarithmically, since coverage improvements degrade exponentially over time.

Upper bound

MaxCover

Real coverage

MinCover

Lower bound

Rel. improvement of
MinCover over LB
Coverage gain of
MinCover over LB in %p

Coverage (%)

108

Observed scenarios

Fig. 3. Coverage and derived bounds for nowa = 5, Newa = 10, p. = 10%.

In Fig.3, we focus only on the performance gain of MinCover, due to its
higher practical relevancy (as argued in Sect.3) and for ease of presentation.
Naturally, improvements are most immanent at the beginning, with up to 69%
relative and 7% points absolute gain. For full coverage, all bounds nearly coincide
— however, during short development cycles observed in practice, full coverage
is likely an unrealistic goal. Rather, 80% appears as a more reasonable target in
industrial settings, for which MinCover still reduces the error of the naive lower
bound to real coverage by 28% on the example. Over all conducted experiments
with n; > 5, we report a reduced error of MinCover over the lower bound of
30.61% + 6.23% at 80% real coverage. For the upper bound, error reduction
becomes uninformative at 80% (since it approaches zero). We hence report it at
50% real coverage, where we achieve an error reduction of 35.73% + 18.76%.
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Runtime Analysis. In Q3 we ask whether coverage approximations can be
computed on real-world settings. Figure 4 reports the gap between MinCover
and MaxCover for newa = 10 and newa € [0,8] at p. = 5% on a normalized
scale (with 1 representing the sample at which the gap reached zero). Evidently,
there is no influence of additional closed tags on the spread of the bounds, so we
conduct this analysis on OWA tags only. For MaxCover, Edmonds’ blossom and
the Hopcroft-Karp algorithm yield comparably fast computation times (with
the latter being slightly advantageous). We however omit those in the runtime
analysis, as MinCover uses on average > 98% of the total runtime for ngw, > 2.

g
3 Newa = 0 Newa = 1
9 5 Newa = 2 Newa = 3
§ 5 Newa = 4 Newa = 5
o % Newa = 6 Newa = 7
g5
o= Neowa = 8
57
Q&
o
]
]

0.2 0.4 0.6 0.8 1

Evaluation iterations individually
scaled to [0,1]

Fig. 4. Bound gap at nowa = 10, p. = 5% over added CWA tags ncwa.-

Figure 5 reports the runtime of MinCover for n,,, = 13 and ngy, = 0
with varying p,, where each point represents one computation of MinCover on
the full dataset up the given amount of scenarios. The plot indicates a sublinear
relationship between the number of scenarios and the required computation time,
with spikes at the beginning most likely being due to solver initialization. Lower
p«-values reach 100% MinCover after fewer scenarios (due to lesser degrees of
freedom in selecting a worst case), and their graphs therefore abort early in
Fig. 5. This shows that coverage bounds can be computed timely even at realistic
data sizes of 10% (recall that inD contains less than 10* scenarios). To assess the
influence of different numbers of OWA tags on runtime, Fig. 6 compares the wall-
clock time of MinCover for the last iteration, i.e., when the coverage hit 100%,
of all examined configurations, to the amount of observed scenarios needed to
achieve 100% coverage. The computations for ngwa > 13 at p. = 20% and
Nowa > 15 had to be terminated due to excessive runtime.

Our results show that for up to but excluding 15 OWA tags, MinCover
can be successfully computed in 35s or less at the last iteration (meaning on
as many scenarios as required for 100% coverage). We also observe a direct
correspondence of runtime to the number of scenarios required to obtain full
coverage. Most likely, this behavior originates from adding for each new sce-
nario its explicated options as a new hard clause. The solver must hence con-
sider, at worst, 3™t different hard clauses. We remark that also adding CWA
tags influences the overall runtime of the solver exponentially: For example, at



Test Coverage of Automated Robotic Systems in Open World Environments 145

6,000
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Runtime in ms
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10% scenarios

Fig. 5. Runtime of MinCover for nowa = 13, ncwe = 0 over the data size.
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Fig. 6. Comparison of wall-clock time to compute last iteration of MinCover, and
scenarios needed for 100% coverage across different amounts of OWA tags.

Newa = 9, Nowa = 10, px = 5%, the calculation was terminated after exceeding
32h wall-clock time. In practice, the number of tags and their definitions must
thus be chosen carefully.

6 Related Work

We have above assumed that an input classification system is available for com-
puting coverage. It must be methodically derived and specified, e.g., based on an
ontology [14,38] or combinatorics [35]. Here, the general assumption is that the
system shows equivalent behavior w.r.t. safety within a class [1]. Subsequently,
recognizing the specified classes in data is required, e.g., by using classifiers
trained on human reference behavior [28], trajectory matching [35], or compar-
ing against sequences of events [16]. Another popular choice in automated driving
are temporal logics, e.g., MTL or STL over discrete-time [18,24], LTL [9], and
CMFTBL [29], which we also used as a foundation. These formalisms originally
all make the CWA. This assumption has been extended in this work.

Once scenario classes are specified and recognized in test data, coverage can
be computed. In software engineering, coverage (such as branch, statement, and
MC/DC coverage) is well-established [43]. Transfer to the emerging domain of
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automated systems is ongoing [13], where it forms one of the fundamental safety
challenges [25,27]. While arguments have been made against excessive dogmatic
use of coverage in software engineering [12,17], it may be justified as an impor-
tant component in testing automated systems if metrics exhibit certain qualities,
such as tractability [1]. One of the most foundational metrics for automated
robotic systems is tag-based coverage [13,29] — which has also been used in
this paper as a canonical basis for demonstrating how the OWA can generally
be integrated into coverage. Other metrics exist, including tree-based coverage
(removing implausible combinations by constraints [29]), time-based coverage
(the duration where no class applies [13]), probabilistically-bounded coverage
(counting only combinations that are at least somewhat likely [1]), t-wise cover-
age (restricting to t-combinations, where the assumption is that many hazards
are triggered by at most t classes [32]), quantitative k-projection coverage (a
weighted, rule-based extension of t-wise coverage [6]), or concrete scenario cov-
erage (where classification is omitted altogether [2]). Again, all these works make
the CWA. We are not aware of any OWA work in our context. Thus, to the best
of knowledge, our presented formalism is the first OWA framework in the field
of test coverage.

7 Conclusion

In this work, we extended coverage from closed to open world environments,
under which MinCover and MaxCover give lower and upper approximations on
the actual coverage. Our novel formal framework enabled theoretical complexity
analyses, where the corresponding decision problem is DP-complete for MinCover
and polynomially decidable for MaxCover. We presented two ways of relying on
temporal logics for an open world scenario classification, one based on proposi-
tional and the other on DL semantics. Experiments with an implementation of
our formal framework — based on MaxSAT and maximum cardinality matching
algorithms — showed both bounds to be feasibly computable on realistic data,
and also add value over naive lower and upper bound computations.

Future work includes optimizing the MinCover computation, e.g., by catch-
ing certain cases to avoid running the solver, since our results showed that most
of the time is spent solving MaxSAT. Additionally, we plan to assess real-world
data from an ego-perspective to also include occlusion effects, which are a rel-
evant source of unknowns not present in inD. To summarize, with this work,
we aim at sparking interest in a challenging new field in test coverage analy-
sis, motivated from practical demands while simultaneously offering surprising
theoretical subtleties.
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