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Abstract Indicators are crucial for any management as they allow for monitoring,
reviewing and adapting strategies towards a previously planned objective. The key
challenge for fulfilling this task is to identify and define indicators that enable the
assessment of the system under consideration. Regarding energy systems, if under-
stood as complex socio-technical systems, a multitude of indicators for resilience
assessments have been proposed, which vary according to the different systems
analysed as well as indicators and stakeholder requirements. Hence, it seems that
universal indicator frameworks are not applicable for resilience assessments and
thus specific indicators are needed. However, a crucial step towards developing a
general resilience assessment and monitoring framework is to understand on which
aspects indicators depend, what “good” indicators can cover and what the limits of
these indicators are. Therefore, this chapter gives an insight into the general charac-
teristics of indicators. Then, it describes the indicator requirements particularly with
respect to the resilience (monitoring) for energy systems. Furthermore, the chapter
will address some specifics for the resilience assessment and management of energy
systems based on some exemplary indicators.

Keywords Indicators - Assessment + Energy system - Resilience - Reliability -
Indicator selection + Monitoring

11.1 Introduction

Indicators have become crucial elements for any management related processes and
were initially introduced by economics and management disciplines (Linser 1999;
Merry 2011). Since then, the use of indicators spread into other disciplines such as
governance and politics, medicine and engineering, as well as sustainability related
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aspects. Indicators facilitate the monitoring and evaluation of systems, tasks or objec-
tives. Further, they allow the comparison of different systems, technologies or prod-
ucts regarding their performance and the effectiveness of implemented measures
(ILO 2015). For example, based on previously defined indicators, situations can
be analysed regarding the performance and if indicators surpass certain thresholds
potential counter measures can be initiated in time. Consequently, indicators are
relevant for any assessment and evaluation, however, potential users should consider
certain relevant aspects of indicators and their selection. Therefore, this chapter not
only focuses on the overview of key indicator characteristics, but also give indicator
examples for the resilience monitoring of energy systems.

11.2 General Aspects of Indicators and Their
Requirements

Although a general unified theory of indicators does not yet exist, indicators share
common aspects throughout various disciplines. If the sole meaning of the term is
considered, it can be traced back to the latin verb indico, which means to point out or
to show at/to/on something. The German dictionary “Duden” defines indicators as
“something (fact, feature), which relates to a (statistically applicable) sign/evidence
fora certain progress or a condition entered” (Duden 2023, translated by the authors).
Hence, indicators describe certain aspects of the object in question and thus they
should be related to the overall purpose of the analysis.

Before indicators can be defined, several steps of abstraction have to be done.
The term “indicator” is often synonymously used for different levels of the data
pyramid with data, information, indicators and indices as shown in Fig. 11.1 with
an increasing degree of abstraction used during indicator definitions. Firstly, the
initial point is the real-world object that can be either analysed by experiments
(e.g. lab-scale) or computational models. Secondly, from these tools, data can be
obtained focusing on the model/experiment purpose. Thirdly, data are processed
(interpreted) and thereby transformed into information. Fourthly, the indicators are
defined according to a specific purpose and can be aggregated at process information
level. Fifthly, indices can aggregate and weight several indicators, which are also
named composite indicators.

When analysing systems, the measuring point and basis for indicators can be
assigned to different stages of the system model ranging from inputs, processes
(throughput), outputs, outcomes and impacts, which are shown in Fig. 11.2. At each
of these metering points data, information, indicators and indices can be ascertained
following different purposes of the indicators obtaining data and information. Whilst,
the input and output can refer to the efficiency and quality of the system service (i.e.
purpose), respectively, the process of the system is mostly related to the system
behaviour and its state during an observation period. The system outputs directly
contribute to the results causing additional outcomes in mid-term and at higher
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Fig. 11.1 Abstractions steps considered in modeling and evaluation processes for indicator and
indices definitions. (adapted and extensively extended from Adriaanse (1995) cited in Linser (1999))

Degree of abstraction / aggregation

geographical scale (e.g. nationally and not only local). In contrast, outcomes and
their impacts are less tangible because they are not directly traceable from system
outputs and results (Zwart 2017). For example, if the output of a system (or a certain
management measure) creates higher productive employment, the outcome of this
system output would be the increase of the national state’s welfare. Nevertheless, the
global impact might be also positive in the mid- or long-term, but it is often chal-
lenging to identify direct linkages of outcomes and impacts. Depending on study
objective, the indicator definition has to consider this differentiation since particu-
larly the outcomes and impacts as reference points for the success of a management
action often are not related to the direct system output and thus may have to include
other aspects avoiding misinterpretations.

11.2.1 Types of Indicators

Due to the wide range of indicator applications, it is worthwhile to examine various
indicator classifications addressing different aspects. The most common distinction is
between quantitative or qualitative indicators. Presumably, the former is preferred
over the latter, as numbers (often in cardinal scales) enable an easier comparison
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Fig. 11.2 Potential reference points for indicators for system inputs, processes, outputs, outcomes
to impacts for the assessment of systems (own illustration based on Zwart 2017)

and understanding. Therefore, qualitative indicators are often converted into semi-
quantitative numbers by using ordinal scales (Merry 2011).

The subcategory direct and indirect (i.e. proxy) indicators is another relevant
differentiation. Direct indicators directly measure the phenomenon of interest. Proxy
indicators are used when direct measurements are not possible, which often applies
for complex systems. For instance, in medical contexts, the high or low blood pressure
can indicate some severe problems related to the heart itself or blood vessels, without
measuring directly the phenomenon and the actual cause (e.g. heart activity).

From a management perspective, indicators can be used not only for descriptive
but also for normative purposes. Whilst, the former neutrally depicts the system
state and behaviour as well as impacts, the latter focuses on either the evaluative or
prescriptive (management) aspects by comparing to strictly set goals. A special type
of indicator are composite indicators, also called indices, that are used to aggregate
several indicators to describe the intended purpose. By doing so, complex issues
can be easier communicated. Furthermore, the temporal perspective with the focus
on past, present or future developments is a relevant characteristic of indicator to
consider for differentiations.

11.2.2 Pros and Cons of Indicators

The use of indicators has benefits and detriments about which a vast amount of
literature is available. Thus, only a brief overview will be given in this subsection.
Indicators have the advantage of facilitating the communication of complex issues
to both non-experts and decision-makers (Meadows 1998; Mair et al. 2018). Hence,
indicators should be appropriately aligned to the decision objectives (i.e. the purpose).
As it is shown in Fig. 11.2, indicators generally generate knowledge at an abstract
level and thereby, when applied to comparable objects, enable the scoring, ranking,
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comparing as well as monitoring and evaluating of the objects in question. By doing
so0, indicators support the decision-making for experts and non-experts.

Although the “simplification” of complex matters appears to be appealing for
communication and decision purposes, every abstraction and aggregation process
involves the loss of information. In the abstraction process, the relevant aspects for
the specific purpose have to be identified and accordingly considered in the indi-
cator definition. Hence, the abstraction process and with that the indicator definition
strongly depends on the individual’s expertise and experience who develops the indi-
cator. Consequently, indicators are not an objective description of the research object
(Mair et al. 2018) and thus are value-laden (Bossel 1996; Turnhout et al. 2007).

Another critical aspect of indicators is their interpretation. Even though indicators
ease the evaluation and communication of complex matters, it is of high relevance to
report the actual indicator purpose and to consider the corresponding limitations for
the interpretation. This is particularly relevant when indicators are used in different
contexts in which the original purpose does not fit to the decision context (Copeland
et al. 2020). Furthermore, the often-desired quantitative illustration of indicators can
be misleading. The crucial point of criticism is that those indicators may suggest
a wrong precision, because particularly quantitative indicators are associated to the
claim of (mathematical) correctness (Porter 1995). Consequently, the limits of indi-
cators are discussed in different disciplines, and it is generally recommended to
illustrate the uncertainty enabling the transparent interpretation of the results.

Furthermore, it has to be noted that cause and effect relations of specific measures
cannot necessarily be traced back, because particularly in complex systems non-
linear relationships may dominate and hamper to the identification of cause-effect-
chains with the risk of oversimplifications (Mair et al. 2018; Merry 2011).

11.2.3 Quality Criteria for Selecting Indicators

In order to avoid or minimize the disadvantages mentioned in the previous subsection,
it is important to ensure a transparent indicator selection. The process of developing
and selecting indicators should be well documented and methodologically guided,
particularly when stakeholders and experts are involved in the decision preparation.
Thus far, a multitude of assessment frameworks were proposed to guide through
the process of the decision preparation for various contexts (e.g. sustainability, envi-
ronmental protection, etc.) (Guo et al. 2021; Nguyen and Akerkar 2020; Bill et al.
2020).

The need for transparency even becomes more crucial when multiple indicators
have to be considered in the assessment, because the indicators have not only to
be defined and distinct but also have to be weighed against each other. For this,
the method of multi-criteria decision analysis (MCDA) is established as a trans-
parent approach to guide through complex decision situations. Baumann et al. (2019)
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summarised the MCDA approach in the following steps: goal and problem defini-
tion, selection of alternatives for comparison, identification of criteria (i.e. indi-
cators), choice of suitable MCDA method, aggregation and weighing of criteria/
indicators, interpretation of the results, if possible with stakeholder involvement. In
the following subsection steps of goal and scope together with the indicator selection
will be discussed in more detail due to their relevance for the indicator setup.

11.2.3.1 Indicator Selection

In the first step, the goal and scope of the study have to be determined, if possible
by the decision-makers who have information on the decision situation and object.
Once the goal and purpose are defined, indicators can be collected and defined
that are fitting to the agreed decision objectives. Basically, two major approaches
exist to identify indicators for any assessment that usually complement each other
(Mangoyana et al. 2013). Firstly, the top-down strategy attempts to identify already
existing official indicator frameworks (e.g. sustainable development goals), reports or
other published scientific literature that deal with the objective intended. Secondly,
the bottom-up strategy accesses the knowledge of experts and other stakeholders
that are familiar with the decision context or are affected by the decisions, respec-
tively (Quinlan et al. 2016). This knowledge and indicator needs can be obtained
by conducting workshops, interviews or questionnaires, for instance. The top-down
strategy is more often applied due to time and resources constraints, although stake-
holder and expert workshops give a practical insight into ranking and selection of
indicators due to the perceived relevance. This additionally support the trust into the
indicators and the acceptance by decision-makers. The actual indicator selection is
often not explicitly documented in the literature, which hamper the transparency and
potential support of decision-makers for the selected indicators.

11.2.3.2 Criteria for Selecting Indicators

So far, there is no consensus in scientific literature on which quality criteria should be
fulfilled by indicators and thus each study has to define their criteria, as no universally
accepted indicator set can be defined. The main reason is that the decision objective
and participating stakeholders finally determine the indicator selection in bottom-up
studies. However, Hirschberg et al. (2008) summarized several criteria that can be
applied to select indicators, which are depicted in Table 11.1. The different criteria
for indicator selection are assigned to the characteristics scientific, pragmatic and
functional aspects determining the decision situation. It has to be noted that some
of these criteria cannot undoubtedly be assigned to one category, because several
characteristics can be attributed to one criterion. The following Table 11.1 is mainly
based on Hirschberg et al. (2008).

The selection of indicators is particularly challenging for the assessment of
complex systems, because such systems own features such as being dynamic, having
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Table 11.1 Summary of potential criteria for selecting indicators sorted by scientific, pragmatic
and functional characteristics. (based on Hirschberg et al. (2008))

Scientific Pragmatic Functional

Measurable Manageable! Relevant*

Qualitatively and Adequate number of indicators | For most stakeholders involved
quantitatively

Meaningful*+ Understandable* Compelling

Reflects the users’ needs

Possible to comprehend

Interesting and suggestive for
actions

Clear in value*

Feasible

Leading

Clear positive or negative
denotation

Possible to collect within time
and cost constraints

Basis for the decision about
actions

Clear in content*

Timely

Influenceable

Understandable units

Easy and quick to calculate

Indicators are able to influence
actions

Appropriate in scale*!

Coverage of the intended
aspects**+

Comparable

Suitable dis-/aggregation
scale

Purpose is covered

If applied in different systems,
the comparison should be
possible

No redundancy

Avoid double counting

Robust / reproducible

Transparent and sound

indicator calculation method

Sensitive / specific

Sensitive to changes during
the time scale considered

Verifiable

Verifiable by third persons

Hierarchical*

Adjustable levels of detail

Comprehensive*

Describes the relevant aspects
of the system under study

"+ 1 and * marked criteria that are linked to other criteria of different characteristics

non-linear or emergent properties that aggravate the identification of suitable indica-
tors. Consequently, it is generally recommended to involve experts and stakeholders
to gather in-depth knowledge, which is required for the assessments. Stakeholders
and experts can contribute to both the identification of the long list (i.e. all potential
indicators) and the final short-listed indicators which can be selected based on the
reasons mentioned in Table 11.1.
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11.2.3.3 Selection of Indicator Sets

When selecting indicators for monitoring systems, the question automatically arises
how many indicators are needed for a sound assessment and monitoring process.
There generally is no definite answer to the correct number of indicators or indices
as it depends on the study purpose, system complexity and stakeholder needs. For
example, when analysing systems with a low complexity, simple data points (cf.
Fig. 11.2) can be sufficient describing the necessary systemic aspects that allow for
the assessment. In contrast, for complex systems it can be challenging to identify
and select suitable indicators (Quinlan et al. 2016) and thus more pragmatic aspects
have to be considered for the selection of indicators. Describing complex phenomena
with the help of a single indicator or indices (i.e. aggregated indicators) is in general
critically discussed (MartiSauskas et al. 2022), since information is lost because of
omitting indicators or by the indicator aggregation, respectively. However, when
defining indicators sets with non-aggregated indicators, different indicator sets can
cover the same study purpose, because the system behaviour originates from different
system characteristics and depending on the stakeholder and expert perspectives can
lead to different selections. Therefore, it is recommended to include stakeholder
and experts in the participatory definition and selection process to gain the trust
of decision-makers as final users. Furthermore, the weighing of different indicator
domains in the sustainability assessments should be targeted to avoid any biases
favouring either the economic, environmental and social dimension, for instance
(Gillespie-Marthaler et al. 2019).

11.3 Challenges for Resilience Assessment and Monitoring
Frameworks for Energy Systems

The subsection will focus on resilience and its challenges regarding indicator defi-
nition as well as give a short overview on frameworks and exemplary indicators for
resilience assessments. The assessment and monitoring of energy systems regarding
their resilience is a multidimensional challenge due to several reasons. Firstly, energy
infrastructures are considered as complex systems, which are characterized by their
spatially and temporally dependent parameters that aggravate the resilience assess-
ment and monitoring (Kaloti and Chowdhury 2023). Secondly, energy systems cover
large geographical areas with diverse system states depending on time and location
that need to be considered for the assessments. Thirdly, resilience depends on the
stress cases with their various stressors (i.e. resilience against what) and also on
the stakeholders (i.e. resilience for whom) who can be affected by the loss of energy
supply (Wied etal. 2020). Fourthly, resilience is an emergent system property and thus
it is not directly measurable (Cains and Henshel 2021). Resilience depends not only
on the stress case, but also on system design (e.g. redundancy, diversity), recovery,
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mitigation and adaptation strategies that determine the system capacity and capa-
bility to (re)act resilient (Watson et al. 2022). Consequently, resilience assessments
usually have to establish several proxy indicators for determining or monitoring the
energy system’s resilience (MartiSauskas et al. 2022).

These combined challenges aggravate the selection of indicators and development
of frameworks applicable for energy systems. For example, when assessing a specific
part of the energy system, potential stress cases will affect the physical infrastructure
and its operation at different geographical areas. In such cases, indicators and indices
at low geographical resolution (i.e. high aggregation) may show a positive resilience
performance, indicators and indices at higher temporal and spatial resolution can
point to the opposite. The main reason is that the adaptive capacity, which reduces
the system vulnerability, has to be available and accessible at the affected region to
cope with the local stress case impacts. Even if the energy system may have high
adaptive capacities in general, it is crucial to consider if these can be accessed at the
right point of time during the stress case to minimise or even mitigate the stressor
impacts. Thus, the potential disruptive events (and failures) as well as the available
capacity and capability to react and recover are always context-dependent (Watson
etal. 2022). This challenge will become even more severe when the resilience assess-
ment is conducted as permanent monitoring. Resilience monitoring is understood as
the continuous observation of the system state (Mentges et al. 2023), the aforemen-
tioned challenges have to be considered for the interpretation and/or when used for
performance checks, the indicators should be selected only for the agreed objectives.
By doing so, monitoring processes can address both real-time (i.e. operational) and
strategical aspects and allow the identification of necessary adaptation strategies.
Also, in the context of resilience monitoring, the decision makers are interested in
how potential resilience measures may affect the resilience level of the system so
that already taken decisions can be revised or a priori defined mitigation strategies
initiated, if necessary.

11.3.1 Resilience Assessment Frameworks

Numerous resilience assessment frameworks were developed in recent years that
differ in purposes and covered aspects (Guo et al. 2021; Nguyen and Akerkar 2020;
Bill et al. 2020). Likewise, the considered types and number of indicators vary among
the studies (Mujjuni et al. 2021; Gillespie-Marthaler et al. 2019) and thus aggra-
vates their comparison and the identification of standard indicator sets (MartiSauskas
et al. 2022). Resilience assessment frameworks can employ quantitative, semi-
quantitative, qualitative or combinations of these indicator types. Resilience assess-
ments are usually not limited to one domain, but cover several domains as for
example technical, organizational/management, social, safety, security and sustain-
ability (Osei-Kyei et al. 2023; Ahmadi et al. 2021). Each of these domains comes
with its own set of requirements not only regarding the indicator definitions and
purposes, but also the data required for the assessment, setting a cumbersome task



248 H. Wigger et al.

(Cantelmi et al. 2021). Although the comprehensive view on all domains is becoming
more relevant (Poulin and Kane 2021), the main focal point for energy systems was
laid on the technical domain, so far.

The technical domain is most often considered quantitatively by applying the
resilience curve approach, therefore focusing on the system performance (Gasser
et al. 2020; Poulin and Kane 2021; Bill et al. 2020). The resilience curve, or
also named bath tube curve, shows the development of the system performance
depending on time, where the former is impacted by disruptive events decreasing the
performance.

Generally, the resilience curve can be distinguished by the temporal stages of the
event. This includes the system performance before, during and after event (Resilens
2016; Bill et al. 2020). During each of these stages different actions can be estab-
lished to improve the resilience and with that the system performance. The pre-event
stage is characterized by proactive strategies such as to prepare, prevent and protect
the system against potential stressors. It thus focuses on questions about system
design and/or on decreasing potential exposures to the stressors. The during event
stage includes mitigation, absorption and mobilisation of adaptive capacities (in
short-term) for buffering or minimizing potential impacts on energy infrastructures
(Resilens 2016). The post-event stage represents the respond, recovery and learning
capabilities (Resilens 2016). Similarly, to the event-related differentiation, the pre-,
during and post-event stage can be differentiated according to the main actions that a
system should perform. In these stages, the system should resist, re-stabilize, rebuild
and reconfigure to deal with the impacts of the stressors (Gasser et al. 2021). Like-
wise, for each of these four stages different indicators can be defined. Consequently,
for each domain and stage of the resilience curve, several indicators are required to
describe complex socio-technical systems (Jovanovi¢ et al. 2020; MartiSauskas et al.
2022),

The described multidimensionality of resilience assessments and monitoring is
also reflected in the various frameworks that have been developed so far. This is
also reflected by several reviews on frameworks, metrics, models and general assess-
ment methods that were published in the last years (Hosseini et al. 2016; Kaloti
and Chowdhury 2023; Cassottana et al. 2023; Wang et al. 2022; Wied et al. 2020;
Stankovi¢ et al. 2023). Moreover, professional associations such as the Institute
of Electrical and Electronical Engineers (IEEE) worked out a specific resilience
assessment framework applicable for power systems (Bill et al. 2020). This IEEE
framework considers potential hazards of any kind and their impacts on the power
system with five focus areas. Several technical and operational metrics were defined
to assess critical energy infrastructures and prioritize investment decisions (Bill et al.
2020). Besides the technical domain, other researchers emphasized the need also to
include other resilience curve stages such as recovery/repair (Kottmann et al. 2021)
as well as other domains such as social-economic aspects (Ottenburger et al. 2020;
Quinlan et al. 2016; Meerow and Newell 2019; Copeland et al. 2020). Since it is
not the aim of this chapter to provide a comprehensive overview on all potential
indicators and frameworks (cf. e.g. MartiSauskas et al. 2022), the following sections
will provide some examples of commonly used indicators.
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Table 11.2 Overview of the exemplary indicators presented in this subsection

Indicator name Structural/Performance
Loss of Load Probability (LOLP) Performance

Loss of Load Expectation (LOLE) Performance

Storage capacity Structural
Diversity—Primary fuels/energy carrier Structural
Diversity—Installed capacity Structural

Share of renewable energy in generation Structural

Import dependency Structural

Change of network connection of the system Structural

11.3.2 Indicators for the Resilience Assessment
and Monitoring of Energy Systems

The assessment and monitoring of energy systems has along tradition as it was always
the main objective to provide energy to different stakeholders at highest quality with
minimized interruptions. For this reason, various tools and indicators are already
well-established for determining the status of power systems, which are related to
reliability and robustness. Although the boundaries of reliability and resilience are
inconclusive, both share common aspects so that they can be used complementarily
(Gasser et al. 2020).

In the following subsections some exemplary indicators are described, which
can be used for the monitoring of the energy system during disruptive events. An
overview of the discussed indicators is available in Table 11.2. It has to be noted that
this list does not aim for comprehensiveness. The indicators were selected as relevant
examples since they can be used in most of the assessments or are quantifiable with
power system models used in the ReMoDigital project. It also has to be emphasized
that these indicators mainly cover the technical aspects of power system and does
not include additional aspects such as sustainability perspective which should be
included in future assessments (Netz et al. 2023).

Before the indicators are briefly discussed, firstly the distinction of reliability and
resilience in the context of performance indicators is described and some selected
reliability indicators are introduced. Secondly, the difference between structural and
performance indicators is given. Thirdly, exemplary structural indicators will be
introduced, which will be integrated in the resilience curve.

11.3.2.1 Reliability Indicators for the Performance Assessment
of Energy Systems

In long term planning of energy systems, reliability of the generation system plays a
key role for the expansion of installed capacities to meet the future demand (Nikzad
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et al. 2012). Reliability is defined as the ability to meet customers energy demand
needs despite unexpected equipment breakdowns reducing the supply of energy
(Felder and Petitet 2022). On the other hand, the ability to quickly bounce back
from an undesirable situation was described as resilience. Thus, reliability focuses
on certain aspects of resilience, but resilience includes additional aspects regarding
the adaptation and recovery capabilities (Chi et al. 2018). Consequently, a higher
reliability can increase the resilience and vice versa, but there can be certain situations
in which this does not pertain (Kaloti and Chowdhury 2023).

During the planning process, reliability indicators aid to take decisions on invest-
ment opportunities of forthcoming installed capacities (Nikzad et al. 2012). The
reliability of the energy system can be evaluated by following standard indicators
such as ‘Loss of Load Probability (LOLP)’ and ‘Loss of Load Expectation (LOLE)’,
which usually depicts the interruptions of the annual average. The definitions of these
indicators are:

e Loss of Load Probability (LOLP): It refers to probability of an occurrence of
event where loss of one generation unit ‘i’ causing risk of the power supply (Ferro
Ferdinant et al. 2020).

LOLP = Xn:p, X ti

i=1

where, n is the number of units that supply energy to the system, p; is the
probability of loss of capacity, and ¢; is the duration of loss of capacity
e Loss of Load Expectation (LOLE): It refers to the expected number of hours
per year where the occurrence of an outage might possibly occur in an energy
system (Ferro Ferdinant et al. 2020).

LOLE = ip, X t;

i=1

where, n is the number of outages in a year, p; is the probability of loss of
capacity, and ¢; is the duration of loss of capacity.

Especially the LOLE is a useful indicator for performance measurement, as energy
systems are usually benchmarked by their outage hours for end-users. Methodolog-
ically, these indicators need to be distinguished from structural indicators.

11.3.2.2 Structural Indicators for the Resilience Assessment of Energy
Systems

Indicators in quantitative resilience frameworks are helpful for comparing the degrees
of resilience in various systems or for assessing the efficacy of certain resilience
strategies (Bill et al. 2020). When following the standard resilience curve approach,
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indicators are often based on quantifications for performance assessment in a tech-
nical meaning. However, regarding resilience assessments of energy systems, indi-
cators can be categorized in three different categories: performance-, structure- and
hybrid-based approaches (Hosseini et al. 2016; Wied et al. 2020; MartiSauskas et al.
2022; Biringer et al. 2013).

Performance-based indicators focus on the benefits (i.e. services) that a system
provides for stakeholders as the main concern of resilience (Wied et al. 2020; Jasitinas
et al. 2021). However, the sole focus on performance indicators cannot contribute
to an understanding why certain system designs perform better than others against
disruptive events. Hence, it is crucial to consider also the system’s structure, even
though relevant system characteristics can be difficult to identify (Biringer et al.
2013). Thus, structural indicators are required for assessing how the internal char-
acteristics (i.e. architecture and design) of a system affect the system’s resilience.
Those characteristics are attributes that can decrease or increase the energy system’s
resilience depending on the stress case, such as the availability of redundant power
lines in the grid (MartiSauskas et al. 2022). Structural resilience indicators have the
disadvantage, though, to be complex, more time-consuming to obtain and require a
high level of expertise, as the system’s inner structure needs to be modelled (Hosseini
etal.2016; Mottahedietal. 2021). On the other hand, performance indicators are more
validated, but as all systems have certain dynamics, it can be difficult to determine
what the base performance of a system was before an event, and when exactly that
event started. This may lead to uncertainty when the base performance is compared
to the performance within an adverse event (Biringer et al. 2013; Wied et al. 2020).

In a hybrid-based approach, that employs both structural and performance indica-
tors, the structural indicators provide potential explanations for the system behaviour
that are measured and evaluated with performance indicators. In the best case, the
relationship between structural (i.e. system design) changes and the performance
can be explained (Biringer et al. 2013; MartiSauskas et al. 2022). This knowledge
can be used for improving the system’s resilience, because resilience assessment and
monitoring is a continuous process.

11.3.2.3 Structural Indicators: Examples for the Energy Sector

The structural indicators for the energy sector try to measure properties of a power
system related to resilience enhancing system characteristics such as redundancy or
diversity. In the following an exemplary overview about structural indicators is given,
which addresses some system characteristics. It has to be noted that these structural
indicators are not comprehensive but are relevant in most frameworks.

Storage Capacity (Igca):

This indicator Igc, represents the amount of available reserves that can be used for
the energy supply. Higher storage capacities can show the potential characteristics
of stronger resilience. However, the impact of an uncertain event on storage capacity
relies on the available and accessible reserves at the time of disruption.
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The advantages of the storage capacity indicator are that the indicator itself and
the principle behind it is approachable and easy to assess for most systems. In some
cases, with higher demand of stored energy it has to be considered that storage
systems can only discharge to certain power system specific limits and there not the
capacity, but the power output of the system is the limiting factor.

Inputs needed to evaluate the storage capacity includes capacity of storage/
reserves, used generation capacity, available generation capacity, and usable stored
energy.

Teon — SC

scA = gp
where SC is the capacity of storage/reserves in MWh and EP is the total energy
consumption in MWh (MartiSauskas et al. 2022).

Diversity—Primary fuels/energy carrier (Ipy):

The indicator Ipp demonstrates the diversification of installed capacity through
various fuel sources. A diversified energy system with multiple fuels or energy
carriers for energy production can result in higher resilience during the disruption
than less diversified systems, because energy carriers can be differently affected by
the same disruptive event. Moreover, domestic and imported fuels can be combined in
this indicator to consider the diversified sourcing strategies, which points at the supply
chain of energy carriers. Thereby, this indicator gives insights into the dependence on
single energy carriers, this is especially relevant for fossil fuels that are imported from
abroad, as these resources can be easier restricted for political reasons than nationally
sourced energy carriers. A strong dependency on one renewable energy carrier can
be especially relevant for abnormal climate patterns, for example, droughts can limit
the supply of hydroelectric energy. (MartiSauskas et al. 2022; Gasser et al. 2020).

The following equation is based on the Herfindahl-Hirschman index (HHI) and
Shannon—Wiener index (SWI) that applies to different types, shares and number of
primary fuels.

N
Ipp = —Zizlpi *In(p;)

where p; is the share of single energy carrier ‘i’, N is the number of primary fuels in
energy supply (MartiSauskas et al. 2022).

Diversity—Installed generation capacity (I;gc):

The indicator Ijgc represents the diversified installed capacity for energy production
through various energy carriers. Whilst, the previous Ipg indicator only represents
the supply-side of specific energy carriers, the Ijg¢ indicator focuses on the capacity
to make use of these energy carriers. A restricted generation capacity because of a
disruptive event would endanger the system’s resilience, for instance, even if energy
carriers are available and accessible. Thus, a diversified installed capacity for energy
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production can increase the resilience in face of disruptive events. This will always
allow one type of the installed capacities to compensate the damaged one. Like the
primary fuel indicator, this indicator gives guidance for overdependence. However,
the diversity of the installed generation capacity focuses on constraints in energy
production facilities, not only the fuel supply as the diversity of primary fuel/energy
carrier indicator. A good example for overdependence on one type of energy produc-
tion facility is the French nuclear power fleet. The reactors were mostly built in the
same period and therefore needed repair and renovation works at a similar point
in time, which lead to concerns about the security of electricity supply in France
(Miiller-Lancé 2022).

Inputs needed to evaluate the installed capacity include types of energy production
technologies, shares of energy production technologies, number of energy production
technologies. The following equation reflects the diversity of generation capacities,

N
I[C = _Zizlsi * ll'l(Sl')

where s; is the share of individual installed capacity, N is the number of energy
production technologies ‘i’ (MartiSauskas et al. 2022; Jewell et al. 2014).

Share of renewable energy in generation (Iggg):

The indicator Irgs can evaluate the share of the renewable power generation over the
total generation. Renewable power with independent generation from primary fuels
has a capability to influence the system’s resilience. However, renewable power
generation is completely dependent on the weather and day/night patterns. This
indicator is similar to the diversity indicators but gives a special insight about the
renewable energy sources and the constraints and risks that may be associated with
them. Further, is this indicator relevant for sustainability assessment.

Inputs such as total generation, and renewable power generation are needed to
evaluate the indicator.

= ——— % 9%
RES RPG ?

where TG is the total generation in MWh and RPG is the total renewable power
generation in MWh (MartiSauskas et al. 2022).

Import dependency (Iyy):

This indicator represents the share of energy and electricity import in the total energy
and electricity demand. This indicator can be difficult to interpret, because supply risk
may vary widely between the regions of origin and are dependent on unpredictable
events in the future. A higher value indicates the higher dependency on energy imports
and thus reflects the capability of energy system with less resilience. For example,
the energy system can export energy if the value of indicator is less than 1 (energy
production is higher than consumption) and further indicates that the energy system
is robust and resilient. On the other hand, the energy system could depend on energy
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imports if the value of indicator is more than 1 (energy consumption dominates
the production). This makes the energy system less robust and more susceptible to
interruptions (MartiSauskas et al. 2022).

Inputs needed to evaluate the indicator include electricity demand, used generation
capacity, imported electricity, type of primary fuels, and imported primary fuels.

PE

where PE is the amount of produced energy regardless of imports, DE is the amount
of energy demand (MartiSauskas et al. 2022).

Change of network connections (Icnc):

Connectedness and redundancy are important aspects of resilience (Zhang et al.
2015). To analyse the interconnectedness and redundancy of the network, the method
developed by Omer et al. (2014) can be used. The method was originally used to
show the resilience of communication networks, but has been also considered in engi-
neering contexts (Patriarca et al. 2021). It is based on the graph theory describing a
network with nodes and edges. Similarly, the nodes represent the technical compo-
nents (i.e. generators, transformers, households etc.) and the links represent the power
lines in the power system. The indicator “closeness to centrality” is used as a measure
of structural resilience, which considers the fact that the more connections a network
node has, the more redundancies exist if the edges are impacted by disruptive events.
Consequently, a higher resilience can be reached. This indicator is especially impor-
tant to include, as it is the only one that measures the graphical structure of the
system. Since the indicator is measured as the closeness to centrality before and after
the disruptive event, it is thus named as change of network connections. For all nodes
n the equation is defined as (Omer et al. 2014):

Z?:] CC (V)before_event
Z?:] CC (V)afterfevent

Changeofnetworkconnections =

Therefore, the change of network connection is a measure of the structural
resilience for a node. The closeness of a single node v to all other nodes is defined as
Cc(v). The highest value is 1, the lowest 0. To allow for the inclusion of disconnected
nodes, the following alternative formulas are used. In case all nodes are reachable,
the closeness is described with the nodes of the network V, where A, is the number
of reachable nodes (Mathworks 2023):

C()_(AV >2 1
S Xy 4o

s#EV
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11.3.2.4 Structural and Performance Indicators for the Resilience
Assessment and Monitoring

The resilience monitoring of energy systems can pursue different objectives, which
are centred at the resilience curve stages system (design) planning (i.e. before
disruptive events), system operations during disruptive events and feedback loops
after disruptive events, which corresponds to the well-established resilience curve
approach (Poulin and Kane 2021). Thereby, the resilience monitoring process can
either focus on the operational status (Mentges et al. 2023) or on assessing the
effectiveness of initiated measures by comparing planned and actual results ILO
2015).

The former aims for continuously monitoring the system status in order to identify
any deviations from the operational defaults. If the status does not match the required
parameter range, predefined or improvised fallback and recovery strategies can be
initiated for stabilizing the system performance. For this purpose, performance indi-
cators are used, because they cover the system performance with an optional temporal
resolution that can be relevant for monitoring purposes.

The latter aspect focuses on the success or failure of designed system capability/
capacities in face of disruptive events. If predefined measures (e.g. redundant gener-
ators, transformers) are not effective during disruptive events, these measures have to
be reviewed in the continuous resilience management process to derive recommen-
dations for future improvements. Consequently, the focus on performance indicators
only cannot provide explanations for a certain system behaviour and hence struc-
tural aspects also become relevant for the decision preparation regarding the system’s
resilience. In each stage of the resilience curve, structural and performance indica-
tors can be different significant and thus are relevant to consider for certain decision
situations (Jackson and Ferris 2013).

Structural indicators can be allocated to different stages of the resilience curve,
which consists of plan & prepare, absorb & recover as well as adapt to the perfor-
mance loss. For instance, on the one hand, the storage capacity, which provides
insights about buffer and storage of electricity, heat as well as gas storage systems,
aids to the preparedness before an uncertain event. Although the storage capacity
is basically determined in the plan & prepare stage, the resilience measure will be
only effective once the system is exposed to the disruptive event, which is why this
indicator would also be representative for the absorb and recover stage. Similarly,
diversity indicators related to the installed capacity, primary fuels and share of renew-
ables with diversified nature of production and transmission, enables to absorb and
recover from disruptive events (Brand et al. 2017), but can also affect the plan &
prepare stage.

Hence, the quest for linking structural system characteristics with their perfor-
mance has been difficult (Watson et al. 2022). The reasons are that the system
performance depends not only on the system structure at a given location, but also on
the (type of) disruptive event, failure duration and recovery strategy (Watson et al.
2022) as well as temporal progress of the disruptive event and its impacts. Moreover,
various terms are used for resilience design principles in the literature, which is why
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a commonly accepted framework would contribute to the progress towards proac-
tively designing energy systems more resilient (Specking et al. 2022). However, this
kind of feedback would be required from the continuous resilience assessment and
monitoring to recommend successful design for improving of the system’s resilience.
According to Poulin and Kane (2021), analysts, operators, designers and stakeholders
should carefully choose indicators metrics. Based on the situation which should be
evaluated, different metrics can yield significantly different recommendations.

11.4 Conclusion

Indicator theory is a commonly applied concept in any management contexts, which
was successfully used throughout the last decades in several research disciplines.
Indicators have the advantage to enable the communication of complex matters to
informed or uninformed decision-makers by abstraction. Resilience (i.e. the contin-
uous supply of a service) became a relevant aspect to consider in systemic deci-
sion situations, particularly in the context of critical infrastructures such as energy
systems. This book chapter described the different types of indicators used for
resilience assessment together with the pros and cons of with each indicator definition
is accompanied. Thereby, it was emphasized that the indicator purpose crucially is to
be defined together with experts and stakeholders to gain the trust of the users partic-
ularly in resilience monitoring applications, where different perspectives unite in
the assessment of complex socio-technical systems. Thus, a comprehensive criteria
list was proposed to guide the indicator selection. Furthermore, the book chapter
shed light on the complexity to assess and monitor the resilience of energy systems.
Thereby, several exemplary indicators were briefly introduced, which are relevant and
easily obtained in most assessments. Finally, the relation of structural and perfor-
mance indicators was discussed. It was emphasized that both indicator types are
required to be considered in resilience monitoring processes to derive successful
resilience design principles for future system designs.
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