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Abstract

The rapid advancement of image generation and manipulation techniques has signifi-
cantly increased the prevalence of highly realistic fake imagery, posing critical challenges
for applications that rely on the integrity of remote sensing data. Detecting such manip-
ulations is particularly difficult due to the heterogeneous nature of forgery mechanisms,
which introduce fundamentally different and often non-overlapping artefacts.

This thesis investigates the detection of fake remote sensing images from a representation-
driven perspective. Challenging the conventional assumption that all manipulated images
share common detectable patterns, this work demonstrates that different manipulation
types—specifically GAN-generated images and copy-move forgery (CMF)—exhibit dis-
tinct characteristics that require fundamentally different feature representations. Through
systematic analysis using frequency-domain (FFT), wavelet-based, and data-driven de-
composition methods, it is shown that detection performance is strongly dependent on
the alignment between feature representation and manipulation characteristics.

To explore this dependency, multiple models are employed, including representation-
specific ResNet architectures and the interpretable Geo-DefakeHop framework. Experi-
mental results reveal that detection models do not fail randomly; instead, their failures are
structured and directly linked to the type of representation they employ. Models trained
on specific manipulation types exhibit limited generalisation due to a fundamental mis-
match between the learned features and the underlying artefacts.

To address this limitation, a representation-aware hierarchical ensemble framework is
proposed. The framework integrates multiple specialised models through a conditional
decision mechanism that adaptively selects and combines representations based on input
characteristics. Unlike conventional ensemble methods, this approach explicitly accounts
for representation compatibility, enabling the system to leverage complementary strengths
while reducing conflicting predictions. As a result, the proposed framework achieves more
robust and balanced performance across diverse manipulation types without requiring
prior knowledge of the forgery type.

Overall, this work establishes that fake image detection is inherently a multi-characteristic
and representation-dependent problem. It provides both empirical evidence and a princi-
pled framework for transitioning from single-model detection to adaptive, representation-
aware systems, offering improved robustness, interpretability, and generalisation in re-
mote sensing image forensics.
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Introduction






1. Introduction

1.1. Introduction

The rapid advancement of image generation and manipulation techniques has led to a
significant increase in the availability of highly realistic fake imagery. This development
poses serious risks in domains where visual data integrity is critical, such as remote sens-
ing, security, and digital forensics. In these applications, incorrect interpretation of manip-
ulated imagery may lead to faulty decision-making with potentially severe consequences.
In remote sensing, where imagery serves as a primary source for environmental monitor-
ing, border security, and strategic intelligence, the emergence of highly realistic, manipu-
lated geospatial imagery could pose significant geopolitical risks or compromise disaster
response efforts. Unlike natural images, multispectral, high-resolution remote sensing im-
ages demand a level of integrity that current single-domain detectors cannot guarantee.

Despite substantial progress in fake image detection, existing approaches largely rely
on a single model or a fixed feature representation. These methods implicitly assume that
all types of manipulated images share common detectable characteristics. However, this
assumption does not hold in practice.

Different manipulation techniques introduce fundamentally different artefacts. For in-
stance, GAN-generated images often exhibit subtle inconsistencies in the frequency do-
main due to the underlying generation process, whereas copy-move forgery (CMF) pro-
duces spatially localised duplications that preserve global image statistics. As a result,
detection performance becomes highly dependent on the compatibility between the cho-
sen feature representation and the underlying manipulation characteristics.

This thesis is built on the central hypothesis that fake image detection is strongly dependent
on the choice of feature representation. In other words, detection models do not fail randomly;
instead, their failures are systematic and directly linked to the type of features they are de-
signed to capture. Models that rely on frequency-domain representations perform well on
GAN-generated images but fail to detect spatial manipulations such as CMF. Conversely,
spatially focused models succeed in detecting CMF but struggle with GAN-based arte-
facts.

To investigate this hypothesis, this work conducts a systematic analysis of multiple rep-
resentation strategies, including frequency-domain, wavelet-based, and data-driven fea-
ture decomposition methods. The analysis reveals that each model captures only a subset
of manipulation characteristics, leading to complementary strengths and weaknesses. This
observation highlights a fundamental limitation of current approaches and motivates the
need for adaptive detection strategies. The primary goal of this thesis is to bridge the gap
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between specific manipulation types and their optimal feature representations. By system-
atically deconstructing the failure modes of current models, this work aims to transition
from universal yet limited detection to an adaptive, robust hierarchical framework that
operates without prior knowledge of the manipulation type.

Motivated by these findings, this thesis proposes a representation-aware hierarchical
ensemble framework for fake image detection. Instead of relying on a single model, the
proposed approach introduces a conditional decision mechanism that adaptively selects
and combines models based on the characteristics of the input image. This enables the
system to leverage complementary representations and improve robustness across diverse
manipulation types without requiring prior knowledge of the forgery type.

1.2. Thesis Contribution

The main contributions of this thesis are summarised as follows:

* Development and Analysis of Two Detection Approaches: Two complementary
methods for fake remote sensing image detection are implemented and analysed,
namely (i) ResNet-based models operating on frequency representations, and (ii) the
Geo-DefakeHop framework for interpretable, channel-wise analysis.

¢ Proposal of a Representation-Aware Hierarchical Ensemble: An ensemble frame-
work is proposed to combine complementary models and improve robustness across
different manipulation types.

¢ Framework Implementation and Reproducibility: All proposed methods and ex-
perimental pipelines are implemented and integrated into a unified framework, and
contributed to a GitHub repository.

¢ Systematic Documentation and Analysis of Experiments: All conducted experi-
ments are thoroughly documented and analysed across multiple datasets, supported
by interpretability techniques such as Grad-CAM and patch-level visualisations to
explain model behaviour.

Importantly, this work not only improves detection performance but also provides in-
sight into why models succeed or fail under different manipulation scenarios.

Overall, this work challenges the conventional assumption that a single model can ro-
bustly detect all types of fake images. Instead, it shows that fake image detection should
be treated as a multi-characteristic problem, requiring adaptive, representation-aware so-
lutions.

The remainder of this thesis is structured as follows: Chapter 2 reviews the literature on
remote sensing analysis and forgery detection. Chapter 3 describes the datasets and their
spectral characteristics. The proposed methodology, including ResNet-based and Geo-
DefakeHop frameworks, is detailed in Chapter 4. Chapter 5 presents the experimental
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results, interpretability analyses, and cross-dataset evaluations. Finally, Chapter 7 sum-
marises the key findings and outlines future research directions. Together, these chapters
provide a comprehensive analysis of representation-dependent behaviour and motivate
the proposed ensemble framework.
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2. Literature Review

2.1. Challenges in Multispectral Remote Sensing Image Forensics

Remote sensing (RS) images play a critical role in applications such as environmental mon-
itoring, urban planning, and security analysis. Due to their high spatial resolution, multi-
band structure, and large coverage areas, RS images contain complex patterns and rich
semantic information. However, these same properties also increase their vulnerability to
manipulation and make reliable analysis significantly more challenging [14].

Unlike natural images, remote sensing imagery introduces additional complexities for
forgery detection. These include significant variations in scale and viewpoint, heteroge-
neous spectral characteristics, and numerous small objects distributed over wide spatial
regions[38]. Such properties fundamentally differ from those of conventional natural im-
age datasets, leading to a mismatch between the assumptions underlying traditional image
forensics methods and the characteristics of RS data. As a result, many existing approaches
struggle to generalise effectively when applied to remote sensing imagery[4].

Furthermore, the limited availability of large-scale RS forgery datasets restricts the ef-
fectiveness of data-driven methods and further exacerbates generalisation issues [4]. This
scarcity not only affects model performance but also limits the ability to learn robust and
transferable manipulation features.

Overall, the challenges in remote sensing image analysis primarily stem from the com-
plexity and heterogeneity of the data itself. This data-centric difficulty is further amplified
by the diversity of manipulation mechanisms, which introduce fundamentally different
types of artefacts[6].

2.2. Fake Image Generation Methods

The diversity of manipulation mechanisms plays a central role in the difficulty of detecting
fake images.

Fake image generation methods can be broadly categorised into learning-based manipu-
lation techniques and region-based manipulation techniques, which differ not only in how fake
content is produced but also in the nature of the artefacts they introduce[35]. Among these
categories, GAN-based methods represent the most prominent class of learning-based ma-
nipulations, while copy-move forgery (CMF) is a representative example of region-based
manipulation. These two paradigms are particularly important as they introduce funda-



2. Literature Review

mentally different artefact characteristics, making them suitable for analysing the chal-
lenges of fake image detection.

Generative Adversarial Networks (GANs) are among the most influential frameworks
for synthetic image generation. Models such as CycleGAN enable unpaired image-to-
image translation through cycle-consistency constraints, allowing realistic transformations
between domains[4]. Despite their high visual quality, GAN-generated images often ex-
hibit subtle inconsistencies in texture and high-frequency details. Even advanced models
such as StyleGAN2, which reduce visible artefacts and improve visual realism, do not
fully capture natural frequency distributions, particularly in high-frequency components,
resulting in detectable spectral discrepancies [22].

These inconsistencies are largely attributed to up-sampling operations in generative net-
works, which introduce systematic distortions in the frequency domain [36]. Additionally,
GAN:Ss exhibit a frequency bias, prioritising low-frequency content while underrepresent-
ing fine-grained details. As a result, GAN-generated images are primarily characterised
by global frequency-domain artefacts.

In contrast, copy-move forgery (CMF) is a classical manipulation technique in which a
region of an image is duplicated within the same image. Since the copied region shares
identical colour, texture, and noise properties with the original content, CMF does not in-
troduce new synthetic information. Instead, it alters the image’s spatial structure, making
detection inherently challenging [2].

Unlike GAN-based methods, CMF preserves global image statistics while introducing
localised structural inconsistencies in the form of duplicated or transformed regions. As a
result, CMF detection relies on identifying intra-image similarity rather than global sta-
tistical deviations[8]. Overall, GAN-based generation and CMF represent fundamentally
different manipulation paradigms, introducing largely distinct artefact characteristics.

2.3. Fake Image Detection Methods

2.3.1. GAN-generated Image Detection

The increasing realism of GAN-generated images has motivated extensive research on de-
tection methods. Early approaches primarily focus on spatial artefacts, such as colour
inconsistencies, checkerboard patterns, and structural irregularities introduced during im-
age generation. While effective for earlier GAN models, these artefacts have become in-
creasingly less reliable as modern architectures produce more visually realistic outputs[30].

To address this limitation, more recent approaches shift towards frequency-domain anal-
ysis. It has been shown that GAN-generated images exhibit systematic discrepancies in
high-frequency components, which can serve as reliable forensic cues. These spectral
artefacts arise from limitations of generative models, particularly their inability to accu-
rately reproduce natural image statistics. As a result, frequency-based representations
have emerged as a powerful tool for detecting GAN-generated content[12].

10
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Recent studies have specifically tailored these frequency-domain insights to the unique
challenges of remote sensing data. For instance, a neural network-based spectral detec-
tor was investigated, designed to identify artefacts produced by the upsampling blocks
inherent in most generative adversarial networks (GANSs). Their work emphasises that
although many detectors are tested on fully forged images, detecting partial inpainting in
RS imagery—where only specific regions are counterfeited—remains a more complex and
practically relevant challenge. By utilising a ResNet-34 architecture trained on amplitude-
spectrum-derived spectral features, their approach demonstrated strong performance in
detecting localised forgeries produced by advanced generators, such as those employing
dedicated edge-learning subnets. This further underscores the potency of spectral analysis
in bridging the gap between general image forensics and the high-resolution requirements
of remote sensing analysis[13].

Another important observation is the spectral bias of neural networks, where models
tend to prioritise learning low-frequency components over high-frequency details [29].
This bias further amplifies the distinction between real and generated images, as GAN-
generated images often fail to capture fine-grained high-frequency structures. Conse-
quently, detection methods that explicitly leverage frequency-domain information can bet-
ter exploit these inconsistencies.

In addition to frequency-based approaches, several methods focus on identifying model-
specific fingerprints embedded in generated images. These fingerprints arise from archi-
tectural design choices and training dynamics, enabling not only detection but also attri-
bution to specific generative models [25].

Although certain artefact patterns may be shared across some GAN models, their char-
acteristics often vary depending on the underlying architecture and generation process. As
a result, their performance may degrade when applied to images generated by unseen or
more advanced models. This lack of generalisation suggests that many approaches implic-
itly rely on specific artefact patterns rather than learning robust, manipulation-invariant
representations[13].

Furthermore, most detection methods are designed under the assumption that GAN-
generated images share common and, detectable characteristics[41]. However, as dis-
cussed in the previous section, manipulation artefacts vary significantly across different
generation mechanisms and model architectures. This mismatch between assumed and
actual artefact distributions limits the effectiveness of single-representation approaches.

Overall, these findings indicate that while frequency-based and fingerprint-based meth-
ods are effective within specific settings, they have limited ability to generalise across
diverse generative models. This limitation suggests that GAN detection appears to be
representation-dependent, motivating the exploration of more adaptive and complemen-
tary detection strategies.

11
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2.3.2. Copy-Move Forgery Detection Methods

Copy-move forgery detection (CMFD) is a fundamental problem in digital image foren-
sics, particularly challenging due to the high similarity between the source and duplicated
regions[21]. Unlike generative manipulations, CMF does not introduce new content but
instead reuses existing image regions, preserving global image statistics while altering
spatial structure[28]. This makes detection inherently difficult, as the manipulation is of-
ten visually indistinguishable from authentic content.

Existing CMFD methods can be broadly categorised into three groups: keypoint-based,
block-based, and deep learning-based approaches, each targeting different aspects of sim-
ilarity detection[34].

Keypoint-based Methods

Keypoint-based methods extract distinctive local features, such as SIFT or SURF, and per-
form matching across the image to identify duplicated regions[15]. These approaches are
computationally efficient and robust to geometric transformations such as rotation and
scaling. However, their effectiveness is limited in smooth or low-texture regions where
distinctive keypoints are scarce[16]. As a result, they tend to struggle to detect forgeries in
homogeneous areas, which is common in remote sensing imagery[40].

Block-based Methods

Block-based methods divide the image into overlapping or non-overlapping regions and
extract features such as DCT coefficients, PCA components, or wavelet representations[21].
These methods are better suited for detecting duplicated regions in low-texture areas and
can handle certain post-processing operations, such as compression and noise reduction.
However, block-based approaches suffer from high computational complexity due to ex-
haustive matching and are sensitive to geometric transformations such as scaling and
rotation[18]. Furthermore, their reliance on local similarity makes them vulnerable to false
positives when naturally repetitive patterns are present.

Deep Learning-based Methods

Deep learning approaches have significantly improved CMFD performance by enabling
automatic feature extraction and end-to-end learning. Convolutional Neural Networks
(CNNs), segmentation-based architectures, and multi-scale models are widely used for
detecting and localising forged regions|1].

Recent methods formulate CMFD as a dense prediction or segmentation problem, allow-
ing pixel-level localisation of tampered regions[37][33]. Advanced architectures incorpo-
rate multi-branch designs, attention mechanisms, and feature fusion strategies to enhance
robustness and detection accuracy [28].

12



2.4. Limitations and Challenges

Despite these advances, deep learning-based CMFD methods exhibit several limitations.
They require large-scale annotated datasets, which are often scarce in remote sensing sce-
narios, and their performance is highly dependent on the characteristics of the training
data[42]. Moreover, these models tend to learn similarity patterns specific to particular
datasets, leading to limited generalisation across different manipulation settings[44].

More fundamentally, many CMFD approaches rely on detecting intra-image similarity
as the primary cue for forgery. While effective for identifying duplicated regions, this
strategy introduces ambiguity, as natural images often contain repetitive structures that
resemble manipulated patterns[44]. As a result, models may produce false positives in
real images or struggle to detect subtle manipulations when similarity cues are weak.

Overall, these limitations indicate that CMF detection is primarily driven by spatial
similarity rather than global statistical inconsistencies. This distinguishes it from GAN-
generated image detection and suggests that detection methods benefit from relying on
representation strategies that emphasise local structural relationships[14][35]. Consequently,
approaches designed for frequency-based artefact detection may have limited transferabil-
ity to CME further highlighting the need for representation-aware and complementary
detection frameworks[11].

2.4. Limitations and Challenges

Despite significant progress, fake image detection remains a challenging problem due to
several fundamental limitations that are closely tied to the nature of manipulation artefacts
and feature representations.

¢ Limited Generalisation: Detection models are typically trained on specific manip-
ulation types and tend to learn artefact patterns that are characteristic of the train-
ing data[13]. As a result, their performance may degrade when applied to unseen
manipulation types or images generated by different models. This suggests that
many approaches rely on manipulation-specific cues rather than learning general-
isable representations.

¢ Data Dependency: Deep learning-based methods require large-scale annotated datasets
to achieve strong performance[42]. However, in specialised domains such as remote
sensing, such datasets are limited in size and diversity. This restricts models” ability
to learn robust, transferable features, further exacerbating generalisation issues.

¢ Frequency Bias: Neural networks exhibit a well-known bias towards low-frequency
components, often neglecting high-frequency details [41]. While high-frequency arte-
facts are critical for detecting GAN-generated images, this bias can limit the effective-
ness of standard deep learning approaches unless explicitly addressed.

¢ Heterogeneity of Forgeries: Different manipulation techniques introduce funda-
mentally different types of artefacts. GAN-generated images are characterised by

13
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global frequency inconsistencies[41], whereas copy-move forgery relies on localised
spatial duplication[44]. These differences suggest that a single feature representation
may not be sufficient to effectively capture all types of manipulation.

More importantly, these challenges are not independent but are intrinsically connected
through the concept of representation. The limited ability of models to generalise, their
sensitivity to data distribution, and their dependence on specific artefact types all sug-
gest a mismatch between the chosen feature representation and the underlying manipula-
tion characteristics. This highlights an important limitation of many existing approaches,
which often assume that a single model or representation can effectively capture differ-
ent types of manipulation artefacts. However, as discussed in the previous sections, this
assumption may not always hold in practice [13].

Therefore, effective fake image detection calls for adaptive strategies that explicitly ac-
count for the diversity of manipulation mechanisms and the representation-dependent
nature of detection[14]. This motivates approaches that combine complementary feature
representations and leverage their strengths in a structured manner[35].

2.5. Motivation for Multi-Model Approaches

GAN-generated images can be more effectively detected using frequency-domain repre-
sentations [41], whereas copy-move forgery (CMF) relies on spatial-similarity analysis [44].
This observation highlights a key limitation of existing approaches: many detection meth-
ods rely on a single model and a fixed feature representation, implicitly assuming that all
manipulation types share similar detectable patterns. However, as discussed in the previ-
ous sections, this assumption may not always hold in practice and can lead to performance
degradation when models are applied to heterogeneous manipulation types [25, 13].

To address this limitation, multi-model or ensemble-based frameworks have been pro-
posed to combine complementary detection strategies[28]. By integrating deep learning,
frequency-domain analysis, and statistical methods, these systems aim to leverage diverse
feature representations and improve robustness across different manipulation scenarios.

However, existing ensemble approaches often combine models in a uniform or parallel
manner, without explicitly considering the relationship between feature representations
and manipulation characteristics[28]. As a result, they may fail to fully exploit the comple-
mentary nature of different models, leading to inconsistent or conflicting predictions.

These limitations suggest the need for more structured and adaptive ensemble strategies[35].
In particular, hierarchical and conditional frameworks enable dynamic model selection
based on input characteristics, allowing the system to prioritise the most relevant repre-
sentation for a given manipulation type.

Therefore, effective fake image detection benefits from not only combining multiple
models but also explicitly aligning model selection with manipulation-specific character-
istics. This perspective motivates the development of representation-aware multi-model

14
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frameworks, where complementary models are integrated in a structured and adaptive
manner with the goal of improving robustness and generalisation.
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3. Datasets

The datasets used in this study are selected for their relevance to state-of-the-art (SOTA)
research on fake remote sensing image detection. In particular, the selected datasets are
widely used in the literature and serve as benchmarks in recent studies.

This choice ensures that the experimental evaluation aligns with current research prac-
tices and enables meaningful comparison with existing approaches. Additionally, the
datasets represent different manipulation paradigms, including both generative model-
based synthesis and spatial manipulation-based forgery, reflecting the diversity of scenar-
ios addressed in prior work.

Due to the limited availability of publicly accessible remote sensing forgery datasets, a
set of representative and widely used datasets is selected to balance diversity and experi-
mental feasibility.

3.1. Selected Datasets

The datasets used in this study include the FSI dataset, the DM-AER dataset, and a copy-
move forgery (CMF) dataset derived from the RSCMQA framework. These datasets are
selected to reflect different manipulation mechanisms and to enable a comparative analysis
of their characteristic artefacts.

3.1.1. The Fake Satellite Imagery Dataset

The FSI dataset[43] consists of 2,032 real and 2,032 fake images generated using Cycle-
GAN. The generated images introduce subtle inconsistencies, particularly in frequency
distributions.

As shown in Figure 3.1, the FSI dataset contains both real and CycleGAN-generated
satellite images. Although the fake images appear visually realistic, they may contain
subtle inconsistencies that are not easily observable in the spatial domain.

3.1.2. The DeepMedia Aerial Deepfake Dataset

Similar to the FSI dataset, the DM-AER dataset[9] contains aerial imagery generated us-
ing StyleGAN2 under diverse environmental conditions[9]. To maintain computational
feasibility and class balance, a subset of 4,000 images (2,000 real and 2,000 fake) is used.

19



3. Datasets

Figure 3.1.: Example images from the FSI (Fake Satellite Imagery) dataset. (a) Original map
tile, (b) corresponding real satellite image, and (c)-(d) CycleGAN-generated
fake images incorporating visual patterns from different geographic regions.
Adapted from [43].

As shown in Figure 3.2, the DM-AER dataset includes both real and StyleGAN2-generated
aerial images. The generated samples closely resemble real images in terms of visual ap-
pearance, reflecting the high quality of modern generative models.

3.1.3. Copy-Move Forgery Dataset

In contrast to GAN-based datasets, the CMF dataset is constructed from real remote sens-
ing imagery, where manipulation is introduced by duplicating regions within the same
image.

CMF datasets involve duplicating image regions, resulting in manipulated areas that
share visual characteristics with the original content. This makes them suitable for evalu-
ating spatially localised representations.

As shown in Figure 3.3, CMF images are created by duplicating regions within the same
image. As a result, the duplicated areas preserve similar colour, texture, and structural
properties as the original content.

Although these datasets are introduced individually, they can be grouped based on their
underlying manipulation mechanisms. Specifically, FSI and DM-AER represent generative
model-based manipulations, whereas the CMF dataset represents spatial manipulation-
based forgery.

20
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Figure 3.2.: Example images from the DM-AER dataset. Each row presents a real aerial
image (left) and a corresponding StyleGAN2-generated fake image (right).

The selection of these datasets is directly motivated by the central hypothesis of this the-
sis. Each dataset represents a distinct type of manipulation with fundamentally different
characteristic properties.

GAN-generated datasets introduce globally distributed artefacts, particularly in the fre-
quency domain, as a result of the generative process. In contrast, CMF datasets preserve
global image statistics while introducing localised structural inconsistencies through re-
gion duplication.

Although both FSI and DM-AER datasets are GAN-generated, they are produced using
different generative models, namely CycleGAN and StyleGAN2, which rely on distinct
generation mechanisms. As a result, they exhibit different artefact characteristics despite
belonging to the same manipulation category.

Together, these differences enable a systematic investigation of how different feature
representations respond to different manipulation characteristics. This design is essential
for analysing whether detection models learn generalisable features or remain dependent
on specific manipulation types.

Table 3.1 summarises the datasets used in this study.

To enable a fair and controlled comparison, all datasets are balanced with equal numbers
of real and fake samples. This reduces potential bias toward a particular class and helps
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(b) Fake (Copy-Move)

(c) Real (d) Fake (Copy-Move)

Figure 3.3.: Example images from the CMF dataset. Each row presents a real image (left)
and a corresponding copy-move manipulated image (right).

Table 3.1.: Summary of datasets used in this study

Dataset Manipulation Type Real Fake Total
FSI CycleGAN 2,032 2,032 4,064
DM-AER (subset) StyleGAN2 2,000 2,000 4,000

CMF (RSCMQA-based) Copy-Move 2,000 2,000 4,000
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ensure that performance differences are primarily attributable to representation compati-
bility rather than class imbalance.

3.2. Dataset Characteristics

Understanding the differences among manipulation types is important for analysing the
role of feature representation in fake image detection. To examine these differences, frequency-
domain representations are analysed using the Discrete Cosine Transform (DCT).

Previous studies suggest that GAN-generated images may exhibit irregularities in mid-
and high-frequency regions due to the generative process, resulting in non-uniform spec-
tral responses [36]. In contrast, real images typically exhibit smoother, more natural fre-
quency distributions.

As illustrated in Figure 3.4, GAN-generated images tend to exhibit stronger and more
irregular energy distributions in high-frequency regions, which may reflect artefacts in-
troduced during image synthesis. In contrast, real images exhibit a more balanced and
smoothly decaying frequency distribution.

For CMF images, no significant global deviation is typically observed in the frequency
domain. Since manipulated regions originate from the same image, the overall frequency
distribution remains largely unchanged, making global frequency-based cues less infor-
mative.

To better capture CMF characteristics, wavelet-based representations are considered.
Unlike FFT and DCT, which provide global frequency analysis, the Discrete Wavelet Trans-
form (DWT) captures both spatial and frequency localisation [23]. This has the potential
to detect localised structural inconsistencies introduced by region duplication.

These observations suggest that different manipulation types may benefit from different
feature representations. While GAN-generated images can be analysed using frequency-
domain cues [41], CMF manipulations may require representations that capture spatially
localised patterns [26].

Cross-Dataset Characteristic Differences A comparison between GAN-based and CMF
datasets highlights key differences in the nature of manipulation artefacts:

* Global vs Local Artefacts: GAN-generated images tend to introduce globally dis-
tributed artefacts [41], whereas CMF manipulations result in localised inconsisten-
cies [21].

¢ Frequency vs Spatial Patterns: GAN artefacts are often reflected in the frequency
domain[41], while CMF artefacts are characterised by spatial duplication and struc-
tural similarity[44].

e Statistical vs Structural Irregularities: GAN-generated images may deviate from
natural image statistics[36], whereas CMF images tend to preserve global statistics
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(c) CMF fake image and its DCT

Figure 3.4.: Comparison of spatial images and their corresponding DCT representations
for real, GAN-generated, and CMF images.
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but alter structural consistency[21].

These differences suggest that the effectiveness of a detection model may depend on the
compatibility between the chosen feature representation and the underlying manipulation
characteristics.

As a result, models designed to capture global frequency inconsistencies may be more
suitable for GAN-generated images, while being less effective for detecting spatially lo-
calised manipulations such as CMF [11]. Conversely, models that focus on spatial simi-
larity may be better suited to CMF detection but may not generalise well to GAN-based
artefacts [35].

These observations motivate the use of multiple, representation-specific models, which
are further explored in the following chapters.

3.3. Dataset Preparation

Remote sensing (RS) images are inherently multispectral and may contain multiple spec-
tral bands beyond the visible RGB channels. However, in this study, only RGB bands
are used. This choice is made to ensure compatibility with standard deep learning archi-
tectures and pre-trained models (e.g., ImageNet-based ResNet), which are designed for
three-channel inputs. While multispectral information can provide additional discrimina-
tive features, the focus of this work is on analysing representation-dependent behaviour
under a controlled and widely adopted RGB setting.

All images are resized to a fixed resolution of 224 x 224 pixels to ensure consistency and
compatibility with the ResNet architecture. Multiple input representations are considered
to reflect different aspects of the data. FFT is applied to obtain frequency-domain repre-
sentations, while DWT provides multi-scale spatial-frequency information. In addition,
spatial-domain inputs are retained to preserve structural characteristics.

An 80%-20% train-test split is employed, and all datasets are balanced to support a
fair evaluation. Despite this design, certain limitations remain. The DM-AER dataset is
used as a subset, potentially limiting variability. Additionally, CMF datasets may not fully
capture complex real-world manipulations. These limitations are taken into account when
interpreting the experimental results and provide directions for future work.
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This chapter addresses the first contribution of this thesis by presenting the development
of specialised detection methods and establishing a structured framework for evaluating
representation dependency in remote sensing imagery.

This chapter introduces a representation-oriented methodology for detecting manipu-
lated remote sensing images, with an emphasis on examining how different representation
strategies relate to observable artefact characteristics.

As discussed in Section 2, manipulation types differ in the way they affect image struc-
ture and statistics. These differences motivate the need to consider multiple perspectives
when designing detection approaches. Rather than relying on a single representation,
this work explores how alternative representations influence detection performance across
varying manipulation conditions.

Accordingly, the methodology is structured to enable a comparative analysis of rep-
resentation strategies. Instead of focusing solely on maximising detection accuracy, the
approach aims to provide insight into how models respond to different forms of input
transformation and the types of artefacts they can capture.

To support this analysis, a multi-model framework is employed in which each model op-
erates on a specific representation domain. ResNet-based models[41] are used to learn fea-
tures from frequency and wavelet-transformed inputs, while the Geo-DefakeHop model[4]
is incorporated to offer an interpretable perspective on frequency-related characteristics.

Together, these components form a structured experimental setup that facilitates the ex-
amination of representation-dependent behaviour. This design allows for a more nuanced
understanding of how detection performance varies across manipulation types, without
assuming that a single representation is universally sufficient.

4.1. Model Selection and Design Rationale

To investigate how representation strategies influence detection behaviour, two comple-
mentary modelling approaches are considered.

ResNet is employed as a deep learning backbone due to its ability to learn hierarchical,
distributed feature representations [41]. In this study, it is used as a controlled feature
extractor operating on transformed inputs, allowing the analysis of representation-specific
learning behaviour. By applying FFT and wavelet transformations, the input is explicitly
mapped into feature domains that emphasise different aspects of manipulation artefacts.
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In addition to explicit representations, representation strategies are also explored implic-
itly, using data-driven methods. Geo-DefakeHop[4] is selected as an interpretable statis-
tical framework that decomposes images into frequency-selective channels. Unlike deep
learning models, it enables direct examination of how individual components contribute
to detection, making it suitable for analysing both representation behaviour and perfor-
mance.

Together, these models enable a structured comparison between explicit and implicit
representation strategies. While ResNet provides high-capacity learning on transformed
inputs, Geo-DefakeHop offers an interpretable, data-driven decomposition, allowing com-
plementary perspectives on the detection problem.

4.2. ResNet-Based Detection with Feature-Specific
Representations

The proposed framework employs two ResNet-34-based models that operate on differ-
ent input representations[41]. While the underlying architecture remains unchanged, the
input transformation and preprocessing pipeline are adapted to capture distinct types of
manipulation artefacts.

For both variants, the standard ResNet architecture is modified for binary classification
by replacing the final fully connected layer with a two-class output (real vs fake)[41]. The
input layer is adjusted according to the representation: the FFI-based model processes
frequency-domain magnitude spectra, while the wavelet-based model operates on multi-
channel wavelet sub-band features. This design ensures that observed performance dif-
ferences are primarily attributable to the choice of representation rather than architectural
variation.

The preprocessing pipeline plays an important role in shaping the learning process.
By transforming the input into alternative feature domains, the model is guided towards
learning representation-driven patterns, such as frequency irregularities or localised struc-
tural variations. This enables a controlled comparison of how different input representa-
tions influence detection behaviour.

The FFT-based model is initialised with ImageNet pretraining, whereas the wavelet-
based model is trained from scratch, as wavelet representations differ from natural image
statistics typically encountered during pretraining[39][32].

4.2.1. FFT-Based ResNet for GAN-Generated Images

The input images are first resized to 224 x 224 x 3. The FFT is then applied independently
to each RGB channel, producing channel-wise frequency representations. The resulting
spectra are converted to magnitude representations and normalised before being used as
model input.

28



4.2. ResNet-Based Detection with Feature-Specific Representations

A high-pass filtering strategy is applied to suppress low-frequency components and
emphasise higher-frequency regions [41]. This transformation encourages the model to
focus on patterns that are less prominent in the spatial domain. Such frequency-based
representations have been shown to capture artefacts associated with generative processes,
particularly those arising from upsampling operations and synthesis inconsistencies [27,
12]. While these artefacts may not be easily observable in the spatial domain, they can
become more distinguishable after transformation into the frequency domain.

The resulting representations are used as input to the ResNet model for binary classi-
fication (real vs fake). The model is trained and evaluated on GAN-generated datasets,
including the FSI dataset (CycleGAN-generated) and the DM-AER dataset (StyleGAN2-
generated).

Table 4.1.: Performance metrics of FFT-ResNet

Class Precision Recall Fl-score
Fake 0.99 0.97 0.98
Real 0.97 0.99 0.98
Accuracy 0.98

The performance of the proposed model on the FSI and DM-AER datasets is summarised
in Table 4.1. The model achieves an overall accuracy of 98.42%, with consistently high
precision, recall, and F1 scores for both classes. The recall for fake samples (0.97) suggests
that the model is able to detect most manipulated images. The high recall for real samples
(0.99) further suggests a low false-positive rate.

These results indicate that frequency-domain representations align with frequency-domain
representations that capture artefact-related patterns associated with GAN-generated im-
ages, while maintaining strong performance on real samples. This observation is consis-
tent with prior findings that such artefacts may be more distinguishable in the frequency
domain[41].

Table 4.2.: Confusion matrix for FFT-ResNet
Predicted Fake Predicted Real
Actual Fake 185 5
Actual Real 1 189

The confusion matrix, presented in Table 4.2, shows that only 5 fake images are mis-
classified as real (false negatives) and 1 real image is misclassified as fake (false positive).
The low number of false negatives reflects that the model is able to identify most GAN-
generated images. Similarly, the low number of false positives indicates that genuine im-
ages are rarely misclassified. This balanced error distribution suggests that the model is
able to distinguish between real and fake samples under the given experimental condi-
tions.
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(b) Grad-CAM Heatmap
(Real — Real)

(c) Original Fake Image  (d) Grad-CAM
Heatmap (Fake
— Fake)

Figure 4.1.: Grad-CAM visualisations of the FFT-based ResNet model. Top row: real image
and corresponding activation map. Bottom row: GAN-generated fake image
and activation map. Differences in activation patterns between real and fake
samples can be observed, particularly in high-frequency regions.

Grad-CAM visualisations of the model are presented in Figure 4.1. While both real
and fake images contain high-frequency components, the activation patterns differ in their
spatial organisation.

In real images, high-frequency responses are more irregular and distributed, correspond-
ing to natural edges and textures. In contrast, fake images exhibit more structured, concen-
trated activation patterns, particularly around repetitive or edge-like regions, consistent
with GAN-induced artefacts.

This suggests that the model responds not only to the presence of high-frequency infor-
mation, but also to differences in its spatial organisation. Such behaviour is consistent with
observations that frequency-domain representations can support the distinction between
real and GAN-generated images.
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4.2.2. Wavelet-Based ResNet for CMF Image Detection

To capture spatially localised patterns associated with copy-move forgery (CMF)[8], a
wavelet-based representation is adopted.

In this work, each RGB image is decomposed using the discrete wavelet transform
(DWT) into multiple sub-bands (LL, LH, HL, HH), which represent different directional
components. These sub-bands are used as multi-channel inputs to the ResNet model, pre-
serving spatial locality while incorporating frequency-related information[24].

This representation allows the model to analyse localised variations within the image
and to capture structural patterns associated with region duplication, which are less ap-
parent in global frequency representations[20].

Table 4.3.: Performance metrics of Wavelet-ResNet

Class Precision Recall F1-score
Fake 0.67 0.72 0.70
Real 0.69 0.64 0.66
Accuracy 0.68

The wavelet-based ResNet model is trained and evaluated on the CMF dataset. The
performance is summarised in Table 4.3, where the model achieves an overall accuracy of
68%, with moderate precision and recall for both classes.

Compared to the FFT-based model, the performance is lower under the current experi-
mental setup. This difference may be related to the nature of CMF, where manipulations
are characterised by subtle, localised patterns rather than pronounced global artefacts[8§,
10]. Such characteristics can make detection more challenging, even when using represen-
tations that preserve spatial information.

Table 4.4.: Confusion matrix for Wavelet-ResNet
Predicted Fake Predicted Real

Actual Fake 62 24

Actual Real 30 53

The confusion matrix in Table 4.4 shows that 24 fake images are misclassified as real
(false negatives) and 30 real images are misclassified as fake (false positives). The rela-
tively high number of false negatives is consistent with the fact that some manipulated
regions are not easily distinguishable from natural image structures. Similarly, the pres-
ence of false positives indicates that certain patterns in real images may be interpreted as
duplicated regions. These observations are consistent with the challenges reported in CMF
detection, where distinguishing between natural structural similarity and manipulation-
induced duplication can be difficult[8, 10].
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(b) Grad-CAM heatmap
(Real — Real)

(c) Original fake image  (d) Grad-CAM heatmap
(Fake — Fake)

Figure 4.2.: Grad-CAM visualisations of the wavelet-based ResNet model. Top row: real
image and corresponding activation map. Bottom row: CMF fake image and
activation map. Fake images exhibit localised activations over structurally sim-
ilar regions, while real images exhibit more diffuse responses.

Grad-CAM visualisations for the wavelet-based model are presented in Figure 4.2. The
activation maps highlight localised regions in fake images, particularly around small struc-
tural elements and repeated patterns.

Compared to the FFT-based model, which emphasises global frequency characteristics,
the wavelet-based model produces activations that are more spatially distributed across
regions with similar structures. This behaviour suggests that the model is responsive to
localised similarities rather than global artefacts.

In contrast, real images exhibit more diffuse, less structured activation patterns, with no
consistent regions of emphasis.

These observations are consistent with the idea that the wavelet-based ResNet model
is sensitive to structural patterns associated with CMF[8]. However, the comparatively
lower performance suggests that detecting such patterns remains challenging under the
current experimental conditions. This is consistent with prior work highlighting the dif-
ficulty of distinguishing between natural structural similarity and manipulation-induced
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duplication[35, 11].

While ResNet-based models achieve strong performance through representation-specific
feature learning, they operate as black-box models, providing limited interpretability into
which components of the representation contribute to detection.

To further analyse representation behaviour, the next section introduces the Geo-DefakeHop
model, which enables an interpretable, channel-wise analysis of frequency components[4].

4.3. Geo-DefakeHop-Based Interpretable Feature Analysis

Geo-DefakeHop is a lightweight, data-driven framework that analyses images using sta-
tistical and frequency-aware representations, without relying on end-to-end deep learn-
ing. Unlike conventional convolutional models, it explicitly decomposes the input into
multiple frequency-selective channels, allowing direct examination of how different com-
ponents contribute to detection[4].

The method is motivated by prior observations that generative models may exhibit
inconsistencies in high-frequency components, even when low-frequency structures are
preserved[12]. Geo-DefakeHop leverages this by analysing images across multiple fre-
quency channels.

The model decomposes input images into several subspaces using filter banks[7], where
each channel represents a specific spatial-frequency response[4]. Rather than combining
teatures implicitly, Geo-DefakeHop evaluates each channel independently and selects the
most discriminative ones based on their classification performance. This enables explicit
identification of which frequency components contribute most to detection.

A hierarchical decision strategy is employed. Channel-wise predictions are first ob-
tained at the patch level and then aggregated to form an image-level representation, which
is used for final classification[4]. This multi-stage aggregation improves robustness while
maintaining interpretability.

By complementing deep learning models with an interpretable statistical framework,
Geo-DefakeHop provides additional insight into representation behaviour and enables
analysis of how individual frequency components contribute to fake image detection.

4.3.1. Architecture of the Geo-DefakeHop Model

The architecture of the Geo-DefakeHop model is illustrated in Figure 4.3. It consists of a
sequence of processing stages, including patch extraction, multi-scale feature decomposi-
tion, channel-wise classification, and hierarchical aggregation.
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Figure 4.3.: Overview of the Geo-DefakeHop architecture. The input image is divided into
patches, followed by multi-scale feature extraction using parallel Saab trans-
forms, channel-wise classification, and hierarchical aggregation for final pre-
diction. Adapted from [4].

Patching and Pre-processing

Input RGB images are resized to 256 x 256 and partitioned into non-overlapping patches
of size 16 x 16 x 3, resulting in 256 patches per image. This patch-based representation
facilitates localised analysis of spatial structures[4]. The extracted patches are processed
independently during feature extraction and subsequently aggregated to form an image-
level representation.

Multi-Scale Feature Extraction via Saab Transform

Feature extraction in Geo-DefakeHop is based on the PixelHop++ framework, which em-
ploys a multi-channel Saab transform to analyse spatial-frequency characteristics[7]. This
process is implemented in parallel across three branches—Hop A, Hop B, and Hop C—using
kernel sizes of (2 x 2), (3 x 3), and (4 x 4), respectively. For each local patch, the Saab
transform projects the input into a set of decorrelated basis functions derived from the
eigen-decomposition of the local covariance matrix[4].

This transformation decomposes the input into multiple components corresponding to
different frequency responses[7]. Unlike fixed convolutional filters, the Saab filters are
data-driven and produce decorrelated feature representations aligned with the underlying
data distribution.

To maintain a lightweight architecture and retain informative components, a two-stage
channel selection mechanism is applied:

1. Energy-Based Filtering: The importance of each channel 7 is evaluated using its nor-
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malized eigenvalue:
Ai

> j Aj
where ); denotes the eigenvalue associated with the i'* Saab filter. Channels satis-

fying E; > 0.01 are retained, reducing dimensionality while preserving dominant
spectral information[4].

E; = @.1)

2. Discriminative Feature Test (DFT): The remaining channels are evaluated based on
their ability to distinguish between real and fake samples[4]. A soft decision score is
computed for each channel using class-wise feature distributions, and only channels
exhibiting meaningful differences are selected.

The multi-scale design enables analysis across different spatial resolutions[4]. Smaller
kernels (Hop A) capture fine-scale variations, while larger kernels (Hop C) capture broader
structural patterns[7]. The selected features from all branches are then aggregated for final
binary classification.

Channel-Wise Classification and Discriminant Selection

Following feature extraction, each channel is treated as an independent feature compo-
nent corresponding to a specific frequency response[4]. Geo-DefakeHop evaluates these
channels individually rather than combining them into a single representation.

For each channel, patch-level features are used to train a dedicated XGBoost classifier[5],
which produces a soft decision score for classification[4].

Channel importance is assessed based on classification performance on a validation set.
The channels are ranked accordingly, and only the top-performing ones are retained at
each hop[4].

This selection process reduces feature dimensionality while preserving the most dis-
criminative components. The retained channels are then used for subsequent aggregation
and final classification.

Patch-Level Feature Aggregation

For each selected channel, the trained XGBoost classifier produces a soft decision score
for each patch[4]. These scores are concatenated across channels to form a patch-level
representation.

The patch-level representations are then aggregated to obtain an image-level feature
vector. The final feature dimension is given by:

Feature Dimension = 256 x N

where N.;, denotes the number of selected channels[4].
This aggregated representation is used for subsequent classification.
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Image-Level Classification

The final classification is performed using an image-level XGBoost classifier[5], which
takes the aggregated feature vector as input and produces a binary decision (real vs fake)[4].

Overall, the Geo-DefakeHop pipeline follows a hierarchical structure combining patch-
based processing, multi-scale feature extraction, channel-wise selection, and feature aggre-
gation. The resulting representation is used for image-level classification.

4.3.2. Test Results of the Geo-DefakeHop Model

This section presents the performance of the Geo-DefakeHop model on the selected datasets
using both quantitative metrics and qualitative visualisations. The model is trained and
evaluated separately on each dataset.

Evaluation metrics include accuracy, precision, recall, and Fl-score. In addition, patch-
level probability maps are generated from patch-wise prediction scores and arranged ac-
cording to the original image layout.

Performance Evaluation on the FSI Dataset

The Geo-DefakeHop model is evaluated on the FSI dataset (CycleGAN-generated remote
sensing images dataset).

Table 4.5.: Performance metrics of Geo-DefakeHop on the FSI dataset

Class Precision Recall F1-score
Fake 0.94 0.97 0.96
Real 0.97 0.94 0.96
Accuracy 0.96

The obtained results are summarised in Table 4.5. The model achieves an overall accu-
racy of 96%, with comparable precision, recall, and F1-scores across both classes.

Table 4.6.: Confusion matrix of Geo-DefakeHop for the FSI dataset
Predicted Fake Predicted Real
Actual Fake 194 6
Actual Real 12 194

The confusion matrix in Table 4.6 shows that 6 fake images are misclassified as real and
12 real images are misclassified as fake. These results indicate that misclassifications occur
in both classes, with slightly more errors in real samples than fake ones.

Representative patch-level probability maps are shown in Figure 4.4. In real samples,
the responses appear relatively uniform, with high probabilities assigned across most re-
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(a) GT: Real, Pred: Real, P(Real) = 0.997 (b) GT: Fake, Pred: Fake, P(Real) = 0.185

Figure 4.4.: Patch-level probability maps generated by the Geo-DefakeHop model for rep-
resentative real and fake samples from the FSI dataset. Warmer regions indi-
cate a lower probability of being real.

gions. In contrast, fake samples exhibit more localised variations, with regions of lower
probability appearing as warmer areas in the heatmap.

Performance Evaluation on the FSI and DM-AER Datasets

The Geo-DefakeHop model is evaluated on a combined dataset consisting of FSI and DM-
AER samples.

Table 4.7.: Performance metrics of Geo-DefakeHop on the FSI and DMAER dataset

Class Precision Recall F1-score
Fake 0.90 0.79 0.84
Real 0.81 0.92 0.86
Accuracy 0.85

The results are summarised in Table 4.7. The model achieves an overall accuracy of
85%, which is lower than that obtained on the FSI dataset. The precision and recall values
indicate differing behaviour across classes, with higher recall for real samples and lower
recall for fake samples.
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Table 4.8.: Confusion matrix of Geo-DefakeHop for the FSI and DMAER dataset
Predicted Fake Predicted Real
Actual Fake 201 55
Actual Real 22 240

The confusion matrix shown in Table 4.8 indicates that 55 fake samples were misclassi-
fied as real, while 22 real samples were misclassified as fake. Compared to the FSI dataset,
a higher number of misclassifications is observed. In particular, fake samples are more
frequently misclassified as real, indicating an asymmetry in error distribution.

(a) (GT: Real, Pred: Real (b) GT: Fake, Pred: Fake

Figure 4.5.: Patch-level probability maps generated by the Geo-DefakeHop model for rep-
resentative samples from the DM-AER dataset. Warmer regions indicate lower
probability of being real.

Representative patch-level probability maps for the DM-AER dataset are shown in Fig-
ure 4.5. Real samples exhibit relatively uniform responses across the image, whereas fake
samples show more localised variations, with regions of lower probability appearing as
warmer areas.

Performance Evaluation on the CMF Dataset

The Geo-DefakeHop model is evaluated on the CMF dataset, which contains spatially lo-
calised manipulations.
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Table 4.9.: Performance metrics of Geo-DefakeHop on the CMF dataset

Class Precision Recall F1-score
Fake 0.83 0.73 0.78
Real 0.75 0.84 0.80
Accuracy 0.79

The obtained results are summarised in Table 4.9. The model achieves an overall accu-
racy of 79%, which is lower than that observed for the previous datasets. The class-wise
metrics show differing performance across classes, with higher recall for real samples than
for fake ones. The lower recall for fake samples indicates that some manipulated images
are not correctly identified.

Table 4.10.: Confusion matrix of Geo-DefakeHop for the CMF dataset
Predicted Fake Predicted Real
Actual Fake 63 23
Actual Real 13 70

The confusion matrix shown in Table 4.10 indicates that 23 fake samples are misclassi-
fied as real, while 13 real samples are misclassified as fake. This distribution shows that
misclassifications occur more frequently for fake samples than for real ones.

Figure 4.6 presents representative examples, including both correctly classified and mis-
classified samples. The activation patterns show that responses are often concentrated in
regions with similar structures. In correctly classified fake samples, localised variations are
more apparent. In contrast, misclassified cases exhibit more ambiguous patterns, in which
similar responses may also appear in real images, whereas some manipulated regions do
not produce clearly distinguishable responses.

4.4. Discussion

The results presented in this chapter indicate that detection performance varies with the

choice of feature representation and its relationship to the underlying manipulation characteristics[35].
For GAN-generated images, the FFT-based ResNet achieves high performance, consis-

tent with prior observations that such data contain global frequency-domain artefacts[41,

12]. This suggests that frequency-based representations can capture these global inconsis-

tencies, which may be less apparent in the spatial domain.
In contrast, performance on the CMF dataset is relatively lower, particularly for the

wavelet-based ResNet. Although the wavelet representation preserves spatial locality and

supports the analysis of localised patterns[24, 20], the results indicate that these patterns

are not always sufficiently distinctive for reliable detection. This is also reflected in the
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(a) Correct Real (b) Correct Fake

e .
& ‘ P i" i
(c) Real — Fake (d) Fake — Real

Figure 4.6.: Patch-level probability maps for representative samples from the CMF dataset,
including both correctly classified and misclassified cases. Warmer regions in-
dicate a lower probability of being real.

confusion matrix and Grad-CAM results, where natural repetitive structures in real im-
ages yield responses similar to manipulated regions[8, 10].

The Geo-DefakeHop model provides an alternative perspective through explicit anal-
ysis of frequency-selective components[4]. Its performance remains relatively strong on
GAN-generated datasets but decreases on mixed and CMF data, suggesting that its effec-
tiveness depends on the presence of consistent and discriminative frequency patterns[7].

Overall, the results show that different representations exhibit varying levels of effec-
tiveness depending on the manipulation type. Representations that emphasise global fre-
quency information perform well for GAN-generated artefacts, whereas localised repre-
sentations are more relevant for spatial manipulations, although with increased ambiguity[35,
11].

These observations also point to a trade-off between performance and interpretabil-
ity. Deep learning models such as ResNet achieve strong results when aligned with suit-
able representations but provide limited insight into the decision process[41]. In contrast,
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Geo-DefakeHop enables interpretable, channel-wise analysis, while its performance varies
across datasets[4]. These findings suggest that relying on a single representation may be
insufficient for handling diverse manipulation types and that combining complementary
representations could be a promising approach to improve robustness.

The next chapter further investigates the generalisation behaviour of the proposed mod-
els across datasets, focusing on cross-dataset performance and representation-specific lim-
itations.
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Experimental Analysis and Results
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5. Analytical Tools and Evaluation Metrics

To better understand the behaviour of the proposed models beyond standard performance
metrics, a set of interpretability-driven analyses is conducted. Rather than relying on
accuracy-based evaluation alone, this section investigates two key aspects: how different
models respond to manipulation characteristics, and which feature representations they
exploit during decision-making.

5.1. Interpretability and Analysis Framework

To achieve this, two complementary analysis strategies are employed, tailored to the struc-
ture of each model.

5.1.1. ResNet-Based Interpretability Analysis

For the ResNet-based models[41], a gradient-based interpretability approach is used to
identify the features driving the model’s predictions. In particular, Grad-CAM generates
activation maps by backpropagating gradients of the target class through the final convo-
lutional layer[31].

Unlike conventional spatial-domain applications, the analysis is performed on trans-
formed representations, namely FFT- and wavelet-based inputs. To interpret these repre-
sentations, a feature-specific backprojection strategy is applied.

For the FFT-based model, Grad-CAM maps are computed in the frequency domain.
They are then projected back to the spatial domain via an inverse Fourier transform, en-
abling localisation of spectral artefacts. The frequency spectrum is also divided into low-,
mid-, and high-frequency bands. Their contributions are quantified based on Grad-CAM
responses.

For the wavelet-based model, Grad-CAM is applied to multi-channel wavelet repre-
sentations. Activation maps are then reconstructed in the spatial domain using inverse
discrete wavelet transformation, enabling analysis of localised sub-band responses.

This combined approach provides both quantitative and visual insights, linking spectral
components to manipulation artefacts in the image domain.

5.1.2. Geo-DefakeHop Feature Analysis

For the Geo-DefakeHop model, an interpretable analysis framework is employed to ex-
amine the contribution of frequency-selective components. Unlike gradient-based ap-
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proaches, this model allows direct inspection of learned representations through its channel-
wise and multi-hop structure[4].

Channel-wise discriminative analysis is performed using metrics such as the Fl-score.
This helps to identify informative frequency components. In addition, channel response
distributions are analysed to evaluate the separability between real and fake samples.

Multi-hop feature behaviour is examined through visualisation of Saab filter responses,
revealing how different representation levels capture distinct structural patterns. Further-
more, patch-level probability maps are used to analyse the spatial distribution of model
predictions by aggregating patch-wise outputs.

Together, these analyses provide an interpretable understanding of model behaviour
and highlight strengths and limitations across different manipulation types. Additionally,
cross-dataset and cross-manipulation evaluations are conducted to assess generalisation
behaviour. These evaluations determine whether learned representations are transferable
or manipulation-specific.

5.2. Analysis of Learned Representations in ResNet for
GAN-generated Fake Images

Although the FFT-based ResNet model achieves high classification performance, it is es-
sential to analyse whether this performance is driven by meaningful manipulation-related
features or by unintended biases. To this end, Grad-CAM-based spectral analysis[31] is
employed to identify the frequency components that contribute to the model’s decisions.

5.2.1. Frequency Band Contribution Analysis

To quantify how the model utilises frequency information, the Fourier spectrum is di-
vided into three bands: low, mid, and high frequency[41]. The contribution of each band
is computed using Grad-CAM activation maps by averaging the activations within its cor-
responding frequency region. These values reflect the relative importance assigned by the
model to each frequency band during decision-making, rather than representing spectral
energy[31].

Table 5.1.: Average frequency band contributions for real and fake images based on Grad-
CAM analysis

Class Low Mid High
Real 0.020 0.017 0.031
Fake 0.242 0.333 0.294

As shown in Table 5.1 and Figure 5.1, fake images exhibit significantly stronger activa-
tions in the mid- and high-frequency bands compared to real images. In particular, the
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Figure 5.1.: Average frequency band contribution based on Grad-CAM activations for real
and fake images.

mid-frequency band shows the highest contribution for fake samples (0.333), followed by
the high-frequency band (0.294), whereas real images remain consistently low across all
frequency ranges.

This pattern indicates that the model focuses on structured spectral irregularities rather
than uniformly distributed noise. In contrast, real images do not exhibit consistent frequency-
domain patterns, leading to weaker, more diffuse activations[12][41].

Overall, the results demonstrate that the effectiveness of the FFT-based representation
stems from its ability to expose manipulation-specific spectral inconsistencies[35].

5.2.2. Sample-Level Analysis

Grad-CAM visualisations for representative real and fake images are presented in Fig-
ure 5.2.

The fake image exhibits strong and spatially structured activations, concentrated around
edges and fine details. These regions align with dominant mid- and high-frequency contri-
butions. In contrast, the real image produces weak, diffuse activations with no consistent
regions of emphasis.

This difference indicates that the model does not respond to isolated artefacts, but rather
to structured patterns distributed across the image. The activations in fake samples appear
globally organised, whereas real images lack such a consistent structure[41].
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—-—

(a) Fake image (CycleGAN- (b) Real image with weak and
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high-frequency activation. Band contributions: Low
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Figure 5.2.: Grad-CAM visualisations for representative real and fake images.

Discussion

The results indicate that the model’s performance is driven by structured frequency-domain
artefacts rather than random patterns, confirming the effectiveness of FFT-based represen-
tations for GAN-generated images[41, 12].

However, this also reveals a key limitation: the model relies on the presence of such
spectral inconsistencies, which may vary across different generative processes. As a result,
its performance is inherently representation-dependent.
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5.3. Analysis of Learned Representations in Geo-DefakeHop for
GAN-generated Fake Images

To analyse how Geo-DefakeHop[4] distinguishes real and fake images, feature represen-
tations across different hops are examined. The model employs a multi-stage Saab trans-
form, where each hop captures progressively more spectral and spatial characteristics[7].

Building on this, in the first stage (Hop A), the filters primarily extract low-level features
such as edges and basic spatial structures, corresponding to low-frequency components[4].
In the second stage (Hop B), the representations become more structured and capture mid-
frequency components, where local inconsistencies and texture irregularities introduced
by generative models begin to emerge. In the final stage (Hop C), the features become
more abstract and global, representing higher-level information while losing sensitivity to
fine-grained details.

Channel Discriminant Power
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HopB
—8— HopC
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0.8100 \__/
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Figure 5.3.: Channel-wise discriminative performance across different hops in Geo-
DefakeHop, measured using Fl-scores for individual channels.

The discriminative capability of these representations is evaluated through channel-wise
analysis. As shown in Figure 5.3, channels in Hop B achieve the highest F1-scores, fol-
lowed by Hop A, while Hop C exhibits noticeably lower performance. This indicates that
discriminative information is concentrated in intermediate frequency representations.

This suggests that mid-frequency components capture the most informative artefact pat-
terns, whereas higher-level representations lose sensitivity to fine-grained inconsistencies.
Unlike ResNet, Geo-DefakeHop explicitly decomposes these representations into inter-
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pretable frequency-selective channels, enabling direct identification of their contribution[4].

(a) Hop A

Figure 5.4.: Visualization of Saab filter responses and activation maps across different hops
of the Geo-DefakeHop model for a representative fake image.

This behaviour is further supported by the visualisations in Figure 5.4. Hop B exhibits
more localised and structured activations, particularly around textured regions and object
boundaries, where generative artefacts are more likely to appear.

In contrast, Hop A primarily captures basic spatial structures, while Hop C produces
more diffuse responses with reduced sensitivity to fine-grained details. This confirms that
intermediate representations provide the most discriminative features for fake image de-
tection.

CycleGAN and StyleGAN2-generated Images Differences in Geo-DefakeHop

The performance of Geo-DefakeHop decreases noticeably when evaluated on mixed datasets
containing both CycleGAN-[45] and StyleGANZ2[22]-generated fake images. As shown in
Table 4.5 and Table 4.7, the model achieves high performance on the FSI dataset, with
an accuracy of approximately 0.96. However, when evaluated on the combined FSI and
DMAER datasets, the overall accuracy drops to 0.85, indicating reduced generalisation
capability.

This degradation can be attributed to the fundamental differences between CycleGAN
and StyleGAN2-generated fake images. CycleGAN, based on image-to-image transla-
tion, often introduces structural inconsistencies and blurred textures due to imperfect do-
main mapping[45]. In contrast, StyleGAN2 produces visually more realistic images with
improved low-frequency fidelity, while embedding more subtle artefacts in specific fre-
quency bands[17].
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Figure 5.5.: Channel-wise probability distributions of Hop B Channel 6 for (a) CycleGAN-
generated (FSI) and (b) StyleGAN2-generated (DM-AER) datasets.

To investigate this behaviour, the discriminative power of individual channels is anal-
ysed using channel-wise probability distributions. As shown in Figure 5.5, Hop B Channel
6 clearly separates real and fake samples in the FSI dataset, indicating strong discrimina-
tive capability. In contrast, for the DMAER dataset, the distributions exhibit significant
overlap, indicating reduced separability.

This suggests that frequency-based features are highly effective for detecting artifacts
introduced by CycleGAN, while their discriminative power decreases for more advanced
generative models such as StyleGAN2, where synthetic images exhibit more realistic and
less distinguishable frequency characteristics[17].

This behaviour is further supported by the Saab feature visualisations in Figure 5.6. For
CycleGAN-generated images, the responses are strong and structured, clearly highlighting
artefact-related inconsistencies. In contrast, StyleGAN2-generated images produce weaker
and more diffuse activations, making artefact localisation more challenging.

This difference indicates that StyleGAN2 produces more realistic spectral characteristics,
thereby reducing the discriminative power of frequency-based features and potentially
leading to misclassification[17].

These observations indicate that Geo-DefakeHop relies on the presence of structured
and separable frequency patterns, particularly in intermediate representations[4]. When
such patterns are less pronounced, as in StyleGAN2, the model’s discriminative capability
decreases significantly.

Figure 5.7 further highlights this limitation. While Geo-DefakeHop produces weak, dif-
fuse activations that lead to misclassification, ResNet successfully detects the image by
capturing subtle, distributed frequency inconsistencies.

This contrast demonstrates a fundamental difference between the two models. Geo-
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Figure 5.6.: Comparison of Saab filter responses in Hop B for fake images generated by (a)
CycleGAN and (b) StyleGAN?2.

(a) StyleGAN-generated fake  (b) Geo-DefakeHop Heatmap  (c) FFT-ResNet Heatmap(Pred:
image (DM-AER dataset) (Pred: Real) Fake)

Figure 5.7.: Comparison of Geo-DefakeHop and FFT-ResNet heatmaps for a StyleGAN2-
generated image.
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DefakeHop relies on explicit, separable frequency structures[4], whereas ResNet learns
more flexible, distributed representations, enabling stronger generalisation across different
generative models[41].

This difference can also be explained by the underlying representation mechanisms of
the two models. Geo-DefakeHop relies on Saab filters, which are data-driven but fixed
once extracted[4]. As a result, the model operates on a predefined set of linear subspace
decompositions and may struggle to adapt to subtle and complex statistical variations
introduced by more advanced generative models such as StyleGAN?2.

In contrast, ResNet is trained end-to-end, allowing it to learn hierarchical, nonlinear
feature representations directly from the data. This flexibility enables the model to capture
more complex and distributed statistical patterns that may not be explicitly represented
in fixed transform-based decompositions. Consequently, ResNet demonstrates stronger
generalisation when dealing with more realistic, less structured artefacts.

Overall, these findings confirm that the effectiveness of a detection model is strongly de-
pendent on the compatibility between its feature representation and the characteristics of
the underlying manipulation. This observation further motivates the use of complemen-
tary approaches to achieve robust and generalisable fake image detection.

Discussion

The results highlight a fundamental difference in how Geo-DefakeHop and ResNet cap-
ture manipulation artefacts for GAN-generated fake remote sensing images. Geo-DefakeHop
relies on explicitly separable, frequency-selective channels—particularly in intermediate
representations—providing clear interpretability and direct insight into which features
drive detection[4]. In contrast, FFT-based ResNet learns more distributed and flexible rep-
resentations, enabling stronger generalisation across different generative models[41].

However, this interpretability comes with a limitation. Geo-DefakeHop relies on the
presence of structured, distinguishable frequency artefacts, which are prominent in Cycle-
GAN but significantly weaker in more advanced models such as StyleGAN2. As a result,
its discriminative capability decreases when such patterns become less separable.

The channel-wise structure of Geo-DefakeHop enables direct comparison of feature re-
sponses across different frequency bands. This allows systematic analysis of a wide range
of artefact types. It is not limited to high-frequency inconsistencies, but also covers mid-
and low-frequency patterns. Such capability is especially valuable for future investiga-
tions. Different generative models may introduce artefacts in diverse spectral regions.

These findings indicate that detection performance is not solely model-dependent, but
is also strongly influenced by the compatibility between the feature representation and the
underlying manipulation characteristics.

Overall, these results confirm the central hypothesis of this work. Detection perfor-
mance is affected by the chosen feature representation. They further motivate the use of
complementary approaches. Combining the robustness of deep learning models with the
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interpretability of transform-based methods achieves more reliable and generalisable fake
image detection.

5.4. Cross-Dataset Generalisation Analysis

To evaluate the generalisation capability of the proposed models, cross-dataset experi-
ments are conducted by training models on GAN-generated images and evaluating them
on a different manipulation type, namely copy-move forgery (CMF). This setting enables
the assessment of whether representations learned from GAN data can generalise to fun-
damentally different manipulation characteristics.

Table 5.2.: Performance of GAN-generated images trained models evaluated on CMF

dataset
Model Accuracy Precision Recall F1 Score
Geo-DefakeHop 0.500 0.500 0.920 0.648
FFT-based ResNet 0.465 0.479 0.810 0.602

(a) Original CMF image, GT: (b) FFI-based ResNet heatmap, (c) Geo-DefakeHop heatmap
Fake Pred: Real (GAN-trained), Pred: Real

Figure 5.8.: Model responses on a CMF image. Both models are trained on GAN-generated
data and fail to capture CMF-specific patterns, leading to incorrect predictions.

As shown in Table 5.2, both models exhibit a significant performance degradation when
evaluated on CMF images. While the recall values remain relatively high (0.92 for Geo-
DefakeHop and 0.81 for FFT-based ResNet), the overall accuracy and precision are consid-
erably low.

This distinction indicates that the models tend to favour the real class, leading to many
fake samples being misclassified. As a result, the models achieve high recall primarily by
correctly identifying real samples rather than by effectively detecting manipulated images.
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This behaviour reflects a fundamental mismatch between the learned representations
and the characteristics of CMF manipulations. Models trained on GAN-generated images
rely heavily on frequency-domain artefacts, which are largely absent in CMF data. In
contrast, CMF forgeries are characterised by spatial duplication and structural repetition,
requiring the detection of intra-image similarities rather than spectral inconsistencies[44].

This mismatch is further illustrated in Fig. 5.8. Both models focus on high-frequency
regions and textured structures, while failing to capture the duplicated areas that define
CMF manipulation. Since most of the image remains unchanged and appears natural,
the models interpret it as real. Consequently, both models produce non-discriminative
activations and misclassify the image as real.

Due to this representational mismatch, frequency-based models is not sufficient to cap-
ture the relevant cues necessary for CMF detection. As a result, their predictions become
biased and unreliable when applied to this manipulation type.

These findings demonstrate that models trained on GAN-generated images are insuffi-
cient for detecting fundamentally different types of manipulation. This limitation high-
lights the need for alternative representations and motivates the development of spe-
cialised models for CMF detection, as explored in the following section.

5.5. Analysis of Learned Representations on Copy-Move Forgery
(CMF)

Following the cross-dataset analysis in Section 5.4, it is evident that models trained on
GAN-generated images show reduced generalisation to CMF data due to a representa-
tion mismatch. In this section, we further investigate how different models behave when
explicitly trained and evaluated on CMF images, with the aim of understanding the char-
acteristics required for effective CMF detection.

5.5.1. Wavelet and ResNet-based Analysis

Copy-move forgery (CMF) differs fundamentally from GAN-generated images in terms of
their characteristic features. Instead of introducing synthetic content, CMF duplicates re-
gions within the same image, preserving overall spectral consistency while altering spatial
structure[8]. As a result, CMF does not introduce strong global frequency artefacts, mak-
ing it inherently more challenging to detect using frequency-domain analysis alone[10].

This distinction makes frequency-domain representations insufficient for CMF detec-
tion. Unlike GAN-generated images, CMF images do not exhibit strong spectral inconsis-
tencies, limiting the effectiveness of FFT-based approaches[10].

Instead, effective CMF detection requires the model to identify intra-image similarities,
as the manipulation is defined by duplicated regions within the same image[44]. This
shifts the detection problem from identifying global anomalies to recognising structurally
similar patterns across different spatial locations.
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(a) Input Image (CMF) (b) ResNet Heatmap

Figure 5.9.: Grad-CAM visualisation of ResNet for a CMF image. (a) Input image. (b)
Corresponding activation map highlighting duplicated regions.

To address this limitation, wavelet-based representations are employed. Unlike Fourier
transforms, wavelets provide joint spatial-frequency localisation, enabling the detection of
local inconsistencies such as duplicated structures and boundary artefacts[26].

This behaviour is clearly observed in the ResNet activation maps (Figure 5.9). The
wavelet-based ResNet model focuses on localised regions corresponding to structurally
similar areas within the image. These activation patterns indicate that the model relies on
intra-image similarity rather than global artefacts.

This similarity-based detection strategy introduces an important limitation. As illus-
trated in Figure 5.10, natural repetitive patterns in real images can produce similar re-
sponses, leading to false positive predictions. This suggests that spatial similarity alone is
not a reliable indicator of manipulation[44].

Overall, while wavelet-based representations improve CMF detection, they introduce
ambiguity due to the inherent repetition in natural scenes.

5.5.2. Geo-DefakeHop on CMF Images

Unlike the ResNet-based approach, Geo-DefakeHop is applied to CMF images without
architectural modifications. While Section 4 provides its quantitative performance, here
we analyse its behaviour through feature representations and channel-wise responses.

Geo-DefakeHop captures frequency-selective characteristics through channel-wise sta-
tistical analysis[4]. This is effective for GAN-generated images that exhibit structured
spectral artefacts. However, for CMF data, which lacks such frequency inconsistencies,
the detection task shifts toward identifying intra-image similarity rather than spectral
differences[44].
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(a) Input Image (Real) (b) ResNet Heatmap (Pred: Fake)

Figure 5.10.: Grad-CAM visualisation of a misclassified real image. (a) Input image. (b)
Activation map highlighting repetitive structures.

This behaviour is reflected in Fig. 5.11. Hop A captures low-level spatial structures,
emphasising edges, object boundaries, and visually similar regions. These responses align
well with the duplicated patterns characteristic of CMF. In contrast, Hop B produces more
texture-oriented representations[7], where similarity patterns become less explicit, while
Hop C yields more abstract and diffuse responses with limited spatial correspondence.
This indicates that early-stage representations, particularly Hop A, are the most relevant
for capturing similarity-based cues in CMF detection.

Channel-wise analysis in Fig. 5.13 further supports this observation, showing that Hop
A channels consistently achieve higher F1 scores than those in later stages. This highlights
the importance of low-level spatial features for CMF detection.

However, this behaviour introduces a key limitation. As shown in Fig. 5.12, the model
misclassifies real images with natural repetitive structures as fake. The activation maps
indicate strong responses to visually similar regions, leading the model to interpret natural
repetition as manipulation.

In addition, Fig. 5.14 illustrates a false negative case, where similarity cues are weak
or ambiguous. In such cases, the model fails to distinguish manipulated regions from
the background. These results reveal a fundamental limitation: while Geo-DefakeHop is
sensitive to spatial similarity, it lacks selectivity. It tends to overreact to natural repetition
while missing subtle manipulations.

Overall, this analysis demonstrates a clear behavioural shift. Unlike GAN detection,
which relies on frequency inconsistencies, CMF detection requires capturing intra-image
similarity. Although Geo-DefakeHop partially adapts via early-stage features[4], its frequency-
oriented design limits its robustness against copy-move forgery.
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Figure 5.11.: Visualisation of Saab filter responses across Hop A, Hop B, and Hop C of the
Geo-DefakeHop model on a CMF image. Selected channels and their activa-
tion maps are shown for each hop.

5.5.3. Discussion and Motivation for Ensemble Learning

The analyses in this section demonstrate that different types of fake images exhibit funda-
mentally distinct characteristics, which directly affect the behaviour and effectiveness of
detection models[35][8][41].

For GAN-generated images, both ResNet and Geo-DefakeHop exploit frequency-based
inconsistencies, but in different ways. ResNet learns robust, distributed frequency-aware
representations, enabling strong generalisation across different generative models[41]. In
contrast, Geo-DefakeHop provides explicit interpretability by decomposing frequency com-
ponents and capturing discriminative mid-frequency patterns[4]. However, its effective-
ness depends on the presence of structured spectral artefacts, making it sensitive to varia-
tions across models such as CycleGAN and StyleGAN2.

On the other hand, copy-move forgery (CMF) does not introduce global spectral in-
consistencies, rendering frequency-based representations less effective; thus, detection in-
stead relies on spatial-similarity cues[44]. ResNet adapts by focusing on structurally sim-
ilar regions but may produce false positives in the presence of natural repetition. Geo-
DefakeHop captures such similarities through low-level representations (Hop A), but lacks
robustness and selectivity, leading to both false positives and false negatives.

Collectively, these findings highlight a fundamental limitation: each model is inherently
biased toward a specific feature representation[13]. Frequency-based approaches are effec-
tive when spectral artefacts are present, while spatially sensitive representations are better
suited for similarity-based manipulations. However, no single representation is sufficient
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GT: Real
Pred: Fake
P(Real): 0.495 HopA ChO Heatmap
==~ e p———

(a) Example 1: A real image misclassified as fake (P(Real)=0.341).

GT: Real
Pred: Fake
P(Real): 0.341 HopA ChO Heatmap

(b) Example 2: Another real image misclassified as fake (P(Real)=0.495).

Figure 5.12.: False-positive cases of Geo-DefakeHop on CMF images. Hop A Channel 0
responses are visualised.

for robust detection across all types of fake images.

As a result, there is a need for a unified detection framework that leverages comple-
mentary strengths. By combining models that capture both frequency inconsistencies and
spatial similarities, it becomes possible to improve robustness and generalisation[28].

Based on this insight, an ensemble-based approach is proposed that integrates multi-
ple models to exploit their complementary behaviours. By aggregating their predictions,
the ensemble mitigates individual limitations and enables more reliable detection across
diverse manipulation types, including GAN-generated and copy-move forged images.

Therefore, fake image detection should not be treated as a single-domain classification
task but rather as a multi-characteristic problem that requires adaptive, complementary
feature representations.
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Figure 5.13.: Channel-wise F1 scores across different hops of Geo-DefakeHop on CMF
data.

5.5.4. Cross-Manipulation Evaluation: CMF to GAN

To further analyse generalisation behaviour, an additional cross-manipulation experiment
is conducted by evaluating CMF-trained models on GAN-generated images. This setting
complements the previous analysis and enables a bidirectional assessment of representa-
tion transferability.

As shown in Table 5.3, both Geo-DefakeHop (CMF) and the wavelet-based ResNet ex-
hibit a significant performance degradation when applied to GAN-generated data. In par-
ticular, Geo-DefakeHop achieves an accuracy of 0.44, with an extremely low F1-score of
0.08 for the fake class.

This behaviour is further illustrated in the confusion matrices (Table 5.4). Geo-DefakeHop
correctly identifies only 4 out of 85 fake samples, misclassifying the majority as real. This
indicates a strong bias toward the real class when the expected spatial similarity cues are
absent.

Table 5.3.: Cross-manipulation evaluation: Performance of CMF-trained models on GAN-
generated images.

Model Accuracy F1 (Fake) F1(Real) TPR TNR
Geo-DefakeHop (CMF) 0.44 0.08 0.60 0.05 0.84
ResNet (Wavelet, CMF) 0.54 0.48 0.59 041 0.67

In contrast, when evaluated on data aligned with their training distribution, these mod-
els exhibit more stable and balanced performance. This confirms that model behaviour is
strongly influenced by the characteristics of the training data.

More importantly, this experiment reveals that the generalisation failure is not unidi-
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Figure 5.14.: False negative case where the model fails to detect manipulation.

rectional. While GAN-trained models is not sufficient on CMF data (Section 5.4), CMF-
trained models also do not have enough performance on GAN-generated images. This
indicates that the learned representations are inherently manipulation-specific rather than
generalisable.

These findings provide strong evidence that different manipulation types exhibit dis-
tinct and partially non-overlapping characteristics. GAN-generated images are charac-
terised by frequency-domain artefacts, whereas CMF images rely on spatial duplication
and structural similarity.

As a result, models trained to capture one type of artefact develop a representational

Table 5.4.: Confusion matrices showing the prediction behaviour of CMF-trained models
on GAN-generated images.

Geo-DefakeHop (CMF) | ResNet (Wavelet, CMF)
Fake Real Fake Real

Fake (GT) | 4 81 35 50

Real (GT) | 13 70 27 56
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bias, which limits their applicability to other manipulation types. This further supports
the need for a representation-aware approach that can leverage complementary models
for robust detection.

5.6. Discussion: Representation-Dependent Generalisation

The results presented throughout this section reveal a fundamental limitation of fake re-
mote sensing image detection: models have difficulties learning universal forgery representa-
tions, but rather manipulation-specific characteristics.

Table 5.5.: Cross-dataset evaluation of the proposed models. Models are trained on one
dataset and evaluated on a different manipulation type.

Model Training Dataset Testing Dataset Accuracy
FFT-ResNet GAN GAN 0.98
FFT-ResNet GAN CMF 0.46
Wavelet-ResNet CMF CMF 0.68
Wavelet-ResNet CMF GAN 0.54
Geo-DefakeHop GAN GAN 0.96
Geo-DefakeHop GAN CMF 0.5
Geo-DefakeHop (CMF) CMF CMF 0.79
Geo-DefakeHop (CMF) CMF GAN 0.44

This behaviour is most evident in Table 5.5. All models achieve relatively high accu-
racy on the same manipulation type they are trained on (e.g., FFT-ResNet reaches 0.98 on
GAN data). However, their performance drops sharply in cross-manipulation cases (e.g.,
dropping to 0.46 on CMF). This consistent pattern for all models shows that generalisation
failure is not unique to any model but is rooted in the representation itself.

This limitation stems from differences between manipulation types. GAN-generated
images introduce global frequency artefacts[41]. Copy-move forgeries show local spa-
tial duplication[44]. As a result, models trained on frequency-based data miss similarity-
driven patterns. Meanwhile, models focused on spatial structures ignore spectral incon-
sistencies.

Importantly, this limitation is not due to insufficient model capacity, but rather due to
a representation mismatch. Each model learns features aligned with the characteristics of
its training data, leading to strong performance within its domain but poor transferability
beyond it. This confirms that fake image detection is inherently a characteristic-dependent
problem[35].

Furthermore, the results suggest that not all manipulation types show the same level of
detection difficulty. In particular, GAN-generated images are comparatively easier to de-
tect. This is due to the presence of consistent and globally distributed frequency artefacts.
In contrast, CMF images are more challenging[8]. They preserve overall image statistics
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and introduce only subtle, localised structural inconsistencies[44]. This difference further
reinforces the need for representation-specific approaches.

These findings challenge the common assumption that a single, unified model can ro-
bustly detect all types of fake images. Instead, the results show that different manipulation
types need specialised detection strategies. Each one should be tailored to a specific feature
domain.

At the same time, the observed failure patterns are not random. They are structured
and complementary. Frequency-based models detect GAN artefacts, but are not sufficient
on CMF. Spatially sensitive models show the opposite behaviour. This complementarity
suggests that these models capture different, non-overlapping aspects of manipulation.

Therefore, rather than seeking a universal representation, a more effective approach is
to integrate multiple specialised models. By combining frequency-aware and spatially-
aware representations, it becomes possible to leverage their strengths. This integration
helps overcome individual limitations[28][3].

In summary, the analysis in this section leads to three key insights:

¢ Fake image detection is inherently representation-dependent.

* Learned features are manipulation-specific rather than generalisable.
* Detection difficulty varies across manipulation types.

* Robust detection requires the integration of complementary models.

These findings directly validate the thesis’s core contributions. First, the empirical char-
acterisation of representation dependency is confirmed by the sharp performance drops
observed in cross-dataset evaluations, proving that detection success is a function of fea-
ture alignment. Furthermore, the systematic failure mode analysis conducted here reveals
that model errors are not random but follow predictable patterns based on the underlying
manipulation (e.g., FFT-ResNet failing on spatial CMF). This documentation of structured
failures provides the necessary forensic evidence to move beyond “black-box” interpre-
tations. Finally, these insights establish the logical necessity for the representation-aware
hierarchical ensemble proposed in the next section. By formally identifying the comple-
mentary strengths and non-overlapping failure modes of specialised detectors, this work
lays the foundation for an adaptive framework that leverages multiple feature domains to
achieve robust, generalisable detection.
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6. Hierarchical Ensemble Framework for
Robust Fake Image Detection

6.1. Motivation for the Ensemble Framework

The analysis presented in Section 5 suggests a key limitation in fake image detection:
model failures do not appear to be arbitrary, but are closely related to the specific feature
representations they employ. Models tend to perform well when applied to manipulation
types that align with their underlying representation, while their performance degrades
when such alignment is lacking[35].

These observations indicate that the challenge is not solely model-specific, but is also in-
fluenced by representation-dependent factors. Frequency-based models have been shown
to be effective at detecting GAN-induced spectral artefacts[41], yet they are less effective
for spatially localised manipulations such as copy-move forgery (CMF). In contrast, mod-
els that emphasise spatial similarity are better suited to capturing CMF patterns while
being less sensitive to frequency-domain inconsistencies.

Consequently, the observed limitation may not stem from insufficient model capacity,
but rather from the constraints of relying on a single representation. This suggests that
further improving individual models alone may not be sufficient to achieve robust gener-
alisation across diverse manipulation types.

Instead, a more effective detection system may benefit from integrating multiple com-
plementary representations in a structured manner. However, naive model aggregation
can be insufficient, as it fails to account for the structured nature of model failures and
may lead to conflicting or unreliable predictions.

Motivated by these observations, this work introduces a representation-aware hierar-
chical ensemble framework. Unlike conventional ensembles that treat all models equiva-
lently, the proposed framework employs a conditional decision mechanism to selectively
activate models that are more relevant to the input. In this way, the ensemble is formulated
as an adaptive system that aligns representation selection with manipulation characteris-
tics, thereby improving detection robustness.

6.2. Proposed Hierarchical Ensemble Framework

A representation-aware hierarchical decision framework is proposed to address the limi-
tations identified in Section 5. Unlike conventional ensemble methods[19], which assume
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Figure 6.1.: Proposed hierarchical ensemble framework for fake image detection. The sys-
tem follows a two-stage decision process and generates confidence-weighted,
interpretable heatmaps aligned with the final prediction.

all models are equally applicable to all inputs, the proposed system explicitly models the
strengths and limitations of each representation. It integrates these within a structured
decision process.

Instead of indiscriminately combining models, the framework employs a conditional
routing mechanism that selectively activates models based on the input image’s character-
istics. This design reflects the observation that different manipulation types require differ-
ent feature representations, and that model failures are structured rather than random. An
overview of the proposed architecture is shown in Fig. 6.1.

The framework follows a two-stage hierarchical structure. In the first stage, models spe-
cialised in detecting copy-move forgery (CMF) analyse the input image. Specifically, the
wavelet-based ResNet and the CMF-trained Geo-DefakeHop model capture spatial incon-
sistencies such as duplicated regions and local structural similarities[44]. Their predictions
are combined using a confidence-weighted voting scheme. Each model contributes to the
final prediction in proportion to its confidence.
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6.2. Proposed Hierarchical Ensemble Framework

Prioritising CMF detection in the first stage is motivated by the nature of spatial ma-
nipulations. Copy-move forgeries introduce explicit, localised structural cues[21]. These
provide strong, directly observable evidence of manipulation. Detecting such patterns
early enables the system to confidently identify a subset of fake images without further
analysis.

This design choice is further supported by cross-dataset evaluation results. Models
trained for CMF detection rely heavily on spatial similarity cues, such as duplicated re-
gions. When applied to GAN-generated images, which typically lack such explicit self-
similar structures, these models tend to classify them as real.

This behaviour reflects a representation mismatch and highlights the need to prioritise
CME-specific detection in the first stage, where strong spatial evidence can be reliably
identified.

If the image is classified as fake at this stage, the decision is final. Otherwise, the image
goes to the second stage, where models specialised in detecting GAN-generated artefacts
are applied. In this stage, the FFT-based ResNet and the standard Geo-DefakeHop model
identify frequency-domain inconsistencies, particularly in mid- and high-frequency bands.
These models are better suited to detecting globally distributed, more subtle artefacts from
generative models.

The outputs of the second-stage models are again combined, using the same confidence-
weighted voting scheme to produce the final prediction. The weights are determined em-
pirically from validation performance. More reliable models contribute more strongly to
the decision process.

This hierarchical design serves as a representation-aware specialist selection mechanism.
Rather than treating all models equally, the system ensures each prediction is influenced
most by the relevant representation. By filtering out spatially manipulated images in the
first stage and analysing spectral inconsistencies only when needed, the framework re-
duces conflicting model responses and improves consistency:.

The proposed framework turns the ensemble from a passive aggregation of models into
an adaptive decision system. It explicitly aligns representation selection with manipula-
tion characteristics. This design improves robustness for various manipulation types and
directly applies the insights from Section 5.

In addition to the final classification, the proposed framework provides interpretable lo-
calisation of manipulation artefacts through hierarchical heatmap generation. Unlike con-
ventional approaches, which produce visual explanations independently of the decision
process, the system integrates heatmap generation directly into the hierarchical decision
pipeline.

At each stage, model-specific heatmaps are generated using interpretability mechanisms.
For ResNet-based models, Grad-CAM[31] is used. For Geo-DefakeHop[4], patch-level
probability maps are used. These heatmaps show the spatial distribution of model con-
fidence and highlight regions contributing to the prediction.

The final heatmap is constructed using a confidence-weighted fusion strategy that mir-
rors the hierarchical decision logic. If a fake prediction is made in the first stage, the final
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6. Hierarchical Ensemble Framework for Robust Fake Image Detection

heatmap is generated by fusing only the CMF-oriented model heatmaps. This ensures the
explanation aligns with the detected manipulation type. If the image reaches the second
stage, the final heatmap instead comes from GAN-oriented models, capturing frequency-
related artefacts.

If both stages contribute to the final decision, heatmaps from each stage are combined
using weighted fusion. Each heatmap is scaled by the confidence of its corresponding
model. This process ensures that the visual explanation depends directly on the decision
signals that determine the final prediction, not on an independent process.

This design establishes a direct link between decision-making and interpretability. Rather
than producing generic or post-hoc explanations, the framework generates manipulation-
specific heatmaps consistent with the representation and model behaviour. As a result, the
system provides accurate predictions and meaningful visual insights into detected arte-
facts. This close connection between decision-making and explanation further improves
reliability and interpretability, making the system particularly suitable for high-stakes ap-
plications where both accurate detection and reliable interpretability are critical.

6.3. Experimental Evaluation of the Ensemble System

To evaluate the effectiveness of the proposed framework, a mixed test dataset is con-
structed comprising 400 images, 200 real and 200 fake. The fake images are evenly dis-
tributed between GAN-generated images and copy-move forgery (CMF), ensuring that
the evaluation reflects realistic scenarios where multiple manipulation types coexist.

Table 6.1.: Performance comparison of individual models and the proposed ensemble sys-
tem on a mixed dataset containing different types of fake images.

Model Accuracy Precision Recall F1-score
Geo-DefakeHop 0.645 0.589 0.960 0.730
Geo-DefakeHop (CMF) 0.558 0.545 0.700 0.613
ResNet (FFT) 0.535 0.529 0.630 0.575
ResNet (Wavelet) 0.513 0.593 0.080 0.141
Proposed Ensemble 0.715 0.787 0.590 0.674

Table 6.1 presents the performance of individual models and the proposed ensemble
framework. The results clearly show that individual models exhibit strong but highly spe-
cialised behaviour, whereas the proposed framework achieves more balanced and reliable
performance across all manipulation types.

Geo-DefakeHop achieves the highest recall (0.960), indicating a strong ability to cor-
rectly identify real images. However, this also suggests a bias towards predicting samples
as real. As a result, many manipulated images are misclassified as real, resulting in rel-
atively low precision. This behaviour can be attributed to the model’s reliance on global
artefact patterns, which may not be consistently present across all types of fake images.
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Figure 6.2.: Comparison of individual model responses and the final ensemble output,
highlighting complementary representation learning across different manip-
ulation characteristics.

In contrast, the wavelet-based ResNet model exhibits the opposite behaviour, with very
low recall (0.080), indicating a poor ability to correctly identify real images. This suggests
a strong bias towards predicting samples as fake. While its higher precision suggests that
its fake predictions are more reliable, the model misclassifies a large number of real images
as fake, leading to highly imbalanced performance. This behaviour can be attributed to its
strong reliance on spatial duplication cues, which are not present in real images, leading
to over-detection of manipulation.

These results highlight a fundamental limitation of individual models: each model is
biased towards specific types of artefacts, leading to imbalanced performance when eval-
uated on heterogeneous datasets[35].

The proposed ensemble framework addresses this limitation by combining complemen-
tary model behaviours within a representation-aware decision process. Rather than rely-
ing on a single model, the system selectively activates models based on their relevance,
balancing detection sensitivity and reliability.

As a result, the proposed ensemble achieves the highest overall accuracy (0.715) and
significantly improves precision (0.787) compared to all individual models. Although Geo-
DefakeHop attains the highest Fl-score (0.730), this is primarily driven by its extremely
high recall, which reflects a strong bias towards predicting samples as real.

In contrast, the proposed ensemble provides a more balanced trade-off between pre-
cision and recall. While its Fl-score is slightly lower, this reflects a more controlled and
reliable detection behaviour, avoiding excessive bias towards a single class. In practical
scenarios, such balanced performance is more desirable, as it reduces both false positives
and false negatives, leading to more stable and trustworthy predictions across heteroge-
neous manipulation types.

Importantly, the improvement is not only due to model combination, but also due to the
alignment between model selection and manipulation characteristics. By ensuring that
each decision is primarily influenced by the most appropriate representation, the frame-
work reduces conflicting predictions and improves overall consistency.
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6. Hierarchical Ensemble Framework for Robust Fake Image Detection

In addition to quantitative performance, the behaviour of the proposed framework is
further illustrated through qualitative analysis. Figure 6.2, 6.3, 6.4 present example
heatmaps generated by individual models and the ensemble for real, CMF and GAN-
generated images.
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Figure 6.3.: Comparison of individual model responses and the final ensemble output,
highlighting complementary representation learning across different manip-
ulation characteristics.

The visual results demonstrate that individual models focus on representation-specific
artefacts, often highlighting irrelevant or noisy regions when applied outside their domain
of expertise. In contrast, the proposed framework produces more consistent, manipulation-
specific heatmaps that reflect the dominant evidence used in the final decision.

This confirms that the proposed system not only improves detection performance but
also provides more meaningful and reliable visual explanations. By integrating decision-
making and interpretability within a unified framework, the system offers both quantita-
tive and qualitative improvements over individual models.
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Figure 6.4.: Comparison of individual model responses and the final ensemble output,
highlighting complementary representation learning across different manip-
ulation characteristics.
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Despite these improvements, the proposed framework is not without limitations. The
performance still depends on the diversity and quality of the underlying models, and the
hierarchical decision process may propagate errors if early-stage predictions are incorrect.
These limitations will be further discussed in the following section.

Overall, the results demonstrate that fake image detection should be treated as a multi-
characteristic problem requiring adaptive analysis. The proposed framework provides
a practical and effective solution by leveraging complementary representations within a
structured and interpretable decision process.

Ablation Study of the Ensemble Framework

Table 6.2.: Ablation study comparing different ensemble strategies.

Method Accuracy Precision Recall Fl-score
Best Individual Model (Geo-DefakeHop) 0.645 0.589 0.960 0.730
Majority Voting (baseline) 0.565 0.544 0.805 0.649
Proposed Hierarchical Ensemble 0.715 0.787 0.590 0.674

To analyse the contribution of the proposed ensemble design, an ablation study is con-
ducted by comparing it with a baseline ensemble using simple majority voting.

As shown in Table 6.2, the majority voting approach achieves an accuracy of 0.565, which
is notably lower than the best individual model (Geo-DefakeHop, 0.645). This result in-
dicates that naive aggregation introduces conflicting decision patterns, as models trained
on different representations respond to fundamentally different artefacts. As a result, their
predictions are not complementary but often contradictory, resulting in inconsistent deci-
sion boundaries.

It is also observed that the majority voting approach increases recall (0.805) but at the
cost of precision (0.544), indicating a tendency to over-predict fake samples. In contrast,
the proposed framework achieves significantly higher precision, suggesting that the hi-
erarchical selection mechanism effectively suppresses unreliable and misaligned model
predictions.

The proposed hierarchical ensemble achieves the highest accuracy of 0.715. This im-
provement demonstrates that performance gains are not due only to model combination,
but to the representation-aware decision mechanism, which selectively utilises models
based on their strengths.

Furthermore, the proposed system achieves higher precision than all baselines, indicat-
ing more reliable fake image detection while maintaining a balanced trade-off with recall.
These findings highlight that performance improvement is not an inherent property of
ensemble learning, but depends on how model outputs are integrated. Simply combin-
ing multiple models without considering their representational compatibility can lead to
performance degradation rather than improvement.
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Overall, the ablation study confirms that the effectiveness of the proposed framework
stems from its representation-aware design rather than the mere combination of multiple
models. By explicitly aligning model selection with manipulation-specific characteristics,
the framework mitigates representation conflicts and achieves more reliable and gener-
alisable detection performance. This behaviour further supports the central hypothesis
of this thesis: fake image detection is inherently representation-dependent, and effective
solutions must explicitly account for this dependency.
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7. Conclusion and Future Work

7.1. Conclusion

This thesis establishes that fake remote sensing image detection is fundamentally a representation-
dependent problem. Through systematic experimental analysis across GAN-generated

and copy-move forgery (CMF) datasets, it is shown that different manipulation types in-
troduce distinct and non-overlapping characteristics that may not be effectively captured

by a single model or feature representation.

The results reveal that detection models struggle to learn universal forgery patterns and
instead develop representation-specific sensitivities. The analysis shows that frequency-
based approaches are highly effective for detecting GAN-generated images with global
spectral inconsistencies, whereas spatially localised representations are more suitable for
identifying CMF, where manipulation manifests as structural duplication. However, these
representations fail to generalise across manipulation types, leading to consistent, struc-
tured performance degradation across datasets and manipulation types.

Importantly, this limitation cannot be attributed solely to insufficient model capacity.
Instead, it arises from a fundamental mismatch between the chosen feature representation
and the underlying manipulation characteristics, rather than a limitation of model capac-
ity. This finding challenges the assumption that a single unified model can robustly detect
all types of fake images.

Building upon this insight, a representation-aware hierarchical ensemble framework is
proposed. Unlike conventional ensemble methods, which treat all models equally, the
proposed approach explicitly aligns model selection with manipulation-specific character-
istics through a conditional decision mechanism. Experimental results show that naive
ensemble strategies, such as majority voting, fail to improve performance and may even
degrade it due to conflicting predictions. In contrast, the proposed framework achieves
more reliable and balanced performance by leveraging complementary model behaviours
in a structured manner. These results demonstrate that effective ensemble design in fake
image detection should be representation-aware rather than model-agnostic.

These findings suggest that fake image detection should be reformulated as a multi-
characteristic problem rather than a single-domain classification task. Effective solutions
must explicitly account for the diversity of manipulation artefacts and the representation-
dependent nature of detection models.

Overall, this work demonstrates that the limitations of existing fake image detection
methods stem from their reliance on single representations and establishes that robust
detection requires adaptive, representation-aware strategies that explicitly integrate com-
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plementary feature domains. This perspective provides a foundation for future research
on more generalisable and interpretable detection systems in remote sensing and beyond.

7.2. Future Work

While this thesis demonstrates that fake image detection is inherently representation-dependent
and proposes an effective ensemble framework, several directions remain for further im-
provement and extension.

First, the current study focuses on a limited set of manipulation types, primarily GAN-
generated images and copy-move forgery (CMF). Future work could extend this frame-
work to include additional manipulation types, such as splicing, inpainting, or diffusion-
based image generation. Incorporating a broader range of forgery mechanisms would
enable a more comprehensive evaluation of representation-dependent behaviour.

Second, although the proposed ensemble system improves robustness, its decision fu-
sion strategy relies on predefined rules and thresholds. Future research could explore
learnable or adaptive fusion mechanisms, such as attention-based weighting or meta-
learning approaches, to dynamically optimise model contributions based on input char-
acteristics.

Third, the current models operate on fixed input resolutions and predefined transfor-
mations (e.g., FFT and wavelets). Future work could investigate multi-scale and multi-
resolution representations, as well as hybrid feature extraction techniques that jointly learn
spatial and frequency-domain information in an end-to-end manner.

Another important direction is improving generalisation across unseen datasets and ma-
nipulation types. Domain adaptation and self-supervised learning techniques could be
explored to reduce dependency on labelled data and enhance robustness to distribution
shifts.

In addition, while Geo-DefakeHop provides interpretability through channel-wise anal-
ysis, integrating interpretability directly into deep learning models remains an open chal-
lenge. Future work could focus on developing inherently interpretable architectures that
combine the transparency of statistical methods with the flexibility of deep learning.

Finally, the current evaluation is conducted under controlled experimental settings. Ex-
tending the framework to real-world scenarios, including high-resolution satellite imagery
and complex environmental conditions, would further validate its practical applicability.

Overall, these directions aim to develop a more general, adaptive, and scalable frame-
work for detecting fake remote sensing images.
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A. Implementation Details

A.1. FFT-based ResNet Model for GAN-generated Fake Images

A.1.1. FFT-based Input Representation

To explicitly capture frequency-domain artefacts introduced by generative models, the in-
put images are transformed into the frequency domain using the 2D Fast Fourier Trans-
form (FFT).

Given an input image I(z,y) of spatial size H x W, its 2D discrete Fourier transform is
defined as:

F(u,v) = I(z,y) - =32 (57 +3) (A.1)

where (u, v) denote frequency coordinates and j is the imaginary unit.
Since the Fourier transform produces complex-valued outputs, we compute the magni-
tude spectrum:

M (u,v) = |F(u,v)| = VR(F(u,v))2 + S(F(u,v))2 (A.2)

To stabilise the dynamic range and enhance the visibility of high-frequency components,
logarithmic scaling is applied:

M (u,v) = log(1+ M(u,v)) (A.3)
Finally, the spectrum is shifted such that the zero-frequency component is centred:

Mpifreq = FFTShift(M) (A.4)

This frequency representation is used as the input to the CNN model instead of the raw
RGB image.

A.1.2. Model Architecture

The FFT-based representation is fed into a convolutional neural network utilising the ResNet
architecture, adapted here to operate on frequency-domain inputs instead of spatial RGB
images. The specific configuration of this FFT-based ResNet model is detailed below.
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Table A.1.: Architecture of FFT-based ResNet Model

Component Configuration

Input Log-scaled high-pass filtered FFT magnitude spectrum
Input Size HxWxC
Backbone ResNet-34

First Conv Layer 7 x 7, stride 2
Pooling MaxPooling (3 x 3)
Residual Blocks Standard ResNet blocks
Activation ReLU
Normalization Batch Normalization
Global Pooling Adaptive Average Pooling
Fully Connected 2 output neurons
Output Softmax (binary classification)

A.1.3. Training Configuration

The model is trained using the following hyperparameters:

Table A.2.: Training Hyperparameters

Parameter Value
Optimizer SGD
Learning Rate 0.01

Batch Size 16

Epochs 20

Loss Function Binary Cross-Entropy
Input Size 224 x 224

The Adam optimizer and the learning rate is selected based on paper. The model is
trained for a fixed number of epochs.

A.14. Inverse FFT for Spatial Visualization

Since the proposed model operates on frequency-domain representations, the resulting
Grad-CAM activation maps are also obtained in the frequency domain. To interpret these
activations in the spatial domain, an inverse Fourier transform is applied.

Given the frequency-domain activation map Lieq(u, v), the corresponding spatial-domain
representation is obtained via the inverse 2D Fourier transform:

H-1W-1
1 o ( Bz 4 vy
Lspatial(xa y) = ﬁ Z Z Lfreq(uvv) ’ 6‘72 (H +V$) (AS)

u=0 v=0
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A.2. Wavelet-based ResNet Model for Copy-Move Forgery Detection

where (u,v) denote frequency coordinates and (z,y) denote spatial coordinates.
Since the activation map is real-valued in practice, only the real component of the inverse
transform is retained:

L + spatial(z,y) = R (L « spatial(z, y)) (A.6)

Optionally, the resulting spatial map is normalized to the range [0, 1] for visualization
purposes:

Lspatial — min

(A7)

Lnorm = .
max — min

This transformation enables the interpretation of frequency-domain activations in the

original image space, allowing direct comparison with spatial structures and visual arte-
facts.

A.2. Wavelet-based ResNet Model for Copy-Move Forgery
Detection

A.2.1. Wavelet-based Input Representation

To capture spatial inconsistencies and localised artefacts introduced by copy-move forg-
eries, the input images are transformed using the Discrete Wavelet Transform (DWT) with
Haar wavelets, which provides a multi-scale representation of the image.

Given an input image I(z, y), a single-level 2D DWT decomposes it into four sub-bands:

LL,LH,HL,HH = DWT(J) (A.8)
where:
¢ LL represents the low-frequency approximation component,
* LH captures horizontal edge information,
* HL captures vertical edge information,
* HH captures diagonal high-frequency details.

These sub-bands encode both coarse structures and fine-grained local variations, which
are essential for detecting duplicated regions in copy-move forgery.
The sub-bands are concatenated along the channel dimension to form the input tensor:

Iyavelet = Concat(LL, LH, HL, HH) (A9)

This multi-channel representation is then used as input to the CNN model.
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A.2.2. Model Architecture

The wavelet-based representation is processed using a ResNet architecture adapted for
multi-channel input. The model structure remains similar to the FFT-based variant, with
modifications in the input layer to accommodate wavelet sub-bands.

Table A.3.: Architecture of Wavelet-based ResNet Model

Component Configuration

Input Wavelet sub-bands (LL, LH, HL,, HH)
Input Size H x W x 4C
Backbone ResNet-34

First Conv Layer 7 x 7, stride 2
Pooling MaxPooling (3 x 3)
Residual Blocks Standard ResNet blocks
Activation ReLU
Normalization Batch Normalization
Global Pooling Adaptive Average Pooling
Fully Connected 2 output neurons
Output Softmax (binary classification)

A.2.3. Training Configuration

The training configuration follows the same setup as the FFT-based model for consistency.

Table A.4.: Training Hyperparameters

Parameter Value
Optimizer SGD
Learning Rate 0.01

Batch Size 16

Epochs 20

Loss Function Binary Cross-Entropy
Input Size 224 x 224

Unlike FFT which provides global frequency information, DWT preserves spatial lo-
cality, making it more suitable for detecting localised manipulations such as copy-move
forgery.

A.3. Geo-DefakeHop Implementation Details

The Geo-DefakeHop model is implemented with the following configuration.
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A.3. Geo-DefakeHop Implementation Details

Input Preprocessing:
¢ Input images are resized to 256 x 256
¢ Patch size: 16 x 16
¢ Number of patches per image: 256 (non-overlapping grid)
¢ Color space: RGB

Patch extraction is performed using a fixed grid structure, where each image is divided
into 16 x 16 patches without overlap. Only images producing exactly 256 patches are
retained.

Multi-hop Saab Configuration:

¢ Number of hops: 3 (HopA, HopB, HopC)
e Kernel sizes: [2, 3, 4]

¢ Split threshold: 0.01

¢ Energy threshold (keep_thr): 0.001

At each hop, the number of output channels is determined based on energy compaction,
where components with eigenvalue energy above a threshold are retained.
Channel Selection:

¢ Channel-wise classifiers are trained for each hop
¢ Channels are selected based on F1-score
Feature Aggregation:
¢ Patch-level features are extracted independently
* Features are aggregated to image-level by concatenation

¢ Patch-level channel-wise probabilities are concatenated to form image-level feature
vectors

Final Classifier:
* Model: XGBoost
e Number of estimators: 100
® Learning rate: 0.2

* Max depth: 6
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* Objective: binary logistic
¢ Evaluation metric: AUC

The class imbalance is handled using a dynamic scale_pos_weight parameter based
on the ratio of fake and real samples.
Decision Rule:

¢ Final prediction is obtained using a probability threshold of 0.5

The same configuration is applied across datasets for consistency.
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B. Ensemble Model Implementation Details

B.1. Confidence-Weighted Decision Strategy

The ensemble framework employs a confidence-weighted voting mechanism to combine
predictions from multiple models.

Each model produces a predicted label y; € {Real,Fake} and a confidence score ¢; €
[0, 1]. To unify predictions, labels are mapped to signed scores:

5 = +¢4, Tf y; = Real (B.1)
—¢;, ify; = Fake
The final decision score is computed as:
N
S=) s (B.2)
i=1
The final prediction is defined as:
R Real, ifS >0
Y= . (B.3)
Fake, ifS <0
The corresponding confidence is given by:
S|
== B4
=" (B.4)

This formulation ensures that both prediction and confidence reflect model agreement
and reliability.

B.2. Hierarchical Decision Flow
The ensemble follows a two-stage hierarchical decision process.

Stage 1: CMF-specialised models

The first stage combines predictions from CMF-oriented models:

S1 = Sgeo_cmf =+ Sresnet_wavelet (BS)
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B. Ensemble Model Implementation Details

If:
S1 < 0 = Final = Fake

Otherwise, the sample proceeds to Stage 2.

Stage 2: GAN-specialised models

Sy = Sgeo_gan T Sresnet

The decision is defined as:

. Fake, if Sy <0
v= Real, otherwise

Final Aggregation

If all models indicate real samples, a final aggregation is performed:

4
Sfinal = Z Sq
=1

Stinal
C'ﬁnal = | Zla |

B.3. Decision Flow Pseudocode

function hierarchical_ensemble (models) :

# Stage 1: CMF models
score_stagel = vote(geo_cmf) + vote(resnet_wavelet)

if score_stagel < O:
return Fake, abs(score_stagel) / 2

# Stage 2: GAN models
score_stage2 = vote(geo_gan) + vote(resnet)

if score_stage2 < 0:
return Fake, abs(score_stage2) / 2

# Final aggregation
total_score = sum(all model votes)

(B.7)

(B.8)
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B.4. Confidence-Weighted Heatmap Fusion

if total_score >= 0:

return Real, abs(total_score) / 4
else:

return Fake, abs(total_score) / 4

B.4. Confidence-Weighted Heatmap Fusion

To generate interpretable outputs, model-specific heatmaps are fused using confidence-
weighted averaging.
Given two heatmaps Hy, H, and confidences cy, c2, the fused heatmap is defined as:
c1-Hi+co- Hy

H, = B.11
fused c1 4 co+ € ( )

Each heatmap is first normalised:

H — min(H)
H = B.12
max(H) — min(H) + € (B.12)
The final heatmap is also normalised:
I o
Hinal = fused — T (B.13)

max — min +e€

This formulation ensures that higher-confidence models contribute more strongly to the
final visual explanation.

B.5. Implementation Details
The ensemble system is implemented with the following configuration:

¢ Heatmap resolution: 224 x 224

Data type: float32

Patch size (Geo-DefakeHop): 16 x 16

Number of models: 4

¢ Fusion stages:
— CMF heatmap fusion
— GAN heatmap fusion

- Final-stage fusion
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