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Abstract

In recent years, the growing number of satellites has motivated space agencies to open spacecraft
software development to third parties, highlighting the need for ways to abstract away the
complexity linked to the aerospace domain, in order to speed up the development of experiments
that will run in space. For this reason, containerization is emerging as a promising solution
to simplify deployment and provide isolation among applications, but its compatibility with
real-time requirements - essential in space applications - remains largely unexplored, especially
on embedded ARM platforms used in space agencies like DLR.

This thesis investigates the feasibility of enabling real-time containers on MPSoC-based
boards representative of on-board computers used in space. A complete software stack was
designed and implemented, combining a Linux kernel extended with Xenomai 4’s EVL real-time
core and container-based isolation provided by Podman. The system was �rst implemented on
an emulated ARM Cortex-A53 Zynq UltraScale+ MPSoC platform using PetaLinux and QEMU,
and then it was also deployed on the real (same) ZCU102 board.

An extensive experimental evaluation has been conducted to assess three main aspects:
the ability to run real-time applications inside containers, their concurrent execution, and
the scalability of the system on the target hardware. The results have shown that real-time
execution within containers is feasible, although it introduces overhead and reduces determinism
compared to bare-metal execution, and that multiple concurrent containers are also able to run
while guaranteeing real-time capabilities for the applications inside them. An interesting aspect
has been the feasibility of executing rootless containers with real-time capabilities, since they
are more valued for safety reasons.

Overall, this work demonstrates that real-time containers on embedded platforms are a
viable solution for space-oriented applications where isolation, performance and predictability
are the most important guarantees to achieve.
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Chapter 1

Project Context and Background

The following chapter introduces the context and motivations of this thesis.

In particular, the 1.1 paragraph focuses on the paradigm change that is being observed in

recent years in spacecraft software development, due to the increasing number of orbiting

satellites and how space agencies are addressing it. The 1.2 paragraph is focused on the speci�c

approach provided byDLR(German Aerospace Center) with which this thesis was realized.

Finally, the 1.3 paragraph gives an overview of the steps followed to reach the goal of the thesis.

1.1 Introduction

In recent years, the space sector has experienced a profound transformation driven by the

rapid growth of satellite missions and the rapid expansion of small satellite platforms such as

CubeSatsandnanosatellites. Indeed, according toUnited Nations O�ce for Outer Space A�airs

(UNOOSA) [1], by 2025 nearly 10,000 active satellites were orbiting the Earth, re�ecting an

unprecedented change of paradigm and the diversity of actors participating in space activities.

In this context, reliable and high-performanceOn-Board Computers (OBCs)have become

increasingly important.

Space missions often involve operations thousands of kilometers from Earth, where limited

communication windows and stringent real-time requirements make the timely and safe execu-

tion of softwarecritical. A single failure in a minor application can potentially disrupt major

system functions, highlighting the importance ofsafety, security and application isolation.

This paradigm shift is largely fueled not only by the proliferation of small satellites and the

deployment of large constellations, but also from the growing involvement of private companies,

research institutions and universities in the development of space technology, and from the

1
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innovative technical approach that big space agencies are adopting.

Space agencies indeed, likeESAandDLR, are trying to open up the development of space

software to a broader community of developers, including researchers and engineers who

may not have deep expertise in astrodynamics or spacecraft engineering, to speed up the

development of experiments that need to run in space, with the �nal goal of signi�cantly

accelerating innovation and experimentation.

This more-open approach, even if enables a larger ecosystem of contributors to design and

deploy algorithms for onboard processing and scienti�c analysis, also sets a not-coming-back

point in terms of how safety and security have to be guaranteed on spacecraft. When third-party

applications are enabled to run on a spacecraft indeed, it is mandatory to ensure that they

are not malicious and to prevent the harm that their unexpected behavior can cause to other

experiments running alongside, or to the spacecraft and the mission themselves.

Moreover, the paradigm is increasingly shifting towardin-situ data processing, as already

highlighted by several research initiatives and as reported in theNebulae study[2] presented

at the 2020 IEEE Aerospace Conference. This study indeed, demonstrated that the future of

scienti�c space missions will rely increasingly on processing scienti�c data directly onboard,

rather than transmitting all of them back to Earth for analysis. Such approach will no longer be

practical due to the quantity of them. Consequently, spacecraft will need tohandle advanced

onboard data processing, requiring a safe and secure environment capable of supporting high-

performance and mixed-criticality applications in space.

At the same time, todayon-board computersin spacecrafts are also expected to host multiple

experiments [3] and applications running concurrently, sometimes even developed from di�erent

organizations, and this behavior is the root of various problems.

Applications developed from di�erent organizations may have heterogeneous strict perfor-

mance and temporal requirements, necessitating predictable execution times and controlled

access to shared hardware resources, hence managing their concurrent execution on the same

OBC can result in a challenge. Furthermore, heterogeneous provenience can also set a signi�-

cant safety and security problem, addressing which may require additive precautions to avoid

malicious software or unwanted behavior to put the satellite or the mission at risk.

As a consequence of all of this, if traditionally space missions relied on tightly integrated

and monolithic software stacks, developed just for a speci�c mission, todayon-board computers

face the need to support multiple independent applications, potentially developed by di�erent

stakeholders, causing spacecraft software architectures to become increasingly complex from

anembedded systemspoint of view.

To address these challenges, space agencies and scientists are moving in the direction of a
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more �exible and modular software architecture approach, based onvirtualization technologies

which can enable multiple applications to run inisolationon shared computing hardware while

also maintaining guaranties on performance and resource allocation.

Indeed, virtualization techniques are already widely adopted incloud and edge computing

environmentsbecause, by isolating workloads and abstracting the underlying hardware platform,

they can also help preventing malicious behaviors in an application propagate to others and

stay con�ned. Furthermore, when combined with appropriatereal-time scheduling mechanisms,

such solutions may also support applications with strict timing and performance requirements.

Hence, within this evolving landscape, the development of robust mechanism forvirtualizing

applications in space systemsrepresents a key enabling technology. Moreover, these mechanisms

need to address both the �exibility of modern computing platforms and the stringent constraints

imposed by space environments, including limited computational resources and strict temporal

guaranties.

The present thesis is situated within this context and aims to contribute to this ongoing

research, proposing a software solution to achieve real-time isolation on an embedded plat-

form representative of the on-board computers for spacecrafts, throughXenomai 4andLinux

Containers.

1.2 Research at theDLR

In this context and among the big space agencies that are renewing their technical approach

for spacecraft software development, there is theGerman Aerospace Center(DLR � Deutsches

Zentrum für Luft und Raumfahrt), where researchers and engineers are developing a new

onboard application framework for space missions, known asStellar Apps.

DLR is Germany's national research center for aerospace, energy, transport, digitalization,

and security, and it also acts as the country's o�cial space agency. It consists of more than 50

institutes and facilities.

Among these, the Institute of Software Technology with itsFlight Software Department

is dedicated to creating advanced and innovative software solutions for space and aerospace

missions.

Speci�cally, the Flight Software Department at DLR � in collaboration with which this thesis

was carried out � concentrates on software quality assurance for safety-critical missions and on

the development of dependable �ight software, ranging from embedded and hardware-related

systems to sophisticated payload control.
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In recent years, the the Flight Software Department has already implemented a project

namedScOSA(see Par. 1.2.1), whose goal was to realize an interconnected architecture of

computing nodes capable of running parallel experiments on a multipurpose spacecraft, while

ensuring safety and stability.

Now, researchers are working on the next step in this direction through the development of

the Stellar Appsproject. This initiative was conceived to address the limitations and shortcom-

ings ofScOSAand to further support the broader e�ort to open-up satellite software development

to a wider community, including students and small companies.

The work presented in this thesis is carried out within the context of theStellar Appsproject

and represents a step toward its development.

1.2.1 ScOSA

ScOSA stands for "Scalable On-board Computing for Space Avionics" Flight Experiment" and it

represents an important project carried out at the DLR.

It consists in a distributed, heterogeneous On-Board Computers (OBC) architecture com-

posed of multiple computing nodes that are interconnected in a network.

In recent years in fact, the demand for reliable, high-performance OBCs for space missions

grew immensely. The reason relies mainly in the fact that modern satellite and spacecraft

computer systems require ever-increasing processing power, in order to support demanding

Earth observation missions and autonomous exploration of other celestial bodies.

The ScOSA Flight Experiment indeed, is designed to provide this enhanced computing

capability.

The system's heterogeneity results from the deliberate combination of di�erent processor

types. Processors widely used in terrestrial applications are powerful and cost-e�cient, but they

are highly vulnerable to cosmic radiation, which can interfere with their operation and lead to

their failure. Consequently, radiation-hardened processors are also required, even though they

o�er lower performance. By integrating commercial o�-the-shelf (COTS) and radiation-tolerant

nodes via a SpaceWire network, ScOSA provides a system software stack that supports parallel

computing and dynamic system recon�guration.

In particular, the ScOSA Flight Experiment includes eight Xilinx Zynq 7000 system-on-chips

with dual-core ARM-based processors, along with a LEON3 radiation-tolerant processor. In this

experiment, all 18 cores, as well as the programmable logic on the Zynq FPGAs, are exploited

for high-performance on-board data processing, i.e., for hardware-accelerated computation.

The central concept is that the ScOSA middleware detects failures and transparently migrates
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parallel tasks from failing nodes to nodes that are still operating correctly, thereby increasing

the overall reliability of the system. Once a node is restored, it can be automatically rejoined to

the network and tasks can again be scheduled on it.

One of the main limitations of the current design is that all applications intended to run

on the architecture are compiled into a single monolithic binary. As a result, the middleware

is responsible for mapping all application tasks and communication channels to the various

computing nodes. While this enables high utilization of the system, it reduces �exibility during

the development and integration of di�erent applications. In addition, a failure in a single

application can compromise the entire system. Stellar Apps, the successor to ScOSA, is intended

to address and improve upon these shortcomings.

By the end of 2024, the ScOSA project had successfully operated on ESA's OPS-SAT satellite.

The plan is to continue its development so that it can also be deployed on the DLR CubeSat in

2026, together with additional AI applications.

1.2.2 Stellar Apps

Stellar Apps is an on-board application platform for space missions, conceived as an ecosystem

that enables the safe and secure execution of third-party applications in space. It includes not

only the software running on board, but also a supporting infrastructure on the ground.

As the successor to the ScOSA Flight Experiment Project, its goal is to address and resolve

that project's shortcomings, o�ering an architecture shaped by the lessons learned from the

ScOSA activities.

The core objective is to enhance the �exibility and reusability of multipurpose space-

craft (such as satellites, rovers, space stations, and even full satellite constellations). It allows

users�including those from universities and the private sector�to add, replace, remove, and

update (third-party) applications running on the spacecraft, thereby simplifying and speeding

up the development and deployment of future space software.

In fact, most applications are not initially designed with space usage in mind; therefore, when

an application later proves useful for a space mission, it typically requires considerable time

and e�ort to adapt it to the harsh space environment and to guarantee compliance with strict

safety and security constraints. In contrast, Stellar Apps seeks to shorten the development cycle

for space applications by reusing existing code and libraries, while also enabling applications to

be updated and tested directly in situ.

Whereas in ScOSA all applications are compiled into a single binary, Stellar Apps requires

applications to run independently from one another so that a malicious or faulty application
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does not compromise the stability of the entire system. This isolation is implemented using

containers. Speci�cally, a container image is a portable, executable package containing a software

application and all its dependencies, used to instantiate containers that provide a consistent

and reliable runtime environment for the application.

Among the main requirements and core characteristics of the project are:

ˆ Executing applications in an isolated environment with con�gurable access to spacecraft

and instrument data, thereby ensuring mission safety;

ˆ Supporting incremental updates and in-orbit replacement of applications to enable multi-

mission spacecraft operations;

ˆ Enabling multi-tenant operation and the execution of untrusted code in orbit by relying on

a robust security framework that regulates resource access and prevents faulty applications

from compromising the mission;

ˆ Satisfying the timing constraints of real-time applications and delivering real-time guaran-

tees through the integration of the Xenomai 4 co-kernel and PREEMPT-RT in Linux-based

nodes;

ˆ O�ering a software development environment that closely mirrors the actual execution

environment, reducing the time required to deploy applications in space;

ˆ Supporting AI applications by providing AI-speci�c libraries and accelerators;

ˆ Allowing a broad ecosystem of application developers to build software for space systems,

through an accessible API-based communication interface between applications and the

underlying hardware;

Stellar Apps is structured into three primary components: thespace segment, theground

interfaceand theapplication development, as illustrated in Fig. 1.1.

Together, these components enable the secure execution of potentially untrusted third-

party applications in orbit. The Stellar Apps ground interface is a trusted entity that links

application developers with the spacecraft. It o�ers a container-based development environment.

Applications developed in this environment are submitted to the ground interface, which veri�es

their authenticity and checks their requested permissions on the spacecraft. After validation, the

ground interface generates an app bundle enriched with information on granted entitlements

and other speci�c details, and then transmits it to the spacecraft. Consequently, applications

are deployed asapp bundles.
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Figure 1.1: Architecture of Stellar Apps [3]

Once deployed, the applications are run by the Stellar Apps software platform in the space

segment.

(a)Layered software stack for a single node (b)Nodes' infrastructure

Figure 1.2: Stellar Apps architecture [3]

As depicted in Fig. 1.2a, the software stack for a single node includes, among others, the

following layers:

ˆ the communication layer, which manages secure communication between applications;

ˆ theapplication orchestrator, which is responsible for starting, stopping, installing, updating,

and removing applications on the platform.
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Speci�cally, the orchestrator manages the containerization engine, which isolates applica-

tions and restricts their interaction with the underlying system. When non-nominal behavior is

detected, the application orchestrator is able to terminate the a�ected applications. In the event

that a malfunctioning application is identi�ed, a detailed report is forwarded to the ground

segment, and the application is shut down. A registry maintains the available applications and

o�ers a collection of supported frameworks and libraries in multiple versions.

As illustrated in Fig. 1.2b, applications may run on a single computing node or be distributed

across several nodes. Communication links between nodes enable data exchange among

applications. Data is only shared when the participating applications consent.

Stellar Apps is built for broad compatibility across diverse hardware architectures and o�ers

a robust development environment grounded in the Linux Operating System.

1.3 Proposed contribution of the thesis

Within the context of ensuring isolation between applications running on on-board computers

in satellites and spacecraft in general, the goal of this thesis is to enable such isolation among

real-time applications running on the same embedded platform throughcontainerization�

speci�cally usingPodman containers� and to investigate the overhead introduced by such

real-time containers.

In particular, Since the operating system running on these kind of platforms is usually

GNU/Linuxthat is ageneral-purpose operating system, it needs to be madereal-timeto ensure

real-time guaranties to applications that require them.

For this reason, in this thesis, to transform Linux into a real-time operating system, the

Xenomai 4approach - with theEVL core- was explored and applied. This is not the only existing

solution to enable real-time capabilities in Linux, but it was not extensively studied yet and,

above all, it was never used to enable real-time containers.

Moreover, sinceisolationcan be achieved not only through containers but also through

hypervisors or virtual machines, an alternative approach would have been represented by them,

if it was not for the fact that such techniques have been already widely explored and are

known to incur signi�cant performance overhead.Containersinstead, appear to be noticeably

lighter in terms of memory and performance overhead, a desirable requirement in strict space

environment.

To accomplish this goal, asoftware stackwas designed and implemented by carrying out

the following steps:
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1. Patching the Linux kernel with theEVL coreprovided byXenomai 4to enable real-time

capabilities;

2. Emulating the target hardware platform (AMD Xilinx Zynq MPSoC UltraScale+ ZCU102

platform) usingQEMUandPetalinuxintegrating the custom-kernel image;

3. On the QEMU-emualted board, enabling Podman containers with real-time libraries, in

Rootfulmode;

4. Exploring the feasibility of enabling real-time capabilities in rootless containers;

5. Examining the possibility of running the real-time application inside aRootlesscontainer;

6. Assessing theoverhead- in terms oflatency execution time- introduced by the container-

ization, through comparison with a native execution of the same real-time application on

the bare-metal systemand inside aRootfulandRootlesscontainer.

7. Testing the possibility of running multiple concurrent real-time containers on the QEMU-

emulated system;

8. Testing the behavior change of the system when running a di�erent number of concurrent

real-time containers;

9. Further testing the QMEU-emulated system to �nd the limit in the number of multiple

concurrent real-time running containers supported.



Chapter 2

State of the Art and Used Technology

The growing adoption of Linux-based embedded platforms in modern space systems, together

with the increasing complexity and modularity of on-board software, is driving a convergence

between research areas that were traditionally treated separately. On the one hand, space soft-

ware is progressively moving toward more �exible and software-de�ned paradigms, inspired by

cloud and edge computing approaches and supported by lightweight virtualization mechanisms

such as containers. On the other hand, the stringent requirements of space systems in terms of

predictability, reliability, temporal isolation, and mixed-criticality execution continue to demand

strong foundations in real-time systems engineering.

This convergence raises a central challenge: although container-based virtualization o�ers

signi�cant advantages in terms of software portability, modularity, deployment �exibility,

and reduced overhead, its adoption in safety-critical and time-sensitive environments is only

meaningful if the underlying operating system is able to provide real-time guarantees. For

this reason, the transition toward container-enabled space systems is tightly connected to the

evolution of Linux from a general-purpose operating system into a real-time execution platform,

through approaches such as PREEMPT_RT, hierarchical scheduling based on cgroups, and

co-kernel architectures such as Xenomai.

This chapter reviews the state of the art and introduces the technological foundations that

motivate the work developed in this thesis. It begins by analyzing the evolving landscape of

space software, showing how recent missions and research initiatives are progressively adopting

container-based and cloud-inspired paradigms to reduce entry barriers and enable more �exible

on-board software (see Par.2.1).

It then examines the enabling technologies required to support such a transition, focusing

on the main approaches used to provide real-time behavior in Linux-based systems: the PRE-

10
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EMPT_RT patch, cgroup-based hierarchical scheduling, and co-kernel architectures. Particular

attention is devoted to Xenomai and, more speci�cally, to Xenomai 4 and its EVL core, since

this framework constitutes one of the key technological pillars of this thesis (see Par.2.2).

Building on these foundations, the chapter then discusses the transition from real-time

Linux mechanisms to container-based virtualization in mixed-criticality and space systems,

highlighting both the opportunities o�ered by real-time containers and the limitations that still

characterize the current literature (see Par.2.3).

Finally, the chapter identi�es the speci�c research gap addressed by this work, namely the

lack of integrated real-time containerized execution environments for embedded ARM-based

Linux platforms in the context of space-oriented mixed-criticality systems (see Par.2.4).

2.1 The evolving landscape of Space So�ware

Space missions represent for sure one of the most critical, delicate and advanced contexts in

which software and hardware properly need to integrate between themselves. Indeed, the

main goal is to ensure reliability, precision, safety and security and, in the case of real-time

components, predictability and determinism.

Historically, only large organizations with specialized engineering teams and multimillion-

dollar budgets could build and deploy satellite software, since the complex knowledge required

- ranging from satellite-speci�c hardware to orbital mechanics - made entry into the �eld nearly

impossible [4].

In recent years instead, with advances made in the direction of small satellites such as

CubeSatsandnanosatellites[5], space became within reach for many small agencies, groups

of researchers and university students, making the number of objects orbiting Earth grow to

between 10,000 and 12,000 by 2025 [1]. This shift triggered a transition from highly specialized,

monolithic on-board software toward more �exible, software-de�ned payload architectures for

spacecrafts.

TheEuropean Space Agency's OPS-SATmission [6] is a signi�cant example of this transition.

It consists in a triple-unit CubeSat built by the Graz University of Technology for ESA around an

ARM-based SoC with FPGA fabric and launched in December 2019, which hosted experiments

from over 100 entities across 18 countries and explicitly conceived to break the"has never �own,

therefore it will never �y"barrier that prevents many ideas from ever reaching orbit due to

excessive cost or risk.

This approach breaks the traditional validation bottleneck and enables a wider community -
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including academia, startups, and even individual developers - to test novel ideas directly in

space.

Similarly, the emergence ofsatellite-as-a-servicemodels further reduces the entry barrier.

For instance, in order to increase the number and diversity of people who can access space

and to speed-up the advancement in the space �eld, some commercial platforms likeExodus

Orbitals[4] have taken a further step by adoptingDocker containersas a deployment mechanism,

allowing developers with no prior satellite expertise to build and deploy satellite applications

in a matter of days, reducing development timelines from years to months.

This democratization is also supported by the increasing availability of shared satellite

infrastructures and hosted payloads, as highlighted inCubeSat ecosystems[7], where users can

deploy software without building the entire spacecraft.

In parallel, research e�orts such as DLR'sStellar Apps[3] propose modular on-board software

platforms where third-party applications can be deployed, updated, and executed in isolated

environments, enabling continuous evolution of mission capabilities even after launch.

Other works, such as [2], envision spacecraft as distributed computing nodes capable of

hosting data processing pipelines and cloud-like services directly in space.

Moreover, the introduction of virtualization concepts in avionics architectures, such asPlug

& Fly approachesbased on hypervisors [8], highlights the need for �exible and recon�gurable

software environments in modern missions.

Similarly, sandboxing approaches for CubeSat applications[9] demonstrate how isolation

mechanisms can enable the safe execution of heterogeneous software components on shared

platforms.

Overall, recent works show that space agencies and industry stakeholders are progressively

shifting towardcontainer-basedand cloud-inspired paradigms, enabling faster development

cycles, increased �exibility, and broader participation in space missions.

This evolution is also consistent with a broader trend observed inmixed-criticality computing,

where traditional hypervisor-based partitioning is progressively being complemented, and in

some cases challenged, by lighter virtualization mechanisms based on containers. In fact,

the literature highlights thatcontainersare increasingly regarded as an attractive solution for

consolidating workloads with di�erent criticality levels on the same hardware, thanks to their

lower overhead, simpli�ed deployment and improved scalability with respect to full virtual

machines.

At the same time, these advantages come with a fundamental requirement: containerized

applications can only be used for time-critical workloads if the underlying operating system is

able to provide predictable timing behavior and strong temporal isolation [10, 11, 12]. For this
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reason, the transition toward software-de�ned and container-enabled space systems is tightly

connected to the evolution of Linux into areal-time execution platform.

Enablingreal-time behavioron the general-purpose operating system Linux, requires ap-

proaches such as thePREEMPT_RT patch, co-kernel architectures likeXenomai or RTAI, or

hierarchical scheduling mechanisms based on Linux control groups[10].

In this perspective, embedded and space platforms can bene�t from the same technological

direction: lightweight OS-level virtualization can make software deployment more modular and

reusable, but only if supported by a Linux-based system equipped with real-time capabilities

and by kernel mechanisms such as namespaces and cgroups, which constitute the foundation

of container isolation and resource control [10, 13]. Therefore, before introducing real-time

containers for mixed-criticality and space scenarios, it is necessary to examine the enabling

technologies that make this possible, namely real-time Linux frameworks and the kernel

mechanisms underlying OS-level virtualization.

2.2 Real-Time Linux and foundations for Container-based

systems

2.2.1 Real-Time Linux Frameworks

In recent years, signi�cant research e�orts have focused on transforming the Linux kernel into

a platform capable of providing real-time guarantees such as predictability, bounded latency

and temporal isolation. This evolution is crucial to support modern workloads in domains such

as industrial automation, robotics, and, more recently, space systems, where �exible software

deployment must coexist with strict timing constraints.

Several approaches have been proposed, including the single-kernel solution based on

the PREEMPT_RT patch (see Par.2.2.2), theresource management mechanisms- control groups

(cgroups)- which enable hierarchical resource allocation (see Par. 2.2.3, and the more radical

dual-kernel (or co-kernel) architecture (see Par. 2.2.4).

These approaches are widely recognized in the literature as the main techniques to enable

real-time capabilities in Linux systems [10], and they represent the technological foundation for

supporting more advanced paradigms such as real-time containerization and mixed-criticality

execution.
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2.2.2 PREEMPT_RT

To enhance the real-time capabilities of the Linux kernel, the PREEMPT_RT patch can be applied.

This patch modi�es the kernel to minimize latency and improve system responsiveness. Its main

goal is to reduce the non-deterministic behavior of standard Linux by enabling the preemption

of almost all kernel tasks. As a single kernel approach, PREEMPT_RT allows real-time tasks

and non-real-time tasks to coexist within the same Linux kernel, providing a uni�ed execution

environment for both types of applications.

More speci�cally, the PREEMPT-RT patch enablesfull kernel preemption, allowing higher-

priority tasks to preempt lower-priority ones even during critical sections of code execution. To

support this behavior, the Linux scheduler is modi�ed to implement priority-based scheduling

policies that prioritize real-time tasks over non-real-time tasks. This ensures that critical

processes are executed in a timely manner and meet their deadlines, leading to reduced latency

and enhanced responsiveness.

The most signi�cant changes introduced by PREEMPT_RT are represented by the replace-

ment of locking primitives, such asspinlock_t, with a preemptible and priority-inheritance-aware

mechanism known asrtmutex. Moreover, interrupt handling is enforced through the use of

threaded interrupts.

As a result, the kernel becomes fully preemptible, with the exception of a few critical code

sections, such as entry routines, the scheduler itself, and low-level interrupt handlers.

Unlike dual-kernel approaches, PREEMPT_RT maintains asingle-kernel architecture, where

real-time and non-real-time tasks coexist within the same execution environment. This simpli�es

system integration and preserves compatibility with standard Linux tools and applications.

With the release of Linux 6.12, PREEMPT_RT has been included into the mainline kernel

enabling real-time scheduling on x86, ARM64 and RISC-V architectures, without requiring

modi�cations to the original kernel source.

Although PREEMPT_RT may not provide the strict determinism required for ultra-low-

latency or hard real-time applications [10], it o�ers a considerable improvement over the vanilla

Linux kernel. For this reason, it is widely adopted in scenarios where soft real-time guarantees

are su�cient, such as multimedia processing, certain industrial automation processes, and

robotics or it is complemented by additional mechanisms such as hierarchical scheduling or

container-based isolation when stronger guarantees are required.
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2.2.3 RT-cgroups and Hierarchical Scheduling

Another fundamental mechanism for enabling real-time behavior in Linux systems is the use of

control groups (cgroups)that enables the hierarchical organization of processes and the controlled

distribution of system resources among them.

In particular, a cgroup is a collection of processes that are bound to a set of limits or

parameters de�ned via the cgroup �lesystem [14]. cgroups are organized in a tree-like structure

and every process in the system belongs to exactly one and only cgroup. All threads of a process

belong to the same cgroup. Upon creation, a process inherits the cgroup of its parent, although

it may later be migrated to a di�erent one. Such migration does not a�ect any already existing

child processes.

A cgroup framework consists of two main components: thecoreand a set ofcontrollers.

cgroupsare primarily used to:

ˆ Set limits for system resource allocation;

ˆ Prioritize the allocation of hardware resources to speci�c processes;

ˆ Restrict certain processes from accessing some hardware resources.

Real-time tasks, like any other type of task, are auto-placed under a cgroup, determined

mostly bysystemdor by an application managing its own cgroup sub-tree. These tasks can

run until preempted by higher priority tasks or voluntarily yield due to I/O waits or sleep

operations. However, such monopolization of CPU resources by real-time tasks may end up

destabilizing the system, as it can prevent essential Linux Kernel housekeeping and periodic

tasks from executing.

When it comes toreal-time scheduling, it is essential that a group can rely on a constant

amount of bandwidth, such as CPU time. In order to schedule multiple groups of real-time tasks,

each group must therefore be assigned a �xed portion of the available CPU time. However,

without a guaranteed minimum, a real-time group may fail to meet its timing constraints, while

an imprecise upper bound is insu�cient for deterministic scheduling. Consequently, the only

possible solution is to allocate a �xed CPU time slice to each group. This means that the CPU

time is partitioned into periods, specifying how much time can be spent running in a given

period. This allocated runtime is reserved for each real-time group, and the other real-time

groups are not permitted to use it. The time not allocated to a real-time group will be used to

execute normal priority tasks (best-e�ort tasks) scheduled under theSCHED_OTHER policy.

Likewise, any unused real-time runtime is also picked up by SCHED_OTHER tasks.
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Such mechanisms are particularly relevant forreal-time containers, since containers rely on

cgroups for resource control. Indeed, several works identify cgroups as a key building block for

enabling real-time behavior in containerized environments [10].

However, achievingdeterministic behaviorrequires more than simple resource partitioning.

As discussed in the literature,real-time scheduling for cgroupsoften relies on deadline-based

policies, such as extensions of the Linux SCHED_DEADLINE scheduler. For example, in [13], a

two-level hierarchical scheduling framework has been proposed, where cgroups are scheduled

using deadline-based policies, while tasks within each group are scheduled using �xed priorities.

This approach aligns with broader research on hierarchical resource orchestration [15],

where system resources are dynamically allocated among containerized workloads to improve

predictability and e�ciency.

2.2.4 Co-Kernel Architectures: Xenomai

A fundamentally di�erent approach from the previously discussed solutions is based on the

introduction of a dedicated real-time execution core that runs alongside the general-purpose

Linux kernel at a higher priority level. This core is capable of intercepting hardware interrupts

and deferring them when necessary, ensuring that real-time execution is not a�ected by the

non-deterministic behavior of the standard kernel.

This architecture is commonly referred to as aco-kernelor dual-kernelapproach, and it is

adopted by systems such asRTAIandXenomai[16, 17].

In a dual-kernel system, the design principle is to minimize the functional overlap between

the general-purpose kernel and the real-time core. The latter is responsible for handling time-

critical workloads and is intentionally kept simple and decoupled from the rest of the system in

order to ensure trustworthiness and predictability.

This separation enables extremely low latency and minimal jitter, making co-kernel archi-

tectures particularly suitable for applications with stringent real-time requirements. However,

achieving these guarantees requires that applications interact exclusively with the system call

interface provided by the real-time core. If a real-time task invokes a standard Linux system

call while executing in the high-priority stage, it is automatically migrated to the low-priority

(in-band) stage, thus losing its real-time guarantees.

As highlighted in the literature, co-kernel solutions generally provide stronger real-time

guarantees than single-kernel approaches such as PREEMPT_RT, at the cost of increased system

complexity and reduced transparency for application developers [17, 10].

In a typical dual-kernel (co-kernel) architecture, two main components coexist (see Fig. 2.1):
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Figure 2.1: Dual-kernel architecture

ˆ a low-levelreal-time executive, which directly manages hardware interactions and inter-

rupts;

ˆ a general-purpose Linux kernel, which handles non-critical tasks and deferred interrupts.

The key idea is that interrupts are �rst intercepted by the real-time executive instead of

being immediately delivered to the Linux kernel. Critical interrupts are handled immediately,

while non-critical ones are delayed and later forwarded to Linux. In this way, real-time tasks

are never blocked by non-deterministic kernel activities.

As a result, the Linux kernel becomes fully preemptible from the perspective of real-time

execution, allowing time-critical tasks to interrupt kernel activities at any time and achieve

immediate response. The two kernels operate quasi-independently, each serving its own class

of workloads, with absolute priority always granted to the real-time core.

This approach was initially introduced by RT-Linux and later adopted and extended by

frameworks such as RTAI and Xenomai.

Among these,Xenomairepresents one of the most mature and widely adopted co-kernel

frameworks. It extends Linux by providing real-time capabilities through a companion real-time

core (historically known as theXenomai nucleus), enabling deterministic execution, low latency,

and strict timing guarantees for real-time tasks [16].

The Xenomai project was launched in 2001 and evolved through several iterations. Initially, it

merged with the RTAI project to form RTAI/fusion, and later became an independent framework,

continuously evolving toward improved integration with the Linux kernel.
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Figure 2.2: Integration of Xenomai within the Linux architecture [18]

The latest generation,Xenomai 4, is adopted in this thesis and is described in the following

section.

2.2.5 Xenomai 4 and the EVL Core

The latest evolution of the Xenomai framework,Xenomai 4, introduces a modern, scalable, and

maintainable dual-kernel architecture built on top of theDovetailinterface [16, 19].

Dovetail provides a mechanism for integrating a high-priority execution stage into the

Linux kernel, enabling the coexistence of real-time and general-purpose workloads within a

uni�ed system while preserving strong timing guarantees.

As shown in Fig. 2.3, the Xenomai 4 architecture consists of the following main components:

ˆ TheDovetail interface, which acts as a communication layer between the Linux kernel and

the real-time execution stage. It introduces an additional high-priority execution context,

often referred to asout-of-bandexecution, where real-time tasks can run independently

from standard kernel constraints such as interrupt masking and spinlocks.

ˆ TheEVL (Embedded Virtual Layer) core[21], which replaces the former Cobalt core used in

Xenomai 3. EVL is integrated into the Linux kernel as a lightweight subsystem responsible

for executing time-critical tasks with deterministic behavior and bounded latency.

ˆ The libevl user-space library, which exposes the services of the EVL core to C/C++

applications, providing a set of low-latency primitives designed to operate in the out-of-

band context.
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Figure 2.3: Xenomai 4 architecture [20]

ˆ Therevl Rust crate, which provides similar functionality for Rust-based applications.

Interrupt Pipeline (I-Pipe)

A key mechanism enabling the dual-kernel behavior in Xenomai is theinterrupt pipeline(I-Pipe),

which is part of the Dovetail infrastructure.

The I-Pipe introduces a layered interrupt handling model, where interrupts are �rst delivered

to a high-priority domain (the real-time core) before reaching the Linux kernel. In this model:

ˆ the real-time core has the �rst opportunity to process interrupts;

ˆ time-critical interrupts are handled immediately in the high-priority stage;

ˆ non-critical interrupts are deferred and later propagated to the Linux kernel.

This mechanism ensures that real-time tasks are not delayed by kernel activities, such as

interrupt disabling or critical sections protected by spinlocks, which are common sources of

latency in standard Linux systems.

Conceptually, the I-Pipe [22] creates two execution stages:

ˆ anout-of-band stage, where real-time tasks execute with highest priority;

ˆ an in-band stage, corresponding to the standard Linux kernel execution.
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Figure 2.4: Interrupt pipeline (I-Pipe) mechanism in dual-kernel architectures

When areal-time taskis active, it can preempt the in-band stage at any time. Conversely,

when no real-time activity is present, Linux executes normally. This cooperative yet prioritized

execution model allows both domains to coexist e�ciently.

It is important to note that Dovetail itself only provides the infrastructure for hosting a real-

time execution stage, but does not implement a real-time core. This functionality is provided by

EVL, which builds on top of Dovetail to deliver full real-time capabilities.

Compared to Xenomai 3, the Xenomai 4 architecture signi�cantly simpli�es integration

with the Linux kernel, improves maintainability, and provides a more �exible programming

model, while still preserving the strong real-time guarantees typical of co-kernel solutions.

2.3 From Real-Time Linux to Container-Based Virtualiza-

tion in Mixed-Criticality and Space Systems

While the approaches described in the previous sections enable Linux to meet real-time require-

ments, they also provide the foundation for higher-level virtualization mechanisms (container-

based virtualization).

Containers rely on two fundamental Linux kernel features:

ˆ namespaces, which provide isolation of system resources such as processes, networking,

and �lesystems;
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ˆ cgroups, which enable �ne-grained control and limitation of resource usage (e.g., CPU,

memory, I/O).

Together, these mechanisms implementOS-level virtualization, allowing multiple isolated

applications to run on the same kernel with minimal overhead. Compared to traditional

hypervisor-based virtualization, containers o�er near-native performance, faster deployment,

and more e�cient resource utilization [10].

However, standard containers are not designed to provide real-time guarantees and, in fact,

they lack mechanisms to ensure deterministic execution and temporal isolation under resource

contention. This limitation has motivated extensive research onreal-time containers, aiming to

combine the �exibility of containerization with the predictability of real-time systems.

Several approaches have been proposed in the literature to enable real-time behavior in

containerized environments. For instance, extensions of Linux scheduling policies allow con-

tainers to be managed with deadline-based mechanisms, providing temporal guarantees to

containerized workloads [13]. In this context, hierarchical scheduling frameworks have been

introduced to allocate resources across containers in a predictable manner, ensuring that each

workload receives a guaranteed share of system resources [15].

In parallel, co-kernel-based approaches integrate containers with real-time execution cores

(e.g., Xenomai or RTAI), achieving strong temporal isolation and low-latency execution even in

the presence of mixed workloads [23]. These solutions demonstrate that the evolution of Linux

into a real-time operating system is a key enabler for deploying container-based applications in

safety-critical domains.

This trend is particularly relevant in the context ofmixed-criticality systems(MCS), where

applications with di�erent levels of criticality must coexist on shared hardware. Traditionally,

such systems have relied on hypervisor-based virtualization to ensure spatial and temporal

isolation. Hypervisors provide strong guarantees, but at the cost of signi�cant overhead, as

each virtual machine requires a full operating system instance.

Recent research highlights a growing shift toward lightweight virtualization solutions based

on containers. In fact, containers are increasingly considered a viable alternative to hypervisors,

as they enable e�cient workload consolidation while reducing computational and memory

overhead [Towards_Lightweight ]. This aspect is particularly important inembedded and

resource-constrained environments, such as those found inspace systems.

At the same time, ensuring predictability in container-based mixed-criticality systems

remains a key challenge. To address this, several works propose integrating containers with

advanced real-time scheduling techniques. For example, hierarchical scheduling approaches
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have been used to guarantee temporal isolation among containers with di�erent criticality levels

[15]. Similarly, lightweight isolation frameworks aim to replace hypervisor-based architectures

with container-based solutions while preserving both temporal and fault isolation [11].

Additional research e�orts focus on enabling real-time scheduling directly within con-

tainerized environments. For instance, Linux kernel extensions have been proposed to sup-

port deadline-based scheduling of containers, demonstrating that temporal guarantees can be

achieved without relying on hypervisors [13]. Moreover, orchestration frameworks have been

introduced to dynamically allocate and adjust resources among containers, improving real-time

performance under varying workloads [15].

Other approaches combine containerization with co-kernel architectures and monitoring

mechanisms to ensure temporal separation and fault isolation in mixed-criticality environments

[23]. These solutions highlight the feasibility of using containers as a building block for next-

generation real-time systems.

Despite these promising developments, the adoption of real-time containers inspace systems

still presents several challenges. Indeed, space platforms impose strict requirements in terms of

reliability, determinism and resource constraints, while also increasingly relying on embedded

architectures, such as ARM-based systems.

Although real-time container technologies have been extensively studied and validated in

industrial and cloud environments, most experimental evaluations have been conducted onx86

platforms, with limited evidence of their deployment on embedded architectures typically used

in space missions [10].

This gap indicates that, although the technology is maturing, its adoption in real space

applications is still at an early stage. In particular, further research is required to:

ˆ ensure real-time guarantees under resource contention;

ˆ provide strong temporal and spatial isolation between workloads of di�erent criticality;

ˆ validate container-based solutions on embedded and space-grade platforms.

Hence, it is possible to a�rm that, as the literature suggests, real-time containers represent

a promising direction for future space systems due to �exibility and isolation they provide.

However, enabling these kind of technologies in practice is still a challenge, especially on

ARM-based and resource-constrained platforms.



Chapter2 - State of the Art and Used Technology 23

2.4 Research gap addressed by this thesis

Despite signi�cant progress in real-time Linux and container-based virtualization, a clear

gap remains between existing research and their practical adoption in space systems. In

particular, most real-time container solutions have been designed and validated in industrial or

cloud environments, predominantly targeting x86-based platforms, while their applicability to

embedded and space-grade architectures, such as ARM-based systems, is still largely unexplored

[10]. Moreover, although several approaches have been proposed to combine containers with

real-time scheduling techniques or co-kernel architectures, there is still a lack of integrated

frameworks that can simultaneously guarantee temporal predictability, isolation, and e�cient

resource utilization under the stringent constraints of space missions.

This thesis aims to address this gap by investigating how real-time Linux frameworks and

container-based virtualization can be e�ectively combined on embedded platforms - especially

ARM-based ones like the ones used by space agencies - to support mixed-criticality workloads in

space systems. In particular, this work focuses on enabling real-time execution in containerized

environments by using co-kernel architectures like Xenomai 4, along with Linux mechanisms

such as cgroups and namespaces for resource control and isolation.

The main contribution of this work lies in the design and implementation of a real-time

capable containerized execution environment on an embedded platform, demonstrating the

feasibility of deploying modular and reusable software components while preserving real-

time guarantees. By bridging the gap between real-time operating system extensions and

container-based virtualization, this thesis provides a step toward the adoption of lightweight,

software-de�ned architectures for next-generation space missions.
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Project Implementation

The following chapter �nally delves into the details of the implementation of the project

proposed in this thesis.

First, the target hardware and the motivation of the choices are presented 3.2. Then, an

overview of the steps followed and reasons behind them is depicted in Par. 3.3. The actual

building of the EVL-kernel and the emulation of the target board through QEMU and Petalinux

are reported instead in Par. 3.4). Then, thetesting partof the project started in Par. 3.5, with

the �nal goal of checking if it was possible to run a real-time application (which complete

implementation is available in Appendix A) inside Podman containers on the emulated system.

The test phase addressed di�erent questions, from the feasibility of running the real-time

application inside PodmanRootfulandRootlesscontainers usingEVL devicesto exploit the real-

time capabilities of the system (see Par. 3.5.1), to the possibility of running multiple concurrent

Rootless containers with a real-time application executing inside them (see Par. 3.6), to the �nal

question regarding the scalability of the system that brought to discover a limit to the number

of concurrent containers running on this kind of architecture (see Par. 3.7).

3.1 ZCU102 Zynq ARM A53 UltraScale+ Board

The hardware platform that has been emulated and employed in this thesis is theXilinx AMD

Zynq UltraScale+ MP-SoC ZCU102board (see Fig. 3.1). This board incorporates a quad-core

Arm Cortex-A53, dual-core Cortex-R5F real-time processors, and a Mali-400 MP2 graphics

processing unit, all built on AMD's 16nm FinFET+ programmable logic fabric [24].

The ZCU102 supports all major peripherals and interfaces, enabling development for a wide

range of applications, from automotive to industrial, from video to communications applications.

24
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Figure 3.1: AMD Zynq UltraScale+ MPSoC ZCU102 Evaluation Platform

The ZCU102 was selected as reference hardware because its family is widely adopted in �elds

such asaerospace on-board computers, industrial controllers, and robotics. Speci�cally, at DLR

the closely relatedZCU104andZynq 7000are used as on-board computers, including in the

Stellar AppsandScoSAprojects, whereas the ZCU102 was physically available and usable in the

laboratory at the University Federico II where this thesis was conducted.

3.2 Tools and technology used in the project

3.2.1 Yocto Project

The Yocto Projectis an open-source collaboration project that provides tools and templates

for creating custom Linux-based systems for embedded platforms. According to the o�cial

Yocto Project documentation [25], the framework allows developers to�create a custom Linux

distribution for embedded systems regardless of the hardware architecture�.

It is not a Linux distribution itself, but rather a framework that enables developers to

generate tailored distributions through a reproducible build process.

At its core, Yocto is based on theOpenEmbedded build system, which uses metadata and

recipes to describe how software components should be con�gured, compiled, and assembled

into a complete system image. This process is orchestrated by the BitBake build engine, which
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resolves dependencies and executes build tasks.

The modular structure enables �ne-grained control over kernel con�guration, root �lesystem

composition, toolchain generation, package management - making Yocto particularly suitable

for complex embedded systems where reproducibility, customization, and cross-compilation

are essential.

In reality, in the context of this thesis, the Yocto environment was not directly used because

no Linux distribution had to be built from scratch, but rather it was used as across-compilation

infrastructurefor targeting the ARM64 ZynqMP platform. Speci�cally,Petalinux 2022.1- Xilinx's

embedded development framework built on top of Yocto - was used to bundle a pre-con�gured

Yocto environment that was leveraged to cross-compile the container runtime stack required

for the project.

3.2.2 Petalinux

PetaLinuxis a Linux-based embedded development framework provided by AMD (formerly

Xilinx), built on top of theYocto Project[25, 26]. It simpli�es the process of generating embedded

Linux systems targeting programmable SoCs such asZynq, Zynq UltraScale+andVersaldevices.

By leveraging Yocto internally, PetaLinux abstracts much of the complexity of the build

system while still bene�ting from its �exibility and scalability.

In particular, it provides pre-con�gured metadata layers for Xilinx platforms, integration

with hardware descriptions exported from Vivado, and simpli�ed con�guration interfaces.

As described in the o�cial PetaLinux Tools Reference Guide[26], the toolchain enables the

creation of a complete embedded Linux image including bootloaders, kernel, device tree, and

root �lesystem, starting either from a Board Support Package (BSP) or from a custom hardware

design.

In the context of this thesis, PetaLinux 2022.1 was used in a non-standard way, not to perform

a full system build, but selectively, to extract speci�c components that the �nal emulated system

depended upon. Additionally, PetaLinux's Yocto environment was used as a cross-compilation

infrastructure to build the container runtime stack as ARM64 RPM packages, since the PetaLinux

root �lesystem lacked a package manager with feeds containing these tools. Finally, PetaLinux

provided the ZynqMP-speci�c QEMU binaries used to launch the emulated platform, which

include Xilinx-speci�c patches not present in standard distribution QEMU builds.
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3.2.3 QEMU

QEMU (Quick Emulator)is an open-source system emulator widely used forvirtualization and

hardware emulation. It enables the execution of software compiled for one architecture on a

di�erent host system. It supports multiple modes of operation, includingfull-system emulation�

where an entire machine including CPU, memory, and peripherals is emulated � anduser-mode

emulation- where individual applications are executed across architectures.

Its core mechanism relies ondynamic binary translation (DBT), which converts guest in-

structions into host instructions at runtime, allowing e�cient cross-platform execution [27,

28].

QEMU is widely used in both academia and industry as a �exible platform for system

prototyping and validation, providing models for CPUs, memory subsystems, and peripherals

that enable unmodi�ed operating systems to run in a virtual environment [29].

Within the AMD/Xilinx ecosystem, QEMU is extended to support speci�c SoC platforms,

providing accurate representations of hardware components and boot �ows [30].

In this thesis, the Xilinx-patched QEMU provided by PetaLinux 2022.1 was used to emulate

the ZCU102 board � a Zynq UltraScale+ MPSoC based on four ARM Cortex-A53 cores.

The detailed implementation is reported in Par. 3.4.

Anyway, it is important to note that while QEMU provides functional emulation, it does

not guarantee cycle-accurate timing [31], which directly impacted the real-time latency mea-

surements collected in this thesis.

3.2.4 EVL core and libevl

TheEVL coreis the real-time framework at the heart of Xenomai 4, designed to provide de-

terministic, low-latency execution on Linux systems through adual-stage interrupt pipeline

architecturecalledDovetail[20, 19].

Unlike its predecessorXenomai 3 (Cobalt), which implemented a truedual-kernel model

where a separate co-kernel treated Linux as its idle task [32],EVLintegrates directly into the

Linux kernel as anout-of-band (OOB) execution stagethat takes priority over Linux's in-band

stage at the interrupt pipeline level. This means there is onlyone kernel binary� Linux extended

with Dovetail and the EVL core � but with two distinct scheduling domains: the OOB stage,

managed by EVL, which handles real-time threads with deterministic guarantees, and the

in-band stage, managed by Linux's CFS scheduler, which handles all general-purpose workloads

including container infrastructure.
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According to the o�cial EVL documentation [16], the framework enables highly predictable

execution latencies by running time-critical workloads in the OOB stage, isolated from the

unpredictability of Linux's in-band execution.

EVL threads are genuine Linux threads � fully visible to the kernel, with realPIDsandTIDs

� that migrate to the OOB scheduling domain upon callingevl_attach_thread() .

This architectural property was directly relevant to container integrationin this thesis: since

EVL threads retain their host TIDs regardless of container boundaries, the container isolation

layer is completely transparent to the EVL core, allowing containerized RT-threads to attach to

the OOB stage exactly as native processes would.

Furthermore, in this thesis, thelinux-evl source tree� the pre-integrated repository

maintained by the Xenomai project at [33], containingLinux 6.12 with Dovetail and the EVL

core already merged� was cross-compiled for ARM64 using the Xilinx ZynqMP defcon�g from

linux-xlnx as the hardware con�guration baseline. The resulting kernel image was the kernel

running on the emulated ZCU102 throughout all experiments.

This process will be further explained in the Par.3.4.4.

libevl is the userspace librarythat provides the API for interacting with the EVL core.

Through libevl, applications can create and manage real-time threads and handle synchroniza-

tion primitives. Furthermore, it allows to perform time-sensitive operations with deterministic

guarantees.

Unlike standard POSIX interfaces, libevl maps its calls to EVL-speci�c kernel mechanisms,

ensuring that threads executing through it are scheduled by the OOB stage rather than Linux's

CFS.

In this thesis, libevl also was cross-compiled (as the kernel image) for ARM64 on the host

and then installed into the root �lesystem.

Insidecontainers, libevl was made available throughbind mounts, and the real-time bench-

mark application used it to attach its periodic task thread to the EVL OOB SCHED_FIFO

scheduler at priority 80, achieving the real-time execution whose latency characteristics were

measured and analyzed throughout the experimental evaluation.

3.2.5 Podman Containers

Podmanis an open-source container engine developed byRed Hatfor building and running

containers compliant with theOpen Container Initiative (OCI)standards. It provides a complete

toolchain for container lifecycle management, from the image creation to the orchestration of

containerized workloads.
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According to the o�cial Podman documentation [34], it is a"daemonless, open source,

Linux native tool"designed to simplify the deployment and execution of applications using

OCI-compatible containers.

Unlike traditional container engines such asDockerthough, Podman does not rely on a

central background service (daemon): indeed, each container is executed as a direct child

process of the user, improving both system transparency and security [35, 36]. From an

architectural point of view, Podman is based on thelibpod library, which provides APIs for

managing containers, images, volumes, and groups of containers called pods, maintaining full

compatibility with existing container ecosystems - including Docker-compatible command-line

interfaces and image formats [37].

Containers managed by Podman follow the paradigm ofOS-level virtualization[38, 39],

where isolated userspace instances are created using two fundamental Linux kernel mechanisms:

namespacesandcontrol groups (cgroups). These two mechanisms serve complementary roles

and together de�ne what a container is at the kernel level.

In more detail,Namespacesprovide isolation by giving each container a private view of

speci�c system resources, independently from what the rest of the system sees. Indeed, Linux

provides several namespace types, each isolating a di�erent resource:

ˆ PIDnamespace, that gives the container its own private process ID space;

ˆ the networknamespace, that provides isolated network interfaces and routing tables;

ˆ the mountnamespace, that gives the container its own �lesystem tree;

ˆ the usernamespace, that maps container UIDs/GIDs to host UIDs/GIDs;

ˆ the UTS and IPCnamespaces, that isolate hostname and inter-process communication

resources respectively.

In reality, namespaces controlvisibility but not consumption: indeed, a process inside a

namespace cannot see resources outside it, but is not inherently limited in how much CPU or

memory it uses.

For this reason,cgroupscomplement namespaces by providing resource control, namely

limiting and accounting for how much CPU time, memory, block I/O bandwidth, and number

of processes each container group can consume. This is why, when Podman creates a container,

it simultaneously creates a new cgroup for that container's processes and con�gures resource

limits accordingly. The kernel then transparently enforces these limits on every process running

inside that cgroup, including any processes spawned after container startup.
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This approach provides lightweight isolation compared to full virtual machines, enabling

e�cient resource utilization and rapid deployment.

Another distinctive feature of Podman exploited throughout this thesis was its support for

Rootless containerexecution ,

In particular, in the context ofthis thesis, the interaction between Podman and the Linux

kernel mechanisms of namespaces and cgroups required careful attention in order to correctly

enable real-time container execution on the EVL kernel. First, the system had to be con�gured

to operate in purecgroup v2 mode, since the container runtime refused to operate in the hybrid

cgroup con�guration that the PetaLinux root �lesystem defaulted to. Cgroup v2 was also

essential for enabling safeRootless executionwhich allows containers to run without elevated

privileges, reducing the attack surface and aligning with the security requirements relevant to

multi-tenant space software platforms such as DLR'sStellar Apps[35].

Rootless execution was the primary target con�guration of this thesis, withRootful containers

used only as a baseline for comparison in the experimental evaluation.

On thenamespace side, theuser namespacemechanism required speci�c handling to allow

Rootless containersto access EVL devices, which by default were not accessible to remapped

unprivileged users inside the container. This was resolved by appropriately adjusting device

permissions and preserving user identity mapping between host and container.

Finally, a fundamental architectural property that made real-time container execution

possible is that container processes remainordinary Linux processes from the kernel's perspective.

This means that the namespace and cgroup boundaries are completely transparent to the EVL

core, which can schedule containerized RT threads in its OOB domain exactly as it would

native ones. This is also what distinguishesOCI containersfrom hypervisor-based virtualization

approaches, where an additional layer between the RT thread and the kernel would destroy any

determinism guarantee.

The details of the implementation of Podman containers in the system is provided in Par.

3.2.5.

3.2.6 Role in the Development Workflow

So, in conclusion of this paragraph about the tools and technology used, it is possible to

a�rm that the combined use ofYocto/PetaLinux, QEMU, and EVL/libevlde�ned the complete

development and validation work�ow of this thesis.

In particular,PetaLinuxprovided the hardware-speci�c �rmware and tooling infrastructure

for the ZynqMP platform.
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Then,QEMUenabled full system emulation without requiring physical hardware, allowing

iterative development and large-scale scalability experiments � up to 64 concurrent containers

� that would have been signi�cantly more complex to conduct on real hardware.

At that point, EVLintroduced the real-time capabilities through its OOB scheduling domain,

while libevl exposed those capabilities to userspace applications running both natively and

inside Podman containers.

Finally,Podman containerswere enabled through cgroups v2 and namespaces mechanism of

Linux kernel, with the EVL devices exposed, in order for the containers to be able to execute a

real-time application inside themselves.

It is important to note though, that QEMU's lack of cycle-accurate timing represents a

fundamental limitation on the validity of the real-time latency measurements collected: the

emulated environment introduced arti�cial latency �oors and jitter that would not be present

on real ZCU102 hardware, and all quantitative results in this thesis should be interpreted in

this context.

3.3 Understanding the basics of the So�ware-Stack Imple-

mentation

In order to enable the execution of real-time applications inside containers on a platform

representative of the on-board computers used by DLR for space missions - such asScOSA(see

Par. 1.2.1) andStellar Apps(see Par. 1.1) - many di�erent steps were carried out.

Before detailing the adopted work�ow, which will be described throughout this chapter, it

is useful to �rst introduce the variouscomponentsinvolved.

This project mixes multiple architectural and software domains. In more detail, it combines

three di�erent architectural "spaces" (host environment, target �lesystem, andQEMU-emulated

hardware), two kernels (linux-xlnx (Xilinx vendor fork of the Linux kernel) and thelinux-evl

(an already EVL-patched Linux kernel provided by Xenomai 4), two build paradigms (cross-

compilationandnative compilation), and three software layers (kernel, EVL coreandcontainers).

3.3.1 Overview of workflow and achievements

Before delving into the technical details, it is useful to provide an overview of the achieved

goals and the main steps undertaken to accomplish them.

Therefore, these are summarized as follows:
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1. On the host side (x86_64), an EVL-enabled ARM64 kernel (linux-evl with linux-xlnx used

as a source of the defcon�g for the ZynqMP platform) was built, producing a functional

bootableImage.

2. An emulation of the Xilinx ZCU102 board was set up using the Xilinx/Petalinux QEMU

�ow, ensuring a QEMU boot stable pipeline through a custom-made shell �lerun-qemu-

evl.sh.

3. The pre-builtrootfs.ext4image provided by Petalinux used to boot QEMU was resized to

guarantee enough space for development and containers.

4. The ARM64 userspace - includinglibbpf andlibevl - for the emulated-board wascross-

compiled.

5. The resulting userspace was injected into the rootfs.ext4 image to ensure persistency.

6. The modi�ed rootfs.ext4 was mounted inside the QEMU emulation.

7. QEMU was launched using the Xilinx/Petalinux QEMU work�ow, executing the run-qemu-

evl.sh shell �le, replacing the default kernel image with the previously built EVL-enabled

Image and pointing to the edited rootfs.ext4.

8. EVL tests - such ashecticand latmus - were executed on QEMU to test the correct

functionality of the EVL kernel.

9. A Podman container stackwas built as a set of RPM packages usingYocto/BitBakeon the

host x86_64 system.

10. A local RPM repository was created on the host and exposed via HTTP for installation

on the QEMU guest.

11. Podman was installed on QEMU usingdnf from the local repository.

12. A basicbusyboxPodman container was launched on QEMU to test the proper functioning

of the container engine.

13. A RootfulPodman container based on a Debian image was created with real-time capabil-

ities enabled.

14. The target real-time benchmark application (Real_Time_Execution_monitor.c) provided

externally was successfully executed on QEMU outside containers.
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Figure 3.2: Process for getting the EVL core running on a target system [16]

15. The same benchmark application was successfully executed inside the Rootful Debian

Container.

16. A RootlessPodman container based on a Debian image with real-time capabilities was

created.

17. The same application was executed inside the Rootless Debian Container.

18. Concurrent execution of multiple instances of the same Real-Time Application inside dif-

ferent real-time Podman containers in di�erent con�gurations (Rootful-Rootful, Rootless-

Rootless and mixed) was successfully realized.

19. An evaluation of the overhead introduced by containerization was performed, comparing

containerized execution of a real-time application with the bare-metal execution.

20. More tests were conducted to evaluate the feasibility of running concurrent real-time

Rootless containers on the QEMU-emulated board.

21. The scalability of the system in terms of multiple concurrent real-time containers running

was tested resolving into a founded-limit.

22. The realized software stack was implemented on a real ZCU102 board and new measure-

ments were taken.

The �rst eight steps followed are also pictured in Fig. 3.2 as reported on the o�cial website

of Xenomai 4[16, 20] for the integration and usage of the EVL core to turn a general-purpose

Linux kernel into a real-time capable one.

The �nal outcome is a bootable QEMU-based ZCU102 system running an EVL-enabled kernel,

with libevl correctly working and EVL tests successfully passing. A Podman +cruncontainer

stack was installed inside the guest system via a host-served Yocto-built RPM repository, without

using the Petalinux build system. Finally, a real-time benchmark application was correctly

executed both inside and outside Podman containers - both Rootful and Rootless - with real-time

capabilities on the QEMU-based system.
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3.3.2 Architectural spaces involved

Delving into technical details, the software stack designed to enable real-time applications to

run inside containers on the embedded board ZCU102 involved multiple di�erent architectural

spaces. These domains had to be carefully integrated with each other in order to develop a

properly functional and coherent system.

1. The �rst architectural space was the operating system on which the entire development

took place, i.e. thehost environment. In this thesis, the host was implemented as a

Virtual Machine running on VMWare with Ubuntu 20.04 and a general-purpose Linux

5.15 vanilla-kernel. Consequently, the host system was based on thex86_64architecture.

2. The second domain was thetarget �lesystem, represented by theARM64 root �lesystem.

This did not correspond to a physical hardware: rather, it constituted theARM64 userspace

environmentthat was meant to run on the target kernel once it had been properly

con�gured. Since this environment targeted the ARM64 architecture, all its components

(e.g., binaries, libraries, pkg-con�g �les, etc.) had to be ARM64 as well.

3. The third and �nal space involved - di�erently from the second one - was some actual

hardware. Indeed, the �nal goal of the broader project this thesis is part of, was to deploy

this same software stack on a real embedded board (ZCU102 or similar). However, at

the development stage - which accounts the most of the work presented in this thesis -

the target hardware was replaced by an emulated platform. Speci�cally, a QEMU-based

emulation of the very same board was used (i.e., it relied on theXilinx-zcu102 machine

model) to conduct experiments with real-time containers and only in the end the system

was also deployed on the real board.

3.4 Implementation of the project step-by-step

The implementation process required many steps and, due to some encountered errors, di�erent

paths were tried before getting to the successful one. In fact, a more linear path would probably

have been possible to carry out the same output (emulating the target board with the EVL

kernel for real-time purposes). Hence, here are �rst reported the exact steps followed, and at

the end of the chapter some notes highlight what could have been done di�erently in order to

get to the same output faster.
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In particular, the steps followed to emulate the ZCU102 board have been taken from the

o�cial Petalinux UserGuide UG1144[26].

3.4.1 Host machine preparation

Starting from the host machine (a VMWare Virtual Machine running Ubuntu 20.04 with a Linux

general-purpose 5.15 vanilla-kernel), in order to emulate the Xilinx ZCU102 board with a Linux

EVL kernel, theXilinx/Petalinux QEMU �owwas used, ensuring a QEMU boot stable pipeline

through a custom-made shell �lerun-qemu-evl.sh.

To prepare the machine, some dependencies needed to be solved and somehost toolsto be

installed, as:

1: sudo apt update

2: sudo apt install -y iproute2 gawk python3 build-essential gcc git make net-tools

netstat libncurses5-dev zlib1g-dev zlib zlib1g:i386 libssl-dev flex bison

libselinux1 gnupg wget diffstat chrpath socat xterm autoconf libtool tar unzip

texinfo gcc-multilib libsdl1.2-dev libglib2.0-dev meson gcc-aarch64-linux-gnu

g++-aarch64-linux-gnu binutils-aarch64-linux-gnu libelf-dev bc

device-tree-compiler

The list above also contains some of the requirements that were subsequently found missing

and that were so matched.

Before being installed,Petalinuxalso required to recon�gure theDash, ensuring that

/bin/sh pointed tobash, with the command:

1: sudo dpkg-reconfigure dash # Select "No"

3.4.2 Petalinux Installation

Then, Petalinux was installed downloading it from the o�cial AMD/Xilinx website [40] and, in

more detail, the version 2022.1 was chosen for compatibility reasons with the 5.15 kernel of the

host machine which Petalinux need to be run on.

For this thesis, it was installed under the path/home/carla/petalinux/2022.1 as re-

ported in the following commands:
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Figure 3.3: Source Petalinux setting to enable the environment to use Petalinux commands

1: chmod +x petalinux-v2022.1-*.run

2: ./petalinux-v2022.1-*.run

From now on, the� will stand for /home/carla .

Furthermore, to prevent any possible errors with the Petalinux's build system and the several

tools it invokes internally as Python scripts and BitBake, alsosetting the localewas needed:

1: sudo locale-gen en_US.UTF-8 && sudo update-locale LANG=en_US.UTF-8

3.4.3 Petalinux Project Creation from BSP

At this point, with Petalinux installed and the host machine set, it was possible to actually

create a minimal project from which to start emulating the ZCU102 board.

In particular, �rst the BSP (Board Support Package)for the ZCU102 board was downloaded

and installed from the o�cial Xilinx website [41], with respect to the same version of Petalinux

(2022.1).

It is also important to observe that Petalinux needs his path to be sourced any session, so

any time a new terminal was open, it was necessary to run the following command in order to

use the Petalinux commands (see also Fig. 3.3):

1: source ~/petalinux/2022.1/settings.sh

Then, it was �nally possible to create the project from the BSP:

1: mkdir ~/zcu102_project && cd ~/zcu102_project

2: petalinux-create -t project -s xilinx-zcu102-v2022.1-04191534.bsp -n

xilinx-zcu102-2022.1
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3: cd xilinx-zcu102-2022.1

The creation-project step unpacked the BSP archive and created a structured project direc-

tory, namelyxilinx-zcu102-2022.1 . Indeed, it created a path inside the folder with a series

of binaries that were later used by QEMU run script to properly emulate the system. The �les

are also shown in Fig. 3.4.

Figure 3.4: pre-built �les unpacked from the zcu102 BSP �le and later used to launch QEMU
with the proper con�guration

In particular, among the pre-built �les that were unpacked and later used there were:

ˆ Firmware binaries loaded by the QEMU run script:

� pmu_rom_qemu_sha3.elf, the PMU ROM loaded as the MicroBlaze QEMU kernel;

� pmufw.elf , the Platform Management Unit �rmware;

� bl31.elf , the ARM Trusted Firmware (ATF);

� u-boot.elf , the U-Boot bootloader.

ˆ Boot infrastructure �les:

� boot.scr , the U-Boot script that tells U-Boot how to load the kernel, DTB and

rootfs;

� ramdisk.cpio.gz.u-boot , the initial ramdisk used during early boot.

ˆ Device tree �les:
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� system.dtb , the hardware device tree for the ZCU102, later patched to add cgroup

v2 bootargs for Podman Containers;

� zynqmp-qemu-multiarch-arm.dtb , the QEMU machine model DTB for the AArch64

process, passed to QEMU via -hw-dtb;

� zynqmp-qemu-multiarch-pmu.dtb , the QEMU machine model DTB for the Mi-

croBlaze PMU process.

ˆ Root �lesystem:

� rootfs.ext4 , the base root �lesystem that was mounted on the host to installlibevl,

libbpf, kernel modules and Podmanand that also ensured persistency in the emulated

system. It was resized multiple times in the end (before to 4GB, then to 32GB) to

host multiple Podman Containers (debian-based images) at the same time on the

system.

ˆ QEMU binaries (not insidepre-built/ but accessible after the PetaLinux installation

was sourced via settings.sh):

� qemu-system-aarch64, the ZynqMP-patched AArch64 QEMU;

� qemu-system-microblazeel , the MicroBlaze QEMU for the PMU process.

Thesepre-built �leswere then used to create a shell script to directly launch the QEMU emu-

lation of the board. Since in the end, the used �les were the pre-built ones, it was not necessary

to run the commandpetalinux-build (as suggested from thePetalinux User Guide[26]), that,

anyway, always resulted into some errors. Moreover, the project'spre-built/linux/images/

directory already contained all the �rmware components necessary for QEMU The �nal shell

script obtained at the end of the whole process is reported in Par. 3.4.10.

3.4.4 Building the EVL Kernel (linux-evl) on the host

The main goal of this con�guration consisted in getting a Linux kernel image featuringDovetail

(Xenomai 4) and theEVL coreon top of it;

The building of the EVL kernel from the source code was a two-step process: �rst, it

required enabling the EVL core from thelinux-evl kernel sources and integrating it with

the con�guration for the ZynqMP board, then to enable the user API (userspace) through the

library libevl, as shown in Fig. 3.5 where the exact toolchain was reported.
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Figure 3.5: Building EVL process [20]

Figure 3.6: Clonelinux-evl from Github repository

All the kernel work was done standalone on the host (a VMWare Virtual Machine running

Ubuntu 20.04 with a Linux general-purpose 5.15 kernel) and not through Petalinux.

In more detail, a generic Linux kernel, already patched withDovetailand EVL, but not

con�gured for any speci�c board, is available for cloning on the o�cial GitHub repository of

Xenomai 4[33].

There are di�erent branches with di�erent kernel versions: in this thesis, the latest-LTS

kernel version 6.12 was cloned. The cloning was executed as a shallow copy from GitHub (see

Fig. 3.6), through the following command:

1: cd ~/zcu102_project

2: git clone --depth 1 -b v6.12.y-evl-rebase

https://source.denx.de/Xenomai/xenomai4/linux-evl.git
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Figure 3.7: Cloninglinux-xlnx from Github repository

This kernel represented a complete Linux kernel tree already patched with the EVL patch

fully integrated and based on the Xenomai-4 real-time core. However, it was not con�gured for

the Xilinx ZCU102 board, hence it was necessary to also clone the AMD/Xilinx's Linux kernel

tree speci�c for the board, already including drivers and SoC options for the said board. The

cloning was performed again from a Github repository (see Fig. 3.7):

1: cd ~/zcu102_project

2: git clone https://github.com/Xilinx/linux-xlnx

The Xilinx's known-good con�guration for the board was imported into the folder of

linux-evl , as follows:

1: cp linux-xlnx/arch/arm64/configs/xilinx_defconfig linux-evl/.config

This step was critical because such con�guration was necessary to build the EVL kernel for the

exact ZynqMP-class SoC.

To compile the EVL kernel in order to con�gure and obtain the image, it was necessary to

Cross-Compileit, since the compilation happened on the host - with x86_64 type of architecture

- and considering that the target architecture was the ARM64. Hence, there was previously a

con�guration step:

1: cd linux-evl

2: make ARCH=arm64 CROSS_COMPILE=aarch64-linux-gnu- olddefconfig

3: ARCH=arm64 make menuconfig
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Themake olddefcon�gensured that the existing .con�g (or default base) was updated to

match the current (new) kernel tree, while themake menucon�gopened a con�guration menu

of the kernel (see Fig. 3.8).

Figure 3.8: General Con�guration linux-evl menu

In the con�guration menu, a variety of options were enabled or disabled to ensure that all

the EVL and real-time options would function properly.

The options enabled were:

ˆ General setup �>

* Local version

* Kernel .con�g support

* Enable access to .con�g through /proc/con�g.gz

* Namespaces support �>

* UTS namespace

* IPC namespace
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* PID namespace

* Network namespace

* User namespace

* Control Group support �>

* Memory controller

* CPU controller

* PIDs controller

ˆ Kernel Features �>

* Dovetail Interface

* EVL real-time core

* Enable quota-based scheduling (EVL_SCHED_QUOTA)

* Enable temporal partitioning policy (EVL_SCHED_TP)

* Debug support

ˆ Timer Frequency �> 1000 Hz

ˆ CPU Power Management �>

� CPU Frequency Scaling

* Default CPUFreq governor �> performance

ˆ File systems �>

* Overlay �lesystem support

ˆ Device Drivers �>

� Out-of-band device drivers �>

* OOB context switching validator (EVL_HECTIC)

* Timer latency calibration and measurement (EVL_LATMUS)

* Network device support �>

* Network core driver support

* Virtual ethernet pair device (veth)

At that point, it was possible to start theKernel Compilationthrough the commands:
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Figure 3.9: EVL Kernel Compilation with Real-Time options enabled

1: make ARCH=arm64 CROSS_COMPILE=aarch64-linux-gnu- -j"$(nproc)" Image dtbs modules

This way, the kernel image was built with the new options enabled and keeping the ones not

modi�ed as default (as speci�ed in theold con�gurationof the previous command (see Fig. 3.9).

This took about 20 minutes to run.

This process created thelinux-evl/arch/arm64/boot/Image of the EVL Kernel that was

later loaded by therun-qemu-evl.sh script to launch the QEMU-emulated system.

It was then also necessary to generate thekernel headersfor user-space builds:

1: make ARCH=arm64 CROSS_COMPILE=aarch64-linux-gnu- headers_install \

2: STALL_HDR_PATH=$PWD/_headers

3.4.5 Building libbpf for ARM64 (dependency for libevl )

In order to properly con�gure the userspace library that provides the API for interacting with the

EVL core, namely libevl, it was required to �rst resolve an additional dependency represented

by the EVL framework: compilation and con�guration oflibbpf.

libbpf is the o�cial user-space library maintained within the Linux kernel ecosystem that

provides the necessary abstractions to load and manage eBPF (extended Berkeley Packet Filter)
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programs and maps [42]. In particular, EVL'slatency measurementandtracing tools- latmus

andhectic - use eBPF mechanisms to instrument kernel behavior. So, this step was necessary

to enable the correct loading and execution of EVL-related BPF components, thereby allowing

libevl to provide deterministic real-time services.

The problem here was represented by the fact that the compilation of said library was not

elaborated inside the QEMU-emulated board, i.e. on an ARM64 architecture, but on the host,

where the Ubuntu host's system libbpf was x86_64-only. Hence, this step did not only require a

cross-compilation as in the case of linux-evl, but it demand to build an ARM64 version from

scratch and to install it in thecustom sysroot, so that when libevl's build system would have

looked for it, it would have found the correct architecture.

So, �rst of all it was necessary to enable the multi-architecture for ARM64 target, to restrict

the main repositories toamd64to avoid con�icts with the architecture of the host and, �nally, to

add the ARM64 ports to the list of allowed-ports (/etc/apt/sources.list.d/arm64-ports.list ):

1: sudo dpkg --add-architecture arm64

2: sudo sed -i 's|^deb http://us\.archive\.ubuntu\.com|deb [arch=amd64]

http://us.archive.ubuntu.com|g' /etc/apt/sources.list

3: sudo apt update

4: sudo apt install -y libelf-dev:arm64 zlib1g-dev:arm64 linux-libc-dev:arm64

At that point, it was possible to clonelibbpf from the repository Github and to cross-

compile it:

1: cd ~/zcu102_project

2: git clone https://github.com/libbpf/libbpf.git

3: PREFIX=$HOME/zcu102_project/_sysroot-aarch64/usr

4: make -C libbpf/src -j$(nproc) CC=aarch64-linux-gnu-gcc AR=aarch64-linux-gnu-ar

5: make -C libbpf/src CC=aarch64-linux-gnu-gcc AR=aarch64-linux-gnu-ar PREFIX=$PREFIX

install

3.4.6 Cross-building libevl for ARM64

libevl is the userspace library that provides the API for interacting with the EVL core. Through

libevl, applications can create and manage real-time threads, handle synchronization primitives,

and perform time-sensitive operations with deterministic guarantees. In particular, while the
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EVL core lives in kernel space and manages real-time scheduling, interrupt handling, and

domain switching, applications running in userspace cannot talk to it directly, hence they need

libevl as the bridge. For this reason, libevl exposes the EVL API, ensuring that threads executing

through it are scheduled by the OOB stage rather than Linux's CFS.

In more detail, libevl usesMesonas its build system. Meson is an open-source build system

meant to be fast, user-friendly and good for cross-compiling [43]. The onlyproblemwas

represented by the fact that it needs to know,unambiguously, which compiler, linker, and

pkg-config to use for the target architecture. Since on the host there was an x86_64 machine

with ARM64 cross-compilation tools installed alongside native x86_64 tools, Meson needed to

be told explicitly to use the ARM64 toolchain and not the native one. In practice, getting that

instruction correct, with all its dependencies resolved, took many iterations and failures.

First, it was necessary to install Meson and Ninja (a build system related to execute the

build.ninja �le generated from Meson):

1: sudo apt update

2: sudo apt install -y meson ninja-build pkg-config libbsd-dev libreadline-dev

Then,libevl was cloned from the Github repository:

1: cd ~/zcu102_project

2: git clone https://gitlab.com/Xenomai/xenomai4/libevl.git

3: cd libevl

Then, in order to assure that Meson could also �nd the correct path tolibbpf (necessary to

cross-compile libevl) and considering that Meson usespkg-con�g(a small utility that looks up

where libraries are installed by reading -pc �les), it was necessary to explicitly tell to pkg-con�g

to use the previously cross-compiled libbpf, instead the default one. Hence, since the cross-

compiled libbpf was present into a custom sysroot at� /zcu102_project/_sysroot-aarch64/usr ,

it was necessary to redirect the pkg-con�g through the following commands:

1: export SYSROOT_A64=$HOME/zcu102_project/_sysroot-aarch64/usr

2: export PKG_CONFIG_PATH=$SYSROOT_A64/lib/pkgconfig:$SYSROOT_A64/lib64/pkgconfig

3: KHEAD=$HOME/zcu102_project/linux-evl/_headers/include

This way, the pkg-con�g looked in the custom ARM64 sysroot instead of the system path to
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resolve the dependency represented by libbpf. Furthermore, as reported from the commands

above, libevl also needed access to the EVL kernel headers � theUAPI (User API) headersthat

de�ned the data structures and constants used to communicate between userspace and the EVL

core. These were not standard Linux headers but speci�c to the linux-evl tree built. So, the �ag

-Duapi=$HOME/zcu102_project/linux-evl told Meson's build scripts exactly where to �nd

them. This is also why building linux-evl �rst and running headers_install was not optional:

indeed, without those headers, libevl's Meson con�guration would have failed immediately

because the EVL-speci�c type de�nitions would have been missing.

Still, since Meson had to perform a cross-compilation, it was necessary to also specify -

through aMeson cross �le- which binaries to use for the compilation and to describe the target

machine in order for it to know that it was not building for the host. For this reason, the

cross-�le cross-arm64.txt was created in the following way:

1: cat > cross-arm64.txt <<'EOF'

2: [binaries]

3: c = 'aarch64-linux-gnu-gcc'

4: cpp = 'aarch64-linux-gnu-g++'

5: ar = 'aarch64-linux-gnu-ar'

6: strip = 'aarch64-linux-gnu-strip'

7: pkg-config = 'pkg-config'

8:

9: [host_machine]

10: system = 'linux'

11: cpu_family = 'aarch64'

12: cpu = 'aarch64'

13: endian = 'little'

14: EOF

Finally, it was possible to con�gure and build libevl through the following commands:

1: rm -rf build

2: meson setup build --cross-file cross-arm64.txt \

3: -Duapi=$HOME/zcu102_project/linux-evl \

4: --prefix=/usr \

5: -Dc_args="-I$KHEAD -I$SYSROOT_A64/include"

6: ninja -C build
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However, as speci�ed in the previous commands, even with pkg-con�g pointing to the right

sysrootand theUAPI pathset correctly, the compiler itself still needed to be told where to �nd the

header �les at compile time. So, the �ag-Dc_args="-I$KHEAD -I$SYSROOT_A64/include"

passed two extra include directories directly toaarch64-linux-gnu-gcc :

ˆ $KHEAD pointed to the installed EVL kernel headers (linux-evl/_headers/include)

ˆ $SYSROOT_A64/include pointed to the custom sysroot's include directory, where the

libbpf headers lived

3.4.7 Installing libevl and libbpf into the rootfs.ext4

In order to properly emulate the ZCU102 board through QEMU, it was necessary to point a root

�lesystem as a sort of virtual hard drive stored as a �le. In particular, the �le mounted by QEMU

was therootfs.ext4 , exactly as a real board would mount a physical SD card. Furthermore,

this �le is di�erent from the ramdiskrootfs.cpio.gz.u-boot since the ramdisk lives entirely

in RAM and it is destroyed on reboot, while therootfs.ext4 from images/linux (built by

Petalinux and not the pre-built one) was chosen forpersistency reasonsand because it was

resizable. Indeed, in order to host all the Debian images for containers, it was necessary to

resize it since the rootfs.ext4 generated by Petalinux's Yocto build was minimal by design and

just large enough to hold a basic embedded Linux system, without enough room for libevl,

libbpf, kernel modules, kernel headers and Podman.

The resize was realized on the host. The original dimension was/dev/mmcblk0 320 MB

and, afterward, it became 4 GB (it needed to be a power of 2 to be accepted by QEMU without

crashing).

1: cd ~/zcu102_project/xilinx-zcu102-2022.1/images/linux

2: cp rootfs.ext4 rootfs.ext4.bak

3: truncate -s 4G rootfs.ext4

4: e2fsck -f rootfs.ext4

5: resize2fs rootfs.ext4

In reality, in the last part of the project, to test the scalability of the system, some tests with a

number of containers up to 100 were created and, in order to host all of them, it was necessary

to resize the �lesystem again. In more detail, the resize was performed in the same way and the

�nal size was 32 GB.
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Subsequently, to install �les into rootfs.ext4 from the host without booting QEMU, aloop

devicewas used. Speci�cally, a loop device is a Linux kernel mechanism that allows a regular

�le to be treated as a block device � exactly as if it were a physical disk.

1: sudo modprobe loop

2: sudo mkdir -p /tmp/zcu102-rootfs

3: LOOPDEV=$(sudo losetup -Pf --show rootfs.ext4)

4: sudo mount $LOOPDEV /tmp/zcu102-rootfs

In more detail:

ˆ modprobe loopensured the loop device kernel module was loaded;

ˆ losetup -Pf �show rootfs.ext4 found the next available loop device, associated the

image �le with it and printed the device name. The -P �ag told it to also scan for partitions

inside the image;

ˆ mount $LOOPDEV /tmp/zcu102-rootfsmounted that block device at a temporary di-

rectory, making the �lesystem accessible as a normal directory tree on the host.

After this, the/tmp/zcu102-rootfs looked and behaved exactly like the root �lesystem of

the emulated board. This means that writing a �le to /tmp/zcu102-rootfs/usr/lib/ had the same

e�ect to placing that �le at /usr/lib/ on the running QEMU system.

At that point, libevl could �nally be properly installed as:

1: sudo env "PATH=$HOME/.local/bin:$PATH" \

2: DESTDIR=/tmp/zcu102-rootfs \

3: ninja -C ~/zcu102_project/libevl/build install

Such commands not only installed libevl on the rootfs.ext4 but they also toldNinja to redirect

all output paths to be relative to /tmp/zcu102-rootfs instead of the real system root. So,

when the install script tried to putlibevl.so at /usr/lib/libevl.so , it actually landed at

/tmp/zcu102-rootfs/usr/lib/libevl.so , i.e. the correct location inside the image. The

PATH manipulation also ensured Ninja found the correct Meson version from the local install

rather than any system-wide one.

To make libevl run properly, obviously alsolibbpf had to be installed on the rootfs.ext4:

1: SYSROOT_A64=$HOME/zcu102_project/_sysroot-aarch64/usr
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2: sudo cp -av $SYSROOT_A64/lib64/libbpf.so* /tmp/zcu102-rootfs/usr/lib/

To be able to use tools likeevl-hecticandevl-latmus, also Linux kernel modules were needed

in the rootfs.ext4 and, in particular, it was critical that these modules came from the same kernel

build as theImage�le that QEMU booted, because a module built against a di�erent kernel

version would have been rejected with a version mismatch error:

1: sudo make ARCH=arm64 CROSS_COMPILE=aarch64-linux-gnu- \

2: INSTALL_MOD_PATH=/tmp/zcu102-rootfs modules_install

Then, the entirelinux-evl source tree (minus git history, documentation, object �les and

built modules) had to be copied inside the rootfs at/usr/src/linux-evl/ . This was necessary

to enablenative builds inside QEMU, necessary to compile the real-time application used for test

purposes directly inside the emulated system, correctly accessing to the EVL kernel headers:

1: sudo rsync -a --delete \

2: --exclude '.git' --exclude 'Documentation' --exclude 'tools' \

3: --exclude '*.o' --exclude '*.ko' \

4: ~/zcu102_project/linux-evl/ \

5: /tmp/zcu102-rootfs/usr/src/linux-evl/

Finally, a synchronization command was necessary to force all pending writes to be �ushed

from the kernel's page cache to the actual image �le. This was mandatory to avoid a possible

corrupted �lesystem. Then the the �lesystem could be detached cleanly, updating all metadata,

releasing the loop device and dissociating it from the image �le, as shown below:

1: sync

2: sudo umount /tmp/zcu102-rootfs

3: sudo losetup -d "$LOOPDEV"

After these commands the rootfs.ext4 �le on the host contained the complete modi�ed

�lesystem, ready to be handed to QEMU.
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3.4.8 Patching system.dtb for cgroup v2 (for Podman Containers)

The last step to emulate the target system was to enable Podman Container with real-time

capabilities (they had to be able to exlploit EVL devices for that), ultimate goal of the thesis. At

the base of containers working in Linux, there is the mechanism of cgroups (control groups), a

Linux kernel feature that allows processes to be organized into hierarchical groups, each with

controlled access to resources like CPU time, memory, and I/O.

Cgroups exist in two incompatible versions. In particular,cgroup v1represents the original

design, where each resource controller (CPU, memory, PIDs, etc.) has its own independent

hierarchy. Instead,cgroup v2represents the modern uni�ed design, introduced in Linux 4.5,

where all controllers share a single uni�ed hierarchy.

Then, in this case, the problem was that Podman, as most of modern container runtimes,

prefer cgroup v2 because it has a cleaner, more consistent interface and better support for

rootless containers and delegation to unprivileged users. In general, the kernel can operate in

three modes:pure v1, pure v2, or hybrid modewhere both coexist.

The stockPetaLinux DTBbooted the emulated system into hybrid mode, but Podman

explicitly refused to support it. Indeed, an error raised and in the end it was necessary to

completely disable v1 and create a pure-v2 system.

Since thecgroup modewas controlled bykernel boot arguments(bootargs) passed to the

kernel at boot time by the bootloader, it was necessary to edit theDevice Tree Blob(DTB) directly.

Indeed, on an ARM embedded system booting throughU-Boot, these bootargs are stored inside

the DTB. In more detail, two were the arguments needed:

ˆ systemd.unified_cgroup_hierarchy=1 , that told systemd to mount only the uni�ed

cgroup v2 hierarchy

ˆ cgroup_no_v1=all , which told the kernel not to mount any cgroup v1 controllers at all

This way, a pure cgroup v2 mode was assured.

Since the DTB was a binary �le and not human-readable, thedtc (Device Tree Compiler- a

tool that can compile a human-readable DTS (Device Tree Source) �le into a binary DTB, and

viceversa, had to be used.

1: cd ~/zcu102_project/xilinx-zcu102-2022.1/pre-built/linux/images

2: cp -a system.dtb system.dtb.bak

3: dtc -I dtb -O dts -o /tmp/system.dts system.dtb
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The result was a text �le (/tmp/system.dts ) that could be open in any editor in order to be

modi�ed. Precisely, the �x was realized as aRegex substitutionthrough Perlas follows:

1: perl -pi -e 's/(bootargs\s*=\s*"\s*[^"]*?)";/$1 systemd.unified_cgroup_hierarchy=1

cgroup_no_v1=all";/' /tmp/system.dts

Finally, the DTS could be recompiled to a DTB:

1: dtc -I dts -O dtb -o system.dtb /tmp/system.dts

Hence, in the end, the result was a binarysystem.dtb functionally identical to the original

except that its bootargs now included the cgroup v2 �ags. This �le was what therun-qemu-evl.sh

script passed to QEMU at boot as explained in Par. 3.4.10.

3.4.9 Installing Podman Containers

By this point, a working EVL kernel and a rootfs containing libevl were available. So, the next

requirement was Podman, the container runtime needed to run and orchestrate containers on

the emulated board. To accomplish this step, the straightforward approach could have been

one of the following:

ˆ apt install podman , but it was impossible because PetaLinux's rootfs was not a Debian

system and had no apt;

ˆ opkg install podman , this also was not possible because PetaLinux's opkg package

manager had no feeds con�gured that included Podman;

ˆ petalinux-build with Podman added to the image but this was also impossible,

because petalinux-build always crashed with the DTG xilinx-zcu102.dtsi error before it

could produce anything.

Hence, this left as only viable path usingBitBakedirectly.

BitBake represents the underlying build engine that PetaLinux itself is built on top of and it

allowed to compile Podman and its dependencies as ARM64 packages, bypassing the broken

parts of PetaLinux entirely. It reads recipe �les, resolves dependencies between them and

executes build steps. Since thepetalinux-build command is essentially a wrapper around

bitbake petalinux-image-minimal that sources the Yocto environment and calls BitBake,



Chapter3 - Project Implementation 52

only adding some Xilinx-speci�c setup, then, this meant that the failing of petalinux-build

due to a broken recipe, could be solved sourcing theYocto environmentandcalling BitBake

directly, targeting only the speci�c packages needed and completely bypassing the recipe that

was causing the failure.

In more detail, the reason whypetalinux-build always failed was the DTG recipe, re-

sponsible for generating the device tree source �les for the board. The problem was caused by

the missing �le xilinx-zcu102.dtsi from the 2022.1 PetaLinux installation. Now, because

virtually everything in PetaLinux's build depends on the device tree being generated �rst, this

single missing �le caused a cascade failure that prevented BitBake from building anything.

However, having already a perfectly goodsystem.dtb �le � the one from PetaLinux's pre-built

images, already patched for cgroup v2, the solution consisted into creating a fake recipe that

told BitBake to use the provided pre-built DTB instead of generating another one running DTG:

1: mkdir -p project-spec/meta-user/recipes-bsp/dtb-prebuilt/files

2: cp pre-built/linux/images/system.dtb \

3: project-spec/meta-user/recipes-bsp/dtb-prebuilt/files/

This way, aYocto recipe �ledtb-prebuilt.bb was created and it declared itself as providing

virtual/dtb, namely the abstract target that other recipes depend on when they need a device

tree. Then BitBake was told to prefer this fake recipe over the broken DTG:

1: echo 'PREFERRED_PROVIDER_virtual/dtb = "dtb-prebuilt"' >> build/conf/local.conf

Still, to make BitBake fetching reliable during the build from the Git repositories, another

command line was added:

1: echo 'FETCHCMD_git = "/usr/bin/git -c core.fsyncobjectfiles=0 -c

gc.autoDetach=false"' >> build/conf/local.conf

Then, the Yocto environment had to be sourced directly (as it also happened with Petalinux

in Par. 3.4.3):

1: source components/yocto/layers/core/oe-init-build-env build

After this command,bitbake was available in the shell and �nally, it was possible to build the
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packages needed for Podman:

1: bitbake podman crun conmon slirp4netns fuse-overlayfs

In reality, not only podman but �ve speci�c packages for the ARM64 target were needed.

This was due to the fact that each one had a speci�c role:

ˆ podman is the main container runtime and CLI tool that manages container images,

creates and runs containers and handles the orchestration logic. Unlike Docker, Podman

is daemonless � it doesn't require a background service to be running.

ˆ crun is the OCI container runtime that does the low-level work of creating Linux names-

paces, setting up cgroups, and executing the container process. Speci�cally, Podman

calls crun to do the actual container creation. Furthermore, tt was preferred over runc

because it is written in C (making it lighter and faster) and has better support for real-time

workloads and cgroup v2.

ˆ conmonis the container monitor, i.e. a small process that sits between Podman and

crun and monitors the lifecycle of each container. It is the one in charge to manage the

communication channel between Podman and the running container.

ˆ slirp4netns provides user-space networking for containers. It implements a virtual

TCP/IPstack that allows containers to have network access without requiring root privi-

leges or kernel-level network namespace con�guration.

ˆ fuse-overlayfs implements the overlay �lesystem in user space using FUSE (Filesys-

tem in Userspace). It was needed because the kernel's native overlayfs requires certain

privileges that may not be available in all con�gurations, so fuse-overlayfs provides a

compatible alternative.

So, BitBake resolved all the dependencies of these packages, downloaded their source code,

cross-compiled them for ARM64, and packaged them asRPM �lesin its output directory. The

problem was that such RPM packages were on the host machine. To properly use them inside

the QEMU-emulated system then, it was necessary to install them through a two-step process.

First, alocal RPM repositorywas created on the host through thecreaterepo-c-native

BitBake-built tool that generated a self-contained repository metadata namedrepodata/ . Then,

a simple HTTP server (likePython's http.server module) was started on the host to serve

the RPM directory as shown in Fig. 3.10. At that point, inside the QEMU session,dnf was
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Figure 3.10: Serving RPM repository through Python's HTTP server from host machine to
QEMU-emulated board

con�gured to use this HTTP server as a repository source and, �nally, it was possible to actually

install on the system Podman:

1: dnf install podman crun conmon slirp4netns fuse-overlayfs

This way,dnf fetched the packages from the host over the virtual network interface that QEMU

provided between the host and the guest and installed them into the running rootfs. Because

QEMU's network connects the guest to the host by default, the guest could reach an HTTP

server on the host without any special network con�guration.

Truthfully, this entire phase was a workaround for what could have been a single com-

mand both in the case of a Debian-based system (apt install podman ) or of a working

petaLinux-build command.

3.4.10 Booting QEMU through the run-qemu-evl.sh script

The culmination of every decision made across all the previous phases was in the end re�ected

into the shell scriptrun-qemu-evl.sh to boot QEMU easily with all the dependencies solved

and making sure to link and mount exactly all the �les needed at the correct paths.

The script, saved as/home/carla/zcu102_project/xilinx-zcu102-2022.1/run-qemu-evl.sh ,

required a normal shell execution, as also shown in Fig. 3.11.

The detail of it is reported below:
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1: #!/usr/bin/env bash

2: set -euo pipefail

3:

4: PROJ="$(cd "$(dirname "$0")" && pwd)"

5:

6: # Use PetaLinux QEMU binaries (NOT /usr/bin)

7: QEMU_PMU="/home/carla/petalinux/2022.1/components/yocto/buildtools \

8: /sysroots/x86_64-petalinux-linux/usr/bin/qemu-system-microblazeel"

9: QEMU_AARCH64="/home/carla/petalinux/2022.1/components/yocto/buildtools \

10: /sysroots/x86_64-petalinux-linux/usr/bin/qemu-system-aarch64"

11:

12: # Create a stable machine-path directory

13: MPATH="$(mktemp -d /tmp/zcu102-qemu.XXXXXX)"

14: mkdir -p "$MPATH"

15:

16: # Start PMU QEMU (microblaze)

17: "$QEMU_PMU" -M microblaze-fdt \

18: -display none \

19: -serial null -serial null \

20: -monitor none \

21: -kernel "$PROJ/pre-built/linux/images/pmu_rom_qemu_sha3.elf" \

22: -device loader,file="$PROJ/pre-built/linux/images/pmufw.elf" \

23: -hw-dtb "$PROJ/pre-built/linux/images/zynqmp-qemu-multiarch-pmu.dtb" \

24: -machine-path "$MPATH" \

25: -device loader,addr=0xfd1a0074,data=0x1011003,data-len=4 \

26: -device loader,addr=0xfd1a007C,data=0x1010f03,data-len=4 \

27: >"$MPATH/pmu.log" 2>&1 &

28:

29: sleep 1

30:

31: # Start AArch64 QEMU (EVL kernel swap happens here)

32: "$QEMU_AARCH64" -M arm-generic-fdt \

33: -nographic \

34: -serial stdio \

35: -monitor none \

36: -device loader,file="$PROJ/pre-built/linux/images/bl31.elf",cpu-num=0 \

37: -device loader,file="$PROJ/pre-built/linux/images/ramdisk.cpio.gz.u-boot",

38: addr=0x04000000,force-raw=on \

39: -device loader,file="$PROJ/pre-built/linux/images/u-boot.elf" \

40: -device loader,file="/home/carla/zcu102_project/linux-evl/arch/arm64/

41: boot/Image",addr=0x00200000,force-raw=on \

42: -device loader,file="$PROJ/pre-built/linux/images/system.dtb",
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43: addr=0x00100000,force-raw=on \

44: -device loader,file="$PROJ/pre-built/linux/images/boot.scr",addr=0x20000000,

45: force-raw=on \

46: -net nic -net nic -net nic -net nic,netdev=eth0 \

47: -netdev user,id=eth0,tftp=/tftpboot \

48: -hw-dtb "$PROJ/pre-built/linux/images/zynqmp-qemu-multiarch-arm.dtb" \

49: -machine-path "$MPATH" \

50: -global xlnx,zynqmp-boot.cpu-num=0 \

51: -global xlnx,zynqmp-boot.use-pmufw=true \

52: -drive if=sd,format=raw,index=1,file="$PROJ/images/linux/rootfs.ext4" \

53: -m 4G

Figure 3.11: Booting QEMU to emulate zcu102 board with EVL Kernel and resized rootfs.ext4

In particular, it is possible to observe from the script that it launchedtwo separated QEMU

processesand not just one: thePMU processand theAArch64 process. This was due to the

architecture of the target hardwar (ZynqMP UltraScale+ MPSoC) that has two distinct pro-

cessing subsystems: theApplication Processing Unit(APU), which is the thequad-core ARM
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Cortex-A53 clusterwhere Linux runs, and thePlatform Management Unit(PMU), which is a

separateMicroBlaze microcontroller, responsible for power management, clock control and

hardware initialization. Therefore, even if on real hardware these two subsystems communicate

over dedicated internal buses, in QEMU, they are emulated as two separate processes that

communicate through a shared machine path represented by a temporary directory that acts as

an inter-process communication channel: the/tmp/zcu102-qemu.XXXXXXpassed as MPATH

in the script. Furthermore, the PMU process was started �rst, given a one-second head start

(sleep 1), and ran in the background while the AArch64 process started. This mirrored the real

boot sequence where the PMU �rmware initializes the hardware before the APU is released

from reset. Still, it is also possible to observe from the script that the QEMU binaries passed

asQEMU_PMUandQEMU_AARCH64were not the standard Ubuntu system QEMU binaries,

but Xilinx-speci�c patches provided by Petalinux that implemented the ZynqMP machine

model, the PMU subsystem emulation, the inter-process machine path protocol and thexlnx,

zynqmp-bootdevice behavior. The standard/usr/bin/qemu-system-aarch64 from Ubuntu

could have never been used because it knew nothing about any of these, hence it would either

have failed to boot or have produced a non-functional emulation.

Then, thesystem.dtb �le patched in Par. 3.4.8 to add cgroup v2 boot arguments was loaded

as a device to be consumed by the Linux kernel. In particular, it described theZynqMP SoC

peripheralsto allow Linux to read at boot the correct existing hardware.

In reality, also another DTB �le was passed to the script: thezynqmp-qemu-multiarch-arm.dtb

passed viahw-dtb. This step was necessary because this DTB was consumed by QEMU itself

and not by Linux. In fact, it described the virtual machine topology for QEMU to construct the

emulated platform, speci�ed by the �ags-M arm-generic-fdt (for the generic ARM machine

whose topology was described by an FDT) andzynqmp-qemu-multiarch-arm.dtb (the speci�c

FDT). The union of these two-DTB architecture was what truly permitted to emulate the speci�c

ZCU102 board and not a generic ARM platform.

Subsequently, the completeboot sequencewas encoded in the script, with AArch64 QEMU

process that loaded several �les at speci�c memory addresses, respecting the order in the

ZynqMP boot �ow. Such �les were loaded asdevice loaderand they were:

ˆ bl31.elf , the ARM Trusted Firmware (ATF) BL31;

ˆ ramdisk.cpio.gz.u-boot , the initial ramdisk, namely the minimal RAM-based �lesys-

tem that U-Boot uses during early boot;

ˆ u-boot.elf , the bootloader;
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ˆ .../linux-evl/arch/arm64/boot/Image , the EVL kernel swap that made the entire

EVL integration possible. It was the customized image provided by the steps followed in

Par. 3.4.4. It is important to specify that this was aboot-time swapand not aYocto rebuild;

ˆ boot.scr , the U-Boot boot script that told exactly to U-Boot where the kernel and DTB

are and which argument to use;

ˆ $PROJ/images/linux/rootfs.ext4 , the modi�ed rootfs fromimages/linux rather

than the pre-built one frompre-built/linux/images/ . This modi�cation was what

made all the system persistent.

Moreover, four virtual network interfaces were instantiated, mirroring the ZCU102's multiple

Ethernet ports and 4 GB of RAM was allocated to the emulated system.

Finally, it should be also noted that the �ags-global xlnx,zynqmp-boot.cpu-num=0

and-global xlnx,zynqmp-boot.use-pmufw=true con�gured the Xilinx-speci�c ZynqMP

boot device emulated by PetaLinux's QEMU. Indeed,cpu-num=0told the boot device to release

CPU 0 from reset �rst (the primary core), whileuse-pmufw=true told it to coordinate with the

PMU �rmware process running in the MicroBlaze QEMU instance through the shared machine

path. Without this �ag the AArch64 QEMU process would have not synchronized with the

PMU process and the boot would have hanged waiting for platform initialization that would

have never been arrived.

After the booting was completed, the emulation of the ZCU102 board appeared as in Fig. 3.12.

Figure 3.12: Boot of emulated ZCU102 board through QEMU with EVL Kernel integrated
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3.5 Testing the feasibility of running real-time Podman

containers

When the QEMU-emulated system was �nally complete and running, it was possible to move

on with the second part of the project: testing the feasibility of such system to execute Podman

containers withreal-time capabilities, hence exploiting theEVL devicesexposed by the EVL core

integrated in the Linux kernel.

In particular, to do that, three were the main questions addressed:

1. Feasibility: is it possible to run real-time applications insideRootfulandRootlessContainers

on the platform? (see Par. 3.5.1)

2. Concurrency: is it possible to runmultiple concurrent Rootless Containersside by side?

(see Par. 3.6)

3. Scalability: how far can the system go before it fails? (see Par. 3.7)

In order to address these questions, a mechanism to launch Podman Containers had to be

enabled on the system and aReal-Time Benchmark Application(provided byDLR) was used to

test the real-time capabilities of them.

The complete code of the RT-application is available in Appendix A. In more detail, the ap-

plication executed 5000 times a dummy workload represented by a simple ADD-MUL operation,

in order to collect the jitter and variability of the time required to run it and to evaluate the

responsiveness of the system (with the additive layer of containers) in a real-time environment.

The C code of theReal_Time_Evaluation_monitor.cbenchmark real-time application is the

following:

The compilation of the RT-application was performed directly on the QEMU-emulated

system and, from now on, all the shell commands are intended to have been run in the QEMU-

emulated system and not on the host anymore, unless di�erently speci�ed:

1: gcc -O2 -Wall -Wextra -pthread $(pkg-config --cflags evl)

Real_Time_Execution_monitor.c -o rt_monitor $(pkg-config --libs evl)
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3.5.1 RT-Application outside Podman Containers

Hence, to address the �rst of the previous questions, the one aboutfeasibility, a �rst test was

executed on the QEMU-emulated ZCU102 board. It consisted into the execution of the real-time

application outside any containers with EVL Kernel in order to �rst understand if the EVL

integration worked �ne and if the EVl devices were reachable by the application itself. The test

was launched with the following commands:

1: sudo -s

2: ulimit -r 99

3: ulimit -l unlimited

4: cd rt_app

5: ./rt_monitor

Speci�cally, the real-time execution required to set the real-time scheduling priority of the

process to the maximum (99) in order to guaranty the correct creation of EVL threads and the

use of a deterministic real-time scheduling policy such as SCHED_FIFO (default). Furthermore,

also the amount of memory that the process can lock in RAM (ulimit -l ) was set to maximum

(unlimited), in order to avoid eventual page faults that could destroy real-time guarantees.

The outcome is shown in Fig. 3.13

Figure 3.13: Real-Time Evaluation Monitor (RT-Benchmark-App) outside Containers but inside
the ZCU102 board emulation with EVL Kernel

The timings measured by the execution of the Benchmark application are shown in Fig. 3.14.

3.5.2 RT-Application inside Rootful Container

Then, to test e�ectively the Podman Containers and their real-time capabilities through the

EVL kernel, the following shell script was used to launch a real-time PodmanRootfulContainer

in which, then, executing the RT-application:
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Figure 3.14: Iterations of the Real-Time Evaluation Monitor Application bare metal

Figure 3.15: Execution of Real-Time Evaluation Monitor inside a Rootful Podman Container

1: sudo podman run --rm -it --network=none \

2: -v /home/petalinux/rt_app:/bench:rw \

3: -v /home/petalinux/logs:/tmp:rw \

4: --device /dev/evl/control \

5: --device /dev/evl/thread/clone \

6: --device /dev/evl/clock/monotonic \

7: --device /dev/evl/clock/realtime \

8: -v /usr/lib/libevl.so.6:/usr/lib/libevl.so.6:ro \

9: -v /usr/lib/libbpf.so.1:/usr/lib/libbpf.so.1:ro \

10: -v /usr/lib/libelf.so.1:/usr/lib/libelf.so.1:ro \

11: docker.io/library/debian:stable-slim bash

In particular, it is possible to observe that such script had the network disabled, because

it could cause problems, it was not required by the application and, furthermore, without it

the jitter should have been also less, good for real-time purposes. Moreover, aDebian stable

imageof � 100 Mb was used and itbind-mountedthe EVL libraries, in order to use the real-time

capabilities o�ered by theEVL kernel.

This script opened an interactive Bash shell so, to e�ectively run the real-time application,

it was necessary to:

1: cd bench

2: ./rt_monitor

The outcome is shown in Fig. 3.15.
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Figure 3.16: Iterations of the Real-Time Evaluation Monitor Application inside a Rootful Podman
Container

And the outcome of the evaluated times is visible in the .csv �le created by the application,

shown in Fig. 3.16.

Finally, in order to exit the container and return to the QEMU-emulated system (without

interrupting it), it was su�cient to terminate the shell withCtrl+D .

Substantially, this step demonstrated that it was truly possible to run a real-time application

inside a PodmanRootfulcontainer with real-time capabilities.

3.5.3 RT-Application inside Rootless Container

The next step was to prove the same, but on aRootlesscontainer.

Rootless Real-Time Containers are harder to realize, since they cannotgrant themselves

privileges such as the usage of EVL devices. Hence, they can only use the privileges already

granted to the user account.

For this reason, the idea which the Rootless Containers were built on was to change the

point of view and, instead than granting real-time permissions and privileges to the containers,

they were granted to a speci�c user. This way, only the user with these permissions was able to

run Rootless containersafely.

To realize this, some modi�cations inside the real-time application intended to run were

needed �rst:

ˆ theret = evl_attach_thread(EVL_CLONE_PUBLIC,"rt-main"); had to become PRI-

VATE:

1: ret = evl_attach_thread(EVL_CLONE_PRIVATE, evl_main_name);
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Figure 3.17: id command to show groups and users

Figure 3.18: Users and Groups for EVL devices inside Rootless Container

PUBLIC attachment indeed, was restricted by policy, because only root or a speci�c group

could create "public" EVL threads. Furthermore, this also ensured that third-party tasks

could not create globally visible Real-Time entities, unless explicitly authorized. Moreover,

PRIVATEalso kept the tasks contained, guaranteeing a better isolation and security model.

ˆ It was observed that the EVL device nodes � such as/dev/evl/control ,

/dev/evl/thread/clone etc. � were associated with theevlgroup and con�gured with

permissions0660(see Fig. 3.17). This con�guration implied that read and write access

to these devices was restricted to the owner and members of theevl group. Since the

userpetalinuxwas a member of this group, any process executed under the same user

identity �including those running inside a rootless container � could access the EVL

devices without requiring additional privileges.

However, when executing the application inside theRootless Container, the user and

group mappings appeared really di�erent:

� uid=0(root) gid=0(root) groups=0(root)

� crw-rw�� 1 nobody nogroup 242, 0 Jan 27 10:28 /dev/evl/control

� crw-rw�� 1 nobody nogroup 242, 1 Jan 27 10:28 /dev/evl/thread/ clone

(see Fig. 3.18)

This behavior was a consequence of user namespaces which remappeduser and group

identi�ers inside theRootlesscontainers. Hence, although the process appeared asroot

within the container (uid=0), it was actually mapped to an unprivileged user on the

host. As a result, the EVL device nodes were seen as owned bynobody:nogroup, and

the containerized process did not belong to theevl group. Moreover, root privileges
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Figure 3.19: From EVL to Petalinux group for EVL devices

Figure 3.20: User namespace mapping for Rootless Container

inside a user namespace do not grant the ability to bypass �le permissions on host

device nodes. This mismatch, indeed, resulted into an"failed to attach to xenomai

evl, -13ret" kind of error, because the EVL devices appeared not accessible by the

RT-application. To solve this issue then, it was necessary to modify on the host the

permissions and group ownership of the EVL devices nodes, in a way that they were truly

accessible to the userpetalinux. This was achieved through the commands (see Fig. 3.19):

1: sudo chmod -R g+rwX /dev/evl

2: sudo chgrp -R petalinux /dev/evl

And, this way, the processes executed within the container and mapped to the corre-

sponding host user were �nally able to access the EVL devices correctly.

ˆ Subsequently, Podman was con�gured to run inRootless modewith user namespace map-

ping. This was ensured with the �ag�userns=keep-id into the script that ensures that

the user and group identi�ers inside the container are preserved consistently with those

on the host system - speci�cally,UID=1000 (petalinux) andGID=1000 (petalinux)

� instead of being remapped to anonymous identities such asnobody. As a result, pro-

cesses running inside the container maintain the same e�ective identity as on the host,

enabling correct group membership resolution and access to EVL device nodes. The

outcome was the one shown in Fig. 3.20.

ˆ In the end, the shell commands used to launch the container were:

1: podman run --rm -it --network=none \

2: --userns=keep-id \

3: -v /home/petalinux/rt_app:/bench:rw \

4: -v /home/petalinux/logs/rootless.csv:

/tmp/ss_timing_log_with_load_evl_bash.csv:rw \
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5: --device /dev/evl/control \

6: --device /dev/evl/thread/clone \

7: --device /dev/evl/clock/monotonic \

8: --device /dev/evl/clock/realtime \

9: -v /usr/lib/libevl.so.6:/usr/lib/libevl.so.6:ro \

10: -v /usr/lib/libbpf.so.1:/usr/lib/libbpf.so.1:ro \

11: -v /usr/lib/libelf.so.1:/usr/lib/libelf.so.1:ro \

12: docker.io/library/debian:stable-slim bash

Before running this script though, it was also necessary to create the log �lerootless.csv

in the /home/petalinux/logs/ path and to change its permissions and groups, in the

same way as with the previous /dev/evl:

1: cd logs

2: sudo chmod -R g+rw rootless.csv

3: sudo chgrp -R petalinux rootless.csv

This way, the application inside theRootlesscontainer could properly write the execution

times inside the log, terminating correctly the execution.

From theBash shellof the container, it was possible to simply run theReal_Time_Evaluation_monitor

application, as:

1: cd bench/

2: ./rt_monitor

and get the output shown in Fig. 3.21, while the timing and iterations got are shown in

Fig. 3.22.

Figure 3.21: Real_Time_Evaluation_Monitor execution inside Rootless Container



Chapter3 - Project Implementation 66

Figure 3.22: Iterations of the Real_Time_Evaluation_Monitor application inside a Rootless
Podman Container

Anyway, it is important to specify that, even if the execution of theReal_Time_Execution_monitor.c

application was possible inside aRootlesscontainer, this did not mean that any real-time appli-

cation could run without any problems. Indeed, many real-time applications requirelibbpf ,

that is usually a privileged library. The used application did not use such library but trying to

run a RT-application that loads BPF programs could result into a failure because of the missing

privileges.

3.6 Concurrent execution of Real-Time Containers

After successfully running a singleRootfuland a singleRootlesscontainer instance at a time,

some tests involving multiple containers executing concurrently were tried.

The ultimate goal of the project this thesis is part of is, indeed, to test and prove that multiple

Real-Time Containers(with the least of the privileges possible) can run simultaneously on the

same embedded platform, still guaranteeing low latency and avoiding mutual interference. In

particular, one of the objectives was to verify that multiple real-time workloads can execute

concurrently while sharing kernel and hardware resources - such as CPU cores, clocks, and

EVL kernel services - without causing con�icts ornamespace collisionson EVLobjects.

However, when it came to running multiple real time container instances, some new prob-

lems rose up di�erently from the case where only one container was active. Indeed, the

problematic part in this scenario lied in the fact that, since EVL devices exposed global kernel

interfaces and were inherently shared among the processes, it was in the care of each container

to create its own distinct EVL objects to work with. Otherwise, an error rose up because the

corresponding EVL object �les were already considered in use.

For this reason, running some experiments with two or more containers with overlapping

execution times (concurrent execution) required veri�cation that the Real-Time application
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intended to run complied with the precautions related to the EVL objects and devices previously

mentioned and did not get stuck into a namespace con�ict.

In the case of the Real_Time_Execution_monitor.c real-time application provided by DLR

and used for testing purposes, such modi�cations were also required. The code, already modi�ed

and used for each experiment conducted in this thesis, is reported in full in Appendix A.

In more detail, when it comes to multiplePodmancontainers usingEVL devices, it was

necessary to assign a unique identi�er (EVL_INSTANCE=A, EVL_INSTANCE=B, etc.) to each

container, in order to generate unique names for EVL threads and tasks inside the application

for each instance. This way, namespace-con�icts were avoided and more containers could run

concurrently, properly sharing system resources and EVL devices through di�erent EVL objects.

Furthermore, it was also necessary to ensure that the name of the real-time thread created

by any instance of the real-time application running was unique and linked to the container it

was running in, otherwise a con�ict between two instances could arise because of the same

name-thread that more containers could try to execute at the same time.

Finally, to run multiple instances of the same application that exploitedEVL real-time

capabilities, it was mandatory to check if the �ag used to attach the thread to theEVL corewas

PRIVATEand notPUBLICbecause it was necessary that each instance created a private EVL

thread context, independent from other threads, in order for the thread to get its own real-time

control block, its own scheduling parameters and, in general, to become a fully independent

EVL real-time entity. Hence, in the case of theReal_Time_Execution_monitor.capplication, it

was necessary to modify the following lines from:

1: if (evl\_attach\_thread (EVL\_CLONE\_PUBLIC, evl\_task\_name) < 0)

to:

1: if (evl\_attach\_thread (EVL\_CLONE\_PRIVATE, evl\_task\_name) < 0)

Another relevant aspect of these experiments was represented by thesynchronization

mechanism, to ensure a real-concurrent execution of the containers.

The easiest idea indeed, even if not adaptable in case of scalability, would have been to

launch multiple containers in separate terminals, in order to then start the real-time application

at the same time in each of them. However, this was not possible for two main reasons: �rst of

all, these experiments were executed in the QEMU-emulated system that could be open in just
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one terminal and did not allow to run more terminal in parallel inside the same execution of

the system itself, and secondly, to be sure that the two containers could truly run concurrently

(at the same time) in a detached way, a more quickly way to start the containers was needed,

especially to test the scalability of the system where tens of containers had to start at the same

time.

For these reasons, it was decided to adopt as a synchronization mechanism among containers,

a timing barrier. Such barrier was implemented through a synchronization start �le (mechanism

of aGO �le), that made both containers start apart of less than 4 ms after having already created

them. The shell commands used to create the timing barrier are shown below:

1: mkdir -p /home/petalinux/sync

2: rm -f /home/petalinux/sync/GO /home/petalinux/sync/start_times.txt

3: rm -f /home/petalinux/sync/rootful_A.debug /home/petalinux/sync/rootful_B.debug

4: touch /home/petalinux/sync/start_times.txt

5: chmod 666 /home/petalinux/sync/start_times.txt

Thestart_times �le is a �le �lled with the real starting time of each container, in order to

after-prove that they truly ran in parallel.

In more detail, the containers were launched indetached modeand con�gured to wait on a

shared synchronization �le. Then, after having created all the required container instances, the

synchronization and start of the containers were triggered by the creation of aGO �le, acting

as a sentinel for releasing the waiting processes (containers). In this way, even if the launching

itself of each container required some seconds, it was possible to con�rm that the actual start of

the real-time application inside each instance occurred within only a few milliseconds of each

other. This was also con�rmed by the shared log �le (start_times.txt) written by the containers,

which recorded their respective start times. Moreover, it was observed that a single execution of

the Real-Time application used to test the containers required at least �ve seconds. Comparing

this with the recorded starting times of the containers demonstrates that the multiple instances

of the application were truly overlapping in time.

This proved that not only can a real-time application with EVL devices on an embedded

system run, but that multiple concurrent instances can also run, while properly sharing resources

and EVL devices.

Various experiments were performed to prove what previously a�rmed. The shell commands

and output are reported in the following paragraphs:

1. TwoRootfulContainers at the same time (see Par. 3.6.1);
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2. TwoRootlessContainers at the same time (see Par. 3.6.2);

3. OneRootfulContainer and oneRootlessContainer at the same time (see Par. 3.6.3);

4. TwoRootlessand oneRootfulat the same time (see Par. 3.6.4);

3.6.1 Concurrent execution of two Rootful Containers

As already introduced in Par. 3.6, in order to make multiple concurrent (Rootful) containers run,

the pre-steps and precautions shown before had to be taken.

After that, knowing that each execution of the real-time application inside a container

created someCSV �lesto store the 5000 execution times of the 5000 execution of the same

application, some folders to store such �les at di�erent paths needed to be created. Otherwise,

the di�erent executions of the application inside the di�erent containers would have overwritten

the �les because of the path engraved inside the application itself. Hence, it was necessary to

change the path for such �les externally, as shown below:

1: mkdir -p /home/petalinux/logs/rootful_dir_A /home/petalinux/logs/rootful_dir_B

2: chmod 777 /home/petalinux/logs/rootful_dir_A /home/petalinux/logs/rootful_dir_B

3: rm -f /home/petalinux/logs/rootful_dir_A/ss.csv

/home/petalinux/logs/rootful_dir_B/ss.csv

Then, the twoRootfulcontainers could �nally be created:

ˆ First RootfulContainer (A) in detached mode:

1: sudo podman run -d --name rt_rootful_A \

2: --log-driver=k8s-file \

3: --network=none \

4: --hostname rt_ful_A \

5: -v /home/petalinux/rt_app:/bench:rw \

6: -v /home/petalinux/sync:/sync:rw \

7: -v /home/petalinux/logs/rootful_dir_A:/logs:rw \

8: --device /dev/evl/control --device /dev/evl/thread/clone \

9: --device /dev/evl/clock/monotonic --device /dev/evl/clock/realtime

10: -v /usr/lib/libevl.so.6:/usr/lib/libevl.so.6:ro \

11: -v /usr/lib/libbpf.so.1:/usr/lib/libbpf.so.1:ro \

12: -v /usr/lib/libelf.so.1:/usr/lib/libelf.so.1:ro \

13: docker.io/library/debian:stable-slim \

14: bash -lc '\{
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15: while [ ! -e /sync/GO ]; do sleep 0.001; done

16: echo "rootful_A start $(date +\%s.\%N)" >> /sync/start_times.txt

17: echo "rootful_A whoami=$(id -u):$(id -g)" >> /sync/start_times.txt

18: ln -sf /logs/ss.csv /tmp/ss_timing_log_with_load_evl_bash.csv

19: EVL_INSTANCE=A /bench/rt_monitor_EVL

20: echo "rootful_A rc=$?"

21: \} >> /sync/rootful_A.debug 2>\&1

22: '

ˆ SecondRootfulContainer (B) in detached mode:

1: sudo podman run -d --name rt_rootful_B \

2: --log-driver=k8s-file \

3: --network=none \

4: --hostname rt_ful_B \

5: -v /home/petalinux/rt_app:/bench:rw \

6: -v /home/petalinux/sync:/sync:rw \

7: -v /home/petalinux/logs/rootful_dir_B:/logs:rw \

8: --device /dev/evl/control --device /dev/evl/thread/clone \

9: --device /dev/evl/clock/monotonic --device /dev/evl/clock/realtime

10: -v /usr/lib/libevl.so.6:/usr/lib/libevl.so.6:ro \

11: -v /usr/lib/libbpf.so.1:/usr/lib/libbpf.so.1:ro \

12: -v /usr/lib/libelf.so.1:/usr/lib/libelf.so.1:ro \

13: docker.io/library/debian:stable-slim \

14: bash -lc '\{

15: while [ ! -e /sync/GO ]; do sleep 0.001; done

16: echo "rootful_B start $(date +\%s.\%N)" >> /sync/start_times.txt

17: echo "rootful_B whoami=$(id -u):$(id -g)" >> /sync/start_times.txt

18: ln -sf /logs/ss.csv /tmp/ss_timing_log_with_load_evl_bash.csv

19: EVL_INSTANCE=B /bench/rt_monitor_EVL

20: echo "rootful_B rc=$?"

21: \} >> /sync/rootful_B.debug 2>\&1

22: '

At that point, it was possible to release both containers in parallel (at the same time) through

the GO �le barrier:

1: touch /home/petalinux/sync/GO
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Then, after thert_monitor application was executed in both containers, the debug output

provided by the containers was examined in order to check that the execution had been �awless

and did not result in an error, using the following commands:

1: cat /home/petalinux/sync/start_times.txt

2: sed -n '1,120p' /home/petalinux/sync/rootful_A.debug

3: sed -n '1,120p' /home/petalinux/sync/rootful_B.debug

4: sudo podman inspect rt_rootful_A --format '{{.State.ExitCode}} {{.State.Error}}'

5: sudo podman inspect rt_rootful_B --format '{{.State.ExitCode}} {{.State.Error}}'

The expected output of the previous commands is shown in Figs. 3.23 and 3.24.

Figure 3.23: The two Rootful Containers start at� 3.4ms apart (they truly run in parallel) through
the timing barrier mechanism

Figure 3.24: Clean state and execution of the rt_monitor application inside two Rootful Con-
tainers running in parallel

Before also examining the CSV produced by the two executions of the application, a preven-

tive check of the length of the �les was considered useful in order to verify that the application

in the two containers truly wrote the expected timing values:

1: wc -l /home/petalinux/logs/rootful_dir_A/ss.csv

/home/petalinux/logs/rootful_dir_B/ss.csv
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Figure 3.25: Word Count of words written in the log �les by both Rootful Containers to check if
the execution of thert_monitor application was �awless

The expected output of this command is shown in Fig. 3.25.

Finally, to check the results the following commands were used:

1: tail -n 5 /home/petalinux/logs/rootful_dir_A/ss.csv

2: tail -n 5 /home/petalinux/logs/rootful_dir_B/ss.csv

The outcome was the one shown in Fig. 3.26.

Figure 3.26: Output timing values of the execution in parallel of thert_monitor application
inside the two Rootful Containers

The last step was to safely remove the containers and the GO �le to prepare the system for

a new execution:

1: sudo podman rm -f rt_rootful_A rt_rootful_B

2: rm -f /home/petalinux/sync/GO
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3.6.2 Concurrent execution of two Rootless Containers

In the same fashion, it was also possible to prove that two (or more) real-timeRootlessContainers

could run at the same time, also executing the same real-time application.

In this case, some additional precautions were needed in order to let theRootlessContainer

run �awlessly, as had already happened in the case of the singleRootlessContainer.

In more detail, the steps followed were the same as in theRootful-Rootfulcase (see Par. 3.6.1),

while the di�erences are described below:

ˆ Before launching aRootlessContainer, in order to make the EVL devices usable from it, it

was necessary to check that the user running the containers belonged to the same group

of the owner of the EVL devices themselves. Hence, outside the container, on the board,

it was mandatory to run the commands:

1: ls -l /dev/evl/control /dev/evl/thread/clone

And, if the owner of the devices wasevl , then:

1: sudo chmod -R g+rwX /dev/evl

2: sudo chgrp -R petalinux /dev/evl

wherepetalinux was the user that had to run theRootlesscontainers.

ˆ Obviously, it was necessary to adapt the names of the debug and output �les respect

to what reported in the case ofRootful-Rootful, specifying that the intended-to-be-run

containers were twoRootless.

ˆ Every command had to be run withoutsudo.

ˆ The shell script previously shown to run the containers needed to be updated with the

new names of the �les and specifying the name of the containers asRootless, for clarity

reasons.

The output of such execution is shown in Figs. 3.27, 3.28, 3.29 and 3.30.
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Figure 3.27: The two Rootless Containers start at� 4.5ms apart (they truly run overlapping in
time) through the timing barrier mechanism

Figure 3.29: Word Count of words written in the log �les by both Rootless Containers to check
if the execution of the rt_monitor application was �awless

Figure 3.28: Clean state and execution of the rt_monitor application inside two concurrent
Rootless Containers

3.6.3 Concurrent execution of Mixed (one Rootless and one Rootful )

Containers

In the mixedcase, the steps followed were the same as in the two previous cases (see Par. 3.6.1

and 3.6.2) but some additive precautions had to be taken:

ˆ sudo had to be used to run only theRootfulcontainer.

ˆ before running theRootlessContainer it was mandatory to test if the EVL devices already

belonged to the same user that had to run the containers, otherwise it had to be changed
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Figure 3.30: Output timing values of the execution overlapping in time of the rt_monitor
application inside the two Rootless Containers

as shown in the Par. 3.6.2.

The output of this case is shown in Figs. 3.31, 3.32, 3.33 and 3.34.

Figure 3.31: The Rootful and Rootless Containers start at� 2.2ms apart through the timing
barrier mechanism

Figure 3.34: Output timing values of the execution in parallel of thert_monitor application
inside the Rootful and Rootless Containers
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Figure 3.32: Clean state and execution of thert_monitor application inside a Rootful and a
Rootless Container running with overlapping times

Figure 3.33: Word Count of words written in the log �les by the two Containers to check if the
execution of thert_monitor application was �awless

Figure 3.36: Clean state and execution of thert_monitor application inside the three concurrent
Containers
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Figure 3.35: The three Containers start, neatly, at� 4.5ms and� 1.7ms apart thanks to the timing
barrier mechanism, guaranteeing the constraint of concurrent execution

3.6.4 Concurrent execution of two Rootlessand one Rootful Container

Finally, one last experiment for this section was executed to prove that multiple mixed real-

time containers were able to run concurrently with the provided set-up. In particular, two

RootlessContainers and aRootfulwere created. This required, as in the previous cases, that

each container accessed its own EVL objects with unique identi�ers, while using the same

EVL kernel services, in order to avoid that di�erent processes (di�erent execution of the same

rt_monitor application) tried to create EVL objects with the same name. For this reason, inside

each shell script to launch the containers, it was necessary to specify di�erent identi�ers, such

as:

1: EVL_INSTANCE=A #first rootless container

2: EVL_INSTANCE=B #second rootless container

3: EVL_INSTANCE=C #rootful container

The steps followed then were the same as before, and the result of this execution is shown

in Figs. 3.35, 3.36, 3.37 and 3.38.

Figure 3.37: Word Count of words written in the log �les by the three Containers to check if
the execution of thert_monitor application was �awless
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Figure 3.38: Output timing values of the concurrent execution of thert_monitor application
inside the three Containers

3.7 Testing the scalability of the system

The last matter addressed by this thesis was related to thescalabilityof the system. In particular,

it was interesting to understand up to how many concurrent real-time containers the emulated-

system could still properly work.

To test this, di�erent experiments were conducted, each time increasing the number of

concurrent running containers.

The scripts and the precautions taken to run them were the same as in the previous case

with two-three containers (see Par. 3.6).

In more detail, the shell script was slightly modi�ed respect to the previous shell commands

used to launch Podman containers, to easily launch a variable big number of containers at the

same time and trying to automatize the whole process, for practical reasons.

This script is available at Appendix B.

The evaluation of the results obtained is reported in Par. 4.2.
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Benchmarking and Evaluation

The following chapter evaluates the results obtained in the second part of the project imple-

mented in chapter 3, where the feasibility of runningRootfulandRootlessPodman containers

with real-time capabilities (due to the EVL integration) was demonstrated on an embedded

platform (even if it was an emulated one). It was also demonstrated that it is possible to run mul-

tiple containers that, at the same time, can access the EVL devices to run real-time applications.

However, all of this has been implemented, but has not been evaluated yet.

In order to provide alatency measurementof the execution times of a real-time application

within this kind of system and to analyze theoverheadintroduced by the utilization of containers,

the distributions of the execution times provided by the experiments implemented were analyzed

in detail.

First, a more detailed overview of the real-time application used to evaluate the system and

the steps followed to collect the data produced by each execution of it in di�erent contexts are

provided in Par. 4.1.

Then, a systematic evaluation of the di�erent experiments is provided. Speci�cally, the

results of the following experiments were deeply analyzed from the point of view of the main

statistical metrics and eventually compared among them, as follows:

ˆ comparison of results obtained from the execution of the application onBare-metal, inside

a singleRootfulcontainer and then inside a singleRootlessone (see Par. 4.1.2);

ˆ comparison of results obtained from the concurrent execution of twoRootfulcontainers

and the singleRootfulcontainer-case (see Par. 4.1.3);

ˆ comparison of results obtained from the concurrent execution of twoRootlesscontainers

and the singleRootlesscontainer-case (see Par. 4.1.4);

79
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ˆ comparison of results obtained from the concurrent execution of twoRootlessand one

Rootlesscontainers and the singleRootfulandRootlesscontainer-cases (see Par. 4.1.5);

Subsequently, the evaluation of the results related to the system scalability tests is provided.

In particular, Par. 4.2 explains how the collection of the big amount of data coming from

these experiments was performed. Then, a deep analysis of the results of a few test cases

with a variable number of concurrentRootlesscontainers running (16 containers Par. 4.2.2, 32

containers Par. 4.2.2 and 64 containers Par. 4.2.2) is reported. All of this culminates in theoverall

analysisof all the cases of multiple concurrent containers (from 2 to 64) presented in Par. 4.2.3.

Finally, a further test with 80 and 100 concurrent running containers is reported and

analyzed in Par. 4.2.4, demonstrating that it was not possible to scale up to such a large number

of containers and that 64 was the last experiment that was executed successfully.

4.1 A real-time application with Dummy Workload to eval-

uate the functioning of real-time containers

The term Benchmarkrefers to a set of software tests designed to provide a measure of a

computer's performance with regard to various operations. However, the benchmark can also

be de�ned as the determination of the ability of that software to perform a particular task for

which it was designed more or less quickly, precisely, or accurately [44].

In the present thesis, in order to evaluate the performance aspects of the proposed system

and the impact of the Podman Containers on the execution of real-time applications on an

embedded system with EVL kernel, abenchmark real-time applicationwas executed in three

di�erent contexts.

The applicationReal_Time_Execution_monitor.cwas provided by theDLRand it measured

the execution time of a dummy workload, including anypreemptionsthat happen while it runs,

in a WCET-like goal.

The execution of such workload is repeated for 5000 iterations and in more detail, at each

iteration of the periodic task, the program records the current time immediately before executing

the workload. The workload is a CPU-bound type of task and, as soon as the computation

completes, the program records the current time again. This way, computing the di�erence

between the two timestamps obtained, it is possible to get the elapsed time required to complete

one execution of the task itself. The interesting aspect is that obviously such elapsed time also

includes the eventual delays caused by operating system scheduling, preemptions, virtualization

and container-related overhead that may occur while the task is running.
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This means that by repeating this procedure for 5000 iterations, the experiment collects a

distribution of execution times that characterizes both the average cost and the variability (i.e.

jitter) of executing the same workload under di�erent deployment environments.

The integral code is reported in App. A, but the e�ective measurements is performed as

shown in the snippet below:

1: // some cpu load (dummy loop)

2: volatile int product = 0;

3: for (int j = 0; j < 100000; j++) product += j*j;

4: clock_gettime(CLOCK_MONOTONIC, &end_time); // end timestamp

5: // calc duration in ms

6: exec_times[i] = (end_time.tv_sec - start_time.tv_sec) * 1e3 + (end_time.tv_nsec -

start_time.tv_nsec) / 1e6;

To truly evaluate the overhead induced by the containers, a comparison was set between

the data collected by running the same experiment in three di�erent contexts:

ˆ on bare metal;

ˆ inside a Rootful Podman Container;

ˆ inside a Rootless Podman Container.

Obviously, all these experiments were carried out on the QEMU-emulated board ZCU102 and

so an overhead due to the virtualization layer of the system must be taken into account when it

comes to evaluating the output timings.

4.1.1 Collection of data from the execution of the benchmark applica-

tion in di�erent experiments

First, the case considered was the execution of the application on the QEMU-emulated ZCU102

boardbare metal, i.e., outside any container (see. Par. 3.13). This execution provided the

output ss_timing_log_with_load_evl_bash.csv, which contained 5000 iterations of the benchmark

application and the time required to run the dummy workload inside.

The last 10 iterations are shown in Fig. 4.1.

The data collected inside a CSV �le created by the same application, were then exported

outside the container - through thenetcatcommand, as shown in Fig. 4.2 - to be properly
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Figure 4.1: Benchmark rt-application iterations and timing logbare metal(outside any container)

Figure 4.2: Netcat command to transfer the csv �le from the container inside the QEMU-emulated
board to the host machine (represented by the virtual machine on which all of the software
stack was layered

analyzed. The same procedure was also applied in all the other cases described in the next

paragraphs.

Then, the same application was executed inside a Rootful and a Rootless Podman Container.

In these cases, a folder was created to store the output logs of the two containers, as well two

�les - called rootless.csvandrootful.csvwere created inside the same folder.

1: mkdir -p /home/petalinux/logs

2: : > /home/petalinux/logs/rootless.csv

3: sudo sh -c ': > /home/petalinux/logs/rootful.csv'

These �les were attached to the log �le produced by the execution of the Benchmark

application inside each container to distinguish between the output of the two containers. In

fact, such an attachment was provided by the bind-mounting of the new �le to the container,

through the following command, in the case ofRootfulContainer:

1: -v /home/petalinux/logs/rootful.csv: \

2: /tmp/ss_timing_log_with_load_evl_bash.csv:rw
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and through the following one, in the case of the Rootless Container:

1: -v /home/petalinux/logs/rootless.csv: \

2: /tmp/ss_timing_log_with_load_evl_bash.csv:rw

The last 10 iterations produced by the execution of the Benchmark application inside the

Rootful Container are shown in Fig. 4.3

Figure 4.3: Benchmark rt-application iterations and timing log inside Rootful Podman Container

While, the last 10 iterations produced by the execution of the Benchmark application inside

the Rootless Container are shown in Fig. 4.4

Figure 4.4: Benchmark rt-application iterations and timing log inside Rootless Podman Container

The evaluation of the data shown in Figs. 4.1, 4.3, 4.4 is reported in Par. 4.1.2 as a comparison

between the three cases.

4.1.2 Test with Bare-Metal , Rootful and Rootless Containers

After having collected the data, it was possible to apply some pre-processing steps to gather

them inside an unique csv �le and to feed it to theJMPSoftware to perform some metrics

evaluations and graphics drawing.

In more detail, on JMP, the function ofDistribution analysiswas used to analyze the following

distributions (as reported in Fig. 4.5):
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ˆ Distribution of 5000 Execution Times coming from theBare-Metal executionof the real-

time benchmark application;

ˆ Distribution of 5000 Execution Times coming from theRootful executionof the real-time

benchmark application;

ˆ Distribution of 5000 Execution Times coming from theRootless executionof the real-time

benchmark application;

The metrics collected and analyzed were instead:

ˆ Mean value;

ˆ Minimum value;

ˆ Maximum value;

ˆ Standard Deviation;

ˆ Quantile plot;

ˆ Box-plot graphs

Hence, as it was possible to observe in the statistics reported into Fig. 4.5, it was evident

that containers addedlatencyand morejitter, in comparison with the bare-metal execution.

This was evident from the bigger tails that the execution in both containers showed and also in

the maximum values of execution times that from a mean value of� 0.543 for the Bare-Metal

spiked to� 1.823 for the Rootful and to� 1.474 for the Rootless. This meant that containerization

introduced an overhead of� 2.7Ö(Rootful) and� 2.4Ö(Rootless) compared to thebare-metal

execution.

Furthermore, the outliers introduced by the containers execution were also higher than 100

ms, respect to the bare-metal execution that it was only up to� 5 ms. Such a behavior could

demonstrate loss of temporal determinism inside containers.

Realistically, this was the expected output since adding a virtualization layer, even if it was

a light one as the one provided by containers. It still introduces delays with respect to the

bare-metalcase, even if sporadic ones, as evinced by the statistics. Anyway, such behavior

could be considered slightly dangerous for real-time constraints.
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Figure 4.5: Distribution of execution times of a real-time benchmark application repeated 5000
times in three di�erent contexts: bare-metal, inside a Podman Rootful container and inside a
Podman Rootless container, all of them on a QEMU-emulated ZCU102 board. The statistics
were elaborated with JMP software.

However, the boxplots reported in Fig. 4.5 were not clearly readable because of the big

di�erence in the order of values between thebare-metalcase and the containers ones. For this

reason, a new plot with aLogaritmic scalewas realized using aPythonscript and it was reported

in Fig. 4.6.

It was possible to observe that thebare metalexecution showed a smaller IQR, that means

that the varianceof data was low, hence that the execution times of application were quite

predictable and deterministic, perfect condition for a real-time application. The container's



Chapter4 - Benchmarking and Evaluation 86

Figure 4.6: Box plot relatives to the experiments reported in the Fig. 4.5. To properly compare
the distributions of execution times between the three cases considered, a log-scale was used.

executions instead, showed fatter boxplots, especially theRootfulcase, highlighting a bigger

variance and unpredictability caused by the virtualization layer.

Another interesting metric to keep in consideration was also theStandard deviationthat

also represented a factor of degradation of temporal determinism. In more detail, it appeared

to spike from� 0.31 ms forbare-metalexecution to� 4.92 ms forRootfuland to� 2.81 ms for

Rootlessexecution.

Still, another interesting aspect to evaluate was thetail of the latency-distribution computed

on the 5000 execution times collected from each of the three experiments ran.

In a latency-distribution, the tail represents the probability mass of high-latency events

(i.e. extreme values), while it includes how many extreme events occur, how large they are

and how fast the probability decays as latency increases. This means that evaluating the tails

of a distribution can be helpful in understanding not only how often the slow events occur

but also how fast the probability decays, and in a real-time system this can be translated into

predictabilityanddeterminismthat in�uence thereliability of the system.
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(a)95th-percentile/median (b)99th-percentile/median

(c)CCDF tail comparison: P(latency� x)

Figure 4.7: Analysis oftails in the latency-distributionof 2 concurrent Rootless containers in
comparison to a single Rootless one

Hence, in the plots in Fig. 4.7, it was possible to observe that the ratio between the 95th-

percentile and the median was much greater than 1, especially in the case of the containers and

that it became even greater when it came to the 99th-percentile. This meant that latency spikes

dominated. In particular, from the 99th-percentile it was possible to a�rm that:

ˆ Baremetalcase: worst 1% requests were� 3.5Öslower than typical;

ˆ Rootfulcase: worst 1% requests were� 9.5x slower than typical;

ˆ Rootlesscase: worst 1% requests were� 16x slower than typical;

and this represented amassivetail explosion with consequently instability of the system.

Anyway, if the 99th-percentile addressed the behavior of 1% of the events, the 95th-percentile

appeared to be less extreme, indicating just sporadic system-level pauses.
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All of this was also visible on theComplementary Cumulative Distribution Function(see Fig.

4.7c), where on alogarithmic-y scale theprobability of latency � x was shown.

In particular:

ˆ Baremetalcase: the tail probability decays very fast (almost vertically) and this indicated

that there was no heavy tail behavior;

ˆ Rootfulcase: there was an extremely slow decay evident in the long horizontal stretch;

ˆ Rootlesscase: the decay becomes slower than thebare-metalcase but it appeared still

controlled.

(a)Time series of Bare-metal execution (b)Time series of Rootful execution

(c)Time series of Rootless execution

Figure 4.8: Analysis oftime seriesgenerated from executing the same real-time application 5000
times onBare-metal, RootfulandRootlesscontainers

As Fig. 4.8 shows, in the case of theRootfulexecution, there were more high-spikes than in
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the case of theRootlessone. Furthermore, in both cases, they seemed to quite be periodical and

to happen cyclically, di�erently from theBare-metalexecution.

Finding a valid reason to explain all of these behaviors of the system was out the scope

of this thesis but the unexpected behavior of theRootfulcase in comparison to theRootless

case could probably be related to the fact that Rootful containers typically involve full cgroup

hierarchy, daemon interaction, root privileges interacting with host kernel subsystem, while

Rootlesscontainers run without a privileged daemon. So, even if counterintuitive, a possible

conclusion could be thatRootlesscontainers could have slightly higher average overhead but

they presented fewer extreme delays.

For these reasons, it was possible to conclude from these results that, even if the average

execution time barely changed among the experiments, the worst-case latency got severely

worse in containers. Moreover,Rootlessexecution often showed slightly more jitter (maybe

due to the extra user namespaces and helper processes), though this depended heavily on the

con�guration.

4.1.3 Test with 2 Rootful concurrent Containers

In order to prove the capability of the QEMU-emulated system to run multiple Podman contain-

ers concurrently and to be indeed useful for the �nal goal of theDLR's Space Appproject, a test

with 2 Rootfulcontainers running at the same time was executed (see Par. 3.6.1).

The output of the experiment was compared to the execution times gotten from the execution

of a singleRootfulcontainer, to compare how multiple running containers could a�ect each

other and the system.

In more detail, theReal_Time_Execution_monitor.capplication was run inside a singleRootful

container and then inside two di�erentRootfulcontainers running concurrently. The same

statistics provided in the experiment in Par. 4.1.2 were collected and analyzed. A preliminary

analysis was conducted through the softwareJMP, to compare the main statistics between the

three containers (see Fig.4.9 and then also a comparison of the boxplots based on the distribution

of execution times (ms) (see Fig. 4.10) was realized.

In particular, it was possible to observe that, counterintuitively, when it comes to the 2

Rootfulcontainers running concurrently, themedian latencyslightly decreases (see Tab. 4.1).

This suggested that, since the workload tested was not heavily-CPU-bound, it was the container

startup or the scheduling e�ect to dominate. However, as it was also possible to observe from

the boxplots (see Fig. 4.10), the maximum latency instead started to increase, meaning that

the tail latency(i.e. the probability of extreme delays) became worse when running multiple
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containers concurrently.

Figure 4.9: Distribution of 5000 execution times of the real-time application executed inside 2
Rootful Containers running concurrently on the QEMU-emulated ZCU102 board. The compari-
son was made with the execution of a Single Rootful Container.

Another interesting point of view could also be observed in theCCDFplot (see Fig. 4.11a),

that represented the probability that latency was greater than or equal to a certain x (P¹X � xº).

It was worth to notice that one of the twoRootfulconcurrent container did not behave very

di�erently from the single Rootfulcontainer, while the second one showed a slightly heavier

tail behavior.
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Container Median latency (ms) Mean latency (ms) Maximum latency (ms)

Single_Rootful 0.975 1.82 154
Concurrent_Rootful_1 0.623 1.27 193
Concurrent_Rootful_2 0.626 1.37 226

Table 4.1: Comparison of how main statistics change from the singleRootfulto the two-Rootful
execution

Figure 4.10: Box plot elaborated with a Logaritmic-Scale relatives to the experiments reported
in Fig.4.9

Also, from thetime series analysis(see Fig. 4.11) it was possible to observe that in the case

of multiple containers, the spikes were higher - as expected - and they tended to occur in

bursts, suggesting the presence of system-level disturbances such as scheduler stalls or kernel

write-back activity.

This could be considered an interesting result, but the causes must be further investigated,

since the latter was just a hypothesis and �nding them was out-of-scope of this thesis.
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(a)Complementary Cumulative Distribution Function (b)Time series single Rootful container

(c)Time series Concurrent Rootful_1 (d)Time series concurrent Rootful_2

Figure 4.11: Analysis of tails behavior and time series from the distribution of execution times
printed by the execution of the application in the case of a singleRootfulcontainer and in the
case of two concurrentRootfulcontainers

4.1.4 Test with 2 Rootless Containers

The real goal of this thesis though, was to test the capability of such embedded system (the

Xilinx AMD ZCU102 boardeven if only emulated throughQEMUand integrated with theEVL

kernel(of Xenomai 4to get real-time capabilities) to runRootlesscontainers. Since the capability

of such thing was already proved in Par. 4.1.2 where also the benchmark real-time application

was executed successfully inside asingle Rootlesscontainer, then the next step to test was to

check if the system could correctly execute multipleRootlesscontainers running concurrently,

with the same real-time benchmark application running inside of them if starting at the same

time (the synchronization mechanism was provided through atiming barrier, see Par. 3.6.2).

Executing multipleconcurrent Rootlesscontainers indeed, was fundamental for the ultimate
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goal of the DLR's projectStellar Appswhich this thesis is part of. The idea in that case was

indeed to enable a system made of multiple nodes (where each node was represented by a

board like the one emulated in this thesis) where multiple experiments of di�erent nature could

execute concurrently, eventually also with real-time guarantees, without interfering with each

other, being directly pulled from a sort ofapplication storeand so coming also from third-parties.

Figure 4.12: A comparison between the distribution of 5000 execution times of the real-time
application executed �rst in a Single Rootless Container and then inside 2 concurrent Rootless
Containers on the QEMU-emulated board.

In order to ensure safety and security, containers (like Podman or also Docker) can be used

to run the applications. Obviously, having containers that require super-user privileges is not

advisable: this is why this thesis wanted to prove the possibility to run real-time applications
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also inRootlesscontainers and to run them concurrently. Indeed, they do not require super-user

privileges and can so guarantee more isolation and security also in case of malicious applications

or cyber-attacks.

Hence, in order to analyze the distributions of execution times written inside someCSV

�les, the test in Par. 3.6.2 was realized. The steps followed were again the same as the previous

tests and were thoroughly reported in Par. 4.1.1.

As always, the data from the CSV �les were �rst analyzed throughJMP software, in order to

compute some of the main metrics and statistics. Such values are reported in Fig. 4.12.

Figure 4.13: Box plot elaborated with a Logaritmic-Scale relatives to experiments in Fig.4.12

It was possible to observe that, as it already happened in the case of multiple concurrent

Rootfulcontainers, when it came to the 2Rootlesscontainers running concurrently, themedian

latencyslightly decreased (see Tab. 4.2). A possible explanation of such behavior could be

found in better CPU scheduling or in improved parallelism. Anyway, regardless of the reasons

(investigating which was out the scope of this thesis), the interesting aspect to consider was

that concurrency did not hurt the average performance. This could be also seen in the boxplots

graphs (see Fig. 4.13) where theInterquartile Range (IQR)were quite tight, suggesting that the

central distribution was more stable than the case ofRootfulcontainers. However, instead, as it

was also possible to observe from the boxplots (see Fig. 4.10) and as it was also reported in Tab.
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4.2, the maximum latency started to increase, meaning that thetail latency(i.e. the probability

of extreme delays) became worse when running multiple containers concurrently.

In particular, from the table it was also possible to make a comparison between the case

with Rootlesscontainers andRootfulones. The interesting aspect appeared to be that even if the

average behavior of theRootlesscontainers seemed to be quite comparable to theRootfulcase,

suggesting that using or not super-user privileges did not heavily impact the outcome, but at

the same time, it was possible to observe a notable spike in the maximum latency that, in the

case of the �rst of the two concurrentRootlesscontainers almost doubled.

Container Median latency (ms) Mean latency (ms) Maximum latency (ms)

Single_Rootless 1.007 1.474 128
Concurrent_Rootless_1 0.637 1.538 394.926
Concurrent_Rootless_2 0.6205 1.425 219.06
Single_Rootful 0.975 1.82 154
Concurrent_Rootful_1 0.623 1.27 193
Concurrent_Rootful_2 0.626 1.37 226

Table 4.2: Comparison of how statistics change from the singleRootlessto the two-Rootless
execution, comparing them also with the case ofRootfulcontainers

All of this was also evident in the boxplot (see Fig. 4.13) where there were many high-latency

outliers that reach� 150-200 ms. This meant that the distribution washeavy-tailed, even if its

body was quite stable.

To further analyze the tails behavior, theComplementary Cumulative Distribution Function

plot was provided (see Fig. 4.14a) and it indicated the probability that latency was� x. Further-

more, since the y-axis waslogarithmic, tail behavior became very clear. In particular, it was

possible to observe that theSingle Rootlesscurve was the one that dropped fastest, meaning

that extremely latency events were less frequent than in the case of the 2 concurrentRootless

containers. Something that was quite interesting though, was the fact that the two curves

related to the concurrency were very similar, indicating that, even if concurrent containers

introduced variability, the e�ect was consistent across runs.

Still, the time series analysisprovided by the Fig. 4.14, was also useful to �nd eventual

temporal patterns. As it was also observed in the case of the experiment withRootlesscontainers,

even here the spikes in the concurrent execution appeared to be higher than the single running

container case, but they also appeared to happen in bursts. This could suggest that there could

be an event capable of a�ecting multiple consecutive iterations. Furthermore, it was possible to

discern two regimes the system alternated between:
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