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Motivations
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Which feature(s) out of the 30 is failing in the red box?




Root Cause Analysis vs Explainable Al (xAl) ‘#7
DLR

Root Cause Analysis
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e Find the underlying reasons of the anomaly,

e Root cause(s) of the anomaly can be outside the
window detected by the AD model.

AD-xAl Analysis
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Find the variables that influence the AD model
prediction at the anomaly,

Relationship between variables is not considered.
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Workflow



Workflow
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Benchmark challenges:
e Labeled dataset: anomaly and affected variables,
e Explanation quality metrics,
e Unsupervised and model agnostic xAl methods.




i DLR

Dataset



Dataset: Atacama Desert Weather

Dataset:

e \Weather data from 01.01.2000 to 01.01.2025,

e Hourly averaged variables: temperature, wind speed, pressure, relative humidity,
cloud cover, precipitation,

e Anomaly if precipitation > 2.0mm/h (5-7% yearly avg.)— 7 instances,

e Focused on 3 recorded flash floods: N fe
o 23.03.15-26.03.15,
o 09.08.15,
o 15.03.22 - 17.03.22.

e Anomaly can be primarily explained by high precipitation.




Example of Anomaly: 23.03.15—26.03.15
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XAl Methods



xAl: SHapley Additive exPlanations (SHAP) #
DLR

e Explanation based on Shapley values (game theory) and feature permutation.
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xAl: SHapley Additive exPlanations (SHAP) #
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e Explanation based on Shapley values (game theory) and feature permutation.

AD model
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xAl: SHapley Additive exPlanations (SHAP)

DLR
e Explanation based on Shapley values (game theory) and feature permutation.
e Two approaches were investigated:
o Standard SHAP: SHAP apply on each observation,
o  WindowSHAP: time series optimized SHAP.
High
precipitation (mm) e
temperature_2m (°C) i
relative_humidity 2m (%) §
pressure_msl (hPa) %
AD model wind_speed 10m (km/h) .
cloud _cover (%)
Low
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Nayebi et al. (2023), WindowSHAP: An Efficient Framework for Explaining Time-series Classifiers based on Shapley Values, arXiv:2211.06507.




xAl: Counterfactual Explanation (CFE) ‘#7
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Minimization of:
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xAl: “Counterfactual Explanation” (CFE population) ‘#7
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Anomaly Detection Models

F1 Recall Precision PR-AUC PR-VUS DLR
GMM 0.833  0.714 1 0.715 0.351
KNN 0.833  0.714 1 0.717 0.354
KDE 0.833  0.714 1 0.722 0.361
LUNAR 0.833  0.714 1 0.716 0.35
OCSVM  0.833  0.714 1 0.717 0.361
CBLOF 0727  0.571 1 0.678 0.356
025  0.143 1 0.172 0.044
0.2 0.143 0.333 0.054 0.007
IFOREST  0.015  0.714 0.007 0.031 0.007
STRAY 0.014  0.369 0.007 0.004 0.186

e AD model hyperparameters tuned using Bayesian optimization.
e All models at least partially capture the 3 anomaly of interest.
e All models are from PyQD library.

Zhao, Y., Nasrullah, Z., & Li, Z. (2019). PyOD: A Python toolbox for scalable outlier detection. Journal of Machine Learning Research, 20(96), 1-7.
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XAl Performance Metrics
DLR

Metric:

1= [|IP(«) = IPjuc]l2

IP from xAl IP true
Temperature 0.01 0
Humidity 0.09 0
Precipitation 0.8 1
Pressure 0.05 0
Cloud Cover 0.05 0
Wind Speed 0 0

score = 0.93




Synthetic Anomalies

Motivations:
e Failing variables are known,

e Simulate isolated sensor failure: no causal effects.

Dataset:

e Consider only temperature, humidity and pressure
from original Atacama dataset,

e 5 anomalies impacting one or two variables
simultaneously,

e Original time serie was seen as normal by the AD
models before injecting anomalies.
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Metrics Testing on Synthetic Data ‘#7
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xAl Metric
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e For all 10 anomaly detection models,
e Large spreads show sensitivity of the explanation to the AD model type and/or performance.




PR-VUS

Results: xAl Score vs AD Score
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e No correlation between the AD model and the xAl method performances,

e AD-xAl performance relationship could be only with a fixed AD model — need more datasets.
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Results: ATACAMA



Results: xAl Performance

xAl Metric
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For all 10 anomaly detection models
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Outlook ‘#7
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e Find more datasets for benchmark.
e Explore alternative xAl methods.

e Improve counterfactual:
o Alternative optimization methods,

o Improved GA optimization: parallelization & memory management.




Thank you for your attention

iIﬁtps://www.canva.com/photos/MAFmYPIOP-' N

DLR Institute of Data Science, Jena
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CFE vs CFE (population)
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Counterfactual Quality vs AD Model
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Details Analysis (GMM, Anomaly 1)
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Details Analysis (GMM, Anomaly 2) ‘#7
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Details Analysis (GMM, Anomaly 3)
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Results: Secure Water Treatment Systems Dataset (SWaT) ‘#7
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Dataset:
e 51 variables,
e Some anomalies are results of simulated attacks,
e Attack points are seens as the true explanations to the anomalies,
e Labels extended over long time periods.

AD Model:

e CBLOF: F1=0.749, PR-VUS = 0.374.
e Find 7 true anomalies, 4 are attacks.

WSHAP CFE CFE (population) CFE:
e 100 candidates.
Metric 1 0.978 0.975 0.970 e 100 generations.
Metric 2 1 1 1
Runtime 112:10 42:53 10:05

Goh, J., Adepu, et al. (2016). A Dataset to Support Research in the Design of Secure Water Treatment Systems. In Critical Information Infrastructures Security.



Results: Secure Water Treatment Systems Dataset (SWaT) ‘#7
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e Rank of the attacked variables:

Attack WSHAP CFE CFE (population)
Anomaly 1 AlT202 1 1 1
Anomaly 2 FIT401 2 1 1
Anomaly 3 AIT504 1 1 1
Anomaly 4 UVv401 1 1 1
Anomaly 4 AIT502 4 13 14
Anomaly 4 P501 2 3 2

Goh, J., Adepu, et al. (2016). A Dataset to Support Research in the Design of Secure Water Treatment Systems. In Critical Information Infrastructures Security.
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Explanation Quality: Benchmarking Methodology 4#7
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Model Training & W xAl Model W Explanation
Evaluation J Evaluation J Proofing

90% e) 10%

Truth:

gm(t) > gm(t,,.q) > qm(t°)

Schlegel, U., Arnout, H., El-Assady, M., Oelke, D., & Keim, D. A. (2019). Towards a Rigorous Evaluation of XAl Methods on Time Series. arXiv:1909.07082.
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