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ABSTRACT According to ISO 21448, it is essential to consider the Safety of the Intended Functionality
(SOTIF) to ensure the safety of automated vehicles. A key objective for SOTIF is the identification and
analysis of triggering conditions and functional insufficiencies. To support this objective, ISO 21448 suggests
the System Theoretic Process Analysis (STPA) as a suitable analysis technique. Although STPA is a
promising hazard analysis method, it was not specifically developed for SOTIF. Consequently, it is necessary
to create a terminology mapping and methodological extension in order to adapt STPA for SOTIF. For
example, STPA terms such as ‘‘loss’’ have more specific meanings than their ISO 21448 counterparts. At the
same time, SOTIF requires a systematic analysis of scenarios to identify triggering conditions and functional
insufficiencies. Although STPA is suitable for scenario-based analyses, it does not guide the scenario
specification. To address the identified gaps, this article proposes the use of SOTIF-specific terminology
mapping and an extension to the STPA method. These extensions include a behavior specification and
hazard identification approach, building the foundation for a STPA tailored for SOTIF. With these changes,
it becomes possible to trace the STPA artifacts to ISO 21448 objectives.

INDEX TERMS ISO 21448, SOTIF, STPA, behavior specification, hazard identification

I. INTRODUCTION

ASSURING safety for automated vehicles comes with a
number of challenges [1] that must be addressed sys-

tematically. New methods and standards must be developed,
as discussed by [2] and [3]. In particular, automated systems
require not only the assurance of functional safety. It also
needs to be ensured that the specified functionality of the
system is inherently safe. Accordingly, the ISO 21448 stan-
dard gives development guidance with the focus on vehicles’
Safety Of The Intended Functionality (SOTIF) [4]. In its ap-
pendix, ISO 21448 mentions System Theoretic Process Anal-
ysis (STPA) [5] as one of the methods to conduct SOTIF anal-
yses. Although the application of STPA has already shown
promising results in supporting SOTIF activities [4], [6], [7],
it was not specifically designed for ISO 21448 compliance.1

Resulting gaps are highlighted by [11], [12].

1As STPA is designed to support system safety [5], it can also be ap-
plied to security aspects [8]. Related tasks are, for example, specified in
ISO/SAE 21434 [9]. However, this article focuses on the scope of SOTIF
as specified in ISO 21448 [4]. The integration of safety and security aspects
is, for example, specified in ISO/TS 5083 [10].

For instance, ISO 21448 requires the identification of func-
tional insufficiencies and triggering conditions that can cause
hazardous behavior of the vehicle. To identify functional in-
sufficiencies and triggering conditions, detailed knowledge of
the operational context of the systems is required. STPA can
incorporate information on operating conditions, as shown
in [7], but does not provide a systematic approach to their
specification [11]. In addition to methodological gaps, a ma-
jor obstacle for the integration of STPA into SOTIF is the
difference in terminology. The problems involved include
mismatches in definitions of similar terms, as well as the
fact that the concepts used in ISO 21448 and STPA do not
necessarily cover the same aspects.

This article contributes to the above challenges in the
following ways. First, we provide a consistent alignment of
the STPA and SOTIF terms. This sets the foundation for the
second contribution, the adaptation of STPA for the identifi-
cation of triggering conditions and functional insufficiencies
within the scope of ISO 21448. To that end, we propose
an integrated approach that combines STPA with a method
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FIGURE 1. Hazardous event model of ISO21448 as discussed in [13]

TABLE 1. SOTIF-related terminology based on standards and related publications

Term Definition

Harm physical injury or damage to the health of persons. ([14], 3.74)
Hazard potential source of harm. ([15], 3.2)
Hazardous Event event that is a combination of a hazard and a scenario containing conditions in which the hazard can lead to harm. [13]
Hazardous Behavior behavior of the vehicle leading to one or more vehicle level hazards. [11], [13]

Scenario description of the temporal relationship between several scenes in a sequence of scenes, with goals and values within a
specified situation, influenced by actions and events. ([4], 3.26 based on [16])

Use Case description of a suite of related scenarios. ([4], 3.32)
Scenario Condition operating condition in a scenario in which the hazard can lead to harm.

Triggering Condition specific condition of a scenario that serves as an initiator for a subsequent system reaction contributing to either a hazardous
behavior or an inability to prevent or detect and mitigate a reasonably foreseeable indirect misuse. ([4], 3.30)

Functional Insufficiency performance insufficiency or insufficiency of specification. ([4], 3.8)

Performance Insufficiency limitation of the technical capability contributing to a hazardous behavior or inability to prevent or detect and mitigate
foreseeable or indirect misuse when activated by one or more triggering conditions. ([4], 3.22)

Insufficiency of
Specification

specification, possibly incomplete, contributing to either a hazardous behavior or an inability to prevent or detect and
mitigate a reasonably foreseeable indirect misuse when activated by one or more triggering conditions. ([4], 3.12)

for the specification of intended behavior and a method for
identification of hazardous behavior. To facilitate compliance
with ISO 21448, we provide amapping that links the results of
the integrated approach to ISO 21448 objectives. In summary,
this article addresses terminological and methodological gaps
when applying STPA for SOTIF.

In order to showcase these contributions, this article is
structured as follows. Section II introduces the main concepts
of SOTIF and STPA. Then, we summarize the related work
for the integration of SOTIF and STPA, highlight the gaps
between STPA and SOTIF, and obtain requirements based on
this analysis in Section III. To address the identified gaps,
we map the terminology between ISO 21448 and STPA in
Section IV and elaborate in Section V on a methodological
extension of STPA. In Section VI we demonstrate the ap-
plication of the integrated approach by analyzing a people
mover concept. Finally, we discuss results and limitations in
Section VII and provide a conclusion in Section VIII.

II. BACKGROUND
A. SAFETY OF THE INTENDED FUNCTIONALITY
In contrast to functional safety, which investigates system
failures and their consequences, SOTIF is concerned with the
safety of the functionality itself. SOTIF covers aspects such as
gaps in the specification, limited system performance, and the
inability to detect or prevent reasonably foreseeable misuse.

ISO 21448 [4] gives guidance how to address SOTIF for
road vehicles with driving automation systems, that is, SAE
level one to five [18]. The standard provides a broad frame-
work that structures essential SOTIF activities and defines
overarching objectives. For certain activities, it also suggests
specificmethods or criteria that may be appropriate to support
SOTIF.
Fig. 1 illustrates the hazardous event model, which consti-

tutes the foundation for the activities specified by the standard
to ensure SOTIF. The general idea is that the system speci-
fication and design may contain so-called functional insuffi-
ciencies – limitations of either the specification or the system
performance. Functional insufficiencies can be activated by
one or more triggering conditions during runtime, resulting
in a certain (hazardous) behavior of the vehicle, which –
given some additional scenario conditions – can lead to harm.
It should be noted that the harm covered by the standard is
limited to physical injuries. Detailed definitions of important
ISO 21448 terms are listed in Table 1 and are supplemented
by related work where needed.
The main goal of ISO 21448 is to achieve SOTIF by a

systematic analysis and treatment of the individual artifacts in
the hazardous event model that contribute to the probability of
occurrence of harm and the severity of that harm (that is, risk).
To achieve this goal, ISO 21448 formulates several objectives
for the system development process (specification, design,
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FIGURE 2. Analysis workflow of STPA

TABLE 2. STPA terminology [5], [17]

Term Definition

Loss The act or fact of being unable to keep or maintain something valued by a stakeholder.
Hazard System state or set of conditions that, together with a particular set of worst-case environmental conditions, will lead to a loss.
Control Action A command, instruction, directive, or other information provided by a controller to control a process and achieve goals.
Feedback A value, measurement or other information provided to a controller to achieve its goals.
UCA A control action that, in a particular context and worst-case environment, will lead to a hazard.
UCA Context A state or condition that would make the control action unsafe
Loss Scenario The causal scenarios or factors that can lead to unsafe control actions and to hazards.
Causal Scenario The reasons, situations, or incidents that allow a control action to occur.
Causal Factor A circumstance, fact, or influence contributing to a causal scenario.
Process Model A representation of a controller’s internal beliefs used to make decisions. Process models may include beliefs about the controlled

process or other relevant aspects of the system or the environment.
Mental Model An explanation of someone’s thought process about how something works in the real world. It represents the surrounding world, the

relationships between its various parts, and a person’s intuitive perception about their own acts and consequences.

verification, and validation) and the operation phase, which
are centered around the hazardous event model and require
a rigorous description of the operational context [19]. The
objectives relevant to the present work can be summarized
as follows:

Obj. 1. The specification and design of the system and its
operational context shall be sufficient to carry out SOTIF-
related activities and shall be updated iteratively in response
to these activities ([4], Clause 5.1).

Obj. 2. Hazards at vehicle level that arise due to insufficien-
cies of intended functionality shall be identified ([4], Clause
6.1).

Obj. 3. Risks caused by hazardous behavior and the corre-
sponding scenarios in which hazardous behavior can lead to
harm, including concrete parameters, must be systematically
identified and evaluated ([4], Clause 6.1).

Obj. 4. Potential functional insufficiencies and triggering
conditions contributing to hazardous behavior shall be identi-
fied and their impact on SOTIF shall be evaluated ([4], Clause
7.1).

B. SYSTEM THEORETIC PROCESS ANALYSIS
The SOTIF related objectives need to be addressed with a sys-
tematic hazard analysis method. ISO 21448 mentions STPA
as a suitable method to identify functional insufficiencies and
triggering conditions [4]. STPA is a top-down general purpose
hazard analysismethod [20]. It consists of fourmain steps that

are detailed in the STPA handbook [5] and shown in Fig. 2.
First, the purpose of the analysis is defined by specifying

the system boundary as well losses that shall be prevented.
In addition, hazards are derived that can cause the losses.
Second, the system under analysis is represented in a control
oriented perspective. Therefore, the system is modeled as a
hierarchic control structure connecting controllers, actuators,
sensors, and the controlled process. Between control structure
elements, interactions are visualized as control actions (com-
mands) and feedback interactions (information exchange). To
identify potential sources of hazards in the control structure,
control actions are analyzed. If there is a context where a
control action can be dangerous, it is documented as Un-
safe Control Action (UCA). Finally, in the fourth step, the
causal reasons for UCAs are explored and documented in
the form of loss scenarios. To identify loss scenarios, causal
factors such as system interactions, control algorithms, and
related assumptions (e.g., process or mental models) are
investigated. To ease the identification of issues related to
process/mental models during the analysis, corresponding
assumptions should be documented beforehand. Throughout
the process, mitigating safety requirements are derived and
documented to address potentially unsafe behavior and its
causal factors. In addition to the process description, STPA’s
terminology is shown in Table 2.
Considering the focus of the method, it becomes clear why

STPA is a promising candidate to address the SOTIF objec-
tives. STPA not only focuses on component failures, but tries
to identify inadequate system interactions and specification
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issues including socio-technical and organizational aspects.
However, since it is not specifically designed for SOTIF,
some terminological and methodological gaps exist and are
highlighted in the related work.

III. RELATED WORK AND RESULTING REQUIREMENTS
There is significant interest in applying STPA to support
SOTIF. This is reflected not only by the fact that STPA is
explicitly mentioned in ISO 21448 [4] but also by the amount
of existing related work. The following discussion focuses
on identifying strengths and weaknesses of the application of
STPA for SOTIF. Based on this analysis, we elicit require-
ments for a clear connection of STPA and SOTIF concepts.

A. RELATED WORK
Multiple publications apply STPA for SOTIF relevant sys-
tems and subsystems. In [21], STPA is utilized to analyze
an autonomous perception system. Similarly, [22] analyzes
an intelligent railway driving assistance system and [6] in-
vestigates a machine learning-based perception system with
STPA. Other work focuses on the utilization of STPA for
specific SOTIF activities. An example is [7], which describes
how to utilize STPA to support the creation of test scenarios
for SOTIF. This relation between STPA and SOTIF related
testing is also highlighted in [23].

However, some articles also raise questions about the ap-
plicability of STPA to SOTIF. The authors of [12] argue that
STPA needsmore guidance and detail for the control structure
to cover perception-related risk causes that are within the
scope of ISO 21448. [11] analyzes the potential support of
STPA in the identification of SOTIF triggering conditions.
The authors agree that the general concepts in STPA and
SOTIF are compatible (e.g., hazards, harm). However, de-
spite being a fundamental concept of the SOTIF analysis
according to ISO 21448, the concept of hazardous behavior
is neither defined in ISO 21448 nor in the context of STPA.
In contrast to the application example within the appendix
of ISO 21448, the authors of [11] argue that the concept of
UCAs is not always synonymous with the term hazardous
behavior. Their rationale is that hazardous behavior often
refers to vehicle behavior instead of system interactions. Due
to the importance of hazardous behavior for SOTIF, [11]
highlights that more work is needed to provide guidelines for
amore rigorous identification of hazards, hazardous behavior,
and the context in which it is exhibited. Moreover, to apply
STPA within the SOTIF context, the authors propose the
addition of a dedicated step to map STPA results to SOTIF
triggering conditions. In summary, a terminology mapping is
needed (Req. 1) and a more systematic approach to identify
hazardous behavior (Req. 2) would be required to tailor STPA
to SOTIF.

Since the consideration of scenarios and the related system
context is important not only for SOTIF but also to perform
STPA, some literature discusses how to specify the context
within STPA. For example, [24] shows how the context in-
fluences the analysis results and discusses how a variety of

context variables (operational and system states) can be inte-
grated into an STPA analysis. However, how context variables
can be systematically derived is not covered in detail. In [25],
an analysis of the Operational Design Domain (ODD) is
performed to derive critical scenarios that are then analyzed
using STPA. The integration of ODD and STPA is further
refined and applied to autonomous systems in the maritime
domain in [26]. These publications show that STPA benefits
from a systematic definition of the operational context to
identify SOTIF related issues (Req. 3). Although not in the
scope of this article, structured ODD models can be used
as a basis for the specification of operational contexts. One
example is the 6-layer model discussed in [27], [28].

B. REQUIREMENTS TO TAILOR STPA FOR SOTIF
We summarize the findings of related work as follows. The
interest in applying STPA for SOTIF is high and is even
suggested in the ISO 21448 [4]. Although some related work
shows the application of STPA for SOTIF systems, com-
pliance with concrete ISO 21448 objectives is currently not
emphasized. Other related work applies STPA for specific
SOTIF activities such as testing. At the same time, we identi-
fied gaps in the literature that could be addressed to improve
the applicability of STPA for SOTIF. More specifically, the
goal of this article is to tailor STPA to the application of the
SOTIF standard ISO 21448. As indicated above, a particularly
important element in this regard is to enable STPA to identify
triggering conditions and functional insufficiencies. Based on
this goal and the lessons learned from the related work we
formulate requirements for this article that we discuss in the
following.

Req. 1. STPA terminology shall be mapped to the SOTIF
hazardous event model. To apply STPA to identify func-
tional insufficiencies and triggering conditions, the alignment
of the concepts and terminology related to the hazardous
event model in Fig. 1 is important. Without a systematic
alignment of the concepts and terminology between STPA
and SOTIF, the analysis might be guided in a different di-
rection than what is required to address SOTIF related issues.
At the same time, an alignment is needed to identify which
SOTIF artifacts are covered by STPA and which have to
be provided by complementary analyses. Hence, a dedicated
mapping between STPA terminology and SOTIF terminology
is needed to allow a shared foundation for the analysis. This
requirement is addressed in Section IV.

Req. 2. STPA shall be complemented with a systematic
process to identify hazardous behavior. In addition to the
terminology gap, the identified methodological gaps from the
related work must be covered. An important aspect concerns
the identification of hazards in the STPA process. The appli-
cation of STPA to SOTIF would benefit from more detailed
guidance on how to specifically identify hazardous behavior
and respective hazards. Since hazard identification can bene-
fit from a systematic identification of hazardous behavior, a
complementary process is required to identify SOTIF-related
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TABLE 3. Mapping STPA and SOTIF terminology with an example

SOTIF Terminology Example STPA Terminology

Harm A collision with physical injuries is caused by Loss

Hazard a violation of the minimum distance between a vehicle and a pedestrian Hazard

Scenario Condition during a stop at a bus stop where a person is waiting. UCA Context

Hazardous Behavior The collision occurs because the vehicle does not keep its lane and drives over a curb stone. Unsafe Control Action

Triggering Condition The reason is that the curb stone is covered by snow
Causal Factors

Functional Insufficiency while the vehicle was not designed to handle covered curb stones.

hazardous behavior. This requirement is addressed in Sec-
tion V-B.

Req. 3. STPA shall be complemented with a systematic
process to define operating conditions. Another topic iden-
tified by related work is the fact that the detail of the ana-
lyzed operating conditions heavily influences STPA’s results.
Although STPA can include operating conditions, it does not
provide a systematic approach to define them. Therefore, a
complementary process for defining and integrating operating
conditions shall be provided. This requirement is addressed in
Section V-A.

IV. TERMINOLOGY MAPPING FROM STPA TO SOTIF
Starting with Req. 1, STPA’s terminology must be aligned
with SOTIF’s hazardous event model to create a shared
foundation for a SOTIF-tailored STPA application. Table 1
and Table 2 highlight important terms of ISO 21448 and
STPA, respectively. Although there are some similarities in
the terminologies, ambiguity remains. This can complicate
the mapping of STPA artifacts and SOTIF work products. For
instance, the term hazard is defined within STPA’s terminol-
ogy as a ‘‘system state that [...] could lead to a loss’’, while the
SOTIF hazard refers to the broader definition of ‘‘a potential
source of harm’’. Another example that was criticized in
related work is the postulated equivalence of STPA’s UCA
with hazardous behavior [11]. However, this equivalence is
only valid when the UCAs are defined at the vehicle level.
The differences between the terms and concepts must be
considered when STPA is applied in the SOTIF context.

To provide a consistent terminology baseline, our proposed
mapping is shown with an example from a current research
project that will be introducedmore thoroughly in Section VI.
In a nutshell, for the research vehicle Ushift we consider
a people mover use case, where persons are picked up and
dropped off by an automated vehicle at regular bus stations.
For the terminological mapping, we divide a potential ac-
cident description into different parts and map STPA and
SOTIF terminology in Table 3.

Term 1. Harm: For SOTIF ISO 21448 defines harm as a
physical injury or damage to the health of people. In contrast,
STPA uses the broader concept of losses to define the purpose
of the analysis. Losses can cover everything that is of value
to stakeholders and therefore present a superset of harm. To

execute STPA in the scope of ISO 21448, the set of STPA’s
losses can be restricted to the subset of physical injuries.
While this is not explicitly included in ISO 21448, [29] and
[30] argue that a broader interpretation of harm in the SOTIF
context could lead to a more balanced safety assessment
(especially considering ethical values).

Term 2. Hazard: Is used differently by ISO 21448 and
STPA. In ISO 21448, a hazard is simply stated as a potential
source of harm. In STPA, the term hazard is more specific and
is defined as a system state that could lead to a loss. Since
STPA’s more precise definition is in line with ISO 21448’s
definition, the suggestion is to use STPA’s definition for easier
integration.

Term 3. Scenario Condition: ISO 21448 differentiates be-
tween scenario conditions that cause hazardous behavior at
vehicle level – the triggering conditions – and scenario con-
ditions in which the hazard can lead to harm. In STPA, the
latter are captured in the form of the UCA context. The UCA
context is a state or condition that would make the control
action unsafe.

Term 4. Hazardous Behavior:While hazardous behavior is
not explicitly defined within ISO 21448, assumptions about
the term can be derived. For example, [11] defined the term
as an action or movement at the vehicle level that causes one
or more hazards. In the appendix example in ISO 21448 [4],
the STPA term UCA is used as an equivalent to hazardous
behavior. A note explains that a UCA always leads to one or
more vehicle-level hazards. At the same time, it is important
to mention that UCAs may cover any abstraction level from
vehicle down to low-level interactions. As hazardous behav-
ior is defined on the vehicle level, UCAs can be considered
synonymous when they are also defined on the vehicle level.

Term 5. Triggering Condition: Is defined by the ISO 21448
as an initiator of hazardous behavior or inability to prevent,
detect, mitigate reasonably foreseeable misuse. Triggering
conditions focus on the operational environment conditions
that need to be present in order to trigger an insufficiency. A
related term in STPA is the causal factor which describes the
reasons for a UCA. Causal factors focus on the causal impact
on, for example, a control action or controller. In STPA,
causal factors not only cover triggering conditions, but can

VOLUME 11, 2023 5

This article has been accepted for publication in IEEE Access. This is the author's version which has not been fully edited and 

content may change prior to final publication. Citation information: DOI 10.1109/ACCESS.2025.3636728

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/



A. Ahlbrecht et al.: Tailoring STPA for SOTIF: Terminology Mapping and Methodological Extension

FIGURE 3. An integrated approach for a SOTIF-tailored STPA in the scope of ISO 21448

contain multiple types of causes. Thus, triggering conditions
represent a specific subset of STPA’s causal factors (e.g., fac-
tors related to interactions with the operational environment).
As a result, a categorization of causal factors is needed which
checks if the causal factor is a triggering condition.

Term 6. Functional Insufficiency: Is defined by the
ISO 21448 as performance insufficiency or specification in-
sufficiency. Functional insufficiencies focus on system prop-
erties related to the specification and technical capabilities
that can lead to hazardous behavior if activated by one or
more triggering conditions. A related term in STPA again is
the causal factor that specifies the reasons for a UCA. Causal
factors focus on the causal impact on, for example, a control
action or controller. In STPA, causal factors not only cover
functional insufficiencies, but can contain multiple types of
causes. Thus, functional insufficiencies represent a specific
subset of STPA’s causal factors (e.g., process model related
factors). Consequently, a categorization of causal factors is
needed that checks if the causal factor represents a functional
insufficiency.

V. METHODOLOGICAL EXTENSION TO STPA FOR SOTIF
While the terminology mapping suggested above allows us to
interpret STPA in the SOTIF context, this section focuses on
methodological extensions. To achieve a systematic identifi-
cation of triggering conditions and functional insufficiencies
and address the deficiencies identified in the related work,
we integrate STPA with (1) a method specifying the vehicle’s
operational context (Req. 3), and (2) a method identifying
hazards and hazardous behavior (Req. 2).

Fig. 3 shows the integration of the three methods. Initially,
a behavior specification includes the definition of use cases,
the refinement of operating conditions, and the derivation of
the intended behavior of the automated vehicle. The results
serve as input for a hazard identification procedure, which
analyzes the deviations and effects of the intended behavior of
the vehicle and the operating conditions to identify hazardous

behavior and hazards. Hazardous behavior, the resulting haz-
ards, and the operating conditions serve as input to STPA-
based causal analysis to identify functional insufficiencies
and triggering conditions. The results from the hazard iden-
tification and causal analysis can serve as feedback for an
iterative refinement of the behavior specification. But, the
iterative refinement will not be the focus of this article.

A. BEHAVIOR SPECIFICATION
As the first step of the integrated approach, we complement
STPA with a behavior specification (see Fig 3). The goal of
this integration is to systematically specify the operating con-
ditions considered and the intended behavior of the automated
vehicle under these conditions as specified in Req. 3.
This step employs the method proposed by [31]. It uses

knowledge from sources such as the traffic code to specify
the intended behavior under certain operating conditions. The
intended behavior is specified in terms of driving maneuvers
(see Table 4). To establish causal relations between operating
conditions and driving maneuvers, the authors use directed
acyclic graphs (see Fig. 4). The nodes in the graph are either
atomic operating conditions, facts, or maneuvers. Operating
conditions describe scene elements such as road infrastruc-
ture, traffic signs, or weather conditions. Facts capture in-
ferred operating conditions such as a pedestrian’s crossing
intention or a valid signaling of a bus stop. These facts can be
derived, for example, from the traffic code [31]. Maneuvers
(according to [32]) can be distinguished as lateral maneuvers
(e.g., keep lane, change lane) and longitudinal maneuvers
(e.g., start, stop, keep target speed), where the combinations
of both are captured in the behavior specification. The edges
connecting the nodes capture the causality for the specified
behavior as assumed during specification and design. The
behavior specification does not attempt to model a decision-
making logic for runtime algorithms but captures assumptions
regarding the relevant operating conditions in which the spec-
ified maneuvers are considered as intended.
For the application of [31] in our integrated approach, we
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FIGURE 4. Graph-based behavior specification

TABLE 4. Vehicle maneuvers based on [32]

Longitudinal Maneuver Lateral Maneuver

Start Keep lane
Stop Change lane
Follow Desired Speed Pass
Follow Traffic Participant

first set the scope of the behavior specification by defining
a preliminary system boundary and relevant use cases. Sub-
sequently, the operating conditions for the use cases are re-
fined to provide sufficient detail for the hazard identification
(as proposed in [33]) and causal analysis using STPA. The
intended behavior is specified on the basis of these operating
conditions. Specified maneuvers and operating conditions are
used to identify hazardous behavior during hazard identifica-
tion (Section V-B). Furthermore, the integration of STPAwith
a specification of the operational environment influences the
design of the STPA control structure, the consistent specifi-
cation of loss scenarios, and the identification of triggering
conditions and functional insufficiencies during STPA (Sec-
tion V-C).

Generally, other approaches to behavior specification can
be used for this step as well. For example, meta-models
for a systematic description of the operational environment
are proposed in [34], [35], [36]. Furthermore, there are al-
ternative formalisms to specify intended behavior [37]. For
the integration into our approach, a necessary condition is
that the behavior specification provides traceability between
the intended behavior at the vehicle level and the operating
conditions under which this behavior should be exhibited.
In this regard, the description of external behavior using
maneuvers as proposed by [32] can also be performed using
the taxonomy provided by [38].

B. HAZARD IDENTIFICATION
The second step of the proposed integrated approach is the
hazard identification. The objective of this step is to determine
whether any vehicle behavior may lead to harm, address-
ing Req. 2. The identification of hazards provides the basis
for a comprehensive safety argumentation. Consequently, a
systematic approach must be employed that enables the ar-

gument that all foreseeable hazards are identified. Although
the definition of hazards is part of STPA, it does not provide
systematic measures to identify hazards as described by [11].
At the same time, a precise link of STPA results to vehicle-
level hazardous behavior is needed to achieve ISO 21448
objectives. To address these shortcomings, we employ the
keyword-based brainstorming approach proposed by [39]
while integrating and facilitating the results of the behav-
ior specification. The applied method is conceptually based
on the HAZOP (Hazard and Operability Study) approach,
which systematically identifies potential deviations through
structured variation of conditions. Nevertheless, alternative
systematic top-down techniques that can be applied at the
system level may likewise be suitable to identify hazards and
hazardous behaviors.

The general idea of the approach developed by [39] is to
define abstract use cases that cover the target operational do-
main and to derive hazardous behaviors and hazards through
a gradual refinement process. In the first step of the approach,
each intended use case is combined with all the different
maneuvers that the vehicle under consideration can perform
(see Table 4). Next, for each maneuver, a context in the form
of refined operating conditions within the considered use case
is annotated in which the selection of the maneuver would
be correct. In order to identify hazardous behaviors, each
combination of use case, maneuver, and context is then com-
bined with keywords such as ‘‘provided’’, ‘‘not provided‘‘,
‘‘less’’, ‘‘more’’ or ‘‘too early’’. These keywords can be ap-
plied to either the maneuver or the context to explore vari-
ations that may be hazardous. If this brainstorming process
reveals any behavior of the system that could cause harm
within the considered use case, this hazardous behavior and
all subsequent effects are documented. These effects include
observable effects in the scenario, hazardous events, hazards,
and additional scenario conditions.

In the context of the integrated approach, the behavior
specification of Section V-A already provides a systematic
way to derive scenarios from each use case that specify
refined operating conditions and the resulting intended be-
havior. Therefore, in this work, we propose to reference
the graphs resulting from the behavior specification as the
context, which specifies the operating conditions of the use
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case and the maneuver under consideration. The graphical
structure of the behavior specification has the advantage that
deviations of the operating conditions can be investigated in
a systematic and traceable way, hence supporting the hazard
identification.

C. CAUSAL ANALYSIS (STPA)
The third step of the integrated approach is the causal anal-
ysis. The objective of this step is to identify the underly-
ing causes of hazardous behavior. In the context of SOTIF,
particular emphasis is placed on functional insufficiencies
and triggering conditions. To identify these types of cause,
STPA’s focus on interactions and process/mental models is
promising. However, as identified in Section III, STPAwould
benefit from SOTIF-tailored inputs. Specifically, a definition
of operating conditions (Req. 3) and hazardous behavior
(Req. 2) would help to apply STPA in the context of SOTIF.
With the artifacts generated in the two previous steps, a
SOTIF-tailored STPA can be executed. The behavior speci-
fication method provides relevant information on operating
conditions, while the presented hazard identification enables
linking STPA results to SOTIF objectives. To explain these
interfaces in more detail, the SOTIF-tailored STPA will be
briefly explained below.

The first step of STPA is the definition of the analysis
purpose. When using STPA for SOTIF, the focus is on the loss
of physical harm. Relevant hazards can be derived from the
hazard identification approach. As the focus of ISO 21448 is
on the hazardous behavior at the vehicle level, the preliminary
system boundary should also be the vehicle.

In the second step of STPA, the control structure is mod-
eled. The starting point for the control structure are the op-
erating conditions (scene elements and inferred facts) from
the behavior specification. At the same time, the control
structure view adds relevant details for the causal analysis.
STPA related additions include the hierarchic structuring and
the addition of interactions.

After setting up the control structure, the third step of STPA
is to identify UCAs. For this step, the information generated
from the hazard identification process serves as a baseline.
Each identified hazardous behavior can be translated into an
UCA at vehicle level and should be analyzed in more detail.

To identify causes for identified UCAs, the fourth step
of STPA identifies loss scenarios by inspecting the control
structure. When identifying loss scenarios, we explicitly con-
sider causal factors related to specification insufficiencies
(e.g., missing consideration of covered lane markings), per-
formance insufficiency (e.g., limited sensor resolution), and
triggering conditions (e.g., snow or dirt on road). While not
the primary focus of this manuscript, the identification of
causal factors may also encompass aspects of misuse, which
can be analyzed by inspecting interactions and mental models
of humans included in the control structure as discussed in
Section VII-B.

Compared to [11], we do not add a dedicated fifth step
to identify triggering conditions and functional insufficien-

cies. Instead, the fourth STPA step is adjusted to explicitly
characterize at least one triggering condition and at least one
functional insufficiency for each loss scenario. As a result,
each loss scenario matches the hazardous event model pre-
sented in Fig. 1. Hence, element-level causes can be traced
to vehicle-level hazardous behavior. The level of detail of the
identifiable causes depends on the granularity of the control
structure. More guidance about the relation between vehicle-
level behavior and element-level causes is provided in [40].

VI. EXAMPLE APPLICATION - PEOPLE MOVER BUS STOP
This section demonstrates the integrated approach with a
simplified example. The objective of this section is to show
the integration and not to argue scalability of the approach. It
is important to note that the general approach does not nec-
essarily require a specific model-based framework or profile
and can be implemented with a custom solution. However, we
utilize model-based design tools to implement the integrated
approach and show how traceability can be established be-
tween STPA artifacts (e.g., causal factors) and SOTIF work
products (especially triggering conditions and functional in-
sufficiencies).
The example application requires the definition of an op-

erational environment and an example system. As we intend
to apply the integrated approach in a current research project,
the example complies with the scope of the project. A concept
vehicle analyzed in the project isUshift, an automated people
mover. The concept vehicle is developed by the German
Aerospace Center (DLR) and is composed of a driveboard
and a capsule, as explained by [43]. The driveboard provides
the driving capabilities while the capsule is exchangeable
to support either passenger transport or goods delivery. The
selected use case focuses on the transport of passengers with
a respective configuration of the vehicle. Ushift will drive in
Braunschweig, Germany and will pick up and drop off people
at regular bus stops in the city. In this article, we conduct
an example analysis for a bus stop on the Tostmannplatz in
Braunschweig, Germany. The bus stop is characterized by the
layout and markings of the lane as depicted in Fig. 5.

A. SPECIFYING THE INTENDED BEHAVIOR
The use case comprises scenarios in which the U-Shift (our
system of interest) approaches and departs from a bus stop.
The behavior specification refines the operating conditions
through the specification of maneuver options. We employ
a graph-based representation of the behavior specification
as outlined in Section V-A. The graph in Fig. 6 depicts the
scene elements, their causal relationships, and the maneuvers
intended when approaching the bus stop. When a pedestrian
is waiting, the vehicle shall keep in the lane and stop at the bus
stop. To determinewhether a pedestrian is waiting, the vehicle
must account for the validity of the bus stop, the position of
pedestrians, and the relative distance of the pedestrian to the
bus stop sign.
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FIGURE 5. Bus stop use case specified with traffic sequence charts [41], [42]

FIGURE 6. Simplified specification of the intended behavior StopAtBusStop

B. IDENTIFYING HAZARDS AND HAZARDOUS BEHAVIOR

Based on the specification of the intended behavior, haz-
ardous behaviors and hazards can be identified and analyzed
using the approach described in Section V-B. The results are
denoted in a tabular format as depicted in Fig. 7. Given the use
case Bus Stop, the behavior specification StopAtBusStop pre-
sented in Fig. 6 refines the operating conditions under which
the maneuver Keep Lane And Stop is intended. By applying
keywords to the different nodes of the behavior specification,
variations of the considered scenario are analyzed.

The first line of the table in Fig. 7 illustrates the investiga-
tion of a maneuver deviation. Applying the keyword Provided
incorrectly to the given maneuver, we derive the (hazardous)
behavior: Vehicle does not keep the lane. Given the operating
conditions of the behavior specification StopAtBusStop, this
behavior may lead the vehicle to drive over the curbstone and
onto the sidewalk (observable effect). Since pedestrians are
waiting at the bus stop (scenario condition), this can cause
the vehicle to come too close to people (hazard) and result in
a collision (hazardous event).

The second line of Fig. 7 presents a hazard derived from
a deviation of the specified operating conditions considering
the effects of the maneuver Keep Lane And Stop. Here, the
keyword Not Provided is applied to the inferred fact Valid
Bus Stop of the behavior specification StopAtBusStop that

leads to the (hazardous) behavior: Vehicle stops at invalid bus
stop. This behavior implies that the vehicle stops at an invalid
location (observable effects). Such an unexpected stop may
surprise the following traffic (scenario condition) and lead
to a rear-end collision (hazardous event). In the same way,
the procedure can be applied to every node in the behavior
specification to systematically analyze the effects of deviating
operating conditions.

C. IDENTIFYING CAUSES OF HAZARDOUS BEHAVIOR

The artifacts resulting from the two previous methods can be
utilized as a starting point for a SOTIF-tailored causal analy-
sis using STPA. The behavior specification defines operating
conditions in terms of scene elements, intended behavior,
and the rationale for the specified maneuver options (inferred
facts). The hazard identification method provides a list of
hazardous behaviors and hazards, which in turn requires a
subsequent causal analysis. Moreover, each hazardous behav-
ior is defined with specific operating conditions. Therefore,
the context for STPA’s causal analysis is explicitly defined.
With the SOTIF-tailored input of the previous methods, the
definition of the analysis purpose (first step of STPA) is
covered. In ISO 21448, the loss to prevent is physical injury
or damage to persons (harm). Consequently, related hazards
were derived in Fig. 7 and are shown in Fig. 8. Finally, the
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FIGURE 7. Excerpt of hazard identification table

FIGURE 8. Identified SOTIF related losses and hazards

system boundary is specified at the vehicle level, as this is the
level of interest for ISO 21448. To get more detail about the
model-based STPA, interested readers are referred to previous
work [44] and the corresponding GitHub repository2.
In the second step of STPA, the control structure is created

using the input of the behavior specification. For instance,
scene elements involved in the behavior specification should
be included in the control structure. Similarly, from the infer-
ence process, control actions, feedback, and process models
can be derived and added. The control structure for the bus
stop use case is shown in Fig. 9. The aspects of the behavior
specification include elements such as Passengers and inter-
actions such as RoadSigns.

In addition, other information can be added that is known
about the vehicle and its operational environment from related
systems engineering processes. This information is captured
in the STPA’s control structure as elements, interactions, and
process/mental models. For example, a Teleoperator is added
to Fig. 9 that assists the vehicle to operate using Opera-
tionCMD. Assumptions related to the Teleoperator’s mental
model are documented as properties such as the Assumption
about Supervised Vehicles. Noting assumptions directly in
the control structure model can help to identify correspond-
ing loss scenarios. Assumptions should be documented and
elaborated in more detail for reference during the analysis.
One assumption is the Assumption about Supervised Vehi-
cles which refers to the mental model of the Teleoperator
about the amount of vehicles that he has to supervise. An-
other example related to the process model of the Central
Control System is the Assumption about Environment. This
assumption refers to the environmental operating conditions
(weather, temperatures, etc.) that were considered within the
system design. During the causal analysis, the influence and
completeness of assumptions can be questioned in the context
of unsafe interactions.

2https://github.com/DLR-FT/ModelBasedSTPA

Generally, the abstraction of the control structure can be
adjusted depending on the focus of the analysis. In Fig. 9,
the control structure not only focuses on the vehicle level, but
also highlights an internal control loop. This view is chosen
to show the possibility of connecting hazardous behavior at
the vehicle level with the causal analysis of internal systems.
After creating the control structure, the next step of STPA
can be executed. As a starting point, the hazardous behaviors
identified during the hazard identification method are trans-
lated into UCAs as shown in Fig. 10. The first UCA is derived
from row one in Fig. 7 and describes the incorrect execution
of Maneuver. The second UCA is derived from the second
row of Fig. 7 and documents the stopping maneuver executed
in a context where there is an invalid bus stop. By deriving
both UCAs from the hazard identification, a traceability to the
hazardous behavior and the resulting hazards is established.

To identify causes for hazardous behaviors and the cor-
responding UCAs, the control structure is analyzed in the
fourth step of STPA. It is important to note that the focus
is on SOTIF-related loss scenarios that explicitly define a
triggering condition and functional insufficiency to comply
with the hazardous event model in Fig. 1. Additional loss
scenarios may be recognized [11], but these are beyond the
scope of this work.

In this example, the analysis focuses on the Maneuver
control action and the reasons why it is incorrectly provided
during the bus stop scenario. Therefore, commands, feedback,
and assumptions that contribute to theManeuver are analyzed
using the control structure. In addition, the corresponding be-
havior specification provides insight about relevant scene el-
ements and inferred facts. Some of the derived loss scenarios
are shown in Fig. 11. Each loss scenario description starts by
documenting the hazardous behavior at vehicle level. In ad-
dition, the triggering condition and functional insufficiency,
as well as their relationship, are mentioned. For example, in
LS-1, the triggering condition is the InfrastructurePerception
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FIGURE 9. Control structure with internal control loop of the Ushift

FIGURE 10. UCAs derived from the hazard identification table

feedback of a covered curb stone that is sent to Central
Control System. The loss scenario manifests itself due to an
inadequate Assumption about Road Infrastructure of theCen-
tral Control System’s algorithm (functional insufficiency).

In summary, the example shows how an SOTIF-tailored
STPA with a dedicated terminology mapping and method-
ological extensions can be used to systematically identify
triggering conditions and functional insufficiencies. Fig. 12
describes some of the artifacts that are generated throughout
the process as well as their relationship. Initially, we spec-
ified the intended behavior (e.g., StopAtBusStop) with the
graph-based behavior specification. This behavior specifica-
tion served as an input for the hazard identification method in
which we analyzedmaneuvers (e.g.,Keep Lane and Stop) and
operating conditions using a keyword-based approach (e.g.,
Provided Incorrectly). We translated deviations leading to
hazards (e.g., Vehicle too Close to Infrastructure) into UCAs
for the STPA-based causal analysis. Finally, we identified loss
scenarios including triggering conditions (e.g., Infrastructure
Perception) and functional insufficiencies (Assumption about
Road Infrastructure).

VII. ASSESSMENT AND DISCUSSION
In this section, we evaluate the proposed methodology and
application example with respect to the SOTIF objectives,
discuss limitations of this article, and provide an outlook for
future work.

A. MAPPING TO ISO 21448 OBJECTIVES
The proposed integrated approach has been specifically de-
signed to address SOTIF. In particular, it has been designed
to support the ISO 21448 objectives outlined in Section II-A.
The first step of the integrated approach – the behavior

specification – contributes to Obj. 1. By defining use cases
and specifying the intended behavior, as well as operating
conditions, it provides information for the subsequent steps
of the approach and thus for the following SOTIF activities.
In addition, by using model-based design tools, the traceabil-
ity of the different artifacts is ensured, which facilitates the
update of the specification and design (Obj. 1).
The second step – the identification of hazards – is tailored

to address Obj. 2 and 3. Hazardous behaviors are identified
by systematic variations of the behavior specification. Fur-
ther, by considering potential effects of hazardous behaviors,
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FIGURE 11. Loss scenarios with related triggering conditions and functional insufficiencies

behavior specification hazard identification causal analysis

FIGURE 12. Generated artifacts from behavior specification till causal analysis

hazardous events and hazards are derived.
Finally, as proposed by ISO 21448, STPA is applied as a

third step to identify functional insufficiencies and triggering
conditions to achieve Obj. 4. The basis for this is given by
mapping the different artifacts of STPA to SOTIF as discussed
in Section IV. As STPA does not differentiate between the
different causal factors, we have complemented the fourth
step of STPA by adding a concrete designation of triggering
conditions and functional insufficiencies when identifying
loss scenarios as proposed by [11].

B. LIMITATIONS
ISO 21448 includes reasonably foreseeable direct and indi-
rect misuse. Direct misuse is considered as a potential kind
of triggering condition, while indirect misuse leads to reduced
controllability of a hazardous event. In this article, we focused
on triggering conditions that can be modeled as part of the
operational domain. Since the operational domain covers hu-
mans, their interactions and process models, identification of
direct misuse is supported by our methodology. Similarly, the
identification of triggering conditions and functional insuf-
ficiencies that prevent the detection of indirect misuse can
be realized. However, we did not focus on modeling and
analyzing these two kinds of misuse in our example. To ana-
lyze related limitations, more extensive modeling of human-
machine interaction as part of the behavior specification and

control structure design is suggested.
Moreover, we used a simplified model of the operational

domain for the behavior specification to illustrate the applica-
tion of the integrated approach. To approach the identification
of triggering conditions more systematically, more rigorous
models of the operational domain should be applied (e.g.,
as proposed by [26], [45]). Similarly, we did not follow
a specific methodology to generate the example behavior
specification, as the focus of this article is the application
of STPA given a behavior specification. In order to include
stakeholder requirements, for example, from the traffic code
systematically, [31] propose a method to derive behavior
specifications.
Furthermore, ISO 21448 shows a strong focus on the

identification of triggering conditions at the element level
(e.g., conditions leading to radar reflections). Although STPA
enables a hierarchical model of the control structure, we
focused on the identification of triggering conditions at the
vehicle level, as we identified terminological and method-
ological gaps at this level specifically. To identify element-
level triggering conditions, a more detailed control structure
perspective would be needed.
Finally, as with any scenario-based analysis, this article can

only demonstrate scalability to a limited extent. All steps of
the integrated approach involve assumptions, especially with
respect to the complexity of the operational context and the
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TABLE 5. ISO 21448 objectives mapped to steps of the integrated approach

ISO 21448 Objective Supported By

Obj. 1 - System Specification and Design Behavior Specification (step 1, Fig. 3)
Obj. 2 - Hazards Hazard Identification Method (step 2, Fig 3)
Obj. 3 - Hazardous Behavior Hazard Identification Method (step 2, Fig 3)
Obj. 4 - Functional insufficiencies and triggering conditions Causal Analysis (step 3, Fig 3)

complexity of the system considered.

C. FUTURE WORK
Based on our findings and the highlighted limitations, future
work could, investigate how reasonably foreseeable misuse
can be integrated as part of the integrated approach. In gen-
eral, STPAoften considers humans as part of the control struc-
ture [5], [20], indicating that STPA could be used for this pur-
pose. To improve the applicability of the STPA-based causal
analysis for misuse identification, a dedicated representation
and assessment of the mental models of involved humans is
beneficial. Guidance for extending STPA for human analysis
is, e.g., shown in [46].

Second, a systematic formalization of a domain meta-
model for both the operational domain and, e.g., the sys-
tem architecture would help to increase consistency for the
implementation of the integrated approach [19], [44]. The
generation of such (semi-)formal models would also allow
partial automation of the integrated approach.

Finally, since the application scenario in Section VI was
simplified and mainly served the purpose of demonstrating
the method, the scalability of the approach should be further
investigated in future work. For instance, the completeness
of behavior specification and hazard identification cannot be
guaranteed for an automated vehicle in an open context [47],
[48]. Therefore, a more detailed application of the integrated
approach for a defined operational domain, including an as-
sessment of the residual risk, can support the effectiveness
evaluation.

VIII. CONCLUSION
In this article, we tackle the terminological and methodolog-
ical gaps that occur when STPA is applied in the context of
ISO 21448. One of the main challenges for a consistent ap-
plication of ISO 21448 is that some SOTIF related concepts,
such as hazardous behavior, leave room for interpretation. To
tackle this challenge, we provided a terminology mapping
from STPA concepts to SOTIF concepts. For example, we
showed that hazardous behavior (from SOTIF) can only be
mapped to STPA’s UCA, if the system boundary of the UCA
is defined at the vehicle level. Furthermore, our analysis
confirms [11] with their finding that the causal factors of
STPA can be triggering conditions as well as functional in-
sufficiencies, and need to be specified separately to create
the necessary SOTIF work products. To implement a SOTIF-
tailored STPA, we propose to explicitly include both trigger-
ing conditions and functional insufficiencies in loss scenarios.

Based on this terminology mapping, we propose method-
ological extensions that combine STPA with two additional
approaches. First, we include a semiformal specification of
the operational environment and vehicle behavior to pro-
vide a baseline for identifying hazardous behavior. Second,
we propose a systematic hazard identification based on the
specification of the operational environment to provide a
SOTIF-focused input for the STPA application. As a result,
we showed how the combination of these methods can be
applied to create STPA results that can be mapped to relevant
ISO 21448 objectives and prescribed SOTIF terminology. To
do this, we applied the integrated approach to define and
analyze a bus stop scenario of a concept vehicle. All steps
of the integrated approach were executed in a model-based
environment to increase traceability of the results.
Throughout the application of the integrated approach

we made additional observations. First, STPA can benefit
from additional guidance in defining domain-specific control
structures [26]. Otherwise, the quality of the safety analysis
is fundamentally dependent on expert knowledge. In this
article, we showed that both control actions and the consid-
ered elements can be supported by the systematic integration
of a formalized description of the operational environment.
Second, given a SOTIF tailored control structure, the causal
analysis provided by STPA supports a systematic identifica-
tion of triggering conditions and functional insufficiencies as
requried by ISO 21448. Finally, a model-based execution of
the behavior specification and safety analysis can improve the
traceability of the resulting artifacts.
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