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Einsatz von KI-gestützten
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nisse stammen vollständig vom Autor. Alle durch KI-Tools generierten Formulie-
rungsvorschläge wurden eigenständig geprüft, angepasst und in den fachlichen
Kontext der Arbeit integriert.
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Zusammenfassung

Diese Arbeit untersucht Leistungsengpässe in der Regelungsschleife von ELISE,
einem seilzugbetriebenen Roboterarm, der für Inspektions- und Wartungsaufga-
ben in beengten Umgebungen entwickelt wurde. Die Stabilität und Präzision sol-
cher Roboter hängen in hohem Maße von der Erreichung hoher Regelungsfre-
quenzen ab, die jedoch häufig durch Verzögerungen in der Wahrnehmung und
Aktuation, verursacht durch den Software-Stack und Kommunikationsschnittstel-
len, begrenzt werden.
Zur Identifikation dieser Einschränkungen wurde das System software- und hard-
wareseitig vermessen. Die Zeitmessungen konzentrierten sich auf die Senso-
rabfrage und die Übertragung von Aktuatorbefehlen. Es wurden mehrere Op-
timierungen implementiert, darunter vereinfachte PDO-Zuordnungen, die Ver-
wendung von Echtzeit-Scheduling-Strategien, die Anwendung des PREEMPT_RT-
Patches auf den Linux-Kernel sowie die Isolierung von CPU-Kernen, um Re-
chenressourcen gezielt für Steuerungsaufgaben bereitzustellen. Experimente
zeigten deutliche Reduzierungen der Latenz in der Regelungsschleife, was zu ei-
ner höheren erreichbaren Regelungsfrequenz führte. Der primäre Engpass wur-
de in der FTDI4222-basierten I2C-Schnittstelle zu den Positionssensoren identi-
fiziert, bei der die von FTDI bereitgestellte Userspace-Bibliothek, die zum Zugriff
auf die USB-Treiber in der USB–I2C-Bridge verwendet wird, erhebliche Latenzen
bei der Datenabfrage verursachte.
Die Optimierung der PDO-Zuordnungen allein führte zu einer leichten Verringe-
rung der Regelungsfrequenz. In Kombination mit der Verwendung der Echtzeit-
Scheduling-Strategie SCHED_FIFO und der höchsten Priorität für die Steuerungs-
aufgaben verbesserte sich die Leistung jedoch deutlich. Unter dieser Konfi-
guration erreichte die Regelungsschleife eine mittlere Frequenz von 453.78 ±
74.60 Hz, was einer Steigerung um 40.15 % im Vergleich zur Ausgangsbasis
entspricht. Ebenso verbesserte sich die Schreibfrequenz zu den Aktuatoren um
69.99 % auf 333.36 ± 2.59 Hz. Im Gegensatz dazu führten weder die Anwendung
des PREEMPT_RT-gepatchten Kernels noch die Isolierung von CPU-Kernen zu nen-
nenswerten Verbesserungen, vermutlich aufgrund von Overhead und Hardware-
Beschränkungen. Vorläufige Tests deuten darauf hin, dass sich die Regelungs-
frequenz weiter steigern ließe, wenn synchronisierte Threads verwendet würden,
um die Positionssensoren einzeln auszulesen. Wesentliche zusätzliche Verbes-
serungen erfordern jedoch voraussichtlich Änderungen sowohl an der Software-
als auch an der Hardware-Architektur des Positionssensorsystems.



Abstract

This thesis investigates performance bottlenecks in the control loop of ELISE, a
tendon-driven robotic manipulator designed for inspection and maintenance tasks
in confined spaces. The stability and precision of such robots rely heavily on
achieving high control frequencies, which are often limited by delays in percep-
tion and actuation caused by the software stack and communication interfaces.
To identify these limitations, the system was instrumented with tracing tools such
as LTTng and eBPF and supplemented with hardware-level measurements us-
ing a logic analyzer. Detailed timing analyses focused on sensor data acquisition
through an FTDI4222-based I2C interface and actuator commands sent via the
CANopen protocol over a USB-CAN adapter. Several optimizations were imple-
mented, including streamlined PDO-mappings, adoption of real-time scheduling
policies, application of the PREEMPT_RT patch to the Linux kernel, and CPU core
isolation to dedicate processing resources to control tasks. Experiments showed
significant reductions in control loop latency, resulting in a higher achievable con-
trol loop frequency. The primary bottleneck was identified as the FTDI4222-based
I2C interface to the position sensors, where FTDI’s user-space library, used for
accessing USB drivers in the USB–I2C bridge, introduced considerable latency
during data retrieval.
Optimizing PDO mappings alone caused a slight decrease in control loop fre-
quency. However, when combined with using the real-time scheduling policy
SCHED_FIFO and the highest priority for the control tasks, performance improved
notably. Under this configuration, the control loop achieved a mean frequency
of 453.78 ± 74.60 Hz, representing a 40.15 % increase compared to the base-
line. Similarly, actuator write frequency improved by 69.99 %, reaching 333.36
± 2.59 Hz. In contrast, applying the PREEMPT_RT-patched kernel or isolating CPU
cores did not lead to significant improvements, likely due to overhead and hard-
ware limitations. Preliminary tests suggest that further increases in control loop
frequency could be achieved by using synchronized threads to read position sen-
sors individually. However, substantial gains will likely require modifications to
both the software and hardware components of the position sensor system.
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1 Introduction

1.1 Motivation

The DLR Institute for Maintenance, Repair and Overhaul is actively pushing the
development of robot-assisted repair and maintenance. This work encompasses
not only the development of algorithms for autonomous inspection but also the
design and construction of a novel tendon-driven robotic manipulator tailored for
use in confined environments.
In industrial maintenance, complex goods and infrastructure, such as aircraft
engines and gas storage tanks, require regular safety and quality inspections.
These inspections are often repetitive, time-consuming, and cognitively demand-
ing for human operators. Although the nature of these tasks suggests potential for
automation, particularly in constrained spaces, their implementation using robotic
systems remains limited.
Interestingly, maintenance tasks like inspection and repair share notable similar-
ities with procedures in the medical domain. Since the 1950s, borescopy has
been widely adopted for industrial inspection and is now standard in fields such
as aircraft maintenance [1]. Its medical counterpart, endoscopy, enables doctors
to examine internal parts of the human body using a flexible instrument called an
endoscope.
While medical robotics has seen substantial progress, evidenced by Intuitive Sur-
gical, Inc.’s 2021 report of over 10 million procedures performed using the da Vinci
surgical system [2], industrial applications of similar technologies have lagged be-
hind. Yet, the potential benefits in industry are considerable, particularly in avoid-
ing the disassembly of machinery during inspections.
To achieve this, maintenance robots must be capable of operating in tight, clut-
tered environments, where collision avoidance is crucial. Existing commercially
available manipulators are generally not suitable for such scenarios. To overcome
this lack, the DLR institute is developing a tendon-driven, endoscopic robotic sys-
tem, shown in Figure 1.1, specifically designed for confined-space operations.
The robot employs antagonistically actuated tendon joints, allowing the actua-
tion unit to be positioned remotely from the manipulator. This design significantly
reduces the robot’s footprint, making it ideal for navigating constrained environ-
ments.

1



Chapter 1 Introduction

Figure 1.1: ELISE: Tendon-driven inspection robot [4].

1.2 Objective of the Thesis

To evaluate the robot’s performance, this thesis investigates the control frequency,
which is influenced by the software stack and communication buses. The con-
troller’s frequency, also referred to as the sampling rate, is a critical factor in the
stability and accuracy of digital control systems [3]. Since the sampling rate is
predominantly determined by perception and actuation latencies, a detailed anal-
ysis of these latencies is essential to better understand and enhance the system’s
responsiveness.

1.3 Thesis Organization

This thesis analyzes the performance of the tendon-driven robot ELISE, with a
focus on identifying bottlenecks and reducing control loop latencies. Chapter 2
introduces the technical background necessary for understanding the robotic sys-
tem and its control architecture, including communication protocols and analysis
tools. Chapter 3 reviews related work in robotic latency analysis. Chapter 4
presents a detailed analysis of the system, focusing particularly on the software
and communication pathways involved in robot control. Chapter 5 outlines the im-
plementation of improvements aimed at minimizing control loop delays. Chapter 6
validates the effectiveness of these improvements using performance measure-
ments. Finally, Chapter 7 concludes with a summary of the findings and provides
an outlook on future research directions.
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2 Background

2.1 Definitions

Prior to examining the antagonistic tendon-driven robot for which the aim is to
identify bottlenecks and to reduce the latencies of its control loop, it is essential
to define commonly used terminology in robotics. Additionally, the technologies
used to identify these bottlenecks will be defined.

2.1.1 Robot Components

Robots are complex systems composed of mechanical structures, electronic el-
ements and software. To ensure clarity throughout this work, the following terms
are defined:

Links

Links are the rigid bodies that form the structure of a robot. They are connected
by joints and serve as the framework that defines the robot’s physical shape and
reach [5].

Joint

Joints connect two links, allowing relative motion between them. They can pro-
vide either rotational (revolute) or translational (prismatic) movement, thereby de-
termining the robot’s degrees of freedom [5]. All of the joints that connect the links
of the examined robot are revolute joints.

Manipulator

A manipulator is the part of the robot responsible for interacting with the envi-
ronment. It typically consists of a series of links and joints arranged to perform
complex motions, often culminating in an end-effector [5].

3



Chapter 2 Background

Actuators

Since links and joints are passive mechanical components, they require actuation.
Actuators serve this purpose. By providing power to counteract gravity, inertia and
other external forces, it is possible to modify the location of the robot’s links and
joints. Actuators can be electric, hydraulic or pneumatic, but must be controllable
[5].

Sensors

Sensors are used to detect and collect information about internal and environ-
mental states. The most important internal information influencing the robot’s
location is joint position, velocity, acceleration and force. Sensors collect this in-
formation and send it to the controller [5].

Controller

A robot controller has three roles. Firstly, it collects and processes information
provided by the robot’s sensors. This role is referred to as the information role.
The decision role involves planning the motion of the robot’s structure or individ-
ual joints. The third role is the communication role, which organises information
between the robot and its environment. The controller is often implemented in
software [5].

2.1.2 Logic Analyzer

Since robots require actuators, sensors and a controller, it is necessary to have
a means of communication between these components. During the development
of a robot, it is often useful to intercept ongoing communication in order to better
understand the robot’s behaviour.
This can be achieved using logic analyzers, which capture and record multiple
digital signals simultaneously at a high sampling rate. Logic analyzers can visu-
alize the timing of digital signals, decode them using specific protocol analyzers
and export the data for further analysis [6].
In this context, the Saleae Logic Pro 16 is used, which has 16 channels and
samples at 50 MS/s [7].

4



Chapter 2 Background

2.1.3 Tracing

According to Brendan Gregg, the author of BPF performance tools, tracing is
simply event-based recording [8]. M. Gebai et al. deliver a more detailed defini-
tion: ”Fundamentally, tracing is a sophisticated form of logging, where a software
component, called the tracer, provides a framework that implements efficient and
configurable logging“ [9]. Compared to printf() as a simple form of logging, trac-
ers provide a more flexible, robust approach for debugging complex problems [9].
The tracer can be defined as a tool that implements a callback, serialize, write
pattern [9]. More sophisticated tools, such as BPF/eBPF, implement the pattern
callback, compute, update and are sometimes referred to as aggregators [9]. This
distinction will be omitted in this work, however.

In this thesis, the benefit of tracing stems from its capacity to monitor kernel func-
tions and system calls. While measuring user-space function durations offers
limited insight, particularly regarding communication over bus systems, tracing at
the kernel level provides the necessary resolution to capture these interactions in
detail.

2.2 ELISE

The robot under development, shown in Figure 2.1, is called ELISE and has been
specially designed for confined spaces. Rather than being a standalone robot,
ELISE is designed to integrate with other robotic systems, such as classical robot
arms or carrier systems, to enhance their functionality. This design choice en-
ables translation and rotation of the endoscopic shaft, as shown in Figure 2.1, by
inheriting additional joints from the carrier system.
In addition to the inherited movements, ELISE is equipped with three revolute
joints j1, j2 and j3. These joints are designed for entry into and operation within
confined spaces. This enables the overall system to utilize five degrees of free-
dom (DOF) within confined spaces.
The endoscopic shaft serves as the link between j1 and the Actuation Unit, which
is directly connected to the carrier system. Moreover, the endoscopic shaft is also
used to route the tendons from the torque generating source to ELISE’s joints.
The three joints are also equipped with Ring Magnets and Hall Effect Sensors
serving as an absolute position sensor system. Power supply and required com-
munication wiring for the sensor system is also routed through the shaft.

5



Chapter 2 Background

Figure 2.1: ELISE entering a hydrogen gas tank for internal inspection. It can
make use of the translation and rotation of the shaft and its three
endoscopic joints, j1, j2, j3 [4].

The following sections provide more details about the hardware and software
components used.

2.2.1 Hardware

Considering the ELISE hardware, a distinction will be made between the position
sensor system and the actuation hardware stack, as both are attached to the
control module separately.
However, the control module is part of the actuation and control unit, FAXE, used
for ELISE. This modular unit consists of four sub-modules:

1. Carrier System Connection Module: Allows FAXE to be mounted on other
robot systems, such as robotic arms or mobile platforms

2. Control Module: Contains a computing unit and the appropriate interfaces
for the position sensor system and actuation hardware

3. Driver Module: This accommodates the motion controllers and motors that
generate the torque to actuate the joints

4. Transmission Module: This is used to connect each motor to a capstan,
which winds up the tendons for the joints and routes them through the en-
doscopic shaft to the joints

6



Chapter 2 Background

The control module is essential for ELISE, as it incorporates a Raspberry Pi Com-
pute Module 5, which runs the necessary software for controlling ELISE.

Raspberry Pi Compute Module 5

The Raspberry Pi Compute Module 5 (CM5) is a System on Module (SoM) con-
taining an application processor, a peripheral controller, memory, eMMC flash
and supporting power circuitry. Although the CM5’s design is loosely based on
the Raspberry Pi 5, its footprint is much smaller, as the peripheral signals are only
routed out through two 100-pin, high-density connectors [10].
Consequently, a carrier board is needed to expose the required physical inter-
faces, such as USB connectors. The ELISE Control Module therefore integrates
a custom carrier board.
The RP1 is the dedicated peripheral controller to handle I/O management for the
CM5. It integrates a wide range of digital controllers (USB, Ethernet, PCIe, GPIO,
SPI, I2C, UART) and analog PHYs, reducing the complexity of the main SoC de-
sign. Communication with the Broadcom BCM2712 application processor occurs
over a high-bandwidth PCIe 2.0 x4 interface, enabling the RP1 to manage in-
terface operations independently and improve system responsiveness [11]. The
RP1 comprises two independent USB controllers, each equipped with one USB
3.0 PHY and one USB 2.0 PHY, which can be employed to interface additional
hardware required for ELISE.
Details of the used hardware specifications are stated in Table 2.1:

Table 2.1: Hardware specifications of the Raspberry CM5108032 platform [10]
Hardware Specification
Platform Raspberry CM5108032
Chipset Broadcom BCM2712

CPU Quad-core Cortex-A76 (ARMv8) 64-bit SoC @ 2.4GHz
Peripheral Controller RP1

RAM 8 GB LPDDR4 SDRAM
Mass storage 32 GB eMMC Flash memory

Since a small footprint is generally important for ELISE, the SoM’s eMMC Flash
memory is used to store the OS. Using the SoM’s eMMC Flash memory means
that no microSD card slot needs to be placed on the carrier board.
A USB-C connector on the carrier board provides the interface for the position
sensor system described in the next section.
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Chapter 2 Background

Position Sensor Hardware Stack

In order to control the position of ELISE’s joints, a position sensor system is re-
quired. The developed system shown in Figure 2.2 is based on diametral mag-
nets, which are attached to each joint. The magnetic fields emitted by these
magnets are detected by Hall effect sensors dedicated to each joint. The used
Hall effect sensor is the MLX90395 Triaxis® Magnetometer Node.
The MLX90395 outputs the magnetic field for the X, Y and Z coordinates relative
to its own local coordinate system as 16-bit values. Additionally, the supply volt-
age and temperature are output as 16- and 14-bit values, respectively [12].
When considering perception latency, the maximum sampling frequency of the
sensor sets an upper boundary. Since the MLX90395 can achieve a sampling
frequency of up to 2 kHz in burst mode [12], it can be assumed that the sensors
won’t be a bottleneck within the position sensor system.

Figure 2.2: ELISE’s position sensor system [4].

The measurement data from the Hall effect sensors can be read either via the SPI
or the I2C bus. Although SPI offers a transmission speed of up to 10 MHz, mak-
ing it 10 times faster than the I2C protocol, the latter was chosen. Using I2C re-
duces the required cabling, since this protocol only uses two wires for serial data
and serial clock. Using SPI would require six cables for serial clock, peripheral-
in-controller-out, peripheral-out-controller-in, and three chip select lines, one for
each sensor.
Since the I2C sensors are located at the end of the endoscopic shaft, the distance
between them and the built-in I2C peripheral of the CM5 cannot be omitted. Due
to increasing bus capacity with increasing bus lengths, the design choice was

8



Chapter 2 Background

made to use an external I2C master that can be interfaced using USB.
This design choice allows the I2C master to be placed closer to the sensors,
resulting in shorter bus lengths, reduced bus capacity and improving communi-
cation stability.
The chosen I2C master is the FT4222H which implements an USB2.0 to
QuadSPI/I2C bridge. The USB interface is then used to connect the FT4222
and the position sensor system to the controller module.
A summary of the position sensor hardware stack and its interconnections can be
found in table 2.2

Table 2.2: Summary of ELISE’s position sensor hardware stack

Actuation Hardware Stack

As previously mentioned, actuation is obviously required for the three joints of
ELISE. Two tendons are attached to each joint, one acting as the protagonist and
the other as the antagonist. The two tendons of j1 can be seen in Figure 2.2.
The tendons are routed from the tendon fixation through a roller bearing system
to the endoscopic shaft. On the other side of the endoscopic shaft, the tendons
are routed to six capstans (two for each joint), where they are wound up.
Each of the capstans is attached to a 196.02:1 planetary gearbox, which is in turn
driven by a Faulhaber 2214X012BXTH brushless DC flat motor. The six motors
require sinusoidal impulses for their three phases. These impulses are provided
by six Faulhaber Motion Controllers of the MC 3001 B series.
The motion controller implements a CiA402 servo drive, which is a specifica-
tion defined by CAN in Automation. The motion controller is interfaced using the
CANopen protocol based on the CAN bus. More details on the specification and
protocol will follow in Chapter 2.5.
As the CM5 does not have a native CAN peripheral, a PCAN Chip USB Stamp
module has been soldered onto the carrier board. The CM5 interfaces the mod-
ule via USB, providing access to the CAN bus and motion controllers.
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A total of six tendons, planetary gearboxes, motors and motion controllers are
needed to actuate the three joints due to the antagonistic actuation.
A summary of the actuation hardware stack and its interconnections can be found
in table 2.3

Table 2.3: Summary of ELISE’s actuation hardware stack

2.2.2 Software

Regarding the software different frameworks and libraries have been used. Figure
2.3 provides an overview of the software used for ELISE. To write maintainable
software and to make use of existing software components, the second version of
the Robot Operating System (ROS) framework and middleware has been used.
ROS is a set of software libraries and tools for building complex, distributed robot
applications. It is a middleware based on a strongly typed, anonymous publish/-
subscribe mechanism that enables communication between different processes,
known as nodes. ROS nodes form the ROS graph together with the intercon-
nections between them. These interconnections are used for communication be-
tween nodes. Topics, which resemble a publish/subscribe system, are the main
means of communication [13].
Since inter-node communication via topics in ROS 2 introduces non-negligible
latency and overhead, particularly due to serialization, context switching, and
Data Distribution Service (DDS) transport layers, it is generally unsuitable for
high-frequency, real-time control loops. To address this, ROS 2 integrates the
ros2 control framework, which enables real-time-safe, intra-process control by
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Figure 2.3: ELISE’s Software Sack using Robot Operating System (ROS) 2,
ros2 control, FTDI libraries and ros2 canopen.

executing controllers within the same process as the hardware interface. This ar-
chitecture minimizes communication overhead, ensures deterministic execution,
and provides a modular, plugin-based system for managing robot hardware and
control logic [14].
Regarding the hardware interfaces implemented for the ros2 control framework,
the distinction between sensor and actuator is maintained.

As explained in Chapter 2.2.1, the MLX90395 Hall effect sensor is read using
the I2C bridge FTDI4222. To use the FTDI4222 in software, the LibFT4222 library
is employed, which is based on the D2XX library, also provided by FTDI [15].
While these libraries are free to use, the source code is unavailable; only object
files can be downloaded from FTDI’s website. As the FTDI4222 is a USB inter-
face device, the D2XX library uses an unmodified version of the libusb library.
To integrate all of the above regarding the position sensors into the ros2 control
frame work a custom sensor interface has been written. This sensor interface
uses objects of the mlx90395 class and an object of the ft4222 class.
While the mlx90395 class encapsulates all the sensor specific protocol properties,
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the ft4222 class is used to handle the I2C communication.

When it comes to the actuators not much code has been written, since CANopen
is a popular protocol for motor drives. Due to its popularity, ROS also integrates
ros2 canopen, which handles the CANopen stack [16]. ros2 canopen is based on
the Lely Core, which is an open-source industrial-quality stack. While Lely Core
ultimately handles the CANopen stack, ros2 canopen is responsible for integrat-
ing it into an ROS environment. Unfortunately, the ros2 canopen packages need
to be modified to work properly with the motion controllers in use, since the hom-
ing method executed after the motion controllers are booted up does not seem to
be implemented consistently. See issue 328 for more details [17].
As mentioned in Chapter 2.2.1, the PCAN-Chip USB Stamp module is used to
interface the CAN bus and, consequently, the motion controllers. One advantage
of using this USB-to-CAN interface is that the drivers for this chip are included in
many Linux kernels [18]. This is also true for Ubuntu 24.04, which is used in this
context.

2.3 ros2 control

As the control loop of the antagonistic tendon-driven robot is implemented using
the ros2 control framework, this software will be explained in more detail.
The predecessor of ros2 control is ros control, which was developed as a sepa-
rate robot control framework for the first version of ROS. The primary motivation
for developing the framework was the lack of a real-time communication layer in
ROS. The framework implements solutions for hardware resource management
and abstraction of hardware interfaces, allowing minimal assumptions to be made
about the hardware and operating system [19].
With the release of the second version of ROS the ros control framework has
been rewritten to be used within ROS 2. Figure 2.4 shows the architecture of the
ros2 control framework.

The Controller Manager (CM) is a central component of the framework. It is
responsible for loading, activating, deactivating and unloading the required con-
trollers and interfaces. Controllers interact with hardware components indirectly
via the CM, which coordinates access through the Resource Manager. The Re-
source Manager ensures exclusive and safe access to hardware resources by
tracking which controllers are allowed to use which interfaces [20].
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Since ros2 control is a separate framework from ROS, entry points are necessary
for users, which are also provided by the CM via ROS services and topics. Al-
though the CM can be integrated into a custom setup, it is usually recommended
to use the default node setup implemented by the ros2 control node from the
controller manager package. Ultimately, the ros2 control node is responsible
for executing the control loop [20].

The Controllers loaded by the CM are based on control theory. This means
that they compare the reference value with the measured output, and calculate a
system input based on the error [20].
The implemented controllers are objects derived from the ControllerInterface

class and are exported as plugins using the pluginlib library, which allows dynamic
loading and unloading of different controllers at runtime. During execution of the
control loop, the update() method of the loaded controllers is called.

The Resource Manager (RM) is responsible for handling the hardware within
the control loop. It abstracts the physical hardware and its drivers as hardware
components for the ros2 control framework, enabling controllers to interact with
the hardware in a standardized way [20].
Like controllers, hardware components are loaded dynamically using the pluginlib-
library. However, it is the RM’s responsibility to manage the loading and lifecycle
of these components [20].
To facilitate communication between controllers and hardware, the RM exposes
standardized State and Command Interfaces. State Interfaces are used to read
the current status or sensor values from the hardware, while Command Interfaces
allow writing control commands to the hardware actuators. These interfaces en-
able a clear separation between control logic and hardware access, ensuring
modularity and reusability of controllers across different hardware setups [20].

The Hardware Components are responsible for managing the communication
with the physical hardware and providing an abstraction layer for the ros2 control
framework.
Each hardware component implements one of three base interfaces depending
on the type of hardware it represents: Sensor, Actuator, or System [20].

• The Sensor interface is used for read-only devices, such as absolute-position
sensors or encoders.
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• The Actuator interface is used for write-only devices, typically low-level mo-
tor drivers that do not expose feedback through the control loop.

• The System interface supports both reading and writing, making it suitable
for more complex devices such as industrial robot arms or mobile platforms.

Figure 2.4: Architecture of the ros2 control framework [20].
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These classes must implement a standardized set of methods such as on_init(),
on_cleanup(), on_configure(), on_activate(), on_deactivate(), read(), and
write(). This design ensures consistent integration into the control loop while
allowing for a wide variety of hardware backends. The plugin-based architecture
also makes it easy to add or modify hardware support without changing the rest
of the control setup [20].

Configuration and Launch To use the ros2 control framework with a specific
robot, a set of configuration files must be provided to define the robot’s hardware
setup, control interfaces, and controller parameters.
The robot description is typically defined in a Unified Robot Description For-
mat (URDF) and XML Macros (XACRO) files. Within the URDF, a <ros2_control>

tag is used to describe the hardware interface, including the type of hardware
component (e.g., System), the command and state interfaces (e.g., position, ve-
locity, or effort), and the joints or sensors it applies to. This tag provides the CM
and RM with the necessary structural information about the robot.
Controllers are configured using a YAML file, typically named ros2 controllers.yaml.
This file specifies the controllers to be loaded, their types, and the parameters re-
quired for operation (such as joint names, PID gains, etc.). Each controller entry
is organized under its name, and parameters are grouped accordingly.
To bring up the control framework, a launch file written in Python (e.g., launch.py)
is used. This file launches the ros2_control_node, loads the robot description,
applies the controller configuration from the YAML file, and optionally starts the
controllers.
By combining these files, the ros2 control framework can be flexibly integrated
into a robotic application, supporting modular deployment and real-time control.

2.4 Position Sensor

Since the MLX90395 Triaxis® Magnetometer Node provides the position mea-
surement used by ELISE’s control loop, a dedicated hardware component must
be implemented to integrate this sensor within the ros2 control framework. This
integration is achieved by implementing the EliseJointSensorHardware class,
which inherits from the SensorInterface base class.
As explained in Chapter 2.2.1, the FTDI4222 USB-to-I2C bridge is used to in-
terface the MLX90395 sensors. To manage communication with this bridge, an
FT4222 class has been implemented. Within the constructor of the
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EliseJointSensorHardware class, an instance of FT4222 is created, followed by
the creation of three MLX90395 objects, each assigned a unique I2C address. The
MLX90395 class handles the sensor-specific communication protocol.
To obtain three distinct I2C addresses, two pins on each MLX90395 sensor must
be tied either high or low to configure the I2C addresses, as specified in [12].

In order to efficiently read the sensor values, they must be properly configured.
Before applying the configuration, the exit mode and reset commands are sent
to all three sensors to bring them into a defined and known state.
Once the sensors are reset and any previous configurations are cleared, the ac-
tual configuration process begins.
The MLX90395 sensor supports three different operating modes [12]:

• Single Measurement: This mode is activated by sending the single mea-
surement command. Upon receiving this command, the sensor performs
a single measurement and sets the INT pin high once the measurement is
complete. Afterward, the sensor returns to idle mode. The measurement is
retrieved using the RM (read measurement) command, which also clears the
INT pin.

• Burst Mode: In this mode, the sensor continuously performs measure-
ments. It is started with the start burst command and stopped with the
exit command. Measurements are read using the RM command. The sen-
sor continuously overwrites old data with new measurements, as long as
the reading rate does not exceed the measurement rate.

• Wake-up on Change Mode: This mode also performs continuous mea-
surements but differs from Burst Mode in that the INT pin is only triggered if
a user-defined threshold is exceeded.

Since triggering measurements manually introduces latency and the INT pin is
not used due to the needed cabling, Burst Mode is selected as the preferred op-
erating mode. The configuration of the sensor, including the selection of Burst
Mode, is handled in the on_configure() method of the EliseJointSensorHardware

class.
Ultimately, the reading of all three sensor values using the RM command is per-
formed in the read() method of the EliseJointSensorHardware class. After read-
ing, the raw data is converted into joint angles and stored in variables that can be
accessed by the Resource Manager to provide the state interfaces exposed by
the position sensor hardware component.
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2.5 CANopen

While ELISE’s position sensors relies on proprietary commands sent over the I2C
bus, actuation is handled via the standardized CANopen protocol used by the MC
3001 B motion controllers from Faulhaber [21]. To provide the necessary back-
ground for understanding the integration of actuation into the control loop, the
fundamental concepts of the CANopen protocol are introduced first.

As the name suggests, the CANopen protocol is based on the CAN Bus. It
provides a higher-layer protocol that simplifies component integration within a
CANopen network. The protocol is developed and maintained by the CAN in Au-
tomation (CiA) group that promotes interoperability and standardization of CAN-
based systems across various industries such as automation, automotive and
robotics.
While CANopen is specified across multiple standards, the CiA 301 specification
is one of its core documents. CiA 301 defines the CANopen application layer, as
illustrated in Figure 2.5.

Figure 2.5: CANopen as the application layer in the ISO-OSI model [22].

While CANopen only specifies the application layer, the underlying layers such
as the data link layer and physical layer can be exchanged depending on the im-
plementation. Commonly, CANopen is built directly upon the CAN data link layer
and its corresponding physical layer, as these provide a reliable and standardized
communication foundation.
The application layer defines the concepts used to configure and communicate
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real-time data, as well as the mechanisms used to synchronise CANopen devices
[22].

CANopen devices implement a device model composed of three distinct func-
tional units [22]:

1. Communication: This unit provides transport mechanisms, known as com-
munication objects, for data exchange over the underlying network. Data
transfer is coordinated by a state machine to ensure reliable communica-
tion.

2. Object dictionary: Serving as a central repository, the object dictionary
contains all data items that affect the behaviour of application entities, com-
munication objects, and the state machine within the device.

3. Application: This unit encompasses the device’s functional behaviour re-
lated to its interaction with the process environment.

The object dictionary is a core concept of CANopen, as it groups all network-
accessible objects in a structured manner. Each object is uniquely identified by a
16-bit index and an 8-bit sub-index, which serve as its address within the dictio-
nary [22].

The objects in the object dictionary are accessed via communication objects.
Some communication objects are used to transfer data, while others coordinate
communication on the underlying network. The most important communication
objects are explained in the following sections.

2.5.1 Process Data Object (PDO) and real-time
communication

Although the CAN bus implements a priority-based media access scheme, it
cannot guarantee real-time data transfer by default. This limitation is mitigated
through the use of PDOs, which provide real-time data transfer without protocol
overhead (with regard to the CANopen application layer only) [22].
PDOs correspond to objects in the object dictionary and therefore provide the
interface to the application object. In the case of ELISE the objects target

velocity or controlword could be mapped to a specific PDO. The mapping
and data type of application objects into a PDO is determined by a corresponding
default PDO mapping structure within the object dictionary [22].
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There are two types of PDOs: Transmit-PDO (TPDO) and Receive-PDO (RPDO).
CANopen devices that support TPDO are PDO producers, while those that sup-
port RPDO are PDO consumers. The used motion controller is for example si-
multaneously a PDO producer and consumer [21].
To enable real-time communication, the transmission of PDOs is synchronised
with the SYNC object sent by a SYNC producer. To guarantee timely access to
the network, the SYNC object is assigned a high-priority CAN ID. However, if a
message is sent just before the SYNC object, the latency of transmitting the other
messages can cause jitter within the SYNC cycle [22].
Regarding TPDOs, a transmission rate is defined as a factor based on the SYNC
object transmission period. A transmission type of 0 implies that, if an event oc-
curred before the SYNC object, the message will be transmitted acyclically after
the SYNC object. A transmission type of n means that the message will be trans-
mitted with every nth SYNC object [22].
While the above only applies to synchronously triggered PDOs, they can also be
event-driven or remotely requested. However, although these triggering modes
exist, they are not used in this context, as control loops typically require periodic
and deterministic communication [22].

2.5.2 Service Data Object (SDO)

Although PDOs are used for real-time data transfer, not all communication within
a CANopen network requires real-time performance. For configuration and less
time-critical communication, the Service Data Object (SDO) is used [22].
SDOs allow the transfer of data between two nodes in a client–server model.
They provide access to the entire object dictionary of a device, making them
ideal for tasks such as parameter configuration, diagnostics and firmware up-
dates. Unlike PDOs, which are limited to small, fixed-size messages due to CAN
frame length limitations, SDOs support segmented and block transfers, enabling
the exchange of larger data structures [22].

2.5.3 Communication Object Identifier

Since all communication objects are sent over the CAN bus it is necessary to allo-
cate CAN-IDs for the communications objects. The allocated IDs are also called
COB-ID. In order to simplify interoperability between different CANopen devices,
the CiA 301 standard also defines a generic pre-defined connection set [22].
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The CAN-ID allocation scheme for the generic pre-defined connection set uses
11-bit identifiers, also known as the base frame format. As shown in Figure 2.6,
the seven least significant bits are reserved for the Node-ID of the CANopen de-
vices. With seven bits reserved for the Node-ID, a total of 127 different CANopen
devices can be part of one CANopen network using the generic pre-defined con-
nection set [22].

Figure 2.6: COB-ID allocation scheme for the generic pre-defined connection set
see [22].

The four most significant bits used for the function code define the communication
object. Using the most significant bits for the function code results in different
priorities for the communication objects, independent of the Node-ID [22].
Table 2.4 shows the most important resulting COB-IDs in this work, sorted from
highest to lowest priority.

Table 2.4: CANopen communication objects and corresponding COB-IDs see
[22]

COB Function Function Code (binary) Resulting CAN-ID (hex)

SYNC 0001b 0x080
PDO1 (tx) 0011b 0x181 – 0x1FF
PDO1 (rx) 0100b 0x201 – 0x27F
PDO2 (tx) 0101b 0x281 – 0x2FF
PDO2 (rx) 0110b 0x301 – 0x37F
PDO3 (tx) 0111b 0x381 – 0x3FF
PDO3 (rx) 1000b 0x401 – 0x47F
PDO4 (tx) 1001b 0x481 – 0x4FF
PDO4 (rx) 1010b 0x501 – 0x57F
SDO (tx) 1011b 0x581 – 0x5FF
SDO (rx) 1100b 0x601 – 0x67F
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2.5.4 CiA 402: CANopen device profile for drives and motion
control

While the CiA 301 specification defines the application layer of the CANopen
protocol, the CANopen specifications also comprise different types of CANopen
device profiles. These profiles specify standard mappings regarding PDOs, con-
figuration parameters that can be accessed using SDOs and diagnostic informa-
tion provided by the device in conformance with the profile [23].
One such device profile is defined by the CiA 402 series, which specifies the
functional behavior of controllers for servo drives, frequency inverters, and step-
per motors [24]. The motion controller MC 3001 B is for example also confirming
with this specific device profile [21].
CiA 402 introduces several operation modes, each with specific configuration pa-
rameters and corresponding behavior. It defines a finite state automaton that gov-
erns the internal and external behavior of the device based on its state. The drive
state determines which commands are accepted and whether power is applied
to the motor. Transitions between states are typically triggered by a control-word
sent from the host controller, but may also result from internal events. The drive
indicates its current state via the status-word. In accordance with the profile, the
control-word and command values such as target velocity are mapped by default
into RPDOs, while the status-word and actual values such as measured position
are mapped into TPDOs [24].

2.6 ros2 canopen

As for the position sensor system, a hardware component needs to be dynam-
ically loaded by the resource manager; the same applies for the actuation of
ELISE. However, although the hardware component had to be developed for
the position sensor system, the integration of actuation using the six motion con-
trollers can be achieved through the ros2 canopen framework, as the MC 3001
B motion controllers comply with the CANopen protocol and the CiA 402 device
profile specification.
As previously mentioned, the ros2 canopen stack is built upon the open-source
CANopen stack Lely Core [25] and enables the CANopen stack to be used as
standard or managed ROS nodes or as a ros2 control hardware component that
implements a system interface [26]. Since CiA 402 drivers offer RPDOs and
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TPDOs, they can not only consume data but also offer diagnostic and status in-
formation, which makes the actuator interface unsuitable for the ros2 canopen
hardware components, as they only allow to consume data using the command
interface.
As explained in Chapter 2.3, the ros2 control framework is initialized by launching
the ros2_control_node, which loads the robot description containing one or more
<ros2_control> tags. To use the ros2 canopen ros2 control system interface, the
<ros2_control> tag must include a <hardware> tag, which in turn must contain a
<plugin> tag that specifies the appropriate plugin or hardware component to load
[27]. In the case of ELISE, the RobotSystem from the canopen ros2 control pack-
age is used.
Configuration parameters required by the plugin, such as bus_config,
master_config, can_interface_name, and master_bin, are passed as <param> tags
within the <hardware> block. These parameters are made available to the plugin
at runtime and are used to configure the CAN interface, load bus/master config-
uration files, and define runtime behavior of the CANopen master and devices
[27].
The can_interface_name parameter specifies the SocketCAN interface used to
communicate with the CAN device that connects to the motion controllers. In the
case of ELISE, this corresponds to the SocketCAN interface associated with the
PCAN-USB chip (see Chapter 2.2.1).
While this parameter is associated with hardware, all the other parameters are
related to the software configuration. However, only the bus_config file needs
to be manually written by the user, as the master_config and master_bin files
are automatically generated during the build process of the package utilizing the
framework [25, 27].
The bus.yaml bus configuration file is a central component in setting up a
CANopen network using the ros2 canopen framework. This file, written in YAML
format, defines the structure of the CAN bus, including the master and all con-
nected slave nodes. It consists of four main sections: options, master, defaults,
and nodes [25], as illustrated in Listing 2.1. The documentation of the available
parameters can be found at [28, 29].
The options section, beginning with line 1, typically contains the path to addi-
tional binary configuration files generated during the build process. By setting
the value to ’@BUS CONFIG PATH@’, this path is automatically populated by CMake

during compilation.
The master section defines configuration parameters for the CANopen master
device. This includes settings such as the baud rate and the SYNC period, which
control the timing and communication behavior on the CAN bus.
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The defaults and nodes sections describe configuration parameters for the
CANopen devices connected to the network. Parameters specified in the
defaults section apply to all nodes, whereas the nodes section provides device-
specific configurations. A key parameter in both sections is dcf, which refers to a
Device Configuration File (DCF) or an Electric Data Sheet (EDS). This file defines
the object dictionary for a given device and is essential for its correct interpreta-
tion by the framework. The node id field assigns a unique node ID to each device
on the bus.
To configure which TPDOs and RPDOs are exchanged during runtime, the tpdo

and rpdo sections are used. These define both the transmission type (e.g., syn-
chronous or asynchronous) and the specific object dictionary entries mapped to
each PDO. This allows developers to control which real-time data is published or
consumed by each device.
Additionally, an sdo section can be defined to configure device parameters at
startup using SDOs. This is useful for initializing device settings such as opera-
tion modes, velocity limits, or scaling factors before regular operation begins.

1 options: # General options , especially dcf_path

2 dcf_path: ’@BUS_CONFIG_PATH@ ’

3

4 master: # Configuration of the master

5 baudrate: 100 # in kbit/s

6 sync_period: 10000 # in us

7

8 defaults: # Defaults applied to all slave nodes

9 dcf: [EDS/DCF_FILE_PATH]

10

11 nodes: # Configurations for individual slave nodes

12 - device_name:

13 node_id: [NODE_ID]

14 tpdo:

15 1:

16 transmission: 0x01 # every sync

17 mapping:

18 - {index: 0x6041 , sub_index: 0} # status word

19 - {index: 0x6061 , sub_index: 0} # mode of operation

20 [...]

Source code 2.1: Example bus.yaml structure
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2.7 Instrumentation Techniques in Kernel and User

Space

Before optimizing latencies within the control loop of the system, the occurring
latencies need to be identified. To achieve this, it is not only necessary to know
what parts of the software are being executed in order to control the robot, but
it also needs to be investigated when specific functions and methods are being
called and how long they take to be executed.
To obtain this information, the system must be instrumented with tools that allow
the observation of function calls and their time of execution. Both the Linux kernel
and user-space applications offer mechanisms for this purpose. Among the most
relevant are:

• kprobes: Dynamic probes used to trace function entry and exit points within
the Linux kernel [30].

• uprobes: Similar to kprobes, but applied to functions in user-space appli-
cations [31].

• tracepoints: Static instrumentation points embedded in the Linux kernel
that provide structured trace data [32].

• User Statically-Defined Tracing (USDT): Statically defined tracepoints
added by developers within user space applications for fine-grained, low-
overhead instrumentation [33].

These mechanisms can furthermore be employed in the context of ROS to ana-
lyze system behavior, identify performance bottlenecks and support the optimiza-
tion of robotic applications.
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In the context of ROS, there is a lack of a universal solution for monitoring and
tracing. However, several frameworks have been proposed, and multiple publica-
tions cover the topic of performance evaluation or latency analysis.

Sean Rivera et al. proposed ROS-FM a high-performance inline network monitor-
ing framework with security policy enforcement for ROS using extended Berkely
Packet Filters (eBPF) and eXpress Data Path (XDP) [34]. Since robotic sys-
tems are typically made up of interconnected, distributed components, special-
ized monitoring software is required to effectively monitor them during runtime.
The framework aims to capitalize on advancements in process monitoring and
analysis for Linux systems, such as eBPF and XDP [34].
The framework’s goal is to effectively monitor and secure a robotic system while
staying within performance constraints. In order to interact with the system, a
domain-specific language has been developed to set up access rules for ROS
topic access by nodes. While a security module implements this functionality, a
monitoring module has been developed to track nodes and the number of packets
currently sent on topics, as well as the current bandwidth used by a topic and the
average packet size per topic [34].
Subsequent experiments demonstrated that the framework effectively secures a
ROS system against common ROS network attacks and that the eBPF based
monitoring module introduces minimal overhead [34].

While the work of Sean Rivera et al. shows the potential of using eBPF as
the underlying infrastructure for monitoring and securing ROS systems, Keisuke
Nishimura et al. propose another tool based on eBPF with a more concrete use
case [35].
Sean Rivera et al. argue that a ROS application can be represented by a Directed
Acyclic Graph (DAG), where the data dependencies between nodes are repre-
sented by edges. As ROS is becoming increasingly important in the field of real-
time applications, where the latency imposed by communication between nodes
must be considered to ensure real-time performance, the authors propose a tool
for analyzing inter-node communication latency [35].
The ROS-Aware Publish/Subscribe Latency Evaluation Tool (RAPLET) can quan-
tify and break down the latency of intra- and inter-process publication and sub-
scription. This allows detailed analysis of the shares of latencies occurring in user
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and kernel spaces [35].
The tool has been tested with a minimal ROS Talker application and Autoware,
which is open-source software for autonomous driving systems. The tool effec-
tively visualizes the impact of CPU and network load on system performance.
Additionally, it is demonstrated how real-time capabilities can be improved using
real-time scheduling, which can then be verified using the tool [35].

In terms of real-time performance evaluation, L. Puck et al. adopted a hardware-
based approach. The authors focused on communication between ROS 2 nodes,
as well as the impact of different allocation strategies on the real-time behaviour
of a distributed robot control system using a time-synchronised network. To ob-
tain reliable results regarding latencies and jitter, the GPIO pins of two industrial
PCs were mapped to user space. Triggering these pins directly from the observed
ROS 2 application before sending and after receiving messages allows precise
measurements to be taken while introducing only minimal overhead [36].

As ROS has become more relevant over time, research has shifted towards the
new version of ROS. A major change in the second version is the use of DDS as
middleware and the ability to switch between different implementations.
Tobias Kronauer et al. analysed the latency of ROS 2 multi-node systems using
different DDS implementations. To enable intra-layer profiling, the authors devel-
oped a ros2profiling package that provides functions to generate timestamps in
nanoseconds and patches the ROS 2 source tree to include these functions. The
DDS layer, ROS middleware abstraction layer, and the ROS publish-subscribe
client library are patched with timestamp functions. This approach enables not
only the measurement of latency but also the categorisation of intra-process la-
tency profiling. Later multiple configurations with different publishing frequencies,
message sizes and numbers of nodes were tested [37].

While ros2profiling was developed to analyse the latencies of different DDS im-
plementations, the ros2 tracing package, proposed by Christophe Bedard et al.,
aims to provide a multipurpose, low-overhead framework for real-time tracing.
Unlike previous frameworks, ros2 tracing uses the LTTng tracer as a backend.
This framework enables the collection of execution information in both the user
and kernel space of real-time distributed systems [38].
In order to be able to trace user space functionality with the LTTng tracer static
tracepoints need to be defined. Christophe Bedard et al. instrumented the ROS
C++ client library, the underlying ROS client library API and the ROS middleware
abstraction layer. Since these tracepoints are already part of the rolling branch
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and multiple other ROS versions, ros2 tracing should work on all Linux-based
systems after installation of LTTng. Experiments with end-to-end message la-
tency showed that the overhead of the tracing framework is on average 0.0033
ms. Therefore, the authors argue that their framework is suitable for production
real-time systems [38].
Pierre-Yves Lajoie et al. later used the novel tracer on a perception and mapping
system. The team demonstrated the importance of metrics that can be extracted
from tracing such a system using the previously proposed framework [39].

Another LTTng based tracing and performance analysis framework for ROS 2
applications is Autoware Perf proposed by Zihang Li et al. The goal of this frame-
work is to measure the end-to-end latency of Autoware.Auto, a self-driving system
based on ROS 2. They evaluated the real-time performance of Autoware.Auto
and identified performance bottlenecks. The authors analyzed system perfor-
mance by tracing several key metrics, including callback execution time, commu-
nication latency and node execution time. These metrics are observed at dif-
ferent system levels: the node level, where execution times of individual nodes
are measured; the callback level, where execution times of individual callbacks
are measured; and the communication level, where latency between nodes dur-
ing message exchange is monitored. To collect and evaluate these metrics, the
authors are using specific tracing tools designed to capture data at these vari-
ous levels [40]. Since Autoware Perf uses ros2 tracing behind the scenes, it can
be considered an extension of the existing framework rather than a whole new
framework.

Hazam Abaza et al. have proposed a Trace-enabled Timing Model Synthesis
framework with the aim of generating accurate timing models for ROS 2 based
applications. This framework addresses the challenges posed by the lack of for-
mal models and the complexity of application code. Their approach relies on
tracing and measurements to capture critical timing metrics, including callback
execution time, communication latency, and end-to-end latency. These metrics
are traced across multiple layers – node, callback, and communication – by in-
strumenting ROS 2 functions with probes. The authors utilise eBPF to attach
uprobes and uretprobes to ROS 2 function entry and exit points to achieve this,
enabling efficient data collection without the need to modify or recompile the ROS
2 libraries. They complement this with the Linux perf tool to generate call graphs
for various callbacks and use Graphviz to visualise node graphs and compute
end-to-end latency [41].
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While the Trace-enabled Timing Model Synthesis framework developed by Hazam
Abaza et al. focuses on generating accurate timing models for ROS2-based ap-
plications, Yixiao Li et al.’s unified tracing framework takes a different approach to
address rare performance issues in ROS 2 systems. This framework uses both
eBPF and LTTng as tracers. LTTng is used for tracing both the user and kernel
spaces, while eBPF monitors rare performance issues. To minimize overhead,
LTTng is configured to store the trace in per-CPU buffers rather than streaming it
to a file. Only a snapshot is dumped to a file whenever an event is detected by
eBPF. The authors used the BPF Python frontend and USDT probes to dynam-
ically generate eBPF functions to be hooked to the USDT probes. In the paper,
USDT probes were included in timer callbacks to demonstrate the framework’s
ability with the use case of rare timer callback performance issues [42].

Although latency analysis is an area of interest in the context of ROS, the re-
viewed related work mostly focuses on the latency of inter-node communication
mechanisms, such as the ROS topics’ publish/subscribe mechanism. However,
since the control loops of most ROS applications are implemented based on
ros2 control, which relies on communication mechanisms other than ROS top-
ics, the proposed frameworks cannot be used directly to measure the latencies of
control loops.
A notable contribution addressing this gap was presented at ROSCon DE 2024
by Robert Wilbrandt et al., who shared their experiences tracing latency within a
new KUKA robot driver based on ros2 control. Their talk focused on the practi-
cal challenges and insights gained from instrumenting control loops, including the
tracing of non-topic-based communication paths within ros2 control.
Robert Wilbrandt et al. used ros2 tracing and additional custom, statically defined
trace points to trace relevant events within their control loop. As their hardware
interfaces are based on XML-formatted data exchanged via the UDP transport
layer, statically defined user-space trace points can provide reliable timestamps
[43].

Despite the fact that proposed frameworks and approaches for latency analysis
and monitoring are not suitable for analyzing control loop latencies, the related
work identifies applicable tools for ROS application tracing. Based on these in-
sights, LTTng and eBPF will be the preferred tracing tools in this work, taking
advantage of their ability to provide efficient, low-overhead instrumentation and
detailed observation of kernel- and user space events.

The validity of this choice is reinforced by the findings of Mohamad Gebai et

28



Chapter 3 Related Work

al., as outlined in their comprehensive study, ’Survey and Analysis of Kernel and
Userspace Tracers on Linux’ [9].
Although LTTng introduces an average latency of 92 ns, with a standard deviation
of 5 ns, and therefore outperforms eBPF, which has an average latency of 140 ns
and a standard deviation of 10 ns, the benefit of eBPF arises from the ’callback,
compute, update’ pattern that it implements. This makes eBPF a powerful tool
that can provide insights that other tools cannot [9].
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In order to retrieve granular timestamps of system actions that interact with hard-
ware and influence controller frequencies, it is necessary to identify suitable in-
strumentation points. The primary actions that determine the robot’s behaviour
are the measurement of the joint’s position and the communication with the mo-
tion controllers. The latter also sets the target values regarding position, velocity,
or torque.
As explained in Chapter 2.2.2, the measurement of the sensors and the CANopen
communication with the motor controllers involves several software and hardware
layers. Although finding suitable instrumentation points to identify bottlenecks in
user space is relatively straightforward, these instrumentation points cannot rep-
resent communication on the I2C and CAN buses. Moreover, simple user space
tracepoints can’t deliver the latency between an action request and its execution.
To quantify these latencies, system calls that interact directly with the hardware
will be identified. The following sections will explain the process used to identify
these system calls.

4.1 Sensor Reading Analysis

In order to get a first understanding of how the reading of the sensor values from
the MLX90395 interacts with the kernel, the ros2 control node was traced with
LTTng; see Listing 4.1.
After creating a recording session and enabling all kernel events and syscalls, the
PID of the ros2 control node is passed to LTTng.

1 # lttng create --output=<OUT_DIR >

2 # lttng enable -event --kernel --all --syscall

3 # lttng track --kernel --pid=<PID >

4 # lttng start

5 ...

6 # lttng stop

Source code 4.1: LTTng Kernel Tracing Example

Since several thousand events have been recorded in just a few seconds, tracing
the ros2 control node is not an efficient way to gain a deeper understanding of
the sensor’s behavior. During tracing, the control loop continues to run normally.
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As a result, the sensor is read multiple times within the recording period.
To know how often the sensor is being read within the trace, a simple program has
been written that reads out the sensor’s value exactly once. By tracing the pro-
cess running the simple test program syscall_entry_ioctl events are recorded.
The first argument of the ioctl() system call is an open file descriptor referring
to the file or device to be operated on [44].
In order to get more information about the file descriptor, the folder
/proc/<PID>/fd of a running process can be examined to inspect the currently
used file descriptors. The folder’s entries are symbolic links to opened files or
devices. Inspecting the symbolic link for the file descriptor used by the ioctl()

system calls enables determining the device that is used by the system call.
The symbolic link for the opened file descriptor, which is used by the ioctl()

system call, points to a file with the path /dev/bus/usb/<BUS>/<DEVICE>. Using
the lsusb utility, which displays information about USB buses and connected de-
vices, it can be verified that the syscall_entry_ioctl events captured in the trace
interact with the FTDI4222 I2C bridge, which is used to read the MLX90395 sen-
sor measurements. The traced process interacts with the file descriptor for the
FTDI4222 only through ioctl() system calls, which might be expected to origi-
nate from a single thread. However, the trace reveals that these system calls are
issued by several threads.
Therefore, further investigation is needed to identify which system calls are re-
sponsible for reading the sensor measurements. Debugging the simple program
reveals that including the D2XX library headers already creates three threads.
Initializing the I2C master with the FT4222_I2CMaster_Init() function from the
libft4222 library starts three more threads. Therefore, the simplest program that
uses the libft4222 library to implement an I2C master results in a process running
seven threads.
In order to determine whether system calls are only issued when the I2C master
actively reads from or writes to the bus, the simple program was modified to set
the main thread into blocking mode. However, system calls continued to occur
despite the main thread being in the blocking state.
Tracing the program twice, first while the main thread is in a blocking state and
then while it actively executes the sensor’s read function, made it possible to com-
pare the two traces. This comparison helps to distinguish system calls that occur
due to actual sensor communication from those that may be caused by back-
ground activity or driver-level behavior.
Filtering system calls in the trace that includes sensor readings by removing those
that also appear in the trace without sensor activity leaves two remaining ioctl()

system calls. This suggests that these two calls that are issued from the main
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thread are directly associated with the actual data acquisition from the sensor.
The presence of exactly two ioctl() calls is consistent with the behavior of the
RM command, which interacts with the sensor in two phases. First, the I2C master
performs a zero-length write to address 0x80 to trigger the RM command. Then, it
initiates a read to retrieve the sensor’s data, which includes the X, Y, and Z mag-
netic field values, along with temperature and voltage [12]. These two system
calls, both originating from the main thread, are therefore believed to correspond
directly to these I2C transactions.

4.1.1 Verification using bpftrace

To verify that the two system calls are related to user space actions, the bpftrace
script shown in Listing 4.2 is used.

1 sudo bpftrace -e ’

2 tracepoint:syscalls:sys_enter_ioctl

3 /args ->fd == $2 && pid == tid && pid == $1/

4 {

5 printf ("User stack:\n");

6 print(ustack ());

7 }

8 ’ $PID , $FTDI_FD

Source code 4.2: bpftrace script to trace ioctl() system calls that are related to
user space function calls

The BPF function is attached to the kernel tracepoint for entering ioctl() system
calls. It is only executed if the file descriptor used by the system call matches the
file descriptor used for the FTDI4222. Furthermore, only system calls from the
main thread are of interest.
If these conditions are met, the user space stack is printed out, which reveals
that the system calls are ultimately issued from the RM() method of the MLX90395

class.

4.1.2 Verification with the Logic Analyzer

To confirm that the identified ioctl() system calls correspond to actual I2C com-
munication with the MLX90395 sensor, a logic analyzer was used to observe the
physical signals on the I2C bus. By capturing the bus activity during the execution
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of the simple test program, it is possible to verify whether the expected write and
read transactions, initiated by the FTDI4222 bridge, match the timing and struc-
ture of the system calls recorded in the trace. This hardware-level verification
serves as a ground truth to validate the conclusions drawn from the kernel tracing
and bpftrace analysis.
The test program was modified to perform 500 read operations for each of the
three sensors used to determine the positions of ELISE’s joints. This results in
a total of 3000 ioctl() system calls and an equal number of read/write transac-
tions on the I2C bus. During execution, the process issuing the read commands
is instrumented to trace the system calls and collect corresponding timestamps,
while a logic analyzer concurrently monitors the activity on the I2C bus.
After data acquisition, a zero-offset correction is applied by subtracting the times-
tamp of the first recorded event within the trace data and the exported logic an-
alyzer data, establishing a common temporal baseline. Figure 4.1 presents the
resulting plot, which compares the aligned timestamps obtained from both the
system call tracer and the logic analyzer monitoring the I2C bus activity.
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Figure 4.1: Comparison of timestamps obtained from the system call tracer and
the logic analyzer during 3000 ioctl() operations on the I2C bus.
Both datasets were aligned using zero-offset correction based on their
respective initial events to establish a common temporal reference.

The plot demonstrates a strong alignment between the timestamps obtained from
the logic analyzer and those recorded from the system call events. To further
quantify the timing discrepancy between these two data sources, the absolute
error for each corresponding timestamp pair is also plotted (see Figure 4.2).
Considering that the ioctl() system call requires a finite amount of execution
time in the kernel and that the FTDI4222 bridge introduces additional latency
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while processing the command and initiating the I2C transaction, a small offset
between the traced and observed events is expected.
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Figure 4.2: Absolute timing error between the timestamps recorded by the logic
analyzer and those traced from the corresponding ioctl() system
calls during I2C communication.

The absolute timing error analysis reinforces the assumptions that the two ioctl()

system calls identified in Chapter 4.1 are responsible for triggering the write/read
transactions on the I2C bus. With a mean error of approximately 15.9 µs and a
maximum observed deviation of 47.7 µs, the discrepancies fall within a reason-
able range for software-level timestamping and USB-to-I2C bridge latency.

4.2 Actuation Analysis

While the previous section focused on understanding how sensor data from the
MLX90395 is acquired via I2C, this section shifts focus to the actuation side of the
system.
As explained in Chapter 2.6, the ros2 canopen framework is used to implement
the hardware interface for the motors that drive ELISE’s joints. Within this frame-
work, the RobotSystem class is loaded by the Resource Manager to expose the
motors to the ros2 control system.
An inspection of the write() method of the RobotSystem class reveals that the
actuation logic does not run synchronously with the controller manager’s con-
trol loop. Instead, the RobotSystem maintains its own thread of execution. This
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separation is intentional and required in order to satisfy the timing constraints
of the CANopen protocol. Consequently, actuator commands are handled asyn-
chronously relative to the control loop updates.
Identifying the tracepoints associated with actual CAN bus communication is rela-
tively straightforward, since the Lely Core libraries, which underlie ros2 canopen,
are built on top of the SocketCAN interface.
To transmit or receive messages via SocketCAN, the Linux system calls write(),
read(), sendmsg(), and recvmsg() are used [45]. In particular, the Lely Core li-
braries utilize the sendmsg() and recvmsg() calls for CAN communication. There-
fore, these system calls are targeted in the tracing process.
When tracing sendmsg() and recvmsg() system calls using LTTng, some limita-
tions of the tracing tool become apparent. Although LTTng provides access to
system call arguments via its event payloads, this information is often insufficient
to directly correlate a traced event with a specific CANopen message. The avail-
able parameters for the sys_enter_sendmsg and sys_enter_recvmsg events, such
as the file descriptor, pointer to the struct user_msghdr, and the flags, can be
inspected in the corresponding format file located at:
/sys/kernel/debug/tracing/events/<EVENT_TYPE>/<EVENT_NAME>/format

However, these parameters do not include the actual CAN frame payload or CAN
identifier. As a result, it is not possible to determine the contents of the transmit-
ted message or associate a particular sendmsg() or recvmsg() call with a specific
CANopen protocol message solely from LTTng trace data.
To associate system calls with specific CANopen messages, the arguments of the
sendmsg() and recvmsg() system calls must be inspected more closely. These
calls use a struct user_msghdr, which contains a pointer to an array of
struct iovec elements. In the context of SocketCAN, the iovec structure is used
to transmit or receive CAN messages. Specifically, the iov_base pointer within the
iovec structure points to a memory region containing the CAN frame.
For standard CAN frames, the first four bytes at the location pointed to by iov_base

correspond to the CAN ID of the message. By extracting the CAN ID from this
location using eBPF, it becomes possible to assign traced system calls to spe-
cific types of CANopen communication. This additional insight bridges the gap
between low-level system call tracing and high-level protocol analysis.
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4.3 Attaching probes to the control loop using

eBPF

ELISE’s control loop is implemented using the ros2 control framework. This
framework is responsible for executing the control loop shown in Listing 4.3.

1 while (rclcpp ::ok())

2 {

3 // calculate measured period

4 ...

5

6 // execute update loop

7 cm->read(cm->get_trigger_clock ()->now(), measured_period);

8 cm->update(cm->get_trigger_clock ()->now(), measured_period);

9 cm->write(cm->get_trigger_clock ()->now(), measured_period);

10

11 // wait until we hit the end of the period

12 ...

13 }

Source code 4.3: ROS 2 control node loop see [46]

Essentially, the control loop just executes the read(), update() and write() meth-
ods of the ControllerManager class to read the available state interfaces, update
the used controllers and write the available command interfaces. Prior to this, the
time is captured in order to wait for the end of the next period after the execution
of these methods.
To measure latencies within the system, a reference point must be established.
As the read() method is the first to be executed in the loop, it will serve as the
reference point. There are several options to attach an eBPF function to the
userspace. While uprobes and uretprobes can be attached dynamically, USDT
probes need to be statically defined within the program itself [47]. Using uprobes
or uretprobes eliminates the need to modify ROS code.
To attach an eBPF function to an uprobe or uretprobe, the path to the binary and
the symbol are needed. Since ros2 control was installed using binary packages,
the binaries are located in /opt/ros/$ROS_DISTRO/lib/libcontroller_manager.so.
Using nm with the -D --defined-only flags outputs symbols that are exported from
shared libraries and defined within the given file [48]. By piping the output to grep,
the mangled function name for the read() function can be determined.
The bpftrace one-liner in Listing 4.4 captures the execution time of the
ControllerManager::read() method and prints it to the terminal. The same method
can be applied to attach to other user space functions.
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1 sudo bpftrace -e ’

2 uprobe :/opt/ros/<ROS_DISTRO >/lib/libcontroller_manager.so:<

READ_SYMBOL >

3 {

4 @ts[tid] = nsecs;

5 }

6

7 uretprobe :/opt/ros/<ROS_DISTRO >/lib/libcontroller_manager.so

:<READ_SYMBOL >

8 /@ts[tid]/

9 {

10 printf ("cm ->read duration: %d ns\n", nsecs - @ts[tid]);

11 delete(@ts[tid]);

12 }

13 ’

Source code 4.4: bpftrace script to trace ControllerManager::read() duration

To gain a better understanding of the execution time of the read(), update(),
and write() methods of the ControllerManager, eBPF uprobes and uretprobes
were attached to these functions. This allows tracing both function entry and re-
turn, allowing precise measurement of execution durations. For this purpose, the
Python-based BPF frontend from the BPF Compiler Collection (BCC) toolkit was
used instead of bpftrace.
The eBPF programs are utilized to collect several timing metrics. For each of the
read(), update(), and write() methods, a timestamp is recorded at method entry.
Upon return, a second timestamp is captured, and the duration of the method call
is calculated as the difference between the two. Since these methods are exe-
cuted sequentially within each control loop iteration, the timestamp at the entry
of read() is also used as a reference point to measure the latency between the
start of the control loop and the entry of the subsequent update() and write()

methods. Additionally, for the read() method, the interval between two consecu-
tive calls is computed to estimate the effective frequency of the control loop.
To minimize interference with the control loop during tracing, the
BPF_RINGBUF_OUTPUT() mechanism is used to transfer metrics from kernel space
to user space. Rather than reading from the ring buffer as data arrives, which
could introduce latency or timing inconsistencies, the buffer is allowed to be filled
until it reaches its capacity. Once full, a hashmap is used to signal the user space
Python application that the data is ready for retrieval. At this point, all attached
probes are detached to prevent further data collection. This ensures that no new

37



Chapter 4 System Analysis

samples are written to the buffer during the data extraction process. The cap-
tured metrics are then converted to a JSON format and written to disk. Since this
disk I/O is relatively expensive, deferring it until after probe detachment ensures
that the timing of the control loop is not distorted by file system overhead during
tracing.
After collecting the metrics from the read(), update(), and write() method calls
and storing them in a JSON file, the data can be analyzed offline. While the com-
mand ros2 topic hz <TOPIC> provides a rough estimate of the control loop fre-
quency, it does not offer any information about the duration of individual method
executions within the loop.
Figure 4.3 shows a plot of two consecutive control loop cycles, highlighting the
timing characteristics of each method call. The reported durations and latencies
reflect average values across all captured samples, providing clearer insights into
how time is distributed within each iteration of the control loop.
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Figure 4.3: Duration of executing the control loop. Execution duration for read()
in red, for update() in green and for write() in blue.

Figure 4.3 clearly illustrates that the read() method accounts for the largest share
of execution time within each control loop cycle. To better understand what con-
tributes to this, a deeper analysis of the read() method’s execution is performed.
As previously discussed, the read() method handles reading from the available
state interfaces, including the retrieval of sensor data. This means that the ex-
ecution time of this method also encompasses the time spent reading from the
MLX90395 sensor. To gain deeper insights, the duration and latency, measured
relative to the entry of the read() method, were also recorded for the
MLX90395::RM() call, which initiates the sensor reading.
Additionally, the timing of the ioctl() system calls that trigger communication on
the I2C bus is captured, offering a deeper insight into their contribution to the
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overall delay observed during the read() phase.
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Figure 4.4: Duration of executing the control loop including RM method calls of
the MLX93095 class and ioctl() system calls that trigger the mea-
surement reading.

Figure 4.4 provides a visual breakdown of two consecutive control loop iterations,
showing the duration and relative positioning of the read(), update(), and write()

method calls, as well as the internal sensor reading functions and their associ-
ated ioctl() calls.
As discussed in Chapter 4.1, two ioctl() system calls issued from user space
are responsible for initiating the I2C write and read transactions that retrieve the
sensor measurements. However, Figure 4.4 reveals that the user space method
RM continues to execute for a significant duration, even after the second ioctl()

call has been completed. In fact, more than half of the total execution time of the
RM method occurs after the final I2C transaction, indicating that a considerable
portion of its runtime is spent on processing tasks in user space rather than wait-
ing for hardware communication.
Although Chapter 4.1 demonstrated that the second system call initiates the read
transaction, it does not necessarily retrieve the sensor data directly.
Since FTDI only provides precompiled object files for the user space library that
communicates with the FTDI4222 USB-to-I2C bridge, direct inspection of the
source code is not possible. Reverse engineering tools like Ghidra, however, en-
able binary decompilation and analysis, offering deeper insights into the library’s
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internal behavior.
The decompiled FTDI library reveals that the FT4222_I2CMaster_ReadEx function,
invoked by the RM method, internally calls the FT_Read() function from the D2XX
library. This function makes use of several mutexes, indicating that the data re-
trieval process involves thread synchronization, likely to ensure safe access to
shared USB resources or internal buffers.
To further investigate the mutex behavior, GDB was used to set a breakpoint
at the FT_Read() function. By single-stepping through the function, the location
of the pthread_mutex_lock call and the address of the corresponding mutex has
been identified. A conditional breakpoint was then set on pthread_mutex_lock to
trigger only when this specific mutex is accessed. Examining the backtrace at
that point revealed that another thread executing the function processor_thread()

of the D2XX library also uses the same mutex. This confirms that the mutex is
shared among multiple internal threads and indicates that contention between
these threads may contribute to the delay observed following the second ioctl()

system call.
To confirm this assumption, eBPF uprobes and uretprobes were attached to the
FT_Read() function to capture latency and duration metrics. Figure 4.5 shows the
time consumption of the control loop, including the FT_Read() function calls.
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Figure 4.5: Duration of executing the control loop including RM method calls of the
MLX93095 class, ioctl() system calls that trigger the measurement
reading and FT_Read() function call that is ultimately responsible for
retrieving the sensors measurements.

Figure 4.5 shows that a significant portion of the RM method’s runtime is con-
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sumed by the FT_Read() function that is synchronized with threads from the FTDI
libraries.

At this stage, the controller manager’s control loop, along with the relevant func-
tion, method and system calls related to the position sensor system, has been
successfully traced and visualized. The final step in analyzing the control loop’s
execution and decomposing the timing of individual software components involves
incorporating the system calls associated with the CANopen protocol. This ad-
dition enhances understanding of ELISE’s actuation behavior by capturing the
timing and interaction of actuator-related communication within the control cycle.
The captured data is visualized in Figure 4.6.
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Figure 4.6: Timing breakdown of the control loop execution for ELISE, includ-
ing the Controller Manager operations (read, update, write), position
sensor interactions via MLX90395 over I2C, FTDI library calls, corre-
sponding ioctl() system calls, and actuator communication over the
CANopen protocol.

As previously discussed in Chapter 4.2, the ros2 canopen framework operates
in a dedicated thread to meet the timing constraints imposed by the CANopen
protocol.
Figure 4.6 illustrates the behavior of the CANopen communication thread in rela-
tion to the rest of the control loop execution. Notably, the CANopen SYNC events
(green) reveal that the CANopen master’s cycle time is significantly longer than
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that of the controller manager’s control loop. Additionally, the CANopen Target
events (red), which are responsible for transmitting target velocity commands to
the motion controllers, are distributed across the entire CANopen cycle. This in-
dicates that the target values sent to the motion controllers do not consistently
correspond to a single control loop iteration. As a result, multiple command in-
terface updates within a single control loop cycle are effectively missed at the
actuator level.

While the preceding plots offer qualitative insights into the control loop execution
and the time consumption, the following table complements them with a quanti-
tative analysis. It summarizes key timing statistics, such as frequency, duration,
and latency, for core software functions and communication events. The data is
derived from the same set of captured events used to generate the plots.

Table 4.1: Timing statistics for core control loop functions, sensor interactions and
CANopen communication events

Function Frequency (Hz) Duration (µs) Latency (µs)
cm->read() 463.59± 44.52 2101.94± 233.56 —
cm->update() 463.59± 44.52 42.09± 6.99 2107.81± 234.11
cm->write() 463.59± 44.52 20.78± 12.18 2153.34± 237.10
mlx1->RM() — 678.64± 124.43 10.09± 59.55
mlx2->RM() — 666.42± 125.24 688.50± 121.19
mlx3->RM() — 670.38± 121.84 1358.58± 183.99
mlx1->ioctl1() — 8.70± 1.71 20.79± 3.99
mlx1->ioctl2() — 8.09± 1.31 162.68± 36.78
mlx2->ioctl1() — 7.77± 1.46 701.94± 121.88
mlx2->ioctl2() — 7.71± 1.44 834.09± 134.25
mlx3->ioctl1() — 7.56± 1.29 1371.79± 184.44
mlx3->ioctl2() — 7.61± 1.67 1501.70± 188.20
FT Read1() — 398.87± 112.17 281.01± 45.62
FT Read2() — 398.33± 109.90 952.15± 138.88
FT Read3() — 405.16± 116.30 1619.13± 192.33
CANopen SYNC 100.03± 1.60 — —
CANopen Target — — 504.77± 1619.19
CANopen Target — — 1086.28± 126.03
CANopen Target — — 2124.30± 144.78
CANopen Target — — 3808.51± 333.13
CANopen Target — — 3878.50± 305.69
CANopen Target — — 6794.58± 119.45

Table 4.1 shows that the RM() method calls of the MLX90395 class account for ap-
proximately 95.88 % of the total execution time of the ControllerManager’s read()

method. While the initiation of I2C transactions via the FTDI4222 bridge does not
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constitute a significant performance bottleneck, the actual data retrieval emerges
as the critical factor. Specifically, the FT_READ() function, responsible for fetching
the sensor data from the I2C interface, consumes roughly 60 % of the total RM()
execution time, highlighting it as the dominant contributor to read-side latency.
Regarding actuation, the substantially lower frequency of CANopen SYNC events
(approximately 100 Hz) compared to the control loop frequency (approximately
464 Hz) confirms the previously discussed decoupling between command gener-
ation and transmission. Furthermore, the latency values of the individual CANopen
Target messages, ranging from roughly 500 µs to nearly 6800 µs, indicate a wide
temporal spread of actuator commands within each SYNC cycle. This dispersion
further substantiates that multiple control loop updates may be consolidated or
missed entirely at the actuator level, potentially degrading the temporal fidelity of
the commanded joint velocities.

4.4 Porting BPF Programs from x86 to ARMv8

As the tracing tool was initially developed and tested on an x86 platform, with the
initial results in Chapter 4.3 derived from that architecture, the tool must now be
ported to the ARMv8/aarch64 platform used in ELISE’s control module.
Although BCC compiles eBPF programs just-in-time (JIT) at runtime, which gen-
erally facilitates portability across architectures, the low-level nature of the tracing
code still poses potential challenges.
These mainly arise from differences in the Linux kernels used. For example, while
the development environment uses the 6.11.0-28-generic kernel on an x86 64
platform, the Raspberry Pi uses the 6.8.0-1030-raspi kernel on an
aarch64/ARMv8 architecture.
The tracing tool used to gather execution metrics from thr control loop leverages
the BPF class from the bcc python module. In order to attach to uprobes and uret-
probes, the functions BPF.attach_uprobe() and BPF.attach_uretprobe()are used.
These functions use a BCC wrapper internally that calls the function
BPFModule::bcc_func_load().
This function is responsible for compiling and loading the BPF program into the
Linux kernel. After execution the BPF function is already in the kernel, but it still
needs to be attached to a uprobe/uretprobe event.
To attach to a uprobe, uretprobe or kernel probes, the corresponding event must
first be created. This is handled by the bpf_attach_probe() function from the libbpf
library (see [49]) that is also invoked by BPF.attach_*() function calls.
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Examining the source code of the bpf_attach_probe() function [49] reveals two
distinct mechanisms for event creation. The function initially attempts to use the
perf_event_open system call API that returns a file descriptor that is then used to
attach the BPF function to the event. In case this system call fails and does not
return a valid file pointer, bpf_attach_probe() falls back to try setting up the event
by using the tracefs (trace file system) located at /sys/kernel/debug/tracing.
By checking the content of /sys/kernel/debug/tracing/uprobe_events within the
tracefs, it is possible to check whether BPF used the perf_event_open system call
or tracefs.
While both methods result in creating an uprobe/uretprobe event, tracefs has got
some limitations. In order to create a uprobe event with tracefs the file
/sys/kernel/debug/tracing/uprobe_events

is used to add probes by defining events [31]. The syntax for a valid event defini-
tion can be found in /sys/kernel/debug/tracing/README.
When trying to run the eBPF program on the 6.8.0-1030-raspi kernel used on
the aarch64/ARMv8 platform, the program crashed with the exception:
"Failed to attach BPF to uretprobe"

By inspection of the /sys/kernel/debug/tracing/uprobe_events file, it was found
that the kernel is using tracefs for attaching uprobes. Tracefs has, however, some
limitations on the length of the entries in this file.
Debugging the tracing program revealed that the name of some events created
by BPF was too long. BPF creates the name on the basis of the object file path
and the function name to be instrumented. The simplest solution to the length
limitation in the uprobe_events file is to create a symbolic link to the object file,
which resulted in a shorter event name being generated by BPF. With this limita-
tion in mind, porting the BPF code from the kernel used on the x86 64 platform
to the kernel used on the aarch64/ARMv8 platform required little effort.

4.5 Initial results on the target platform

Although the control loop is intended to run on a Raspberry Pi CM 5, the initial
results and all other experiments were tested on a Raspberry Pi 5 because the
Ubuntu image for the CM 5 failed to boot at the time of writing.
The hardware specifications, however, are the same as shown in Table 2.1 de-
spite a 32 GB SD card being used instead of an eMMC. The launch file used to
start the ros2 control node and other ROS nodes can be found in Listing A.1 in
the Appendix. While the Raspberry Pi 5 comprises two independent USB con-
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trollers, several tests showed that assigning the FTDI4222 and PCAN-Chip USB
to either the same controller or to separate controllers had no measurable impact
on the results.
As explained in Chapter 4.3, the control loop was instrumented using uprobes
and tracepoints to capture timing metrics for the control loop. Figure 4.7 provides
an overview of the average timing metrics of the control loop executed on the tar-
get platform.
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Control Loop Execution

Controller Manager Read
Controller Manager Update
Controller Manager Write
MLX1->RM

MLX2->RM
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FT Read 1
FT Read 2

FT Read 3
CANopen Comm
CANopen Target
CANopen SYNC

Figure 4.7: Detailed timing breakdown of ELISE’s control loop execution on the
target platform (see Table 2.1). It includes the durations of the Con-
troller Manager’s read(), update(), and write() calls, as well as the
execution time of low-level sensor access routines and system calls,
including those used by ros2 canopen via SocketCAN.

Figure 4.7 shows that the majority of the control loop’s execution time is spent on
the read() method. Within this method, the FT_Read() function call from FTDI’s
D2XX library is the primary contributor to the delay. Additionally, the SocketCAN
trace reveals that several write() method calls are not reaching the hardware
layer, due to a lower frequency of the low-level communication path implemented
by the ros2 canopen framework.
From a qualitative perspective, the timing breakdown on the target platform differs
from that on the development platform (see Figure 4.6) primarily by an average
gap of approximately 579.95 µs between two consecutive execution cycles. De-
spite analysis, the source of this additional latency between consecutive cycles
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could not be conclusively traced.
While Figure 4.7 presents average timing metrics, the collected trace data also
enables the analysis of timing variability through histograms. Figure 4.8 illus-
trates the distribution of execution durations for the read(), update(), and write()

methods of the ControllerManager class, providing additional insight into individ-
ual method calls.
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Figure 4.8: Distribution of execution durations for the read(), update(), and
write() methods of the ControllerManager class on the target plat-
form. The histograms highlight the variability of individual method calls
beyond average timing statistics.

Figure 4.8 provides histograms of the execution durations for the core methods of
the ControllerManager class. The read() method (left) shows the highest variabil-
ity and longest durations, with a prominent cluster around 1.8–2.2 ms and occa-
sional outliers extending beyond 4.0 ms. In contrast, the update() method (cen-
ter) demonstrates consistent performance, with durations tightly grouped around
0.05 ms and only occasional outliers. The write() method (right) is generally
very fast, with most durations below 0.05 ms and a only few spikes reaching up
to 0.6 ms.
This distribution confirms that the read() method is the main contributor to control
loop latency and jitter. The observed variability is likely due to blocking I/O opera-
tions during communication with hardware sensors over I2C and USB, particularly
when synchronizing with FTDI’s D2XX library and issuing ioctl() system calls.
To further understand the timing characteristics of hardware interaction, espe-
cially through system calls, Figure 4.9 presents a detailed analysis of ioctl()
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latencies across different MLX sensor devices. The comparison across sensors
reveals distinct timing profiles and variability that directly impact control loop de-
terminism. Figure 4.9 illustrates the timing distribution of ioctl() system calls for
three MLX90935 position sensors, labeled MLX1 through MLX3. Each sensor
performs two distinct ioctl() operations, corresponding to the initiation of write
and read transactions on the I2C bus, resulting in a total of six latency distribu-
tions. The top row of the figure presents individual histograms for each sensor.
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Figure 4.9: Histograms showing the execution latency of ioctl() system calls for
three MLX90935 sensors (MLX1–MLX3), each issuing two ioctl()

calls. The bottom subplot combines all latencies, providing a compre-
hensive comparison of latency distributions across the entire position
sensor system.

MLX1 exhibits tightly clustered latencies below 0.3 ms, whereas MLX3 shows
significantly higher latencies, occasionally exceeding 3 ms. This increase can be
attributed to the sequential readout pattern implemented in the driver. Since the
sensors are read in a fixed order, the latency incurred by earlier reads accumu-
lates and propagates to subsequent ones. As a result, the last sensor in the
sequence, MLX3, consistently exhibits higher ioctl() latencies.
Table 4.2 complements the initial results by presenting key timing statistics for the
control loop executed on the target platform. The timing statistics in Table 4.2 re-
inforce the findings from Figures 4.7 to 4.9. Notably, the cm->read() function dom-
inates the total loop duration and contributes the most variability, largely due to la-
tency from I2C-based sensor reads and FTDI library operations (e.g., FT_Read()).
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The observed jitter, particularly within MLX3’s ioctl() calls, demonstrates the
limitations of sequential hardware access in low-latency applications.

Table 4.2: Timing statistics for core control loop functions, sensor interactions,
and CANopen communication events executed on the target platform

Function Frequency (Hz) Duration (µs) Latency (µs)
cm->read() 323.76± 57.31 2416.89± 508.58 —
cm->update() 323.76± 57.31 50.58± 11.82 2428.10± 510.21
cm->write() 323.76± 57.31 41.29± 30.15 2485.25± 517.62
mlx1->RM() — 781.97± 269.23 16.94± 5.22
mlx2->RM() — 758.45± 269.53 803.12± 270.69
mlx3->RM() — 762.26± 283.06 1565.28± 401.54
mlx1->ioctl1() — 13.18± 4.14 38.40± 10.34
mlx1->ioctl2() — 8.82± 3.61 200.65± 63.40
mlx2->ioctl1() — 8.45± 3.39 813.37± 267.83
mlx2->ioctl2() — 7.82± 2.52 972.30± 290.53
mlx3->ioctl1() — 7.58± 2.60 1574.29± 400.39
mlx3->ioctl2() — 7.48± 2.62 1716.14± 415.91
FT Read1() — 453.34± 246.22 336.37± 101.05
FT Read2() — 446.22± 229.05 1107.86± 308.98
FT Read3() — 461.67± 263.02 1858.46± 431.31
CANopen SYNC 100.04± 2.22 — —
CANopen Target — — 3088.31± 365.25
CANopen Target — — 2206.98± 208.95
CANopen Target — — 3763.07± 276.74
CANopen Target — — 9006.88± 2542.85
CANopen Target — — 560.83± 1208.57
CANopen Target — — 4531.64± 324.71

Furthermore, the CANopen messages (IDs 0x301–0x306) display variable laten-
cies relative to the SYNC message (ID 0x80), which acts as the temporal anchor
for communication. Additionally, the control loop’s frequency is more than three
times higher than that of the CANopen SYNC signal. This mismatch leads to
missed actuator write() operations at the hardware level, as the lower communi-
cation frequency cannot keep up with the control loop’s execution rate.

In summary, the analysis reveals two primary performance bottlenecks:

• Reduced actuator update frequency

• Latency and jitter introduced by blocking, sequential function calls
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With the initial performance results of ELISE’s control loop on the target platform
in hand, the next step is to implement potential optimizations.
As shown in Figure 4.7, the CANopen SYNC event operates at a frequency
of 100 Hz, which is slower than the frequency of the control loop running at
323.76 Hz. This mismatch results in write() method calls for the actuators that
are never executed on the hardware level. Consequently, the CANopen protocol
configuration is being revised to align the frequencies.
To optimize the control loop frequency, one approach also recommended in the
ros2 control documentation is to apply non-default scheduling policies and priori-
ties.
Moreover, the impact of the PREEMPT_RT patch that enables full kernel preemption
and improves deterministic behavior will be evaluated. This patch transforms the
standard Linux kernel into a real-time capable one, allowing system tasks and
user-space threads to meet strict timing constraints more reliably. Comparing
system behavior with and without applying PREEMPT_RT will provide insights into its
potential benefits for the control loop in ELISE.
Lastly, the control loop will be executed on isolated CPU cores to completely lock
out interference from other user space tasks and kernel threads, thereby minimis-
ing context switches.

5.1 CANopen protocol configuration

To optimize the frequency of writing new values to the actuator, the communica-
tion using the PDOs is being refined.
The CANopen configuration of the initial state, which was also used for the initial
results, can be found in commit 6988e2ac of [50]. This configuration on the basis
of the bus.yaml (see Chapter 2.6) is summarized in Table 5.1. An important pa-
rameter for a CANopen network is the SYNC period, which defines the cycle time
for the transmitted real-time data. However, the SYNC period cannot be shorter
than the time required to transmit the PDOs over the CAN bus if real-time perfor-
mance has to be guaranteed.
To calculate the time required to transmit several CAN frames with a bus load of
100 %, formula 5.4 can be used. If classic CAN (CAN 2.0 B) is used with standard
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Table 5.1: PDO mappings before optimization
PDO COB-ID Transmission Type Objects DLC
TPDO 1 0x181-0x186 0x1 0x6041, 0x6041 3
RPDO 1 0x201-0x206 0x1 0x6040, 0x6060 3
TPDO 2 0x281-0x286 0x1 0x6064, 0x606C 8
RPDO 2 0x301-0x306 0x1 0x607A, 0x60FF 8
TPDO 3 0x381-0x386 — — —
RPDO 3 0x401-0x406 — — —
TPDO 4 0x481-0x486 — — —
RPDO 4 0x501-0x506 — — —

identifiers of 11 bits and 3 bits are expected between two consecutive frames (In-
ter Frame Spacing), 47 bits make up the base bits for one frame [51]. As classic
CAN is used for the motion controllers, the following calculations will use 47 bits
for the base bits.

DataBits = 8× DataLength (5.1)

StuffingBits =

⌊
BaseBits + DataBits

5

⌋
(5.2)

TotalBits = BaseBits + DataBits + StuffingBits (5.3)

Time =

∑
TotalBits

Baudrate
(5.4)

The time needed to transmit the PDOs as configured in Table 5.1 is 56 µs for
SYNC, 85 µs for RPDO1/TPDO1 and 133 µs for RPDO2/TPDO2. With six
CANopen devices configured identically, a total of 2672 µs is required to transmit
all PDOs along with the SYNC message.
The trace data captured for the initial results, however, revealed that not only the
enabled PDOs have been transmitted, but also RPDO3 and RPDO4 were being
transmitted. This transmission behavior is caused by the default configurations in
the .eds file used for the motion controllers, which map the control word and target
velocity to RPDO3, and the control word and target torque to RPDO4. Transmit-
ting these objects requires 6 bytes of data per PDO, resulting in a transmission
time of 114 µs each. Including these PDOs within a SYNC period leads to a total
transmission time of 4040 µs.

To reduce the time required for transmitting PDOs, the default mapping in the
.eds file was disabled. Additionally, the transmission type for all PDOs was set to
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synchronous and acyclic, meaning each PDO is sent once after a SYNC object,
only if its contents have changed. The objects 0x6040 (control word) and 0x6060

(mode of operation) are mapped to RPDO1, and the objects 0x6041 (status word)
and 0x6061 (mode of operation display) are mapped to TPDO1. As these values
are only used to set and inform about an operation mode, these messages are
only needed once and not after every SYNC object. In addition, the actual values
for position and velocity (0x6064, 0x606c) are being mapped to TPDO2, while tar-
get velocity (0x60FF) and target position (0x607A) are being mapped to RPDO2
and 3 since only one is needed, depending on the operation mode (velocity mode
or position mode). A summary of the CANopen configuration can be found in
Table 5.2.

Table 5.2: PDO mappings after optimization
PDO COB-ID Transmission Type Objects DLC
TPDO 1 0x181-0x186 0x0 0x6041, 0x6061 3
RPDO 1 0x201-0x206 0x0 0x6040, 0x6060 3
TPDO 2 0x281-0x286 0x0 0x6064, 0x606C 8
RPDO 2 0x301-0x306 0x0 0x60FF 4
RPDO 3 0x401-0x406 0x0 0x607A 4
TPDO 3 0x381-0x386 — — —
TPDO 4 0x481-0x486 — — —
RPDO 4 0x501-0x506 — — —

During normal operation in velocity mode, only TPDO2 and RPDO2 should be
sent within a SYNC period, as the control word (0x6040), mode of operation
(0x6060) mapped to RPDO1, status word (0x6041), mode of operation display
(0x6061) mapped to TPDO1 do not change.
However, the ros2 canopen framework does not correctly support transmission
type 0x0 (synchronous, acyclic) for RPDOs, resulting in RPDO1 being transmit-
ted during every SYNC period regardless of content changes.
The transmission time required for the objects sent within the SYNC period is 56
µs for SYNC, 85 µs for RPDO1, 133 µs for TPDO2 and 94 µs for RPDO2. This
results in a total time of 1928 µs needed for all 6 CANopen devices to send the
configured PDOs at a bus load of 100 %.
This configuration leads to a theoretical lower limit of 2 ms for the SYNC period
that would allow the actuators to be updated at a rate of 500 Hz.
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5.2 Optimizing Resource Parameters

To achieve lower latency and reduced jitter, the documentation for the
ros2 control framework recommends using non-default scheduling policies and
priorities. Specifically, the main thread of the Controller Manager attempts to
set the scheduling policy SCHED_FIFO with a real-time priority of 50 [14]. However,
modifying scheduling policies and priorities requires elevated privileges which are
not granted to regular users. Therefore, system resource limits must be explicitly
configured for the relevant users or groups [14].
Resource limits in Linux can be configured via the /etc/security/limits.conf

file or through files in the /etc/security/limits.d/ directory. The configuration
entries follow the format [52]:

<domain > <type > <item > <value >

Where:

• <domain> refers to a username, group (prefixed with @), or wildcard (e.g., *).

• <type> is either soft or hard, representing adjustable vs. enforced limits.

• <item> refers to the resource being restricted, such as rtprio, memlock, or
nice.

• <value> is the numeric or symbolic value for the limit.

Linux distinguishes between different scheduling policies, which determine the
behavior and priority of threads. These policies, listed in order from highest to
lowest priority, are as follows [53]:

SCHED_DEADLINE > SCHED_RR/SCHED_FIFO > SCHED_OTHER > SCHED_BATCH > SCHED_IDLE

SCHED FIFO and SCHED RR are real-time policies. SCHED DEADLINE offers even finer
control but needs to be implemented programmatically whereas it was not used
in this context. Non-real-time threads use policies like SCHED OTHER (default), with
priorities managed via the nice system.

Internally, the Linux kernel uses a priority scale from 0 (highest) to 139 (lowest),
split into [53]:

• 0–99: Reserved for real-time threads using SCHED FIFO or SCHED RR
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• 100–139: For non-real-time threads, with the effective priority computed as:

kernel prio = 120 + nice

The nice values can range from -20 to 19, with negative values having the higher
priority. For real-time tasks, the kernel priority is inversely derived from the real-
time priority (rtprio) using:

kernel prio = max rtprio− 1− rtprio

Typically, max rtprio is 100, so a user-level rtprio of 99 results in a kernel prior-
ity of 0.

To assign high priorities for achieving real-time performance, a dedicated user
group named realtime can be created, with its members granted the following
permissions:

@realtime soft rtprio 99

@realtime soft memlock unlimited

@realtime hard rtprio 99

@realtime hard memlock unlimited

Source code 5.1: Resource limits for the realtime group to enable real-time
scheduling and memory locking

The parameter rtprio controls real-time scheduling, while nice affects standard
(non-real-time) tasks. Given that the realtime group is intended solely for real-
time task execution, only the rtprio parameter is explicitly configured, as nice

levels are not applicable to real-time scheduling policies. Additionally, the memlock

resource is set to unlimited to ensure real-time processes can lock memory
pages in RAM. This avoids page faults and swapping, which could introduce un-
predictable latency.
Since the user responsible for launching ELISE’s control loop has permissions
to set real-time priorities, the ros2 control node can be started using the chrt

Linux utility to set up high priority tasks. Passing chrt -f 99 as the prefix param-
eter to the ros2 control node in the launch file will start the tasks for the control
loop with the highest user-allowed priority of 99 using the SCHED FIFO policy for
consistent CPU time and minimal scheduling latency.
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5.3 Applying the PREEMPT RT Patch

The PREEMPT RT patch is a set of modifications to the Linux kernel developed and
maintained by the Real-Time Linux collaborative project [54]. Its primary goal is
to trade system throughput for lower latencies and improved timing predictability.
The patch introduces the preemption level PREEMPT_RT_FULL, which transforms the
kernel into a nearly fully preemptible system. This means that real-time tasks
can preempt the kernel in almost all sections, including many that are traditionally
considered critical sections [55].
Achieving kernel preemptibility is essential for enabling real-time capabilities in
Linux, as it reduces the non-determinism of kernel execution time [55]. However,
while a preemptible kernel can significantly lower latency and jitter, it may also
lead to an increased number of context switches. This trade-off can negatively
impact overall system throughput [55].
To evaluate the impact of the PREEMPT_RT patch on the timing behavior of the con-
trol loop, the patch is applied to the kernel, and the ros2 control node is executed
as a real-time task using the highest available priority.

5.4 CPU Core isolation

To isolate CPU cores from disturbances caused by other system activities, the
kernel parameter isolcpus is used. It specifies a list of CPU core numbers to
isolate from the general scheduler load [56].
Since the ros2 control node, which runs the control loop, can utilize up to 240 %
CPU during normal operation on the Raspberry Pi 5 (which features four cores),
three cores are isolated to provide exclusive resources for real-time processing.
This ensures that the control loop operates without interference from background
processes.
To ensure that the control loop runs exclusively on the isolated CPU cores, the
Linux utility taskset is used to set the CPU affinity of the process. This binds
the control loop to the designated cores, preventing it from being scheduled on
others. The control loop was executed on isolated cores both with the standard
Raspberry Pi kernel and with the kernel patched using PREEMPT_RT.
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This chapter validates the optimizations presented in Chapter 5. The primary
validation criteria are the frequency and standard deviation of the control loop
execution and the CANopen SYNC event. To assess system determinism, the
standard deviation of the latencies of additional method calls is also analyzed.
Table 6.6 summarizes the main results for all optimizations.

6.1 CANopen protocol optimization

The changes in the CANopen protocol usage, as described in Chapter 5.1, re-
duce the theoretical time required to transmit all PDOs within one SYNC period
to 1928 µs. This represents a reduction of approximately 50 % in non-idle bus
time compared to the previous configuration.
Although this optimized configuration would technically allow a SYNC period of
2 ms, a more conservative value of 3 ms was chosen. This avoids operating
the CAN bus at nearly 100 % load. By introducing a safety margin, the system
becomes more resilient to timing jitter, transmission delays, error frames, and ad-
ditional asynchronous traffic (e.g. SDOs). This trade-off enhances the reliability
and determinism of real-time communication.
Figure 6.1 shows the control loop execution time and the associated CANopen
communication using the optimized configuration for the motion controllers. The
SYNC period is configured to 3 ms, and the PDOs used to transmit target values
(in this case, the target velocity) are represented in red within the SOCKETCAN row.
Based on the number of captured SYNC events (1097 in total) and transmitted
PDOs, it can be verified that all PDOs are successfully transmitted within each
3 ms SYNC period. While in the initial configuration the control loop frequency
exceeded the SYNC event frequency, the optimized CANopen setup results in the
opposite: the SYNC events now occur slightly more frequently than control loop
iterations, as illustrated in Figure 6.1.
Qualitatively, the execution times across the abstraction layers for the position
sensor system remain similar to the baseline shown in Figure 4.7. However, com-
pared to that baseline, the SOCKETCAN row now shows a noticeably denser cluster
of sendmsg() system calls used for writing target values. These transmissions are
consistently initiated within 1 ms following the SYNC event.
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Figure 6.1: Control loop execution and CANopen communication timing using an
optimized CANopen configuration with a 3 ms SYNC period.

As shown earlier in Figure 6.1, the average execution durations of control loop op-
erations were derived from 1015 captured events. To complement that overview,
Figure 6.2 offers a more detailed perspective on the temporal behavior by illus-
trating the distribution of execution times for the three key methods within the
control loop. The histogram on the left shows the duration of the read() method,
which spans a range from approximately 2.0 ms to 4.0 ms, with occasional out-
liers exceeding 4 ms. The distribution is unimodal and slightly skewed to the right,
indicating that the majority of executions complete between 2.0 ms and 3.0 ms
In contrast, the update() method (center plot) exhibits a much narrower distribu-
tion. Most execution times are clustered tightly between 0.05 ms and 0.07 ms,
with a few outliers extending beyond that range.
The rightmost histogram illustrates the write() method duration. Similar to the
update() method, most calls complete quickly, typically within 0.075 ms. How-
ever, this distribution is slightly more dispersed, with some execution times up to
0.13 ms.
Comparing Figures 4.8 and 6.2, notable differences appear in the distribution of
execution times for the ControllerManager methods. For the read() method, the
baseline shows a tight clustering around 2.0–2.2 ms. In contrast, the optimized
configuration exhibits a broader peak, with high frequencies spanning roughly
2.0–3.0 ms. For the update() and write() methods, the distributions remain quite
similar to the baseline.
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Figure 6.2: Distribution of execution durations for the read(), update(), and
write() methods of the ControllerManager class on the target plat-
form with the optimized CANopen configuration.

To complement the validation of the CANopen configuration optimization, Ta-
ble 6.1 summarizes the timing statistics for the main control loop methods, sensor
readouts, and CANopen communication events. The table includes frequency,
execution duration and latency measurements where applicable. These metrics
provide a detailed overview of the system’s runtime behavior under the optimized
configuration.
As the SYNC period is configured to 3 ms after optimization, the SYNC event
frequency increases from 100.04 ± 2.22 Hz to 333.41 ± 5.45 Hz, representing a
more than threefold improvement in synchronization rate compared to the initial
configuration. This allows faster cycling of control data on the CAN bus while
maintaining deterministic timing.
However, as previously mentioned, the frequency of the control loop is now slightly
lower than the SYNC frequency. This means that the hardware receives new
command values more frequently than the control loop can compute and update
them. In effect, target values are written to the actuators faster than the con-
troller can provide updated commands. The control loop frequency decreased
from 323.76 ± 57.31 Hz to 312.42 ± 37.72 Hz, reflecting a slight increase in the
execution time of its main components.
The increased execution time is likely due to the higher data throughput result-
ing from the elevated SYNC rate and denser CANopen traffic. As the throughput
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increases, the overall system load rises accordingly, which may contribute to a
reduction in control loop frequency.

Table 6.1: Timing statistics for core control loop functions, sensor interactions,
and CANopen communication events after applying CANopen protocol
optimizations

Function Frequency (Hz) Duration (µs) Latency (µs)
cm->read() 312.42± 37.72 2568.61± 448.01 —
cm->update() 312.42± 37.72 56.29± 10.49 2580.36± 447.75
cm->write() 312.42± 37.72 42.52± 8.18 2644.25± 451.43
mlx1->RM() — 826.58± 222.67 24.70± 124.11
mlx2->RM() — 810.96± 272.61 852.07± 223.65
mlx3->RM() — 814.54± 257.25 1666.95± 358.98
mlx1->ioctl1() — 15.25± 4.47 47.08± 8.53
mlx1->ioctl2() — 10.48± 4.45 227.48± 49.07
mlx2->ioctl1() — 8.47± 3.36 864.67± 225.02
mlx2->ioctl2() — 7.72± 3.26 1023.75± 241.28
mlx3->ioctl1() — 7.74± 3.32 1678.11± 360.20
mlx3->ioctl2() — 7.67± 3.20 1824.37± 374.27
FT Read1() — 472.47± 210.37 368.30± 138.81
FT Read2() — 493.68± 255.29 1160.91± 253.06
FT Read3() — 511.69± 251.92 1961.59± 385.24
CANopen SYNC 333.41± 5.45 — —
CANopen Target — — 149.50± 37.11
CANopen Target — — 174.34± 38.78
CANopen Target — — 198.91± 44.02
CANopen Target — — 223.11± 45.73
CANopen Target — — 246.66± 49.87
CANopen Target — — 270.52± 52.90

6.2 Real-Time Scheduling policies and Non-default

Resource-Parameters

The changes described in Chapter 5.2 target scheduling policies, priorities and
memory properties regarding the maximum locked-in-memory address space.
In order to avoid page faults during steady-state operation, which could introduce
non-deterministic latencies, the process running the control loop is granted un-
limited locked-in-memory address space. This ensures that all required memory
pages remain resident in RAM and are not subject to swapping. Furthermore,
the process is launched with the highest possible real-time priority to minimize
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scheduling latency and ensure maximum responsiveness in the execution of con-
trol tasks.
As previously discussed, real-time tasks can use the SCHED FIFO, SCHED RR, or
SCHED DEADLINE scheduling policies. The SCHED DEADLINE policy was not evalu-
ated, as it can only be configured programmatically and was therefore excluded
from the scope of testing [53]. Since the results using SCHED FIFO and SCHED RR

were similar, only the results obtained with SCHED FIFO are presented in the fol-
lowing.
Figure 6.3 presents the average time consumption of the most critical method
calls within the control loop, along with the SocketCAN interactions used to com-
municate with the actuators.

0 1 2 3 4
Time in ms

Controller Manager

MLX->RM

FT Read

IOCTL

SOCKETCAN

Control Loop Execution

Controller Manager Read
Controller Manager Update
Controller Manager Write
MLX1->RM

MLX2->RM
MLX3->RM
FT Read 1
FT Read 2

FT Read 3
CANopen Comm
CANopen Target
CANopen SYNC

Figure 6.3: Average timing of control loop execution and CANopen communica-
tion under SCHED FIFO scheduling with maximum real-time priority and
locked-in memory.

The average values for the ControllerManager, MLX, FT Read, and IOCTL rows
are each based on approximately 1245 recorded events. For the SocketCAN row,
the averages are derived from around 940 events per message type.
Qualitatively, there is little difference in time consumption between the results
shown in Figure 6.3, Figure 6.1, and Figure 4.7, which represent the outcomes
for the optimized CANopen configuration and the initial baseline, respectively.
Notably, Figure 6.3 shows that configuring the scheduling policy to SCHED_FIFO

results in a control loop frequency that surpasses the SYNC event rate, which
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continues to operate with a 3 ms period.
The distribution of execution durations for the read(), update(), and write() meth-
ods, as well as the histograms for the ioctl() system calls, can be found in Fig-
ures B.1 and B.2 in Appendix B. To support the analysis, the average values and
standard deviations presented in Table 6.2 are referenced.

Table 6.2: Timing statistics for core control loop functions, sensor interactions,
and CANopen communication events with the control loop using the
SCHED FIFO policy and the highest priority

Function Frequency (Hz) Duration (µs) Latency (µs)
cm->read() 453.78± 74.60 1708.17± 91.73 —
cm->update() 453.78± 74.60 112.90± 52.72 1723.76± 92.66
cm->write() 453.78± 74.60 56.86± 23.57 1847.70± 112.91
mlx1->RM() — 575.46± 46.21 20.00± 13.41
mlx2->RM() — 502.75± 49.42 601.11± 49.04
mlx3->RM() — 501.30± 39.79 1109.50± 69.27
mlx1->ioctl1() — 16.55± 5.05 45.98± 18.71
mlx1->ioctl2() — 13.13± 8.50 182.39± 35.87
mlx2->ioctl1() — 9.66± 2.92 616.44± 49.81
mlx2->ioctl2() — 8.67± 3.11 707.87± 54.01
mlx3->ioctl1() — 8.91± 4.76 1123.71± 70.75
mlx3->ioctl2() — 8.31± 4.38 1214.19± 76.36
FT Read1() — 283.05± 69.61 297.79± 76.75
FT Read2() — 299.19± 42.67 791.91± 61.99
FT Read3() — 303.79± 37.87 1295.09± 82.01
CANopen SYNC 333.36± 2.59 — —
CANopen Target — — 162.42± 31.22
CANopen Target — — 191.53± 39.44
CANopen Target — — 216.43± 45.78
CANopen Target — — 242.31± 52.68
CANopen Target — — 265.22± 60.43
CANopen Target — — 289.69± 65.87

Table 6.2 reflects that the control loop frequency increases to 453.78 ± 74.60 Hz
when the SCHED_FIFO policy and the highest real-time priority are applied. This
marks a 40.2 % improvement over the baseline (323.76 ± 57.31 Hz) while main-
taining a SYNC period of 3 ms. However, this improvement in frequency comes
with a higher standard deviation, indicating more variability in timing.
The frequency gain is primarily due to reduced durations in the RM() method calls
of the MLX90395 class and the FT_Read() function. The improvement in RM() perfor-
mance is likely linked to the behavior of FT_Read(), which can block when attempt-
ing to lock an already-held mutex (see Chapter 4.3). When using the SCHED_FIFO

policy with real-time priority, the blocked thread is more likely to be rescheduled
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more promptly once the mutex becomes available, thus reducing overall delay
[53].
In addition, the SCHED_FIFO configuration leads to a lower standard deviation in the
frequency of the CANopen SYNC event. Reduced latency and variability are also
evident in the sendmsg() system calls responsible for transmitting target values via
PDOs with IDs 0x301 to 0x306.

6.3 PREEMPT RT Patch

As described in Chapter 5.3, the PREEMPT_RT patch was applied to the kernel to
enable full preemption. This allows the control loop, running as a high-priority
task (with real-time priority rtprio=99), to preempt not only lower-priority tasks in
user space but also kernel-level operations triggered by those lower-priority tasks
during system calls.
To evaluate the impact of the PREEMPT_RT patch, the control loop was executed us-
ing the optimizations described in Chapter 6.1. Additionally, the ros2_control_node

was launched with the highest real-time priority, using both the SCHED_FIFO and
SCHED_RR scheduling policies. Since the performance of both policies was similar
and SCHED_FIFO showed slightly better results, only the measurements obtained
with SCHED_FIFO are presented in the following.
Since the time consumption plot for this test does not differ significantly from the
previously presented results, it is omitted here for brevity. However, the corre-
sponding figure can be found in Appendix B as Figure B.3.
Considering that the PREEMPT_RT patch is designed to reduce latencies and en-
hance timing predictability, it was expected that the histograms of method call
durations in the ControllerManager class, as well as the latency histogram of the
ioctl() system calls (referenced from the read() method), would show tighter
clusters with less variation.
Despite expectations that the PREEMPT_RT patch would reduce jitter and tighten
the execution time distributions, Figures 6.4 and 6.5 reveal no significant im-
provements in timing variability. The histograms show persistent variation in both
method durations and ioctl() latencies.
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Figure 6.4: Distribution of execution durations for the read(), update(), and
write() methods of the ControllerManager class on the target plat-
form while using the SCHED_FIFO scheduling policy. The system was
running a kernel patched with PREEMPT_RT to enable full real-time ca-
pabilities.
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Figure 6.5: Histograms of ioctl() system call latencies for three MLX90935 sen-
sors (MLX1–MLX3), recorded while the control loop was executed un-
der the SCHED_FIFO policy on a kernel patched with PREEMPT_RT. Each
sensor triggers two ioctl() calls per cycle. The combined histogram
at the bottom visualizes the aggregate latency distribution.
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This result suggests that the primary sources of latency and jitter can’t be miti-
gated with a fully preemptable kernel. Specifically, blocking I/O operations such
as FT_Read() and sensor communication over I2C and USB appear to be the lim-
iting factors. These interactions involve mutex contention and device-level delays
that are not fully mitigated by improved kernel preemption.
Besides this, Table 6.3 shows that the overall control loop frequency decreased
compared to the non-PREEMPT_RT case. Although the standard deviation for the
control loop frequency improved, as expected, the standard deviation of the
CANopen SYNC event increased from 2.59 Hz to 46.39 Hz compared to the
optimization in Chapter 6.2. The reason for the increased standard deviation,
however, remains unclear.
In conclusion, while the PREEMPT_RT patch provides the architectural basis for real-
time operation, its practical benefit for the specific control loop under evaluation
appear to be limited.

Table 6.3: Timing statistics for core control loop functions, sensor interactions,
and CANopen communication events using the SCHED_FIFO policy and
real-time priority running on PREEMPT_RT enabled kernel

Function Frequency (Hz) Duration (µs) Latency (µs)
cm->read() 331.83± 14.95 2314.26± 365.64 —
cm->update() 331.83± 14.95 104.42± 44.33 2332.29± 366.57
cm->write() 331.83± 14.95 55.21± 17.55 2449.35± 367.88
mlx1->RM() — 777.55± 109.93 34.30± 350.18
mlx2->RM() — 713.72± 98.83 820.69± 361.43
mlx3->RM() — 676.09± 93.60 1531.46± 149.19
mlx1->ioctl1() — 16.60± 3.35 51.56± 16.90
mlx1->ioctl2() — 11.76± 3.96 201.93± 44.62
mlx2->ioctl1() — 10.82± 7.25 830.02± 111.39
mlx2->ioctl2() — 10.28± 7.54 955.69± 112.81
mlx3->ioctl1() — 10.01± 6.99 1549.44± 149.87
mlx3->ioctl2() — 9.78± 8.51 1667.86± 155.19
FT Read1() — 448.20± 115.53 327.47± 71.50
FT Read2() — 433.42± 95.58 1070.53± 123.48
FT Read3() — 406.88± 96.43 1784.22± 162.54
CANopen SYNC 338.54± 46.39 — —
CANopen Target — — 167.27± 29.05
CANopen Target — — 193.22± 31.48
CANopen Target — — 215.68± 35.90
CANopen Target — — 242.14± 40.92
CANopen Target — — 265.46± 43.93
CANopen Target — — 288.75± 49.11
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6.4 Running the Control Loop on Isolated CPU

Cores

ELISE’s control loop was executed on isolated CPU cores to minimize interfer-
ence from other user space tasks and kernel threads. Since the primary differ-
ence from the validation results in Chapter 6.2 and Chapter 6.3 lies in the fre-
quency of the control loop and the CANopen SYNC events, only these metrics
are presented in Table 6.4 and Table 6.5. The first table presents results obtained
with the standard kernel, while the second shows results from the system running
a PREEMPT_RT patched kernel.

Table 6.4: Timing statistics for control loop and CANopen SYNC event frequency
on 3 isolated cores (standard kernel)

Function Frequency (Hz) Duration (µs)
cm->read() 345.27± 43.11 1944.61± 167.95
CANopen SYNC (0x80) 333.45± 6.08 —

Table 6.5: Timing statistics for control loop and CANopen SYNC event frequency
on 3 isolated cores using PREEMPT_RT

Function Frequency (Hz) Duration (µs)
cm->read() 335.43± 46.24 2127.36± 546.18
CANopen SYNC (0x80) 373.59± 203.38 —

Although three CPU cores were isolated to run the ros2 control node exclu-
sively, the control loop frequency decreased from 453.78 ± 74.60 Hz (see Chap-
ter 6.2) to 345.27 ± 43.11 Hz. Nevertheless, this still represents an improvement
in both frequency and standard deviation compared to the initial results presented
in Chapter 4.5. The frequency of the CANopen SYNC events remained largely
unchanged compared to the results in Chapter 6.2.

The same CPU isolation setup was applied with the PREEMPT_RT patched kernel.
However, the results showed a decline in performance as well. While the control
loop frequency remained nearly the same as in Chapter 6.3, the standard devia-
tion increased significantly from 14.95 Hz to 46.24 Hz. For the CANopen SYNC
event frequency, the standard deviation even rose to 203.38 Hz.

Since CPU isolation did not yield performance improvements, it can be inferred
that the ros2 control node is more efficiently scheduled across all four CPU
cores, even when other system tasks are active. Considering that the process
running the control loop spawns 37 threads, it is likely that restricting it to isolated
cores leads to increased internal contention among its threads.
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6.5 Summary of Control Loop and CANopen

Frequencies

Table 6.6 summarizes the measured control loop frequencies and CANopen SYNC
frequencies for all experiments conducted in Chapter 6.

Table 6.6: Summary of measured control loop and CANopen SYNC frequencies
for all validation experiments.

Configuration Control Loop
Frequency [Hz]

CANopen SYNC
Frequency [Hz]

Baseline (Default) 323.76± 57.31 100.04± 2.22

Optimized CANopen
PDO Mapping 312.42± 37.72 333.41± 5.45

SCHED_FIFO + Optimized
CANopen 453.78± 74.60 333.36± 2.59

PREEMPT_RT 331.83± 14.95 338.54± 46.39

CPU Core Isolation
(standard kernel) 345.27± 43.11 333.45± 6.08

CPU Core Isolation
(PREEMPT_RT patched kernel) 335.43± 46.24 373.59± 203.38

Across all configurations, the results demonstrate that control loop and CANopen
SYNC frequencies can vary substantially depending on system-level optimiza-
tions and kernel configuration. While baseline performance provided a stable ref-
erence, targeted adjustments, such as optimized PDO mapping, real-time schedul-
ing policies and CPU core isolation, yielded measurable improvements in either
control loop rate, CANopen timing consistency, or both. These findings confirm
that careful tuning of the software stack and runtime environment can significantly
influence the control loops performance.
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7 Conclusion

This thesis identified and analyzed the main bottlenecks in the control loop execu-
tion of the ELISE robot and proposed several optimizations to improve its timing
behavior and real-time performance without making major changes in the hard-
ware or software stack.
The primary bottleneck in the system was found to be the FTDI FT4222 library,
specifically the FT_READ() function call used for retrieving sensor values. This
function exhibited high latency and variability, significantly impacting the overall
determinism and frequency of the control loop. Moreover, the CANopen configu-
ration using ros2 canopen and the Lely Core has been identified to be configured
in an inefficient way.
Applying real-time scheduling with the SCHED_FIFO policy and assigning the high-
est possible priority to the ros2 control node process yielded notable improve-
ments. The enhanced scheduling allowed the control loop process to preempt
lower-priority tasks more effectively and reduced the latency of the FT_READ()

function. As a result, the highest achieved average control loop frequency was
453.78 ± 74.60 Hz, significantly higher than in the baseline, with CPU isolation
alone or with a PREEMPT_RT patched kernel.
Interestingly, the configuration using real-time priority and SCHED_FIFO even out-
performed setups where the control loop was pinned to isolated CPU cores. This
behavior is attributed to the system’s ability to utilize all four cores of the Rasp-
berry Pi 5 more effectively, reducing internal thread contention and improving
parallel execution. Furthermore, it also outperformed the control loop running on
a PREEMPT_RT patched kernel.
Another promising optimization, still under evaluation at the time of writing, in-
volves using individual synchronized threads for each sensor readout, instead of
performing the reads sequentially. Preliminary experiments have already indi-
cated potential performance gains. The key idea is to initiate the next write/read
transaction on the I2C bus in one thread while another thread is blocked in a
FT_Read() call. This approach may enhance parallelism and lead to more efficient
utilization of system resources.
Looking ahead, several directions for future work remain. One area of interest
is investigating the overhead introduced by the tracing instrumentation itself, to
better understand its impact on measurement accuracy. Improving and refactor-
ing the tracing utility to support more flexible use across different platforms and
configurations would also be beneficial. Finally, replacing the FTDI-based sensor
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communication with a more deterministic and lower-latency solution, such as a
microcontroller or an FPGA, could significantly enhance both performance and
reliability, paving the way for even higher control loop frequencies in future itera-
tions of the system.
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A Launch File

1 from launch import LaunchDescription

2 from launch.actions import DeclareLaunchArgument

3 from launch.substitutions import Command , FindExecutable ,

LaunchConfiguration , PathJoinSubstitution

4 from launch_ros.actions import Node

5 from launch_ros.substitutions import FindPackageShare

6 from launch.actions import IncludeLaunchDescription

7 from launch.launch_description_sources import

PythonLaunchDescriptionSource

8

9 def generate_launch_description ():

10 robot_description_content = Command(

11 [

12 PathJoinSubstitution ([ FindExecutable(name="xacro")]),

13 " ",

14 PathJoinSubstitution(

15 [

16 FindPackageShare("elise_hardware_interface"),

17 "urdf",

18 "elise_hardware_interface_demo.urdf.xacro",

19 ]

20 ),

21 ]

22 )

23 robot_description = {"robot_description":

robot_description_content}

24 robot_control_config = PathJoinSubstitution(

25 [FindPackageShare("elise_hardware_interface"),

"config/elise_canopen", "ros2_controllers.yaml"]

26 )

27

28 analyzer_params_filepath = PathJoinSubstitution(

29 [FindPackageShare("elise_hardware_interface"),

"config/elise_canopen", "diagnostics.yaml"]

30 )

31

32 control_node = Node(

33 package="controller_manager",

34 executable="ros2_control_node",

35 parameters =[ robot_description , robot_control_config],

36 output="screen",

37 )

38

39 joint_state_broadcaster_spawner = Node(

40 package="controller_manager",

41 executable="spawner",

i



Launch File

42 arguments =["joint_state_broadcaster",

"--controller -manager", "/controller_manager"],

43 )

44

45 forward_position_controller_spawner = Node(

46 package="controller_manager",

47 executable="spawner",

48 arguments =["forward_position_controller",

"--controller -manager", "/controller_manager"],

49 )

50

51 forward_velocity_controller_spawner = Node(

52 package="controller_manager",

53 executable="spawner",

54 arguments =["forward_velocity_controller",

"--controller -manager", "/controller_manager"],

55 )

56

57 robot_state_publisher_node = Node(

58 package="robot_state_publisher",

59 executable="robot_state_publisher",

60 output="both",

61 parameters =[ robot_description],

62 )

63

64 aggregator = Node(

65 package=’diagnostic_aggregator ’,

66 executable=’aggregator_node ’,

67 output=’screen ’,

68 parameters =[ analyzer_params_filepath]

69 )

70

71

72 nodes_to_start = [

73 aggregator ,

74 control_node ,

75 joint_state_broadcaster_spawner ,

76 forward_position_controller_spawner ,

77 forward_velocity_controller_spawner ,

78 robot_state_publisher_node

79 ]

80

81 return LaunchDescription(nodes_to_start)

Source code A.1: Launch file used to start the ROS application that executes the
instrumented control loop
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Figure B.1: Histogram for ControlerManager method calls with SCHED_FIFO policy
and real-time priority
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