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Abstract—In this paper, we examine the recent discontinuation
of the blockchain-based platform TradeLens developed by IBM
and Maersk, where many obstacles of maritime logistics have
been addressed. With the discontinuation there are lessons to
be learned and there is room for new approaches. We elaborate
important cryptographic properties and discuss some issues of
a global maritime logistics infrastructure. In particular, we
address three points: (1) Centralization, federation and power
struggles within the network; (2) zero-knowledge properties and
applications for maritime logistics; (3) the use of post-quantum
secure cryptographic primitives.

Index Terms—Maritime Logistics, Bill of Lading, Blockchain,
Zero-knowledge, Post-quantum Cryptography

I. INTRODUCTION

Maritime logistics is the backbone of global trade. Roughly
90% of goods are transferred worldwide by shipping and the
worlds economy relies heavily on the respective infrastructure.
The international shipping ecosystems contain a huge number
of different agents like carriers, shippers, shipping agents,
banks, terminal operators, freight forwarders, port authorities
and customs [11]. Central processes are those related to
the effective sea transport such as planning and organizing
vessel operations, route planning, cargo planning and refu-
elling/bunkering as well as port logistics processes when a
vessel arrives at a port including ship handling, terminal
operations, border control and customs inspections for goods
entering or leaving a country. This also requires efficient
capacity management of vessel space, terminal facilities and
storage capacity. The coordination of all parties involved in
maritime logistics is crucial for ensuring efficient seaway
operations. However, usually every operator has their own
digital systems of record. There is almost no interconnection
between peer companies.

Logistics IT is concerned with the transmission and docu-
mentation of data regarding the transportation of cargo, includ-
ing documents such as transfer orders, shipping documents,
such as the bill of lading, and customs declaration as well
as the appropriate status and tracking information. Actors in-
volved with logistics IT constitute a large and opaque network
of proprietary online services. In the maritime domain, the
most prominent services are port community systems, being
communication hubs for businesses and agencies involved with
a specific port and those implementing electronic customs

processes. Most shipping documents have been replaced by
digital counterparts and are now being handled by these
systems [9].

The fact that all cargo movement through ports, i.e., a large
part of all cargo entering and leaving an economic area, is
controlled by logistics IT systems and documentation is almost
completely digitized makes them a worthwhile target for a
wide range of malicious actors, including governmental actors.
Transmission, storage and processing of the appropriate data
as well as the identities of their originators and participants
must be protected from adverse influence.

From a technical point of view, establishing secure en-
cryption and authentication is straightforward as there are no
major limitations such as processing power, memory, storage
or data rates. However, with the network operating globally
and the constituting systems being implemented as proprietary
closed source systems not following common standards or
guidelines, the establishment of a baseline for their protection
will prove challenging. Standardization is limited to low level
data formats such as X12, EDIFACT or XML and network
protocols such as HTTP and FTP. Moreover, many processes
are primary social processes: trust and reputation plays a major
role. Many companies proposing technical solutions failed.

In this paper, we examine the recent discontinuation of the
blockchain-based platform TradeLens developed by IBM and
Maersk, where many obstacles of maritime logistics have been
addressed. With the discontinuation there are lessons to be
learned and there is room for new approaches. We elaborate
important cryptographic properties and discuss some issues
of a global maritime logistics infrastructure. In particular, we
address three points: (1) Centralization, federation and power
struggles within the network; (2) zero-knowledge properties
and applications for maritime logistics; (3) the use of post-
quantum secure cryptographic primitives.

The paper is structured as follows. In Section II we discuss
TradeLens from a high-level perspective. In order to under-
stand the details, we give a brief overview over some technical
aspects of maritime logistic processes as well as blockchains
and smart contracts in Section III. In Section IV, we given
an overview of cryptographic issues and system requirements.
Afterwards, we discuss centralization, federation and power in
Section V, zero-Knowledge in Section VI and post-quantum



cryptography in Section VII. Section VIII contains a conclu-
sion.

II. TRADELENS

The TradeLens service was officially announced in 2018
and aimed to increase the efficiency of shipping companies and
logistics [1] by providing a central platform where parties such
as logistics personnel, customs and customers can manage
information, e.g., where a container is located, its status of
the documents, etc. TradeLens had over 1.000 participants,
including five of the biggest shipping companies, over 230
ports and 45 international carriers in the US, and customs
in 16 countries. But this was not enough for TradeLens to be
profitable. In 2023, the service was discontinued. The concrete
reasons for the discontinuation of TradeLens have not been
made public; officially TradeLens was discontinued because
the full global industry collaboration required had not been
achieved and financial expectations had not been met.

Rather than an open network of anonymous participants,
IBM and Maersk proposed a permissioned network called Hy-
perledger [2], a blockchain-based distributed ledger which is
promoted with built-in security, automatic execution of smart
contracts, easy tracking and information exchange, with the
aim of establishing trust in a network of known participants.

Faults of the chosen technology may be seen in the fact that
Hyperledger is a permissioned blockchain, i.e., access to it is
controlled by a single administrator, which also serves as the
certificate authority, storing and issuing the digital certificates
of all participants. Usually, Hyperledger allows the creation
of channels, which are private “subnets” on the blockchain
created by members for private transactions. In the case of
Hyperledger, however, this functionality was heavily restricted.
As a result, IBM and Maersk gained significant advantage over
competitors by being able to withhold or revoke access at will,
and analyse the market from the data stored on their servers.
Furthermore, they also utilized off-chain data storage, where
only links to data are stored on the blockchain; the actual
data is stored elsewhere in private databases. Additionally,
this system aimed to fully replace, instead of augment and
improve, established workflows and required every participant
to adopt the new system immediately. In an industry that only
slowly adapts to change, this is a significant disadvantage and
hinders adoption.

III. MARITIME LOGISTICS

In this section, we give a brief overview over some technical
aspects of maritime logistic processes as well as blockchains
and smart contracts. Section III-A and Section III-B show
typical maritime transport messages / processes. Afterwards,
we give an introduction into blockchains and smart contracts
in Section III-C and Section III-D, respectively.

A. Exchange of EDIFACT messages

Within an operation, several different computer-processable
messages and documents specific to the shipping industry are
exchanged. The use of standards (such as EDIFACT or X12)

defining structured messages, each with a specific objective,
enables the involved parties to exchange transactions in a
unified notion. They are designed for automatic integration
in management systems.

The following example is a booking flow based on an
exchange of EDIFACT [12] messages between the freight for-
warder or customs agent and consignee. It allows forwarders
and shippers to book a space from shipping lines for the
content to board and receive the pertinent answers.

1) The freight forwarder or customs agent asks the con-
signee or shipping line to book space using an IFTMBF
(International Forwarding and Transport Message Firm
Booking) message with its booking function.

2) The consignee confirms the booking with the forwarder
and customs agent using an IFTMBC (International For-
warding and Transport Message Booking Confirmation)
message.

3) The forwarder sends the booking instructions with an IFT-
MIN (International Forwarding and Transport Message -
Instructions) message to the consignee.

4) After boarding the freight, the consignee issues a draft
bill of lading to the forwarder using an IFTMCS (In-
ternational Forwarding and Transport Message Contract
Status)

Often, (and despite the age of EDIFACT, which has been
standardised in 1988) even this process is avoided and data
is directly exchanged via email in which case confidentiality
and integrity cannot be guaranteed. This illustrates how slowly
the industry adapts to new or overly complex systems.

B. The bill of lading process

The bill of lading is an essential document in maritime
logistics, used for the shipment and transfer of goods across
international borders. The document serves three purposes:
(1) It confirms that the carrier has received the goods in good
condition. Any damage or shortage is noted on the document.
(2) It is a contract between the shipper and the carrier, defining
the terms and responsibilities related to the transport of the
goods. (3) It grants the holder the right to claim the goods,
facilitating trade and financing during transit. The document
can be negotiable (order and bearer bill of lading) or non-
negotiable (straight bill of lading). The first permits that the
bill can be transferred to another party, allowing the transfer
of ownership of the cargo. The latter states that the goods are
consigned directly to the named consignee. In the case of a
negotiable bill of lading, ownership may change, even multiple
times, during the shipping process.

Fig. 1 illustrates the relation based on information flow
among the parties in an usual bill of lading process. The
process consist of the following steps.

1) Issuance of the bill of lading:
a) The shipper prepares the cargo and provides shipment

details (e.g. cargo type, weight, consignee, destination).
b) The carrier receives the goods and issues the bill of

lading once the cargo is loaded onto the ship or handed
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Fig. 1. Bill of lading process

over to the carrier for transport. The carrier signs the
document, confirming receipt of the goods in good
condition.

2) Transport of goods and transfer or endorsement (if nego-
tiable) of the document:

a) The shipper provides the bill of lading to the seller’s
bank in exchange for payment.

b) The seller’s bank then provides the bill to buyer’s bank,
c) which provides the bill to the consignee.
During transport to the destination port, the bill of lading
serves as proof that the carrier is responsible for deliver-
ing the goods in the same condition to the consignee. If
the bill of lading is negotiable, the shipper can endorse it
to a third party, often the buyer or a financial institution.
This endorsement allows the goods to be sold or financed
while in transit. The document can be transferred multiple
times, depending on agreements.

3) Arrival at destination and release of goods:
a) Upon arrival at the destination port, the consignee (or

their agent) must present the original bill of lading to
claim the cargo.

b) The carrier verifies the bill of lading and ensures that
the consignee is authorized to receive the goods.

c) After verification, the carrier releases the goods to the
consignee.

If the bill of lading or cargo is lost or damaged, additional
documentation may be required before the cargo can be
released.

4) Final settlement:
a) After the goods are delivered to the consignee, the bill

of lading serves as a record of the transaction.
b) It may be used to settle final payments for the ship-

ment, especially when payment is contingent upon
delivery or transfer of the bill of lading.

C. Blockchains for maritime operations

With the rise of digitalization, traditional paper-based bills
of lading are being replaced by electronic equivalents, provid-
ing faster processing times, greater transparency and trace-
ability. This opens the opportunity and need to introduce
cryptography. Many studies examine the state of the art of the
electronic bill of lading, as well as the impact of blockchains
on specific maritime operations (cf. e.g. [7, 3, 10]). However,
often it remains vague which problems are addressed and by

which means they are resolved; the notions of blockchain and
cryptography are often conflated. One has to distinguish differ-
ent types of blockchains and their (cryptographic) properties.
Public Blockchain: Open, permissionless networks anyone

can join. Examples are Bitcoin and Ethereum. Uses
public-key cryptography for identity and transaction sig-
natures, hash functions to link blocks securely, and
consensus algorithms (like proof of work) to ensure
trust without central authority. Proof of work consensus
implies high electricity consumption.

Private Blockchain: Permissioned networks restricted to
known participants, usually within an organization. Also
uses public-key cryptography and hashing for data in-
tegrity, but access control is enforced through permis-
sions and authentication. Faster consensus algorithms like
Practical Byzantine Fault Tolerance are common, though
electricity consumption is still high.

Consortium (Federated) Blockchain: Controlled by a group
of organizations, not fully public or private. Combines
public-key cryptography, hashing, and controlled consen-
sus mechanisms, where only approved validators partici-
pate, ensuring privacy and efficiency.

Hybrid Blockchain (sidechains, crosschain or interchain):
Linking of several blockchains, so that a transfer of
assets, tokens or data between different blockchains
is possible. Examples are Polkadot, Wanchain and
Kadena. The connection can be between private or
public blockchains, as well as between both blockchain
types across. In this way it combines public and private
blockchain features, allowing selective transparency and
privacy. Hybrid blockchains enable cross-blockchain
registers and calculations and public blockchains could
access the restricted data of the private blockchain for
certain applications.

While blockchains are cryptographically secure by design, it
is possible to design a cryptographically secure system without
blockchain; it is important to differentiate between this.

D. Smart Contracts

Modelling the shipping process as a protocol brings the
association of implementing smart contracts, i.e., an algorithm
on the ledger which automatically executes payment when
certain conditions are met. These smart contracts document
the business processes. The code and the agreements contained
therein exist across the (distributed) blockchain network. Smart
contracts have been implemented on the Hyperledger. As it is
unlikely that smart contracts on a distributed public ledger is
something the shipping industry will adapt to, as this implies
that everyone can see the transaction including the parties
involved and the value transferred, Hyperledger allows to keep
transactions confidential and to share only selected data to
other parties.

IV. CRYPTOGRAPHIC ISSUES AND SYSTEM REQUIREMENTS

In order to design the appropriate system, it is mandatory to
specify the cryptographic requirements. However, as a socio-
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technical system it is mandatory to fulfil privacy, security and
trust concerns.

A benefit of using a blockchain is the easier tracking and in-
formation exchange. All other security aspects are achieved by
other cryptographic means: Encryption protects sensitive data,
fraud is prevented via entity authentication, digital signature,
zero-knowledge proofs and non-repudiation, data integrity is
ensured by data authentication, etc. More specifically, many of
the reported benefits do not stem from any specific blockchain
properties but from increased digitization and information
sharing as well as security properties such as protecting
sensitive data, preventing fraud by offering non-repudiation
and integrity of transmitted data or easily granting access to
information to trusted authorities such as customs officials.
These benefits are also offered by cryptography via the means
of encryption, zero-knowledge proofs, digital signatures and
variants of identity-based encryption, such as certificateless
cryptography.

This can be achieved by a protocol built from standard cryp-
tographic primitives; a blockchain is one possibility but not
necessary. All the possible solutions we sketch in Section V
can be built on top of the established EDIFACT standard or
integrated into the bill of lading process outlined in Section III,
ensuring that workflows have to be changed minimally. Any
alternative system relying on blockchain technology has to
necessarily fully replace established workflows, which will be
hard in an industry that adapts to changes slowly. Moreover,
not only technical issues have to be addressed. Maritime trade
is governed by complex social processes and trust relations,
which are hard to model appropriately. Consequentlty, we
consider a decentralized or federated solution to be more likely
to succeed.

V. CENTRALIZATION, FEDERATION AND POWER

A centralized system for a global market and huge and
diverse ecosystem seems unfitting. A central obstacle is the
centralization of power. In our view, a major issue of Trade-
Lens was the centralization of data and power. Hyperledger is
a permissioned blockchain, where access is controlled by the
ledger administrator, utilizing off-chain data storage, where
data is stored elsewhere and only linked to by the blocks
in the chain. As such the implementation was more of a
database controlled by IBM and Maersk, protected by public-
key cryptography protocols. IBM and Maersk were able to
decide who gets access to the network, revoke granted access
and analyse the market. This is a significant dependency and
disadvantage for competitors.

A decentralized/federated system is more promising. Decen-
tralized means that each actor retains autonomy over decisions,
no central authority makes decisions. Federated means that
individual actors can consolidate themselves and act as one.
Moreover, an approach based on the assumption that it is
an anonymous network without trust is unfitting. There exist
trustworthy entities in the network, not trusted by all but
a selection of actors. Trust relations already exist by social
experience in the shipping business or by the fact that they are

state institutions and thus should be modelled by the system.
A meaningful approach would be to see them as different
interconnected networks with interfaces. Certificate chains can
be built using the trusted entities and webs of trust can be
cryptographically substantiated using digital signatures.

Possible approaches may be the following.

A. Web of trust

Public-key cryptography, as opposed to symmetric cryptog-
raphy, offers the advantage that the key (used for encryption or
verification) to be exchanged does not have to be transmitted
via a secure channel, but is public.

One approach to transfer the key is the use a network of
key servers to which anyone can upload public keys and from
which anyone can retrieve the key of the person or entity with
whom they wish to communicate. However, this results in the
problem of untruly impersonation, i.e., that any person could
publish a key with which they can impersonate someone else.
Hence, there must be a mechanism to verify the authenticity of
a key. One solution to this problem is to have the authenticity
of a public key confirmed by a trusted authority using a
digital certificate: In public key infrastructures (PKI), this is
a certificate authority. This however gives huge power to the
trusted authority and has been exploited in the past numerous
times. Furthermore it is unclear who would play this role in the
maritime trade sector, where distrust of competitors is huge.
An alternative to the centralized and hierarchical trust model
of a PKI is the decentralized trust model of the cryptographic
concept of a web of trust. Here the participants assume the
function of establishing the authenticity of the binding between
a public key and its owner. In this way a web of trust can
model trust relations between many different parties to share
public keys without the need for a central authority.

Relating this to the bill of lading process outlined in
Section III and Fig. 1, the involved parties already have
established trust between each other where necessary and are
able to securely exchange cryptographic keys via authenticated
channels. Thus, they do not have any need for a PKI to store
certificates for them, at least not in the case of a straight bill
of lading. For negotiable bills of lading, however, where the
consignee changes during the shipping process, trust has to
be transferred between parties. When adopting a web of trust
approach, each actor would store the other parties’ public
keys in a keyring and may elect to share them with other
interested parties, which in turn may add them to their own
keyring when trusting the source. This way trust can be moved
transitively from one party to another, which could be used
to, e.g., establish trust (via a public key exchange) between a
final buyer and seller in the case ownership of a bill of lading
changes during the shipping process. It could also be used to
facilitate a public key exchange between parties that do not
have any relations yet or no means to communicate securely
directly via third parties.

We believe that this approach more closely models the real-
ity of maritime trade, where no single authority is universally
trusted and trust is instead distributed among many different
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parties, where some, like banks or especially large companies,
are more trusted than others. Autonomy of all involved parties
is preserved and they are not required to place additional trust,
beyond what is already present, in a third party, possibly even
a competitor.

B. Certificateless cryptography

Another approach to remove the complete reliance and thus
the necessary trust in a single party to provide a PKI is
certificateless cryptography, a variant of identity-based cryp-
tography. Here the key generation process is split between two
parties: a key generation centre (similar to a PKI) and the user.
Thus no full trust in a PKI is necessary. Part of the final public
key is provided by the key generation centre and the other part
by the user, usually in form of a public string such as an email
address or phone number. This also guarantees that the final
public key generated by the user really belongs to the stated
identity.

C. Decentralized blockchain

A truly decentralized (public) or hybrid blockchain as out-
lined in Section III-C could also work. The main downside to
this approach, besides the high electricity consumption (which
can be combated by employing zero-knowledge proofs, see
Section VI), is that the whole industry would have to agree
on a specific technology and adopt it at the same time. We
believe that this constitutes a major challenge, that would be
hard to overcome.

D. Federated smart contracts

Smart contracts don’t neccessarily need a public ledger
or a blockchain. A federated infrastructure agreeing on a
standardized protocol of smart contracts is also possible.
Contracts are then issued by a trusted instance, like a bank. In
a naive way, one can think of the protocol in Fig. 1 as simple
actions, e.g,. the shipper, the carrier and both banks have to
sign the bill of lading specifying a specific token which later
has to be provided by the consignee to obtain the goods. When
the smart contract has terminated, there is no need to keep it
infinitely long (only the usual time required by law).

Assuming the existence of a PKI, an established web of trust
or implementation of certificateless cryptography, the process
could be implemented as follows: Let pkr be the public key
of the consignee. The shipper and carrier generate a token
via a cryptographic hash function, which is transferred to the
consignee via the two involved banks after they confirm that
the monetary transaction has succeeded. Upon arrival of the
goods, the consignee now has to provide the token as well
as a valid signature, which the carrier can verify using pkr.
To facilitate negotiable bills of lading, we need an update
mechanism for the public key. This could be done as follows:
Shipper and carrier compute a nonce (only usable once), which
is transferred with the token via the seller’s bank to the buyer’s
bank, which may in turn use it to update the public key and
thus change the consignee.

VI. ZERO-KNOWLEDGE

Besides strong security on the network level, the system
level and in the supply chain, some services and complex
freight documents require strong authentication on the appli-
cation layer as well as mechanisms such as zero-knowledge
proofs [6], e.g., to allow for signage and attestation of
legally binding documents such as the bill of lading. A zero-
knowledge proof is a protocol in which one party (the prover)
can cryptographically convince another party (the verifier) that
some statement is true, without conveying to the verifier any
information beyond the fact that the statement holds.

A basic ingredient is a commitment scheme, i.e., a crypto-
graphic primitive that allows one to commit to a chosen value
or statement while keeping it hidden to others, with the ability
to reveal the committed value later. Commitment schemes are
designed to be binding, meaning that a party cannot change
the value or statement after they have committed to it. They
may thus be utilized to implement smart contracts for straight
bills of lading. A variant, dynamic commitment schemes, allow
updating statement provided that (a subset of) the involved
parties agrees on it, which can be used to facilitate negotiable
bills of lading.

To deal with large data sizes, zero-knowledge Scalable
Transparent Arguments of Knowledge (zk-STARKs) [4] have
been introduced, which scale sublinearly in data size. As
such they may, e.g., also be used in truly decentralized
blockchain approaches to increase speed by vastly decreasing
data transmission rates and input sizes and enhance privacy,
while also vastly decreasing electricity consumption.

VII. POST-QUANTUM CRYPTOGRAPHY

It is important to keep adversaries capabilities in mind, when
designing (distributed) systems. Choices of cryptographic
primitives to matter and logistics IT systems should use long-
term secure schemes. In this section, we discuss post-quantum
cryptography.

In recent years, there has been a substantial amount of
research on quantum computers. If this research succeeds in
the construction of a large-scale universal quantum computer,
this computer will break many of the public-key cryptographic
systems that are currently considered secure [8]. When the
encryption scheme is broken, a decryption attack can reveal
confidential information; when the signature scheme is broken,
an attacker can forge signatures corrupting the integrity of the
system. To provide protection against an attacker having access
to a quantum computer, a cryptographic system has to be
post-quantum secure. Moreover, as the set of potential threat
actors in the maritime domain includes foreign governmental
agencies and organized crime, i.e., actors with substantial
resources, the adaptation of post-quantum cryptography should
be addressed in a timely manner.

The US’ National Institute of Standard and Technology
(NIST) standardized the key encapsulation mechanism (KEM)
CRYSTALS-KYBER (now called ML-KEM) and the digital
signature schemes CRYSTALS-DILITHIUM (now called ML-
DSA) and SPHINCS+ (now called SLH-DSA). The digital
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signature scheme FALCON was also selected for standardiza-
tion.

Cryptographic attacks raise awareness of the fact that not
only parameter sets, but also cryptographic primitives of
deployed implementations may need to be changed in the
future, if attacks are found. The ability to easily make such
an adjustment in a protocol is called cryptographic agility and
it is especially important for systems that are rarely replaced
or hard to upgrade. Post-quantum secure logistics IT systems
should implement schemes on the highest security level.
Moreover, until enough confidence is established, hybrid (pre-
and post-quantum) encryption is recommended. Unfortunately,
proprietary software, a large number of stakeholders and a
lack of regulation will presumably impede efforts aimed at
the introduction of strong post-quantum cryptography to the
field. In [5], we have started the research on deploying post-
quantum cryptography in maritime systems.

VIII. CONCLUSION AND FUTURE WORK

In this paper, we analysed the discontinuation of the Trade-
Lens platform and discussed some cryptographic issues for
new approaches to a global bill of lading infrastructure. We
stress three points.

1) Networks have to deal with trust issues. Decentralized
blockchain-based networks have high (electricity) cost
and large data transmission overhead. Suitable solutions
have to be worked out according to existing (social)
processes and trust relations. In other words, we deal with
complex system with many different actors, varying levels
of trust, which is hard to model. For widespread success
a decentralized/federated solution is necessary.

2) Confidentiality and integrity are central. We are con-
vinced that zero-knowledge properties can be used to
improve security and performance and can be used to
create protocols for maritime trade.

3) Due to the risk of universal quantum computers break-
ing today’s established cryptographic schemes, we pro-
pose that the used primitives are post-quantum secure.
Post-quantum cryptography and cryptographic agility is
needed to ensure long-term security.

In the future we want to develop and implement more con-
crete prototypes of secure protocols utilizing zero-knowledge
proofs, that can be integrated into existing IT systems for
maritime logistics for further testing.
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