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Zusammenfassung

Die Fortschritte im Bereich der Quantencomputer bedrohen klassische kryptografi-
sche Systeme und unterstreichen die Notwendigkeit quantenresistenter Alternativen.
Die codierungsbasierte Kryptografie mit ihrer robusten Sicherheitsgrundlage gilt hier-
bei als vielversprechender Ansatz. Insbesondere die Summenrangmetrik, welche so-
wohl die Hamming- als auch die Rangmetrik verallgemeinert, eroffnet ein interessantes
Forschungsfeld.

In dieser Arbeit wird das Potenzial von Codes in der Summenrangmetrik fiir kryp-
tografische Anwendungen untersucht. Dabei liegt ein besonderer Fokus auf der Wei-
terentwicklung von Dekodieralgorithmen und dem Dekodieren jenseits des eindeutigen
Dekodierbereichs.

Zunachst wird ein Augenmerk auf die linearisierten Reed—Solomon (LRS)-Codes
in der Summenrangmetrik gelegt, welche sowohl die Reed—Solomon-Codes beziiglich
der Hamming-Metrik als auch die Gabidulin-Codes beziiglich der Rangmetrik ver-
allgemeinern. Ein schneller Kotter—Nielsen—Hgholdt-Interpolationsalgorithmus iiber
Schiefpolynomringe fiir interleaved LRS-Codes wird vorgestellt. Dieser Algorithmus
erreicht die beste bekannte asymptotische Komplexitat und kommt dabei ohne Vor-
verarbeitung und spezielle Anforderungen an die Interpolationspunkte aus.

Des Weiteren werden Gabidulin-Codes untersucht, die durch schwach selbstortho-
gonale Basen definiert sind. Dabei werden raumsymmetrische Fehler analysiert, bei
denen die Zeilen- und Spaltenraume der Fehlermatrix iibereinstimmen. Es zeigt sich,
dass das Dekodieren solcher Fehler mit hoher Wahrscheinlichkeit auch tiber den ein-
deutigen Dekodierbereich hinaus moglich ist.

Zusatzlich wird ein generischer Dekodieralgorithmus erforscht, der fiir die Krypt-
analyse von Verfahren in der Summenrangmetrik nititzlich ist. Durch eine Verall-
gemeinerung des Metzner—Kapturowski-Algorithmus von der Rang- und Hamming-
Metrik auf die Summenrangmetrik wird ein Dekodierer mit polynomieller Laufzeit fiir
hochgradig interleaved Summenrangmetrikcodes vorgestellt. Der vorgeschlagene De-
kodierer ist auf beliebige lineare Komponentencodes anwendbar, einschliellich solcher
ohne bekannte Struktur. Es zeigt sich, dass der Dekodierer bei ausreichend grofler
Interleaving-Ordnung stets bis knapp unterhalb der Minimaldistanz des Codes und
mit hoher Wahrscheinlichkeit bis zur Singleton-artigen Schranke dekodieren kann.
Durch diese Dekodiermethode wird jedoch eine Begrenzung der Interleaving-Ordnung
erforderlich, um Sicherheitsliicken in codierungsbasierten Kryptosystemen mit hoher
Interleaving-Ordnung zu vermeiden.



Zum Schluss wird das Verstandnis eines generischen “Support-Guessing”-Dekodier-
verfahrens fiir nicht-interleaved Summenrangmetrikcodes durch eine Analyse der durch-
schnittlichen Komplexitat vertieft. Mithilfe von “Random Coding”-Argumenten wer-
den genauere Schranken fiir das Dekodieren iiber den eindeutigen Dekodierbereich
hinaus abgeleitet. Der “Support-Guessing”-Dekodieralgorithmus fiir Gabidulin-Codes
in der Rangmetrik wird zudem auf LRS-Codes in der Summenrangmetrik verallge-
meinert. Der Algorithmus nutzt dabei einen zugrunde liegenden Dekodierer, der so-
wohl Fehler als auch Ausloschungen dekodieren kann. Diese Anpassung reduziert die
Dekodierkomplexitat erheblich im Vergleich zu generischen Dekodierern, welche die
Codestruktur nicht ausnutzen.

Mit diesen Beitridgen wird die Weiterentwicklung von Codes in der Summenrang-
metrik gefordert, um die Praxistauglichkeit und Sicherheit zukiinftiger quantenres-
istenter, codierungsbasierter Kryptosysteme zu erhohen.
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Abstract

The advent of quantum computing threatens classical cryptographic systems, high-
lighting the need for quantum-resistant alternatives. Code-based cryptography, with
its strong security foundations, is a promising candidate. In particular, the sum-rank
metric, generalizing both Hamming and rank metric, offers a potential avenue for
exploration.

This work explores the potential of sum-rank metric codes in cryptography by ad-
vancing decoding algorithms with a focus on decoding beyond the unique radius.

We first focus on Linearized Reed-Solomon (LRS) codes in the sum-rank metric,
which generalize Reed-Solomon (Hamming metric) and Gabidulin codes (rank metric).
We present a fast skew Kotter—Nielsen—Hgholdt interpolation algorithm for interleaved
LRS codes. This algorithm matches the best-known asymptotic complexity while
eliminating the need for pre-processing and specific interpolation point requirements.

Further, focusing on Gabidulin codes defined by weak self-orthogonal bases, we
investigate space-symmetric errors, where the row and column spaces of the error
matrix coincide. We show that decoding beyond the unique decoding radius for such
errors is possible with high probability.

We also explore generic decoding algorithms useful for cryptanalysis of sum-rank
metric schemes. By generalizing the Metzner—Kapturowski algorithm from rank and
Hamming metric to the sum-rank metric, we introduce a polynomial-time decoder
for high-order interleaved sum-rank metric codes. This decoder applies to any linear
constituent code, including those without a known structure. We show that when
the interleaving order is sufficiently large, our decoder can always decode up to just
below the minimum distance of the code and up to the Singleton-like bound with
high probability. Due to this decoder, it is necessary to limit the interleaving order to
prevent vulnerabilities in code-based cryptosystems with high interleaving orders.

Finally, we improve the understanding of generic support-guessing decoding for non-
interleaved sum-rank metric codes by considering an average-case complexity analysis.
Using random coding arguments, we derive tighter bounds for beyond unique decoding.
Furthermore, we adapt the support-guessing decoding algorithm for Gabidulin codes,
utilizing an underlying error-and-erasure decoder, to LRS codes. This significantly
reduces the decoding complexity compared to generic decoders that do not utilize the
code structure.

These contributions advance sum-rank metric codes, aiming to enhance the practi-
cality and security of future quantum-resistant code-based cryptosystems.
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Introduction

1.1 The Need for Post-Quantum Cryptography

Classical cryptography is broadly divided into two main types: symmetric-key cryp-
tography and public-key cryptography, as illustrated in Figure 1.1.

Symmetric-key cryptography, also known as secret-key cryptography, relies on a single
key for both encryption and decryption processes. This method is favored for tasks
such as database encryption, file encryption, and securing communications within
closed networks due to its efficiency and speed in handling large volumes of data.
Common examples of symmetric-key algorithms are the Advanced Encryption Stan-
dard (AES) and the Data Encryption Standard (DES). However, one of its key chal-
lenges is the need for secure key exchange between the communicating parties, which
must occur before any encrypted communication can take place.

To address this key exchange challenge, public-key cryptography was developed. It
uses a pair of keys: a public key for encryption and a private key for decryption.
This approach is crucial for securely exchanging keys over public channels where a
private or secure key exchange is not feasible. It plays a vital role in internet appli-
cations, enabling secure connections through protocols such as TLS used in HTTPS,
and in ensuring the authenticity of messages or documents through digital signatures.
Public-key cryptography is also employed for email encryption, such as in PGP. No-
table practical examples include Rivest—Shamir—Adleman (RSA), Diffie-Hellman Key
Exchange, and Elliptic Curve Cryptography (ECC).

In many real-world applications, public-key and symmetric-key cryptography are
combined in what is known as a hybrid cryptosystem. Public-key cryptography is cru-
cial for securely exchanging symmetric keys through processes like key-encapsulation
mechanism (KEM), after which the symmetric key is used for efficient encryption and
decryption of bulk data. This approach leverages the strengths of both cryptographic
methods: the security of public-key cryptography for key exchange and the speed of
symmetric-key cryptography for data encryption. Additionally, public-key cryptogra-
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phy is crucial for authentication, where mechanisms like digital signatures ensure the
integrity and authenticity of communications. Such systems often rely on a public-key
infrastructure (PKI), with a certificate authority (CA) issuing digital certificates to
bind public keys to verified identities, preventing so-called man-in-the-middle attacks.

The effectiveness of any cryptographic system hinges on its ability to resist attacks,
which is inherently tied to the computational difficulty of breaking it. This leads to the
concept of the security level (SL) of a cryptographic system. The SL of a cryptographic
system is defined as the base-2 logarithm of the computational effort required to break
it using the most efficient known attack [MW18; Fed24|. This computational effort is
also known as the work factor (WF). For example, if the best-known attack requires
a WF of 2128 the system is said to offer 128-bit security. Cryptographic systems are
designed to ensure that breaking them is computationally infeasible, relying on the
difficulty of solving certain mathematical problems and on the assumption that more
efficient attacks do not exist.

( )

Symmetric-Key Cryptography

(3=

Secret key :

A\
Decryption

— \
— Encryption

Document Document Document

Public-Key Cryptography

(3= (=1

Public key Secret key
— \ \ —
= Encryption Decryption —
Document Document Document

Figure 1.1: Illustration and comparison of symmetric-key cryptography and public-key
cryptography.
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However, advancements in computing technology, particularly the development of
quantum computers, pose significant threats to the assumed SLs of current crypto-
graphic systems. Quantum algorithms have the potential to drastically reduce the
computational effort required to break certain cryptographic schemes, especially those
used in public-key cryptography.

For example, Shor’s algorithm can factorize large integers and compute discrete
logarithms in polynomial time, effectively breaking the security of RSA, ECC, and
other public-key schemes [Sho97; PZ03]. The existence of such a polynomial-time
algorithm means that these cryptographic schemes are no longer considered secure in
the presence of quantum computers. In cryptography, a problem that can be solved
in polynomial time is considered tractable, making it unsuitable as a foundation for
secure cryptographic schemes. Since the effort required to break these systems grows
only polynomially with the key size, increasing the key size does not provide adequate
security against quantum attacks.

Although current quantum computers are not yet powerful enough to factorize
the large integers used in modern cryptographic applications, the potential for fu-
ture advancements demonstrates the severity of this threat. For instance, IBM has
successfully factorized the number 21 using a so-called “compiled” version of Shor’s
algorithm [ST21]. This approach leverages precomputed classical information and
algorithmic simplifications to reduce the complexity of the quantum circuit, tailor-
ing it specifically for factoring 21 and circumventing the full generality of Shor’s
algorithm. In 2012, a room-temperature adiabatic quantum computer was used to
factor 143 [XZL*12|, demonstrating that quantum annealing techniques like those
implemented by D-Wave systems can also contribute to this progress. Additionally,
Google’s quantum supremacy experiment [AAB*19] demonstrated the ability of quan-
tum computers to solve specific problems significantly faster than classical comput-
ers. Moreover, hybrid quantum-classical algorithms have already managed to factorize
48-bit numbers, indicating considerable progress toward practical quantum factoriza-
tion [YTW*22]. While these results may not match Shor’s algorithm in terms of
scalability, they highlight the variety of quantum techniques being actively explored.

The security of symmetric-key cryptography is also at risk from quantum algorithms.
Grover’s algorithm [Gro96] offers a quadratic speedup for unstructured search prob-
lems, reducing the effective SL of symmetric-key systems such as AES and ChaCha20.
Consequently, the key sizes of symmetric algorithms must be doubled to maintain the
same level of security against quantum attacks. However, while the quadratic speedup
of Grover’s algorithm is theoretically significant, its practical impact is more limited.
The overhead required for quantum error correction often outweighs the advantage
offered by the speedup, making Grover’s algorithm less practical on current or near-
future quantum hardware [BMN*21; HHT23]. Additionally, classical systems can be
highly parallelized, diminishing the relative benefit of Grover’s quadratic speedup for
realistic problem sizes [HHT23].
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Nevertheless, the quadratic speedup provided by Grover’s algorithm still poses a
significant theoretical threat and must be accounted for when designing quantum-
resistant cryptographic schemes. As a consequence, Grover’s algorithm also impacts
public-key cryptosystems and must be considered to derive quantum-secure SLs.

While it may take considerable time to develop quantum computers powerful enough
to break modern cryptographic schemes, it is crucial to seek alternative solutions well
in advance. This proactive approach is necessary due to the “store-now, decrypt-later”
paradigm, where encrypted data can be stored today and decrypted once quantum
computers become available. Moreover, the transition from research laboratories to
widespread use of quantum computers in the near future could pose a significant threat
to existing cryptographic systems, necessitating a paradigm shift in cryptographic
design.

Recognizing the urgency of emerging quantum threats, the NIST initiated the post-
quantum cryptography standardization process in 2016 [Mool6]. This effort aims
to develop a diverse set of quantum-secure cryptographic schemes, including lattice-
based, isogeny-based, multivariate-based, hash-based, and code-based cryptography.
After a rigorous six-year evaluation, NIST [Nat22; Nat24a| selected four candidates
for standardization, one KEM and three Digital Signature (DS) schemes, as shown in
bold within Table 1.1.

Table 1.1: Quantum-Resistant Cryptographic Schemes Selected by NIST.

Algorithm Type Based on Status / Standardized as
CRYSTALS-Kyber KEM  Lattices ML-KEM [Nat24c]
CRYSTALS-Dilithium DS Lattices ML-DSA [Nat24b]
SPHINCS+ DS Hashes SLH-DSA [Nat24d]
FALCON DS Lattices Pending Standardization
BIKE KEM Codes 4th Round
Classic McFEliece KEM Codes 4th Round
HQC KEM Codes 4th Round
SHKE KIEM Tsoveny Withdrawn

While four algorithms have been selected for standardization, NIST continues its
evaluation into a fourth round. As indicated in Table 1.1, BIKE, Classic McEliece, and
HQC' are code-based cryptosystems under consideration in this round. The isogeny-
based candidate SIKFE was withdrawn from the process after vulnerabilities were dis-
covered [Nat22].

The extensive evaluation period reflects the importance of ensuring that these new
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cryptographic algorithms are secure against both classical and quantum attacks. Ad-
ditionally, these algorithms require time to gain the “trust” of the research community,
emphasizing the need to proactively develop and adopt quantum-secure solutions be-
fore quantum computers become a viable threat.

1.2 Code-Based Cryptosystems

The core concept of code-based cryptography is to leverage error-correcting codes to
obscure a message’s contents during “transmission”. Traditionally, error-correcting
codes serve to detect and correct bit errors that occur when messages are sent over
unreliable channels. By tailoring the code to meet the channel’s specific requirements,
it’s possible to set the number of bit errors the code can reliably correct. This process
is illustrated in Figure 1.2.

In this example, the original message m is first transformed (encoded) into a code-
word ¢ corresponding to a particular code C. Encoding adds redundancy, making the
codeword longer than the message itself. The codeword c is then transmitted over the
channel, where certain bits may be altered or “flipped” due to channel noise, resulting
in a received, noisy version y of c.

The decoder’s job is to interpret this noisy version y, mapping it back to the original
message m. Generally, the number of errors introduced by the channel is within the
range the code can correct; otherwise, the decoder may fail. This capability to correct
errors is a crucial feature that code-based cryptographic schemes exploit.

m=[0]1]1]0] =0 1]1]0]

l Encode T Decode

e=[1o[t[1Tofo 1] —===~ y=[1 o[o[1[1]0]1]

oo

Error Error

Figure 1.2: Illustration of error correction over an unreliable communication channel.
The error-correcting code allows the receiver to identify and correct a spe-
cific number of bit errors introduced during transmission.

The McEliece cryptosystem, introduced by McEliece in 1978 [McET78], is one of the
earliest public-key cryptographic schemes and remains unbroken to this day. It has
gained substantial trust in its resilience within the cryptographic community.

In the original McEliece cryptosystem, binary Goppa codes are utilized for their
efficient decoding properties, capable of correcting errors up to a certain weight (Ham-
ming weight). The encryption process works as follows. The plaintext message m is
encoded using a public generator matrix G’, which is a disguised version of the original
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generator matrix G of the code C. An error vector e, whose Hamming weight is within
the code’s error-correcting capability, is added to the encoded message to produce the
ciphertext y

y=m- -G +e.

This ensures that the legitimate receiver can recover the original message uniquely.
Key Generation: The key generation process involves creating the public and
secret keys as follows. The legitimate user selects a generator matrix G of the code C,
which allows efficient decoding. They also choose a random non-singular scrambling
matrix S and a random permutation matrix P. The public key is then computed as

G =S G- P.

The secret key consists of the matrices S and P, along with the knowledge of the
code C and its efficient decoding algorithm corresponding to G.

Decryption: The decryption process relies on the secret key to reverse the trans-
formations applied during encryption:

1. Invert the permutation: Multiply the received ciphertext y by P!
Y=y P'=m-S -G+¢€,

where ¢’ = e - P71, Since P! is a permutation matrix, the Hamming weight
of € remains unchanged, ensuring it is still within the code’s error-correcting
capability.

2. Decode the codeword: Apply the efficient decoding algorithm of C to ¢’ to
correct €’ and recover m - S.

3. Invert the scrambling: Multiply by S~! to obtain the original message

m=m=(m-8S) S

An adversary, lacking knowledge of S and P, cannot perform these steps efficiently.
They are confronted with the problem of decoding a random linear code within its
designed error-correcting capability, which is believed to be computationally hard.
While Berlekamp et al. [BMV78] showed that the general decoding problem is NP-
complete, it remains an open question whether bounded-distance decoding up to the
unique decoding radius is NP-complete for random linear codes. However, no efficient
algorithms are known for this problem, and it is widely assumed to be intractable for
sufficiently large code parameters.

The public key G' = S - G - P conceals the structure of the original code, making it
appear as a random code to an adversary. This obfuscation prevents efficient decoding
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without the secret key, as the adversary cannot exploit any specific code structure to
facilitate decoding.

Variations of the McEliece cryptosystem exist, such as the Niederreiter variant,
which uses a parity-check matrix for encryption. In this discussion, we focus on the
original representation using the generator matrix.

Figure 1.3 illustrates the encryption and decryption process, including key gen-
eration, where the public key is derived by scrambling and permuting the original
generator matrix.

Key Generation <
G=S-G-P

Bol m Eincrypts/m y Public Y [ Decryptsy | ™
y=m-G' +e Channel to get m

Figure 1.3: Illustration of the McEliece cryptosystem with key generation.

1.3 Motivation

Although the McEliece cryptosystem has many merits, it also suffers from certain
drawbacks. One of the most significant challenges is the large key size, particularly
the public key. The size of the public key is determined by the generator matrix,
which, after the scrambling process, loses its structured form. As a result, the public
key must be stored as a large unstructured matrix, making it difficult to represent
efficiently.

Numerous attempts have been made to decrease the key size of the McEliece cryp-
tosystem by modifying specific aspects. The original proposal by McEliece used Goppa
codes [McET78|. Using error-correcting codes with better error-correcting capabilities
than Goppa codes allows for smaller code parameters, resulting in smaller generator
matrices and, consequently, reduced public-key sizes. However, such codes often in-
troduce more structure, making them vulnerable to algebraic attacks. For instance, in
1986, Niederreiter suggested the use of generalized Reed—Solomon (GRS) codes [Nie86],
but this scheme was later broken by Sidelnikov and Shestakov [SS92].

Further modifications to McEliece schemes based on algebraic codes, along with
effective attack strategies, are detailed in [BL05; Wiel0O; Sid94; MS07; BCGO09;
FOP*16; JM96; CMP15; Wan16; CLT19].
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Sum-Rank Metric

An alternative approach to reduce the key size is to use codes with distance properties
defined over metrics other than the Hamming metric. One of the first such schemes
using alternative metrics, in particular the rank metric, was proposed by Gabidulin,
Paramonov, and Trejakov [GPT91b], employing Gabidulin codes.

The rank metric is particularly attractive for cryptographic applications because, for
the same SL, codes in the rank metric can utilize smaller code parameters than those in
the Hamming metric, potentially resulting in smaller key sizes [Loil6]. This advantage
arises from the increased complexity of generic decoding in the rank metric, where the
best-known attacks, such as rank syndrome decoding, generally require significantly
more computational effort than their Hamming-metric counterparts [GRS16]. As high-
lighted in [Loil6], generic decoding in the rank metric is exponentially more difficult
than in the Hamming metric for the same set of parameters. This is due to the fact
that errors are measured by the rank of a matrix, introducing dependencies across
matrix entries and resulting in a more complex algebraic structure. This structural
complexity, combined with the fact that attacks on rank-metric codes often involve
operations over matrices rather than vectors, leads to higher decoding complexity. In
particular, algorithms that rely on techniques such as information-set decoding (ISD)
for Hamming-metric codes [Pra62; Ste89] do not directly apply to rank-metric codes
without substantial increases in computational cost, further contributing to the secu-
rity benefits of rank-metric cryptosystems.

However, systems using the rank metric, such as the Gabidulin-based cryptosys-
tems, have been subject to several structural attacks [Gib95; Gib96; Ove05; Ove06;
Ove08; HMR16; OKN18; HMR18], leading to multiple rounds of repairs and improve-
ments [GO01; GOHAO03; Loil0; RGH11; Gab08; GRH09; RGH10].

To address the trade-off between key size and security, the sum-rank metric presents
a promising alternative. In the sum-rank metric, vectors are divided into several blocks.
The sum-rank weight of a vector is computed by calculating the rank weight of each
block separately and then summing these ranks. By adjusting the number of blocks,
the sum-rank weight allows a smooth transition between the rank weight (if the vector
is treated as one single block) and the Hamming weight (if each block has only a
single column). This relationship between the sum-rank, rank, and Hamming metric
is depicted in Figure 1.4, where ¢ is the number of blocks and n the code length.

By utilizing the sum-rank metric, it is possible to construct codes that retain strong
error-correcting properties while offering the potential for smaller key sizes. Moreover,
this metric may help avoid some of the structural vulnerabilities that have affected pre-
vious rank-metric-based systems, providing a promising avenue for further exploration
in code-based cryptography [HBH23].

The sum-rank metric offers a potential solution to the trade-off between key size
and security. Linearized Reed—Solomon (LRS) codes [Mar18], which are the sum-rank-
metric analogue of Gabidulin codes in the rank metric and Reed—Solomon (RS) codes in
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the Hamming metric, provide a promising class of codes within this framework. While
cryptosystems based on the rank metric, such as Gabidulin codes, have been vulnerable
to structural attacks like those proposed by Overbeck [Ove05; Ove06; Ove08], adapting
these attacks to sum-rank-metric codes has proven more difficult. In [HBH23], it was
demonstrated that generalizing Overbeck’s attacks to the sum-rank metric for LRS
codes requires prior knowledge of specific code parameters, suggesting that sum-rank-
metric codes may provide more resilience against such vulnerabilities. Additionally,
the sum-rank metric retains a higher generic decoding complexity compared to the
Hamming metric, particularly for ¢ < n, as analyzed in Chapter 6.

It is hoped that cryptosystems based on sum-rank-metric codes, such as LRS codes,
will strike a favorable balance between security and efficiency. By positioning them-
selves between the Hamming and rank metrics, these codes may leverage the higher
generic decoding complexity associated with the rank metric, potentially allowing for
smaller key sizes than Hamming-metric systems, while remaining less susceptible to
structural vulnerabilities. Though this balance appears promising, further analysis is
necessary to fully assess the security and practical benefits of sum-rank-metric codes.

Sum-rank metric: 1 </ <n

| — |

Rank metric: £ =1 Hamming metric: £ =n

Figure 1.4: Ilustration of the relation between the rank metric, Hamming metric, and
sum-rank metric.

Interleaved Codes

The process of interleaving combines multiple codewords from the same underlying
code, the so-called constituent code, to form a larger structure, allowing for improved
error correction. Technical details on how interleaved codes are defined are provided
in Section 2.4.3.

This technique has been proposed as an effective approach to mitigate the key
size issue in McEliece cryptosystem variants based on both Hamming and rank met-
rics [EWZ18; HLPW19; RPW19]. Interleaving allows for the reuse of the constituent
code’s structure, which determines the public key size, while enabling the decoding
of higher-weight errors compared to a single instance of the code. This increases the
complexity of attacks, resulting in smaller public keys for the same SL.

The interleaving order is a critical parameter in this context, as it influences both
the decoding process and the overall performance of the cryptosystem. While higher
interleaving orders generally increase the complexity of attacks and thus enhance se-
curity, they can also introduce additional structure that attackers might exploit (see,
e.g., Chapter 5).
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Various decoding strategies have been developed for interleaved codes across differ-
ent metrics. For example, list and probabilistic unique decoders exist for interleaved
Reed-Solomon (IRS) codes in the Hamming metric [KL97], interleaved Gabidulin
codes in the rank metric [Loi06], and interleaved linearized Reed—Solomon (ILRS)
codes in the sum-rank metric [BP22]. These decoders are specifically tailored to each
code family, utilizing the structure inherent to the interleaved codes.

Interleaved codes and their associated decoders thus present a promising direction
for reducing key sizes in McEliece-type cryptosystems while maintaining the SL. By
carefully selecting the interleaving order and the corresponding decoding strategy, it
might be possible to optimize the balance between performance and resilience against
attacks.

1.4 Contributions and Outline

This thesis makes several contributions to the field of decoding algorithms for codes in
the sum-rank metric, with a particular focus on advancing the efficiency of decoding
methods and analyzing their complexities. The key contributions are outlined below,
with corresponding chapters that elaborate on each topic.

To establish the necessary mathematical background, Chapter 2 introduces key con-
cepts such as linear block codes, polynomials, and the sum-rank metric. It also covers
LRS codes, interleaved codes, and includes a remark on the complexity notation used
in the thesis. A summary of notation and abbreviations is provided in Appendix C.

Chapter 3 revisits established decoding concepts for ILRS codes. We present a fast
variant of the skew Kotter—Nielsen—Hgholdt interpolation algorithm, which matches
the best-known asymptotic complexity for interpolation-based decoding. Notably, our
algorithm eliminates the need for pre-processing of the interpolation points as well as
any specific requirements on them. The contribution of this chapter builds on work
from [BJR24; BJPR19; BJPR21].

Chapter 4 investigates the decoding of space-symmetric rank-metric errors using
Gabidulin codes. By restricting errors to those whose row and column spaces coin-
cide, we demonstrate that Gabidulin codes can successfully decode such errors with
rank up to w with high probability, where n is the code length and k is the code
dimension. This restriction to space-symmetric errors allows for the decoding of errors
with larger weights, which in turn enables the use of smaller code parameters and, con-
sequently, smaller public-key sizes. While we do not propose a specific cryptosystem,
this approach has the potential to enhance the practicality of rank-metric cryptosys-
tems by reducing key sizes. This chapter is based on our prior work in [JSW21].

In Chapter 5, we introduce a novel approach for decoding high-order interleaved
sum-rank metric codes by extending the Metzner-Kapturowski algorithm to the sum-
rank metric. The proposed decoder is able to correct errors with a sum-rank weight
up to dpi, — 2, where d,;, is the minimum distance of the code. Moreover, with high
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probability, it can decode errors with weight up to n — k. This decoder operates in
polynomial time for any linear constituent code, including unstructured ones. An im-
portant takeaway from this chapter is the need for careful selection of the interleaving
order when designing cryptosystems based on interleaved codes. If the interleaving
order is too large, an attacker can exploit the decoding approach described here to
decode without needing knowledge of the code structure, posing a security risk. This
chapter builds on our previous work in [JHB23] and [JHB24].

In Chapter 6, we advance the analysis of decoding problems in the sum-rank metric
by transitioning from worst-case to average-case complexity. We provide a detailed
analysis of support-guessing algorithms, including the adaptation of a randomized de-
coding algorithm originally developed for Gabidulin codes. This chapter also includes
a new heuristic approach for optimizing the support-drawing distribution to minimize
decoding complexity. These generic decoding algorithms are essential for analyzing
the security of future cryptosystems based on sum-rank metric codes. By better un-
derstanding the decoding complexity, one can derive cryptographic parameters that
ensure both security and efficiency. The chapter draws from works including [JB19;
RJB120; JBW23; JBW24; CJB24].

Complementary Research Contributions

In addition to the contributions directly related to the thesis, further research was
conducted in other areas during this period. For instance, in [JLG18], we introduced
energy shaping techniques to enhance the iterative decoding threshold of tailbiting
spatially coupled low-density parity-check (LDPC) code ensembles over the additive
white Gaussian noise (AWGN) channel. This approach optimizes the transmission
energy to improve decoding performance without sacrificing the code rate.

Moreover, in [JGSK20], we developed a nested convolutional code construction for
key agreement using biometric or physical identifiers. This construction achieves points
on the key-leakage-storage region for long block lengths and offers a flexible alternative
to nested polar codes, balancing performance and complexity.

In [RJB19], which the author of this dissertation co-authored, we proposed and ana-
lyzed an efficient decoding algorithm for horizontally interleaved low-rank parity-check
(LRPC) codes. We derived upper bounds on both the decoding failure rate and the
computational complexity of the algorithm. The results demonstrate that interleaving
reduces the decoding failure rate exponentially with respect to the interleaving order,
while the computational complexity increases only linearly.

Although these publications are not directly included in the thesis, they reflect
complementary areas of study carried out during the course of this work.
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Preliminaries

In this chapter, we establish the mathematical background and introduce the notation
and concepts used throughout this thesis. The chapter provides essential foundations
in several key areas necessary for understanding the decoding algorithms presented
later. A summary of all notations and abbreviations is provided in Appendix C.

We begin with the notation and mathematical conventions in Section 2.1, covering
sets, vectors, matrices, finite fields, and bases. These concepts lay a foundation for
various linear algebraic operations and representations. Section 2.4 introduces linear
block codes over finite fields, discussing their properties and the associated encod-
ing and decoding processes. In Section 2.5, we review the properties of polynomials
over finite fields, which are important for constructing and analyzing different types of
codes and their decoding methods. Section 2.6 examines codes in the sum-rank metric,
which offer flexibility and potential for efficient decoding. This section includes discus-
sions on the sum-rank metric, LRS codes, interleaved codes, and their relationships to
other metrics. Finally, Section 2.7 provides a remark on the notation of complexity,
explaining the conventions used to describe the computational complexity of various
decoding algorithms.

2.1 Notation

We begin with the fundamental concepts and notation related to sets, vectors, and ma-
trices in Section 2.1.1, which are key for many operations throughout this thesis. Next,
we discuss finite fields and bases in Section 2.1.2, which are crucial for understanding
the algebraic structures involved in the decoding strategies analyzed.

2.1.1 Sets, Vectors and Matrices

A set is a collection of unique elements, represented as S = {s1,82,...,5.}. The
cardinality of a set S, denoted as |S|, is the number of elements in S. We use similar
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calligraphic notation for tuples, which are ordered sequences of (possibly non-unique)
items, written as 7 = (t1,t2,...,t,).

We define the set of nonnegative integers as Zxg % {0,1,2,...}. Vectors are repre-
sented by bold lowercase letters, and their elements are indexed starting from 1.

For example, a vector of length v is written as a = [ay, ag, . .., ay).

Similarly, for a matriz A of size v X w, the entry in the i-th row and j-th column,
where ¢ € {1,...,v} and j € {1,...,w}, is denoted as A, ;.

For given integers ¢, d, e, and f such that 1 <c¢<d<wvand1<e< f < w, we
use the following notation to denote a submatriz of A by

Ac,e A AC, ¥
Acdjen= 1| * .
Age -+ Aay
This submatrix consists of the elements from rows ¢ to d and columns e to f of the
original matrix A. For a given integer e and f such that 1 < e < f < w, we use
the following notation to denote a submatriz of A € F,*" consisting of the selected
columns

Ao -+ Ay

A[e:f] = - )
Av,e . Av,f

where Aj.s is a submatrix of A formed by all rows but only columns e to f. The size
of Ap.ppis v x (f —e+1).

The transpose of a matrix A of size v x w is denoted as AT, resulting in a matrix
of size w x v. For a square matrix A of size v X v, we denote as A~ the inverse of
the transpose of A, if it exists. This matrix, also known as the inverse transpose or
transposed inverse, satisfies the property

AT =(aT) = (a)

Let a® = [a{",al", ... ,ag)] be a vector of length ¢; and a® = [a{® o, ..., ag)]

be a vector of length f,. We define and denote the concatenation of a(!) with a® as

def 1 1 1 2 2 2
a0 % [ o of?, . ald o) ]

a® a®

which is a vector of length ¢; + /5.

Let S be a finite set. We use the notation a ﬁ S to denote an element a € S drawn
uniformly at random.

Consider S as a finite index set, and let f : § — R be a real-valued function defined

14
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on §. The argmin and argmax operators are defined as follows

arg min £(3) < {i € S+ /(i) = min /()|

1€S

argmax f(7) dof {z €S f(i) = I?Eag(f(])}

1€ES

2.1.2 Finite Fields and Bases

This subsection provides the necessary notations and concepts related to finite fields.
For a detailed study of finite fields, their properties, and applications, see e.g., [LN96].

Let p be a prime, then by F, we denote a finite field with p elements. Let ¢ be
a power of a prime p, then F, denotes a finite field of order ¢, and p is called the
characteristic of F,. By F,m» we denote an extension field of degree m, meaning that
F, is a subfield of F,m, written as F, C F,m. The multiplicative group of a finite field

F excluding the zero element is denoted by F* and defined as F* & F\ {0}.

We denote the set of all v x w matrices over any finite field F as F***. The general
linear group GL,(IF) consists of all v x v invertible matrices over the finite field F.
Similarly, the set of all row vectors of length v over F is denoted by F", and the set of
all column vectors of length v over F is denoted by Fv*!.

Let B = {b1,...,by} C Fym be a fixed basis of F,m over F, and define the vector
b=1[by,...,bn] € [Fym as the corresponding ordered basis of Fym over F,. We denote by
ext(a) € FJ"™! the column-wise expansion of an element a € Fym over F, with respect
to the basis b, i.e.

ext : Fym — ]F;”Xl, (2.1)
such that a = b-ext(a). For a vector a = [ay, ..., a,] € Fyn, this notation is extended
element-wise, resulting in

ext(a) = [ext(ay), ..., ext(a,)] € F"™", (2.2)
where ext(a) is a matrix with each column being ext(a;) € F;*!' for i € {1,...,v}.

Similarly, for a matrix M € Fyn*, the notation is extended element-wise as

eXt(M1’1> ext(MLw)
ext(M) = : : € o,
ext(MvJ) eXt(Mv,w)
where ext(M) is a matrix formed by replacing each element M;; of M with its
corresponding column-wise expansion ext(M; ;) € IF;”“, for all ¢ € {1,...,v} and
je{l,...,w}.

The F,-rank of a matrix A € F,*" is denoted as 1k, (A), and similarly, the Fym
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rank of a matrix over F,m is denoted by rkgm (-). Thus, we can define the F,-rank of

a matrix M & ]F%w as

rky (M) %tk (ext (M)).

From this definition, it directly follows that for a vector a € Fy.., we have
rk, (@) = rkq (ext (@)). (2.3)

Note that the F,-rank is independent of the choice of the basis b of Fyn over F,.
Consequently, it corresponds to the dimension of the F -span of the entries of a.

2.2 Row and Column Spaces

The row space of a matrix A € Fyi* over the field Fym is the Fym-linear space formed
by all possible linear combinations of its rows with coefficients from F,m. We denote
this Fym-linear row space by R,m(A).

In some contexts, we are interested in the [F,-linear row space of a matrix A € Fyx*,
where Fym is viewed as a vector space over F,. In this case, we first expand each element
of A over the field F, and then consider the F,-linear row space of the resulting matrix.
We denote this space by R,(A), which is formally defined as

Rq(A) = R, (ext (A)),

where ext (A) denotes the matrix A after expansion of its entries over F,.

The same notation applies to the column space of a matrix A, using C,(+) instead of
Ry(+) (or Cym(+) instead of Rym(-)). The column space is formed by the columns of A.

Vector spaces are denoted, similarly to sets, by calligraphic letters. For non-negative
integers a and b, the number of b-dimensional subspaces of Fy is given by the Gaussian

binomial coefficient [Z} (see [Ber84]), defined as
q

b _a—bti b—1  a—i
al def y1 4 -1 ¢t —1

— — . . 2.4
|:b:|q H H qb—z -1 ( )

o ¢ -1 i=0

The Gaussian binomial coefficient satisfies [KK08]

gleb < m <y, 0,
blq

where v, is defined as
1

WS T (1-g) " (2.5)

i=1
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Note that 7, is a monotonically decreasing function of ¢ with a limit of 1 as ¢
approaches infinity. We can observe this behavior through the following example
values:

o & 3.4627,
4~ 3.4524,
Vs ~ 1.1636,

e ~ 1.0711.

Given a matrix A € Fyn*, the right F -kernel is denoted and defined as
ker (A)y, M {w e FY: Aw' =0},
and similarly the right F,n-kernel is
ker (A)qu o {w e Fy. - Aw' = 0}.

Finally, we denote the set of all k-dimensional subspaces of Fy by the Grassmannian
gk(IFZ). For a vector space V, we denote its dual space by V. We use dim to represent
the general dimension of a vector space, dim, for the dimension of an F,-linear vector
space obtained by expanding a vector space over F,m as an [F-linear space using ext(-),
and dimgm to indicate the dimension of an F,n-linear vector space.

2.3 Probabilities of Subspace Relationships

In this section, we present expressions for the probability that two subspaces intersect
in a fixed-dimensional space and the probability that one subspace is contained within
another.

We use [0, 1] C R to denote the interval of real numbers between 0 and 1, inclusive.
We define the set of all valid probability mass functions (PMFs) over a discrete set A
as

D(A) = {as c 0,4 cRA: S o, = 1} . (2.6)
scA

Here, o, € [0,1]" denotes a vector of length |.A| with real values in the interval [0, 1].
The condition >, 4 as = 1 ensures that the vector represents a valid PMF.

Since each component a, can take any real value in [0,1] and the sum of these
components must be 1, the set D(A) forms a probability simplex in R*!. Therefore,
there are uncountably many PMFs over A.

Let A and B be two subspaces of i with dimensions a and b, respectively.

We define the conditional probability P'' . (j) as the probability that the inter-

q14,0,b
section of A and B has dimension exactly j, given their dimensions a and b. This
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probability is given by (see [RJB*20])

5], 5,10
i,

Next, we define the probability that A is a subspace of B, denoted by P(%M (a,b),
where a < b. This probability is given by [KKO8§]
b
o],

HA

Remark 2.1. The probabilities P}, ,,(j) and Py, (a,b) hold whether A and B are

q,,a,b
both drawn uniformly at random from G,(F4), or one of them is fized and the other is

drawn uniformly at random from G,(F4).

P () € Pr[dim(ANB) =j|a,b] =

q,14,a,b

(2.7)

PS, (a,b) © Pr{A C B|a,b] = (2.8)

s}

Remark 2.2. The probability P(%M (a,b) is equal to the intersection probability P . (b)

q;1,a,b

(or P!, . (@) when the dimension of the intersection is equal to the dimension of the

smaller subspace A. That is,

e, Lol
Pl%# (CL, b) = P;,u,a,ba)) = {M} 1= [M}q Zfa < b,
b q alg
Pl%,u (b’ (1) = P;,u,a,b(a> = HI Zfb S a.
b

This relationship holds because A is a subspace of B if and only if the dimension of
their intersection is the same as that of A.

2.4 Linear Block Codes over Finite Fields

Block codes are a fundamental concept in coding theory, essential for error correction in
data transmission and storage. They are used to detect and correct errors, ensuring the
accuracy and reliability of data. Among the most popular block codes in the Hamming
metric are linear block codes such as RS codes, Bose-Chaudhuri-Hocquenghem (BCH)
codes, LDPC codes, turbo codes, and polar codes, each with unique properties and
use cases.

Beyond traditional data transmission and storage, block codes are also crucial in
various electronic communication systems, including mobile communication, wireless
networks, and fiber-optic communications, where they help maintain data integrity
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despite noise and signal degradation. They are also fundamental in code-based cryp-
tography. Other applications include distributed storage systems, satellite communi-
cations, and deep-space communications, where error correction is critical.

For more detailed information on block codes, including their construction and ap-
plications, the reader is referred to [MS77; Moo05; Rot06; PW08; HJ17].

Definition 2.1 (Block Codes [Moo05]). A block code C of length n and cardinality
IC| over a finite field F is a set C C F" consisting of |C| vectors, called codewords
and the set C is called the codebook.

The encoder maps a message vector m to its corresponding codeword ¢ € C. For
effective error correction, there must be a one-to-one correspondence between each
message m and its codeword ¢ € C. While a block code can be represented as an
exhaustive list, this becomes impractical for large |C|. To reduce complexity, mathe-
matical structure, particularly linearity, is often imposed on the code.

Definition 2.2 (Linear Block Codes [Mo0005]). A block code C over a finite field Fym
of length n is a ¢™-ary linear block code if and only if its ¢™* codewords form a
k-dimensional vector subspace of Fi.. The rate of the code is given by R = k/n with

def
k= log,m |C|.

2.4.1 Generator Matrix and Parity Check Matrix

Following Definition 2.2, the codebook of an Fm-linear code can be entirely charac-
terized by a basis for its k-dimensional subspace, consisting of k basis vectors from
Fym. The code is then defined as the set of all Fym-linear combinations of these basis
vectors. A matrix G € F’;é”, whose rows form a basis for C, is known as a generator
matriz for C.

Another way to describe a linear code is by its parity-check matriz H. The parity-
check matrix H € Féﬁ_k)m defines the code C as the null space of H. In other words,
C consists of all vectors ¢ € Fj.. that satisty H c' = 0. The rows of H represent a set
of linear constraints that every codeword must satisfy, providing a convenient way to
check whether a given vector is a valid codeword.

The generator matrix and the parity-check matrix are dual representations of a
linear block code, i.e. they satisfy the condition GH ' = 0.

2.4.2 Distance Properties of Linear Block Codes

As discussed in Chapter 1, codes can be defined over various metric spaces. To formally
analyze the distance properties of codes, we first define the concept of a metric, which
is a specific type of distance measure satisfying certain properties.
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Definition 2.3 (Metric). Given a set A, a mapping d(-,-) : A X A — Z>q is called a
metric on A if it satisfies the following axioms for all a,b,c € A:

« Non-negativity: d(a,b) > 0,

Identity of indiscernibles: d(a,b) =0 <= a =0,

o Symmetry: d(a,b) = d(b,a),

Triangle inequality: d(a,c) < d(a,b) + d(b,c).

In coding theory, the most widely used metric is the Hamming metric, which is a
specific example of the general metric concept.

The Hamming weight wty (a) of a vector a € Fy.. is the number of nonzero entries
in the vector. Formally, it is given by

wiy (@) & |[{i e {1,...,n} a; £0}], (2.9)

where a = [ay, aq, . . ., ay,).
The Hamming distance between two vectors a, b € Fy,. is induced by the Hamming
weight and is defined as
dir(a,b) < wiy (@ —b), (2.10)

which represents the number of positions in which a and b differ.
Given a metric d(-,-) on Fj.., the minimum distance of a code C is defined as

dmin(C) déf min d(Cl,Cg).

cl,CQEC

ci1#co
This definition of minimum distance applies to both linear and non-linear codes. How-
ever, for a linear code, the minimum distance is equal to the minimum weight of its
nonzero codewords. The weight of a codeword ¢ € Fy.. is defined as

wi(e) < d(c,0),
where 0 is the zero vector.
For translation-invariant metrics where the distance d(-, -) also satisfies the following

property
dla+c¢,b+c)=d(a,b),

for all a, b, ¢ € Fi,., the minimum distance of a linear code C simplifies to

Apmin(C) = rglelél wt (e).
c#0
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While this work primarily focuses on the sum-rank metric, which we formally introduce
in Section 2.6, it is worth noting that the Hamming metric is a special case of the sum-
rank metric. All metrics considered in this thesis, namely the sum-rank metric as well
as its special cases of the Hamming and rank metrics, are translation-invariant.

The Singleton bound for the Hamming metric states that for a linear code C with
length n and dimension &, the minimum distance dp;, (C) satisfies dpin (C) < n—k+1.
When it is clear from the context which code is being discussed, we may simply write
Ainin-

In the following, we denote a linear block code C over F;m with length n, dimension
k, and minimum distance dy,;, as C[n, k, dyin]. If the minimum distance is not known,
we denote it as C[n, k].

With the notion of minimum distance, we can now explore basic decoding principles.
Consider a linear block code C[n, k, dyin], and suppose we receive a noisy codeword
y € [}, which has been corrupted during transmission over a channel or through other
means, so generally y ¢ C. Our goal is to map y back to a codeword é € C, estimating
the correct codeword from the input vector y. This process is called decoding, and
in the following, we discuss the most important decoding principles considered in this
thesis.

Maximum Likelihood Decoding

In practice, especially in channel transmission, the objective is often to maximize the
likelihood of the received data given a particular transmitted codeword, taking the
channel distribution into account. This likelihood is derived from the channel’s statis-
tical model and is often referred to as soft information. The decoding principle based
on maximizing this likelihood is called mazimum-likelihood (ML) decoding. For certain
channels, such as the binary symmetric channel (BSC), maximizing the likelihood is
equivalent to minimizing the Hamming distance between y and any codeword ¢ € C.
This distance-based approach is known as nearest neighbor decoding, and it applies to
any metric, not just the Hamming metric.
For a given metric d(-,-), the estimated codeword is given by

é & argmin {d(y,c)}.
ceC

In cases where there is a tie, and several valid codewords exist, the arg min function
returns a set of solutions {cy, ..., c,} such that d(y, ¢;) = d(y,c2) = ... = d(y, ¢,) for
some z € Z>o with z > 1. The decoder then outputs one of these 2z solutions uniformly
at random.

This approach ensures the decoder consistently returns a valid solution, thus func-
tioning as a complete decoder. Unlike other decoders that may signal a decoding failure
when the error weight exceeds a certain constraint, a complete decoder always returns
a valid codeword as a solution.
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2 Preliminaries

The decoder implicitly divides the space [y, into distinct decoding regions, com-
monly referred to as Voronoi regions. An example illustrating this concept is provided
in Figure 2.1a.

While theoretically optimal, this decoding principle often presents significant prac-
tical challenges. For instance, implementing it efficiently is proven to be NP-complete
for a generic code in the Hamming metric [BMV78]. Due to this computational com-
plexity, practical systems often employ suboptimal decoders that utilize channel like-
lihood information, such as LDPC codes, turbo codes, or polar codes. According to
Shannon’s theorem, random codes can achieve channel capacity as their block length
approaches infinity [Sha48]. While these practical codes are not random, they are
designed to approximate this behavior and can perform close to the theoretical limit,
particularly for large code lengths and with limited decoding complexity. Although
they do not achieve optimal performance in all cases, they often operate near ML
performance, providing an effective trade-off between decoding complexity and error
correction capability.

Bounded Minimum Distance Decoding

For coding settings where soft information is unavailable, another common decoding
principle is bounded minimum distance (BMD) decoding. Let w = d(e,y) be the dis-
tance between the originally transmitted codeword ¢ and the received noisy codeword
y. We define the unique decoding radius as

def dmin -1
2

If w < 7, there exists always and at most one solution, which is the unique codeword
c. In this case BMD decoding concides with optimal decoding. However, if w > 1,
there might be no solution at all, or there could be a solution é # ¢. This decoding
principle is depicted in Figure 2.1b.

List Decoding and Probabilistic Unique Decoding

List decoding was first proposed by Elias [Eli57] and Wozencraft [Woz58|. For a given
received vector y € Fy.., a linear block code C C Fy.n, and a specified decoding radius
Tr € Z>o, a list decoder outputs a set £ C C of codewords defined as

LY cecC dy,c) <1}

This set £ contains all codewords within a distance of 7, from the received vector y.
The complexity of list decoding typically depends on the size of the list |£]. Ideally, the
list size is bounded by a function polynomial in the code length n to ensure feasible
decoding. Larger lists can lead to exponential computational costs, so effective list
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2.4 Linear Block Codes over Finite Fields

decoders strive to keep |£| manageable. In the extreme case where |£| = |C|, the list
decoder returns the entire code. However, by selecting the most likely codeword from
the list, the process is equivalent to ML decoding. In practical settings, the goal is to
minimize the list size and choose the most likely solution, as large list sizes increase
computational complexity without necessarily improving decoding performance.

List decoders can operate for errors within the unique decoding radius 7 as well as
beyond. For error weights w such that w < 7 and a list decoding radius of 7, = 7, the
list decoder coincides with the BMD decoder, and we always have |£| = 1.

For 7, > 7 and any error weight w, we might still have |£| = 1 on average over
all possible received noisy codewords. If the probability of the event |£| = 1 is very
high, the list decoder effectively behaves like a unique decoder, even beyond the unique
decoding radius. In such cases, we refer to such a decoder as a probabilistic unique
decoder. That is a list decoder that outputs a valid codeword if and only if |£]| = 1,
and declares a decoding failure otherwise.

The concept of list decoding is illustrated in Figure 2.1c. In Chapter 6, specif-
ically Section 6.1, we revisit different decoding problem statements for randomized
and support-guessing decoders, as applied to decoding problems relevant to some code-
based cryptosystems.

2.4.3 Interleaved Codes

A vertically s-interleaved code is a direct sum of s codes, all having the same length n.
The parameter s is referred to as the interleaving order. In general, interleaved codes
can be formed by combining codewords from different codes that are subcodes of a
common supercode (inhomogeneous interleaving). However, in this thesis, we focus on
homogeneous interleaved codes, where codewords from the same constituent code are
interleaved.

Definition 2.4 (Vertically Homogeneous Interleaved Code). Let Cn, k, dwin] € Fym
be an Fym-linear code of length n, dimension k, and minimum distance dmin. The
corresponding homogeneous s-interleaved code is defined as

C1
IC[s;n, k, dmin] def 2| ie €Cny K dmi), Vi €A{L, ... s} SR,

Cs
where C[n, k, dmim] is called the constituent code of ZC[s;n, k, dyin)-

Interleaving does not increase the minimum distance of the overall interleaved code,
as it is determined by the minimum distance of the constituent code. However, in-
terleaving can significantly improve the decoding radius, allowing for the correction
of errors beyond the unique decoding radius with efficient decoding algorithms, often
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Figure 2.1: Illustration of different decoding principles in the 2D plane. The dotted
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circles represent the unique decoding radius % 7 is the decoding radius

for BMD, while 7, is for list decoding. V;, Vs, and V3 represent the Voronoi
regions for codewords ¢y, co, and c3 respectively for ML decoding. In all

cases, y represents the received word.



2.5 Polynomials over Finite Fields

with a high probability of returning a unique solution. This improvement is due to
the structure of the error patterns.

In particular for the vertically interleaved case, we consider channels of the form
Y=C+EcF,",

where Y is the received matrix, C' is the transmitted codeword matrix, and F is the
error matrix. For example, in the Hamming metric, errors typically appear as “bursts”,
meaning that errors are distributed column-wise, affecting multiple codewords of the
constituent code within the code matrix C simultaneously. This correlation between
errors across codewords enables interleaving to correct more errors beyond the unique
decoding radius of the constituent code. In the rank metric, improved performance is
achieved for errors that lie within the same F,-row space.

Decoders for interleaved codes are available for RS codes in the Hamming metric
[KL97; BKYO03; CS03; BMS04; SSB07; WZB14; PR17; YL18] and for Gabidulin codes
in the rank metric [Loi06; SB10; SJB11; WZ14; PRLS17; PMM™17; BJPR21]. These
decoders generally fall into two types: list decoders, which have an exponential list
size in the worst case but a small list size on average, or probabilistic unique decoders
that fail with very small probability.

Later in this thesis, we will extend this concept of interleaving and “burst errors”
to the sum-rank metric, demonstrating how interleaving can further improve error
correction capability in that context.

2.5 Polynomials over Finite Fields

Polynomials over finite fields are fundamental in the design and decoding of algebraic
error-correcting block codes. A nonzero polynomial f(xz) over a field Fym is of the form

f(@)= > fix', where f; € Fym. (2.11)

iEZZO

The degree of a polynomial f(z) is given by

= o (2.12)
—00 otherwise

deg(f) & {max{i €Zso: f: A0} if f#0,

We now introduce a special class of polynomials called skew polynomials, first de-
scribed by Ore in [Ore33b]. Skew polynomials facilitate the definition of LRS codes,
which we discuss in Section 2.6.5.
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2.5.1 Conjugacy Class

Let o0 : Fgm — Fym be a field automorphism of Fym, and let 6 : Fym — Fym be a
o-derivation satisfying the following properties

d(a+0b)=0(a)+6(b) and 6(a-b)=4d(a)-b+oa(a)-d(b).

In the context of a finite field, all o-derivations take the form described in [LMK14,

Proposition 1] as
d(a) =b-(o(a) —a), (2.13)

for some b € Fym.

From (2.13), it follows that the derivation § becomes zero (§ = 0) if the automor-
phism o is the identity map (o = Id).

Let a € Fym and ¢ € F}». We define the operation

a“ Lole)a-c +68(c)

where d(c) - ¢! is referred to as the logarithmic derivative of c.

Two elements a,b € Fym are called (o, §)-conjugates if there exists an element ¢ € F},
such that b = a°. If no such c exists, a and b are considered (o, §)-distinct.

The concept of (o, §)-conjugacy establishes an equivalence relation on Fym, thereby

partitioning F,m into conjugacy classes, as discussed in [LL88b]. To formalize this, we
define the conjugacy class of an element a € F m.

Definition 2.5 (Conjugacy Class [LL88b]). Let a € Fym and consider the automor-
phism o and derivation 6 on Fgm. The set

&(a) o {ac ic€ F*m},

q

1s called the conjugacy class of a.

2.5.2 Skew Polynomials

Skew polynomials are non-commutative polynomials introduced by Ore [Ore33b].

Definition 2.6 (Skew Polynomial Ring). For a given automorphism o(-) and a given
derivation §(-), the set of all polynomials of the form specified in (2.11), combined with
ordinary polynomial addition and the multiplication rule

r-a=o(a)-v+0(a) with a¢& Fym,

forms the non-commutative ring of skew polynomials, denoted by F m|x;0,4].
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2.5 Polynomials over Finite Fields

The degree of a skew polynomial f € Fym[z;0,0] is defined in the same way as for
ordinary polynomials (see (2.12)). Further, we denote by Fym[z; 0, 6] the set of skew
polynomials from F,m[z; 0, d] with degree less than k, i.e.,

Fynlz:0,0)cx € {f € Fyn[r;0,08] : deg(f) < k} . (2.14)

For skew polynomial rings with zero derivation, denoted as F,m[z; o], there exists a

ring isomorphism to Fym[z;0,d] when ¢ is an inner derivation (as defined in (2.13)).

This is always the case for finite fields. The isomorphism is described by the mapping
(see [Marl8, Proposition 40| and [Liul6, Proposition 2.1.8]); for a b € Fym we have

Fym[z;0,0] = Fym[z; 0]

The monic least-common left multiple (Iclm) of a set {p1,p2,...,pn} C Fym|x;0,0]
of polynomials is denoted as

def
lelm (p;),<;<,, = lelm (p1,pa, ..., pn) -

F m[x;0,0] is both a left and right Euclidean domain. For any f € Fym[z;0,d] and
any nonzero g € F,m[x; 0, d], there exist unique polynomials g, 7, qr, 7r € Fym[z; 0, 0]
satisfying

f(x) = qr(x)g(x) + rr(z) = g(x)qL(x) + ro(z),

where deg(rg),deg(rr) < deg(g) (see [Ore33b]). This property enables both left and
right division with remainder in F,m[z; 0, d].

Efficient algorithms for performing left and right skew polynomial division have
been developed (e.g. [CL17b; CL17a; PW18]). We denote the remainder of the right
division of f by g as f mod, g, where f,g € F,m[z;0,].

Special Cases

There are several notable instances where skew polynomial rings align with other well-
known polynomial rings:

e When the automorphism o is the identity, the derivation § becomes the zero
derivation (see (2.13)). This means that the skew polynomial ring Fym|[x; o, 0] is
equivalent to the ordinary polynomial ring Fym[z].

o If the derivation § is zero, the resulting ring Fym[z;0] is known as the twisted
polynomial ring (see [Gos96; Ros02]).

« For the Frobenius automorphism open(z) = 2 of F,m and a zero derivation 4,
the ring F,m[x; 0mop] is isomorphic to the linearized polynomial ring [Ore33a;
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Ore33b] denoted as L,m{z]. Note that in Chapter 4 we are going to revisit the
definition of linearized polynomials.

2.5.3 Generalized Operator Evaluation

The concept of generalized operator evaluation, as introduced in [Ler95], facilitates the

[F,-linearization of skew polynomial evaluation. This, in turn, establishes a connection

between the skew polynomial ring and the linearized polynomial ring [Ore33b; Ore33a].
Consider an Fym-automorphism o, a derivation ¢, and an element a € Fym. The

(0,8) operator DIO(b): Fyn — Fym is defined as

def

D7) = o(b)a+5(b) Vb€ Fym.

We denote this operator as D, (b) when o and 4 are understood from the context. For
an integer i > 0, we define D (b) = D, (D! (b)) and D°(b) = b.

Definition 2.7 (Generalized Operator Evaluation [Marl8]). For a skew polynomial
f € Fymlx;0,0], the generalized operator evaluation f(b), of f at an element b € Fym
with respect to the evaluation parameter a € Fym is defined as

FB)a = Y £DL ().

The generalized operator evaluation is an F -linear map. For any f € Fym[z;0, 6],
A1, Ay € Fy, and a, by, by € Fym, it holds that

FAb1 + Aabo)g = A f(b1)a + Aaf (b2),.

This result is shown in [Marl8, Lemma 23] and also discussed by [LL94].

For a vector b = [by,bs,...,b,] € [Fym, the generalized multipoint operator evaluation
of a skew polynomial f € Fym[z;0,d] with respect to an a € F,m is defined as

F()a = [F(b1)as f(02)ar - -, F(b)a].

As demonstrated by [Carl9], the minimal skew polynomial that evaluates to zero
for all elements in b with respect to the evaluation parameters in a is defined as

M (2)q = lelm (x - U(bi)‘“; 5(bi)> o (2.15)

The degree of M,*(x), satisfies

deg(M,P(x)q) < n.
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Equality holds if and only if the elements b; sharing the same evaluation parameter
a; are [F -linearly independent, and the a; belong to distinct, non-trivial conjugacy
classes. Additionally, all distinct evaluation parameters a; must each lie in a separate
conjugacy class. This is discussed in detail by [Carl9].

Example 2.1. Take the vectors b = [by, by, b3, by] € ]F;lm and a = [ay, ag, ag, a4) € Fém,
where ay = ag and ag = a4 are representatives from different conjugacy classes. Then,
deg(My"(x)a) = 4 if and only if by and by are F,-linearly independent, and by and by
are Fy-linearly independent.

Example 2.2. Consider the vectors b = [by, by, bs] € F2, and a = [ay, az, as] € Fi,.,
where ay, as, and asz are representatives from three distinct conjugacy classes. Then,
deg(M,"(x)a) = 3 if and only if by, by, and by are F,-linearly independent.

The generalized operator evaluation of a polynomial modulo a particular minimal
polynomial exhibits properties analogous to those of ordinary polynomials. We for-
malize this in the following lemma.

Lemma 2.1 ([BJR24]). For any f € Fym|[x;0,0], and vectors b = [by,...,b,] and
a=[ay,...,a,] € F}n, the following equality holds

f(bi)a, = f mod, MP(x)a(bs)a,, Vie{l,...,n}.

Proof. The proof leverages the Euclidean domain property of Fym[z;0,d]. We can
express f(x) uniquely as

f(@) = q(x) My®(2)a + (),
where ¢,7 € Fym[z;0,d] and deg(r) < deg(M,”(z)s). By definition
(#) = /(&) mod, MP(@)a.
Given that M, (x), vanishes for all (b;, a;) pairs, we have
f(0i)a, = 7(bi)a, = f mody MyP(2)a(bi)a,, Vie{l,...,n},

which concludes the proof. Il

2.5.4 Generalized Moore Matrix

With the notion of the generalized operator evaluation we can define the generalized
Moore matriz.

Definition 2.8 (Generalized Moore Matrix). Let @ = [#), x®, ... &®] € F2., with
x® e Fyin according to some length profile n = [ni,ng,...,ng € Zego- Further let
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a=[ay,as,...,a € Ff; and an integer z € Z>( be given. The generalized Moore

matric M.(x), is defined as

M. (z), < [ M.(2V) | M. () ‘ Mz(mw)w | e Fzm, (2.16)
where
:cgi)‘ )
M (.’B(l)) def Daz (ng)) ai(x&,)) Vi € {1 o g}
D(al) ... D (al))

Theorem 2.1 (Full Rank of Generalized Moore Matrix [Mar18, Theorem 14], [LL88a,
Theorem 4.5]). Let a include representatives from pairwise distinct nontrivial conju-

gacy classes of Fym, and let rkq (w(i)) =n; foralli € {1,...,0}. Then, the generalized
Moore matriz is of full rank, i.e.,

rkgm (M. (x),) = min{z,n}.

Moore Matrix

The Moore matrix [Moo96] is a special case of the generalized Moore matrix with the
following parameters:

Automorphism: o(x) = x? (Frobenius automorphism).

Derivation: § = 0,

Number of blocks: ¢ =1,

a=[L]€F,.,

Length profile: n = [n,] € Z1,,.

Given x € F, and an integer z € Zx, denote the i-th g-power by z”! where [i] Lt i,

Then the Moore matrix M, (x) € F;x" is

T T e Tn
A G
M. (x) =M.(x), = | . . R (2.17)
x[lz—l] ZL'[;_” I’LZ*H

According to Theorem 2.1, the Moore matrix is of full rank if and only if rk,(x) = n.
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Vandermonde Matrix

The Vandermonde matrix is another special case of the generalized Moore matrix with
the following parameters:

o Automorphism: o(z) = x (identity automorphism),

o Derivation: 6 = 0 (implied by o = Id),

Number of blocks: ¢ = n,

e v=1[1,1,...,1] € F,

Length profile: n = [1,1,...,1] € Z%,.

Then the Vandermonde matrix V,(x) € FZi" is

1 1 1
zM z®? o ™
Viz) Lo, (o), = | @) @) o @) | (2.18)
(x(l))z—l (x(2)')z—1 ($(n)>z—1
where & = [z, 2®) . 2] ¢ Fym -

According to Theorem 2.1, the Vandermonde matrix is of full rank if and only if the
elements of & are pairwise distinct and nonzero.

2.6 Codes in the Sum-Rank Metric

The sum-rank metric, introduced in [Marl8], is a metric that includes both the Ham-
ming and rank metrics as special cases, effectively blending the properties of these
two metrics. Initially referred to as the extended rank metric in 2010 for multi-shot
network coding [NU10], the sum-rank metric has since gained significant attention for
its applications in distributed storage [MK19b], network coding [MK19a], space-time
coding [SK20], and more recently, in code-based cryptography [PRR22; HBH23].

The sum-rank metric combines aspects of both the Hamming and rank metrics by
dividing a vector into several blocks and computing the rank of each block. The sum of
these ranks gives the sum-rank metric. If each block is a single column, the sum-rank
metric reduces to the Hamming metric, which counts the number of nonzero elements
in the vector. Conversely, if the entire vector is treated as a single block, the sum-rank
metric coincides with the rank metric, which measures the rank of the vector as a
matrix over its base field.

Numerous code constructions and efficient decoding algorithms have been developed
for the sum-rank metric [WSBZ11; WS12; WSS15; NPRV17; Mar18; MK19a; Bou20;
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Car19; BJPR21]. Furthermore, several key results on the fundamental properties of
sum-rank-metric codes have been established, including bounds on code parameters,
MacWilliams identities, and the Gilbert—Varshamov bound [BGR21]. Further prop-
erties and extended research on sum-rank-metric codes have been explored in other
studies, such as [OLW22; OPB21; CJB24].

In this section, we review fundamental definitions related to the sum-rank metric
and the associated codes. We will also introduce the most prominent class of linear
codes within the sum-rank metric, known as LRS codes.

2.6.1 The Sum-Rank Metric and its Properties
We consider vectors that are divided into blocks, such that
x = {w(l) lz@ | .| :B(Z)] S

where each block ) € Fyn has length n; € Zxo for i € {1,...,£}. We use the term
block length to denote the length of an individual block with respect to the sum-rank
metric. Note that in some literature, the term “block length” may refer to the length
of a block code. In this thesis, however, we use the term code length to refer to the
length of a block code and block length to refer to the length of an individual block
with respect to the sum-rank metric. The vector

def Y
n = [nl,ng,...,ng] € ZZO’

is referred to as the length profile and satisfies
¢
i=1

The sum-rank weight of a vector = [z | 2@ | ... | ()] € F. with respect to
the length profile n is defined as

¢
n def i
wiip(@) < 31k (20) (2.19)
i=1
where rkq(z®) = dim, ((xgi), . ,ngi))q) denotes the dimension of the F,-span of the
entries of ¥ which is equal to the F -rank of ext (az(i)) (see (2.3)).

The sum-rank distance between two vectors @,y € Fg. is then induced by the
sum-rank weight and defined as

n def n
A (x,y) < Wil (@ — y). (2.20)
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We denote Fym-linear codes considered with respect to the sum-rank metric and a

given length profile n as
CER["? ka dmin]-
As mentioned before, the sum-rank metric includes well-known metrics as special

cases:

o Hamming metric: When ¢ = n, this implies n, = 1 for all ¢ € {1,...,¢}, with
n=1[1,1...,1¢€ Z%,. In this case, each x € Fém, and the sum-rank metric
reduces to the Hamming metric (see (2.9) and (2.10)). Therefore,

wtrr (e) = wtiiy (e) = > rkq (27 |
=1

Here, tky(2™) is 1 if and only if () is a nonzero element, and 0 if () is zero,
since ext (az(i)) is a column vector over [F,.

« Rank metric: When ¢ = 1, the sum-rank metric corresponds to the rank
metric, with = [z)] € FZ,. and n = [n] € ZL,. Thus,

wip (€) = wti) (e) = rk, (:12(1)) :

In some parts of this thesis, we restrict ourselves to the case where each block has
a constant length n. This means that the length profile is given by

n={[nmn,...n €z,

and thus n = ¢n. In this context, we omit n in the notation and simply write wtyg(+)
and dsg(-, ), respectively. For notational convenience, we may switch between these
notations and assume a constant length for each block. Whenever we state an algo-
rithm using constant block length notation, we will provide a remark or note indicating
if the algorithm can be easily adapted for variable block lengths. It should be clear
from the context when we assume constant block lengths and when we consider vari-
able lengths.
The maximum rank of each block is defined as

i max{n;,m} Vie{l,... (}, (2.21)

and for the case of constant block length as

p min{n, m}. (2.22)

For a vector & = [z | ... | @] € F., we may be interested in the sequence of
rank weights of the individual blocks of .
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Definition 2.9 (Rank Profile). Let ¢ € Z be the number of blocks, and let the vector
x=[xM | ... |x¥] ¢ Fym be partitioned into blocks according to a length profile
n € Z*. For each block i € {1,...,0}, let u; denote its mazimum rank weight, as
defined in (2.21). The map

Y Fom = {0,y X {0, e} X x {0, g

is defined by
(@) > [tk(xD), .. rkq(z®)] . (2.23)

The image of ¥(x) is called the rank profile of x.

Additionally, we define the set of all possible rank profiles. For convenience, we
assume constant block length for some of the upcoming notations. However, extending
the results to variable block lengths is straightforward.

Definition 2.10 (Set of Rank Profiles). Let w € Z be an integer and { € 7 the number
of blocks, and p € Z the maximum rank weight of each block. Assume w < fu. We
define the set

¢
Tt o {[w1,w2,...,wg] c{0,...,u}": sz’ :w},
i=1

which contains all possible sequences of rank weights (rank profiles) of a vector con-
sisting of ¢ blocks and having a sum-rank weight of w L.

In [PRR22], an upper bound on the cardinality of the set 7y, has been derived as

(+w—1
< .
Tl < (507

The set of all vectors in Fj, of sum-rank weight wty r(e) = w is denoted by

5q7n,m7£(w) déf {6 € Fgm . WtZR(B) = UJ} (224)

The cardinality of this set is given by (see [PRR22])

l
|5q,n,m,f(w)| = Z HNMq (m, m, w;), (2.25)

WETw g, 1=1

'Rank profiles are closely related to the concept known in the literature as weak integer compositions,
where an integer is expressed as the sum of non-negative integers. In contrast to weak integer
compositions, rank profiles have the additional constraint that each part (rank weight) does not
exceed a fixed upper bound, which in our case is u.
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with a given rank profile w = [wy, ..., w]. The cardinality expression in (2.25) can be
efficiently computed using a dynamic programming approach, as described in [PRR22].

The term NM, (m,n, w;) represents the number of matrices of size m x 7 of rank
w; over the finite field F,. It can be calculated using the following formula [MS77,
Chapter 13][MMOO04]

wi—l (om _ oG\ (qh — g
NM, (m,n,w;) = (q qgi )_(qu r) (2.26)
hd

|
— e T
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|
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|
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where {Z} , with a > b > 0, is defined in (2.4).
q

2.6.2 Interleaved Sum-Rank-Metric Codes

The definition of vertically interleaved codes in the sum-rank metric is straightfor-
ward and follows the same principle as in Definition 2.4. We denote such a code as
ICER[S; n, k? dmin]-

Each codeword C' € ZCxg[s; n, k, dmn| can be written as

ci’' e | g
C=| | |- |efn
cMc? .. |c¥
or equivalently as
C — [C’(l) c?| ... C(f)] :
where .
ct?
o)

for all : € {1,...,(}.
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2.6.3 Channel Models

Consider a Cxg[n, k] linear sum-rank-metric code. Throughout this thesis, we mostly
(if not specified otherwise) consider additive error channels of the form

y=ct+e €Fn,
where ¢ € Cxp and e € Fy,. is an error vector with sum-rank weight thl]%(e) = w.

The following theorem establishes the connection between the error vector e and
the row and column spaces of its blocks.

Theorem 2.2 (Error Decomposition in the Sum-Rank Metric [MP74, Theorem 1],
[PRR22, Lemma 10]). Let the error vector e = [e) | e® | ... | e®] € Fo. be
partitioned into blocks with respect to the length profile n = [ny,...,n € Z%,. The
error vector e can be decomposed, though not necessarily uniquely, as -

e=a- B, (2.27)
where a = [aW | ... | a9] with a') € Fy, and
B = diag(B",...,BY) e F*", (2.28)

with BY) e Fe™ satisfying rkq(a'”) = rkqy(BW) = w; for all i € {1,...,0}, and
w = Zle w;. The rank profile is given by

w =YP(e) = [wy,ws, ..., w.

For eachi € {1,...,(}, the entries of a® form a basis over F, of the Fy-column space
of €, and the rows of BY form a basis over F, of its Fy-row space.

In the interleaved case with interleaving order s, we extend from vectors to matrices
by considering the additive sum-rank channel

Y=-=C+FE ¢ IE‘ZWX@", (2.29)
where the error matrix F is structured as
E=[EV |E?|. . |EY] eFm.

Here, each block E® € Fii™ has rank rky(E") = w; for all i € {1,...,¢}. The

overall sum-rank weight of the matrix E is wt(E"]%(E) =w=Y¢ w.

This matrix E can be decomposed similarly to the vector case, as follows

E=A-B, (2.30)
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2.6 Codes in the Sum-Rank Metric

where A = {A(l) | AG) || A(f)] € F:i* is a matrix with AW € F;x"" satisfying
rk,(A®) = w;. The matrix B has the same block-diagonal matrix structure as B
defined in (2.28).

Similarly to (2.21) and (2.22) for the non-interleaved case, we define u(®) as the
maximum possible F,-rank of each block of the error matrix. It is given by

e min{n;,sm} Vie{1,...,(}, (2.31)
and for constant block lengths, this becomes

pe) min{n, sm}. (2.32)

2.6.4 Row and Column Support in the Sum-Rank Metric

In this subsection, we define the row and column support in the sum-rank metric.
We provide the definition for the interleaved case, where the error is represented by a
matrix E € Foi". The non-interleaved case follows naturally when s = 1.

Before introducing the sum-rank support, we first define the notion of support with
respect to the rank metric for interleaved codes.

Definition 2.11 (Rank Support in the Interleaved Setting). Let E € F;x" be a matriz,
the row and column rank supports of E are defined as follows:

e Row Rank Support: The row rank support of E is defined as
suppy” (E) = Ry(E).

e Column Rank Support: The column rank support of E is defined as
supps (E) & C,(E).

Using the rank support defined above, we now define the row and column support
in the sum-rank metric for interleaved codes.

Definition 2.12 (Sum-Rank Support in the Interleaved Setting). Let E € F35X" be a
matrix and s be the interleaving order. The sum-rank row and column supports are
defined as the Cartesian product of the row and column rank supports of each block:

e Sum-Rank Row Support: The sum-rank row support is given by

supp(EFg(E) def suppg%R)(El) X suppg%R)(Eg) X oo X suppg%R)(Eg) (2.33)
=Ry(E1) X Ry(Es) X -+ X Ry(Ey).
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e Sum-Rank Column Support: The sum-rank column support is given by
supp{ip(E) < suppj; (Ey) x suppy;(Ep) x -+~ x suppy; (Ey)  (2.34)
= Cq(El) X Cq(Eg) X e X Cq(Eg) .

The second equality for both the sum-rank row and column supports follows directly
from Theorem 2.2. For s = 1, these definitions reduce to the non-interleaved case for
a vector e € F....

Assume &€ to be either a row or column support. We denote by dimy(E) the sum
dimension ,
dimy(€£) & 3" dim(ED).
i=1

The intersection of two supports £; and &, is defined as

ENEM

EWVAEW x o x g0 gl
Given two supports &€; and £y, we say that €, is a super-support of €1, denoted by
E1CEy it Y CEY forallie {1,...,¢}. Conversely, € is a sub-support of €.
For a given length profile n = [ny,ns, ..., ny|, we define the notation

FP S ™ < B2 oo x B (2.35)

2.6.5 Linearized Reed-Solomon Codes

LRS codes [LK05; Marl8; Carl9] represent a special class of linear sum-rank-metric
codes that satisfy the maximum sum-rank distance (MSRD) property. In other words,
they attain the maximum possible minimum distance according to the Singleton-like
bound in the sum-rank metric.

The fundamental properties and concepts of LRS codes are extensively explored in
the literature. For a comprehensive overview, refer to [MSK22].

In the following, we define LRS codes as evaluation codes of degree-restricted skew
polynomials and present their generator matrices.

Definition 2.13 (Linearized Reed-Solomon Code). Let & = [&1,&a,. .., &) € Fon be
a vector containing representatives from different conjugacy classes of Fym, and let a
length profile v = [ny,na, ..., ng € Z5, be given. For eachi € {1,...,¢}, let the vector
B = [ﬂfi), . ,5,(1?] € Fyn consist of Fy-linearly independent elements from Fgm, and
consider the vector 8 = [BW | &) | ... | BY] € F..

Let the following conditions hold

(<q—1 and m>n; Vie{l,... (}.
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2.6 Codes in the Sum-Rank Metric

A LRS code of length n = Y*_, n; and dimension k is defined as
LRS[B. & i K] = {[F(BD)e, | -+ | F(BD)e ]+ f € Fynlr:0,0)ck} C Fip.

With respect to the length profile n, each codeword ¢ € LRS[S, &, ¢;n, k| is struc-
tured as

c= {c(l) 1c® | .. c(z)} ,
where ¢V = f(BW),, € Fyin for all i € {1,...,(}.

Another way to describe an LRSS, &, ¢;n, k| code is through its generator matrix,
given by the generalized Moore matrix (see Definition 2.8)

Girs = M (B),-

LRS codes achieve the Singleton-like bound in the sum-rank metric (see [Marl8,

Proposition 34]) with equality, meaning the minimum sum-rank distance equals n —
kE+1.

Efficient (polynomial-time) algorithms exist [Marl8; Carl9; Bou20| that enable
BMD decoding of errors with sum-rank weight w up to

and 7 is implicitly defined by B € Fin for i € {1,...,(}.

2.6.6 Interleaved Linearized—Reed Solomon Codes

Motivated by the results on IRS codes [KLI7; KY98] and Gabidulin codes [Loi06] we
define ILRS [HB23] as follows.

Definition 2.14 (ILRS Code). Let & = [&1,&, ..., &) € Fon be a vector containing
representatives from different conjugacy classes of Fgm. Further let a length profile

n = [ny,na,...,ng € Z, be given and let the vectors B = [Bfi),...,ﬁ,(l?] € Fra
contain F-linearly independent elements from Fym for all i € {1,...,0}. Consider
the vector B = [BW | BP | ... | BY] € F. Assume { < q—1 and m > n; for all

ie{l,...,0}. Let LRS[B,&,l;n, k| be the constituent LRS code. The corresponding
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s-interleaved LRS code is defined as

C
ILRS[B, &, 0, 5;m,k] < { | © | - ¢; € LRS[B, &, £;m, k] p C F2xm,

Cs

The minimum distance of ILRS|B,&, ¢, s;n, k] is dpin =n — k + 1.

Based on Definition 2.14 and Definition 2.13, we can characterize the structure of
codewords in ILRS[3, &, ¢, s;n, k|. Each codeword C' in this code can be expressed as

c=[cV|c?|. . . |cY], (2.36)
where ® ‘
C{> fl(B?‘i)&
i def CZ’L JCQ(IBZ )gz SXM;
C() = : = . € Fq;; )
for all i € {1,...,¢}. Define the vector f that contains all message polynomials as

I «© [f1s foseoos fs] € Bgm[x;0,0]%,.

We use the shorthand notation for the codeword matrix evaluated at the corresponding
message polynomials, as in (2.36) as

C(HE[CO) 1 CO(f)]...| CO(f)] € ILRS[B,E, L, 55, k).

2.7 Remark on the Notation of Complexity

In this thesis, we use the big-O notation, also known as Bachmann-Landau nota-
tion [Knu82] and denoted as O(-), to describe the asymptotic runtime of algorithms.
Additionally, we use the soft-O notation O(-), where f(n) € O(g(n)) if there exists

a k such that f(n) € O(g(n) log" g(n)) This notation is coincides with the big-O
notation but ignores logarithmic factors.

For computational complexity regarding skew polynomials, we focus on those with
zero derivations, as explicit results are available in the literature. The isomorphism
between F,m[x; 0, 0] and Fym[z; o] (see Section 2.5.2 and [Liul6; Marl8]) allows us to
derive complexity bounds even for nonzero derivations.

We denote by p(n) the cost of multiplying two skew polynomials from Fym|[z; o] of
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degree n. The currently best known cost bounds for p(n) are
p(n) € O(nmin{%l’l‘ﬁ%}),
operations in F,m (see [PW18]), and
p(n) € 6(min{n4_2m2, nmc_l}),

operations in F, (see [CL17b; CL17a]). Here, ¢ denotes the matrix multiplication
exponent, defined as the infimum of values (5 € [2,3] for which an algorithm exists
to multiply n x n matrices over Fm in O(n%®) operations. The best-known bound is

currently ¢ < 2.37286 (see [AW21]).
_ Notably, the following skew polynomial operations in Fym [; 0] can be performed in

O(p(n)):
o Left/right division of two skew polynomials of degree at most n,

o Generalized operator / remainder evaluation of a skew polynomial of degree at
most n at n elements from Fym,

« Computation of the minimal polynomials Mg"(x), for |[B] < n w.r.t. the re-
mainder and generalized operator evaluation, respectively,

« Computation of the lclm (see [CL17a, Theorem 3.2.7]).

While these notations provide asymptotic approximations and omit constant factors,
they are useful for estimating performance with large input sizes. In some parts of the
thesis, we evaluate or plot complexities using these notations. For finite input sizes, we
emphasize that these values are approximations, as the exact complexities depend on
the specific implementation details of the algorithms and the underlying hardware.
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Efficient Decoding of Interleaved
Linearized Reed—Solomon Codes

In code-based cryptography, decryption typically involves a decoding step where the
error introduced in encryption is corrected to retrieve the original message. To enable
efficient error-correction algorithms that support the decryption processes in potential
code-based cryptosystems built on sum-rank-metric codes, we focus on the decoding
of ILRS codes. As discussed in Chapter 1 interleaved structures, such as ILRS codes,
offer a promising approach to improve key sizes by extending the decoding radius.

In this chapter, we revisit key decoding concepts for ILRS codes in Section 3.1. We
then provide an overview of weak Popov forms and Grobner bases in Section 3.2. Next,
in Section 3.3, we explore the skew Kotter—Nielsen-Hgholdt interpolation over skew
polynomial rings and the corresponding algorithm for solving the interpolation step in
interpolation-based decoding. In Section 3.4, we introduce an optimized version of this
algorithm that matches the best-known asymptotic complexity while eliminating the
need for pre-processing and specific requirements on the interpolation points. Finally,
in Section 3.5, we summarize, provide further discussion, and outline future research
directions.

The content presented in the first parts of the chapter serves primarily as a re-
view of well-established decoding concepts for ILRS codes. Section 3.4 is based on
prior works, including [BJPR21] and [BJR24], both of which the author of this dis-
sertation co-authored. In these works, the author contributed to discussions and the
overall development of these papers. Furthermore, Section 3.5 is largely based on
[BJR24], published in Designs, Codes and Cryptography in 2023 and the conference
version [BJR22|. Specifically, the author made significant contributions to the results
shown in Section 3.4.2, which is about precomputing methods for the Skew Kotter—
Nielsen—Hgholdt interpolation algorithm.
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3.1 Known Decoding Approaches

In this section, we provide a brief and comprehensive overview of three prominent
decoding approaches for (interleaved) LRS codes: syndrome-based decoding (non-
interleaved) LRS codes [HBP22], the Loidreau—Overbeck decoding method for ILRS
codes [Loi06] and interpolation-based decoding [BP22] for ILRS codes.

3.1.1 Syndrome-Based Decoding

Syndrome-based decoding is a common method for error correction using linear codes,
including RS codes [Mas69; Gao03], Gabidulin codes [Gab85; Rot91; PT91; Gab92;
RP04b] and also LRS codes [HBP22].

Syndrome decoding can also be extended to interleaved versions of these code fam-
ilies. For example, interleaved Gabidulin codes are addressed in [SB10], and for ILRS
codes, syndrome decoding has been considered in the non-interleaved case [HBP22],
with potential extensions to interleaved codes!.

The general process involves three main steps:

e Syndrome calculation: The syndrome is computed by multiplying the re-
ceived word y € F7,, with the transpose of the parity-check matrix H € Fgﬁ_k)xn

s:y-HT:e-HTEIFéTn_k).

A zero syndrome indicates no errors, while a non-zero syndrome provides infor-
mation about the error pattern.

e Solving the key equation: The next step is to solve a key equation that
relates the syndrome to the error. For both RS and Gabidulin codes, this step
involves solving a system of linear equations. Specialized algorithms, like the
Berlekamp—Massey algorithm for RS codes and similar techniques for Gabidulin
codes, can solve this system more efficiently [MS77; Gab85].

o Finding the error locations and values: Once the key equation is solved,
the error locations and values are determined. In Gabidulin codes, this step can
be more challenging than in RS codes [Wacl6]. The error locations correspond
to the roots of the error locator polynomial, and the error values are derived
from the syndrome and the error positions.

In [HBP22], syndrome decoding of LRS codes is considered for the non-interleaved case. The au-
thors hint at the possibility of extending error-erasure decoding to interleaved LRS codes and
discuss future work on the implications of errors and erasures in the skew metric, which is iso-
morphic to the sum-rank metric.
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In Chapter 4, we revisit syndrome decoding in the context of the rank metric,
particularly for space-symmetric errors. Additionally, for the sum-rank metric, syn-
drome decoding has been applied for efficient error-and-erasure decoding, as outlined
in [HBP22|. For further details on syndrome decoding in the sum-rank metric, we
refer the reader to this work.

3.1.2 The Loidreau—Overbeck Decoder

In [Loi06], Loidreau and Overbeck introduced a unique decoding method for inter-
leaved Gabidulin codes. This subsection examines an adaptation of their approach for
ILRS codes in the sum-rank metric, as presented in [BP22|. This algorithm enables
decoding of interleaved codes beyond the unique decoding radius of the underlying
constituent code, at the cost of a nonzero probability of decoding failure. However,
the probability of successful decoding in general remains high. Specifically, the decoder
can correct errors with sum-rank weight w up to

w§7—£7

where

def S
= — k). 1
Tr P (n ) (3.1)

A connection between this decoder and the Metzner-Kapturowski-like decoder will
be established in Chapter 5.

Assume a codeword C' € ILRS|[S, &, ¢, s;n, k] of an s-interleaved ILRS code is trans-
mitted over a sum-rank error channel, resulting in the corrupted matrix

Y =C+E,

where wt\")(E) = w.

The received matrix Y and the error matrix F are defined as follows

U €1

y2 X 62 X
Y=| | € IFZ” and E=| | € FZ”,

Ys €s

with each row e; € Fy,, fori € {1,...,s}.
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To proceed with the decoding algorithm, we construct a matrix L as

_mn—w—l(ﬁ)g |
mn—w—k(’yl)g

L déf mnfwfk(yQ)é S Féﬁn—wflJrs(nfkfw))Xn (32)
_gﬁn—w—k<y8)§_

from the received matrix Y and the codeword parameters 8 and £. Observe that
_&nnfwfl (B)g 1
mnfwfk<el)£
qu (L) = qu mn_w_k<62)£

_Sﬁn—w—k(QS)g_

If rkym (L) = n — 1, then the F m-dimension of the kernel of L is 1, and there exists
a nonzero vector v € ker (L)qu \ {0} C ..

Partition this vector v into blocks

v = {v(l) |v@ | v(’f)} :

with v® € Fyfi, for each i € {1,...,(}.

It can be shown that th"}%(v) = w (see [BP22]), and thus rk, (’u(i)) = w; for all
ied{l,..., 0}

For each v®, find a transformation matrix T € F7:%" such that the n; — w;

leftmost entries of vWT® are zero
9 =vWT =10,...,0,01,0s,...,70,] € Fa,

for all i € {1,...,¢}.
. N—T
This implies that the rightmost columns of the matrix E® (T(l)) are zero. As

. \N-T
a consequence, the rightmost columns of Y (T(Z)> correspond to non-corrupted
positions. Therefore, the transmitted codeword can be reconstructed by (column)
erasure decoding on the n — w positions of

Y - diag (T<1>, T, ... ,T“)) .

These positions are formed by the n; — w; rightmost positions of each block with
i € {1,...,£}. The reconstruction can be achieved, for example, using Lagrange
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interpolation [BP22].
The success of this decoder depends on the probability that the matrix L, as defined
in (3.2), has F,m-rank equal to n — 1. By Theorem 2.1, we know that

rkqm (Dﬁn_w_1<,8>£) =n—-—w-—1,

so the probability of decoding success reduces to the probability that the matrix

9jtn—w—k(el)g

~ Dﬁnfwfk(GZ)

i | | e (3.3)
9J/tnfwflc(es)g

has F m-rank equal to w. This probability is bounded as follows [BP22]
Pr [success| = Pr [I‘kqm (i,) = w} >1— 7§+1q7m((5+1)(71:*w)+1)7

with 7, as in (3.1) and ~, as in (2.5).

3.1.3 Interpolation-Based Decoding of Interleaved LRS Codes

Interpolation-based decoding is a powerful decoding approach for interleaved algebraic
codes such as IRS codes in the Hamming metric, interleaved Gabidulin codes in the
rank metric and ILRS in the sum-rank metric. This method relies on constructing
a multivariate polynomial that interpolates through points derived from the received
codeword, followed by finding suitable roots of the polynomial that give rise to the
transmitted message. The interpolation-based decoding procedure for ILRS codes can
be summarized in two key steps:

1. Interpolation: Construct a multivariate skew polynomial Q(z,y,...,ys) with
a specific degree constraint, of the form

Q(x7y1> s 7y8) = QO(x) + Ql(x)yl +ot Q5<x>y87
where Q;(z) € Fym[z;0,6] for all i € {0,...,s}. This polynomial must vanish

at a set of interpolation points derived from the code locators and the received
matrix Y.

2. Root-Finding: Determine all degree restricted skew polynomials f1, ..., fs with
fi € Fym[z;0,6] for all i € {1,..., s}, that satisfy the equation

Qo() + Qu(x) fi(2) + - -+ + Qs(x) fs(x) = 0. (3.4)
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Definition 3.1 (Generalized Operator Vector Evaluation Map). Given an interpola-
tion point set

P = {[pi,Oapi,la cee api,s] . Z € {L s 7”}} g szlv
a vector Q = [Qo, Q1, - . ., Qs] € Fym[z;0,°™, and a vector a = [ay, as, ..., a,] € Frm
containing the generalized operator evaluation parameters, we define the generalized
vector evaluation map &7 : Fym[z;0,0)°tt — Fym as

EP(Q)a, €S Q(pij)a; Vie{l,...,n}. (3.5)
=0

Note that fori € {1,...,n} the evaluation map &7 (Q)a; depends on [pio,pit,---,Dis)
but for simplicity of notation we omit this dependency and always assume that an
evaluation map is defined with respect to some interpolation point set P.

Consider now an ILRSI[S, &, ¢, s; n, k] code with vectors & = [£1,&s,...,&] € Fgm and
B=[BW|BP|...| BY] € Fr. transmitted over an additive channel as in (2.29).
The interpolation point set is given as

P = {[51'71/1,1, s 7ys,i] NS {]-7 s 7n}} C FZ$17

where y;; for j € {1,...,s} and i € {1,...,n} are the entries of the received matrix
Y. We define the vector a as follows

a=[a"|a®|.. |a"] €F., (3.6)
where for each i € {1,...,/¢}, we have
—_———
n; times
Given a vector Q = [Qo, Q1, - .. ,QS] g3 0,0t of skew polynomials and a
weighting vector w = [wo,wa, ..., ws| € Z >0 , we define the w-weighted degree of Q as

def
dog,(Q) ™ max {deg(@,) + ;).
With the notion of the generalized operator vector evaluation map established, we
are now equipped to define the interpolation problem for ILRS codes.

Problem 3.1 (Vector Interpolation Problem). Given the interleaving order s € Z>y,
a degree constraint D c Z>,, a set of Fym-linear vector evaluation maps, i.e.
EP = {&7 ie{l,...,n}} as defined in (3.5), a vector a = [ay,ay,...,a,] € Fpln
as defined in (3.6) and a vector w = [0,k — 1,...,k — 1] € ZL', compute a vector
Q € Fynz; 0,0t that satisfies: -
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. EP(Q)y, =0, Vie{1,. .. .0},

o deg,(Q) < D.

A nonzero solution of Problem 3.1 exists if the degree constraint satisfies [BP22]

D {njts(k—l)%—l-“

s+1

If the sum-rank weight of the error, w = wt(E"]%(E), satisfies

w< 2 l(n—k:—i-l),

S

then, according to [BJR24, Theorem 2], a basis for a list £ of candidate solutions of
size
‘L’ < qu(sfl)’

can be found in polynomial time. This list £ consists of all solutions to the root-finding
problem, that means all polynomials

fla"')fs € qu[$;0]<k,

that satisfy (3.4). The list £ also contains all possible message polynomial vectors
f € Fym[z;0,6]%, corresponding to codewords C' € ILRS[B, &, ¢, s; n, k| that satisfy

i —(n—k+1).

The root-finding problem can be solved efficiently using the minimal approximant basis
methods described in [BJPR19; BJPR21], requiring at most

O(s%p(n)),

operations in Fym.

3.2 Weak Popov and Grobner Bases

For vectors a,b € Fym|x;0,0]", we define the element-wise right modulo operation as

a mod, b % [a; mod, by, as mod, bs, . . ., a, mod, by].

Similarly, we define the element-wise lclm for a,b € Fym|[x;0,d]" as

lelm (a, b) & [lelm (aq, by) |, lelm (ag, bs) , . . ., lclm (@, by)] -
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Furthermore, we introduce a w-weighted monomial ordering <, on F m|x;0,d]".
For b;, by € Fym \ {0}, we have

bz-xiej <w bi/ZL‘ilej/, (37)

if either ¢ + w; < ' + wj, or i +w; = ¢ + wy and j < j', where e; denotes the
j-th unit vector over F m[x;0,6]. This definition of <, aligns with the w-weighted
term-over-position (TOP) ordering as described in [AL94].

Consider a nonzero vector @ € Fym[z;0,d]" of skew polynomials and a weighting
vector w = [wy,...,w,] € Z%,. We define the w-pivot index Ind,(a) of a as the
largest index j, where 1 < j < n, satisfying

deg(a;) + w; = deg,,(a).

For any nonzero vector a € F,m[z;0,6]", we define its leading term LT (a) as the
maximal term a; ;27 under the <, ordering. In this case, j corresponds to the w-pivot
index of a.

A matrix A € Fym[z; 0, with a < b is said to be in (row) w-ordered weak Popov
form if the w-pivot indices of its rows form a strictly increasing sequence with respect
to the row index [MS03].

A module over a ring, such as a F m [x; 0, 0]-module, is a generalization of the concept
of a vector space, where scalars are elements of a ring instead of a field.

Since Fym|[x; 0, d] is not commutative, we distinguish between left and right modules.

Definition 3.2 (Left Module). A left Fym[x; 0, §]-module M is an abelian group under
addition with a scalar multiplication Fym|[x;0,] x M — M satisfying:

1. w(a+b) =ua+ub for allu € Fym[z;0,0] and a,b € M,
2. (u+v)a =ua+wva for all u,v € Fymlx;0,0] and a € M,
3. (w)a = u(va) for all u,v € Fym|[x;0,0] and a € M.

A right Fym[2; 0, §]-module is similarly defined, but the scalar multiplication is from
the right, i.e., elements of the module are multiplied by elements of Fym[z; o, ] from
the right.

A free Fym[z; 0, 6]-module is a module that has a basis, a set of Fym[z; 0, d]-linearly
independent elements that span the module. The rank of this module is the number
of elements in its basis.

We now consider specific bases for left F m[x; o, 6]-modules.

Definition 3.3 (w-Ordered Weak Popov Basis [BJPR21]). Let M be a left Fym[z; 0, d]-
submodule of Fym|x;0,6]°. For w € 7%, a left w-ordered weak Popov basis for M is
a full-rank matriz A € Fym|x;0,8]%*" satisfying:
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3.2 Weak Popov and Grébner Bases

1. A is in w-ordered weak Popov form,

2. The rows of A form a basis of M.

We now explore the relationship between w-ordered weak Popov bases and Grob-
ner bases with respect to <, for left Fym[z;0,]-submodules. This connection is
well-established for ordinary commutative polynomial rings (see, e.g., [Fit95; Ale02;
KRTO07; Niel3; Neil6]). For skew polynomial rings, this relationship was derived
in [Mid12, Chapter 6] and applied in [BJPR21].

For a concise introduction to Grobner bases, readers are referred to [Stu05], while
a comprehensive study can be found in [CLO92].

Let hq, ho, ..., hy be elements of a left module. The span of these elements, denoted
by (hi, ha, ..., hy), is defined as

k
(hi,hoy ... hg) = {Zrihi : 1 € Fym[z; 0,5]}.
i=1

Definition 3.4 (Grobner Basis [CLO92]). Let M be a left Fym[z; 0, 0]-submodule. A
subset B = {by,by,...,b,} C M is a Grobner basis for M under <, if the leading
terms of B generate a left module containing all leading terms in M, i.e., if

(LT(b1), LT(b2), - - -, LT(by)) = (LT(M)),

where LT(M) is the set of all leading terms of elements in M, determined by the
order <, applied to the polynomial entries of the module vectors.

A Grébner basis for an Fym[z; 0, §]-submodule M does not necessarily form a mini-
mal generating set for M, since any larger set within M that includes a Grébner basis
will also qualify as a Grobner basis (see [CLO92; Stu05]). The following definition
introduces a minimality condition on the size of Grobner bases for an Fym|x; 0, d]-
submodule with respect to the order <.

Definition 3.5 (Minimal Grébner Basis [CLO92|). For a given monomial ordering
<w, @ Grobner basis B for a left Fym|[x; 0, §]-submodule M is minimal if for all p € B,
the leading term LT(p) is not in the module (LT(B\ {p})).

A minimal Grébner basis B with respect to <, is referred to as a reduced Grébner
basis if its leading terms are normalized, and no monomial of any element p € B is
contained within (LT(B\ {p})).

Theorem 6.29 in [Mid12] illustrates the relationship between the stronger w-ordered
Popov form and the corresponding reduced Grobner basis with respect to <. This
reasoning can also be applied to establish a connection between the w-ordered weak
Popov form and the minimal Groébner basis for <.

For any given module monomial order < and a basis B C Fym[z; 0, §]" of a submodule
M, there is an efficient approach to find a weight vector w and a column permutation
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3 Efficient Decoding of Interleaved Linearized Reed—Solomon Codes

P such that the weak Popov form under <, of P(M) corresponds to the P-permuted
minimal Grobner basis of M with respect to < (see [Neil6, Chapter 1.3.4]).

3.3 Skew Kotter—Nielsen—Hghold Interpolation over
Skew Polynomial Rings

We now consider the skew Kotter—Nielsen-Hgholdt (KNH) interpolation introduced
by Liu et al. [LMK14], which extends the KNH interpolation concept from ordinary
polynomial rings [WMWO05] to the skew polynomial domain. Notably, when the auto-
morphism o is the Frobenius automorphism and the derivation ¢ is zero, Fym[z; 0, 0]
becomes isomorphic to the ring of linearized polynomials. Consequently, the KNH
variant for linearized polynomial rings proposed by Xie et al. [XYS11] can be consid-
ered a specific instance of the more general approach presented in [LMK14].

In this section, we consider the general case of the interpolation algorithm, which
works for any evaluation map. Later, we will apply this to ILRS codes using the
evaluation maps defined in Definition 3.1.

As input to our problem, we consider n many Fgn-linear skew vector evaluation
maps? &, i.e.

& Fymlz; 0,015 — Fym, (3.8)

where i € {1,...,n}. Here, n represents the number of interpolation constraints,
which will later coincide with the codeword length in the context of ILRS codes. The
parameter s is an interpolation parameter and later coincides with the interleaving

order of ILRS codes.
For each skew vector evaluation map &; we define the kernels

Ki ¥ {Q e Fpmlr:0,01° " : £(Q) =0}, Vie{l,... ,n}

Fori € {1,...,n} the intersection K; def K1 N KsN...N K; contains all vectors from
F,m[z;0,8]°T that are mapped to zero under &1, &, ..., &, i.e.

Ki={Q € Fyn[z;0,0]°t" : £(Q) =0,Vj € {1,...,i}}.

Assuming that each K; (for all i € {1,...,n}) is a left Fym[z;0,d]-submodule
(see [LMK14]), we can state the general skew polynomial vector interpolation problem.

2Previous works like [WMWO05; LMK14; XYS11] use linear functionals for each interpolation point.
Our approach defines evaluation maps on skew polynomial vectors, which is equivalent when
Fym[x;0,0]5t! is viewed as an Fym-vector space.
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3.3 Skew Kotter—Nielsen—Hghold Interpolation over Skew Polynomial Rings

Problem 3.2 (General Vector Interpolation Problem). Given the integer s € Zsq, a
tuple of Fym-linear vector evaluation maps € = (&1,...,8,) and a vector w € ZSZJBI,
compute a w-ordered weak-Popov Basis for the left Fym[z; 0, §]-module

Ko ={b € Fyn[r;0,0""" : &(b) =0,Vi € {1,....n}}.

To solve Problem 3.2, we can use a modified version of the multivariate skew KNH
interpolation algorithm from [LMK14]. The main adjustment lies in the output: rather
than returning a single minimal polynomial vector, we adapt [LMK14, Algorithm 1]
to return a w-ordered weak Popov basis for the entire interpolation module K,,. This
method resembles the approach employed in [Barl7] for linearized polynomial rings.

The modified multivariate skew KNH interpolation is summarized in Algorithm 1.

Algorithm 1: Modified Skew KNH Interpolation
Input : A tuple (&1, ...,&,) of vector evaluation maps
A weighting vector w = [wy, ws, ..., ws11] € Z?Bl

Output : A w-ordered weak-Popov Basis B € Fyn[z; 0, 6]¢+HD*E+D for I,
1 Initialize: B = I,; € Fym[z;0,0] (s+1)x(s+1)

2 fori+ 1tondo

for j < 1tos+1do
4 | A Ei(by)
5 | T« {i:4;#0}
6 if 7 # () then
7 J* = minje s{arg minje 7 {deg, (b;)}}
8 b* + bj*
9 for j € J do
10 if 7 = 7" then
11 L bj — <l‘ — 6@) b /* degree-increasing step */
g
12 else
13 t bj — bj - %b* /* cross-evaluation step */
Y

14 return B

Note that
i in{d b,
min{arg min{deg,(b;)}},
in Line 7 returns the smallest index 7 € J to break ties, i.e. the index j of the minimal
vector b; w.r.t. <, for which A; £ 0 (see (3.7)).

23



3 Efficient Decoding of Interleaved Linearized Reed—Solomon Codes

In each iteration of Algorithm 1 (and so [LMK14, Algorithm 1]) there are three
possible update steps:

1. No update: The vector b; is not updated if b; is in the kernel K; already, i.e.
it A; = &;(b;) =0.

2. Cross-evaluation (or order-preserving [LMK14]) update: For any b; that is
not minimal w.r.t. <, (i.e. j # j*) the cross-evaluation update (Line 13) is
performed such that

& (b 320 =) -
J

Note that the (w-weighted) degree of b; is not increased by this update.

3. Degree-increasing (or order-increasing [LMK14]) update: For the minimal

vector bj- C p wort. < the degree-increasing update (Line 11) is performed

such that
&i(xb*)\ L\ o Gilab) oL
(f((x— A, >b>—<5%(xb)— £p ) =0

The (w-weighted) degree of b* is increased by one in this case.

Define the sets
def s+1 ;
Sj = {Q c qu [ac; o, (5] : IHdw(Q) = J} U {0}7

and
X j “KiN S
for all ¢ € {1,...,n} and j € {1,...,s + 1}. Note that S; N S; = {0} for all
1<,/ <s+1
The following result from [LMK14] is fundamental for proving the correctness of
Algorithm 1.

Theorem 3.1 ([LMK14, Theorem 5]). Assume that K; are left Fym|z; 0, 6]-submodules
for alli € {1,...,n}. Then after each iteration i of Algorithm 1, the updated b; is a
minimum w.r.t. <, in X; =K;NS; forall j € {1,...,s+1}.

In other words, after the i-th iteration each b; has Ind,(b) = j and the minimal
w-weighted degree among all vectors in X; ;. Therefore, after the i-th iteration, the
matrix B is a w-ordered weak Popov basis for ;.

Lemma 3.1 (Correctness of Algorithm 1). Algorithm 1 is correct and provides a
solution to the general vector interpolation problem in Problem 3.2.
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3.3 Skew Kotter—Nielsen—Hghold Interpolation over Skew Polynomial Rings

Proof. The update steps of Algorithm 1 and [LMK14, Algorithm 1] are equivalent and
therefore we have by [LMK14, Theorem 5] that after the i-th iteration each b; € K.
We now show that after the i-th iteration of Algorithm 1 the matrix B is a w-ordered
weak Popov basis for ;. By Theorem 3.1 ([LMK14, Theorem 5]) each b; has the
minimal w-weighted degree among all polynomials in &j ;, which implies that the w-
pivot indices of by, ..., bs are increasing and distinct. Now assume that there exists a
vector p € K; that can not be represented by a F,m[z; 0, d]-linear combination of the
form

p= Z ajbj’
§=0

for some a; € Fym[z;0,0]. Then we must have that p can be written as
S
p=r + Z Cljbj,
=0

where deg,,(r) < min;{deg,,(b;)}. This contradicts that b; is a minimum w.r.t. <,
in A; ; since Ind,,(r) € {0,...,s}. Therefore we conclude that after the i-th iteration
B is a w-ordered weak Popov basis for K;. ]

Proposition 3.1 (Computational Complexity of Algorithm 1). The complexity of
Algorithm 1 is dominated by the complexity of:

o O(sn) evaluation maps &; applied to a vector from F mx; 0, (5]55;1,

o n multiplications involving a monic degree-1 skew polynomial and a vector from
Fm[z;0,0] 5511 (degree-increasing step),

« O(sn) multiplications of an element from Fym with a vector from Fym[z; 0, 5]‘;21

(cross-evaluation step).
Proof. In each of the n iterations we have:

« s+ 2 evaluation maps & applied to a vector from Fym[z;0,6]%! (Line 4),

« one product of a skew polynomial of degree 1 with a vector from Fym[z; 0, d] ‘;Ll

(degree-increasing step in Line 11),

« s multiplications of an element from Fy» with a vector from Fym[z; o, 6] (cross-

evaluation step in Line 13),

+ s+ 1 inversions/divisions in Fym.
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3 Efficient Decoding of Interleaved Linearized Reed—Solomon Codes

3.4 Fast Skew Kotter—Nielsen—Hghold Interpolation

In [Niel4], a fast divide-and-conquer (D&C) variant of the Kotter interpolation was
introduced for the Guruswami-Sudan decoder of Reed—Solomon codes. We extend
this approach to the skew KNH interpolation proposed in [LMK14].

The core strategy involves decomposing Problem 3.2 into a tree-like structure, typ-
ical of D&C approaches. This tree represents a hierarchy of increasingly smaller sub-
problems. At the lowest level, leaf nodes correspond to the smallest subproblems,
each associated with a linear functional. Updates at this level are represented as skew
polynomial matrices. Moving up the tree, inner nodes combine these updates through
matrix multiplication. The algorithm’s efficiency stems from a key insight: at any
given node, only the intermediate basis’s image on the linear functionals within that
node’s subtree is necessary, significantly reducing computational complexity.

We now present the general framework for the fast skew KNH interpolation algo-
rithm. Its application to ILRS codes will be discussed in Section 3.4.3.

The transformations applied to the basis B during the inner loop of the i-th iteration
in Algorithm 1 can be encapsulated by the matrix U, defined as

_1 Ao -

A '1
L j J
After the i-th iteration, the resulting basis for K; is given by UB. Note that when

A; =0, the corresponding row b; remains unchanged, as the ratio A;/A;« evaluates
to zero.

3.4.1 Divide-and-Conquer Skew Kotter Interpolation

First, let us introduce the notation necessary for describing the subsequent algorithms.
For j > i, let my; ;) € Fym|x; 0, §]5™! denote a skew polynomial vector associated with
the index set {i,i +1,...,5 — 1,5}, where m;; = m,.

We define P as a globally accessible ordered set encompassing all possible skew
polynomial vector elements my; ;) as
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3.4 Fast Skew Kétter—Nielsen—Hghold Interpolation

ef
P « {m[o,n—l}, mi,|n/2]-1) M| n/2|n—-1]5 - - -, M0, TN, . .. 7mn—1} C Fym [z;0,0

]s—l—l
where n € N. This vector is assumed to be precomputed for the subsequent algo-
rithms. The process of efficiently precomputing P is described in detail in Section 3.4.2.
For a tuple of evaluation maps & = (&1,...,4,), we introduce a similar indexing
convention to represent an ordered segment of £ as

Eig) = (&is- -, &)

Depending on the considered interpolation problem, we will later on define the poly-
nomial vectors my; j to contain minimal polynomials that depend on the interpolation
points corresponding to the vector evaluation maps in & ;.

In contrast to the general interpolation problem presented in Problem 3.2, which
considers sets of evaluation maps, our approach employs the global set P and the
segmentation notation. This notation facilitates the construction of the problem-
solving tree within the D&C algorithm, providing a structured framework for the
divide-and-conquer process.

To establish a general framework for the fast skew KNH interpolation, we introduce
a key assumption. We demonstrate in Section 3.4.3 that this assumption holds for
decoding ILRS codes.

Assumption 1. Consider a tuple of linear functionals € = (&1,...,&,) as defined
in (3.8), and let E; ;) = (&, ..., &) be an ordered segment of € for 1 <i < j <mn.

For any Q € Fym[x; 0,0, we assume that the skew polynomial vector my; ; € P,
containing minimal skew polynomials dependent on &j; 5, satisfies

&(Q) :(g&l(Q mod, m[ld])? Vi e {Zva]}

Having established the necessary framework and assumptions, we now present an
algorithm that forms a crucial component of our fast skew KNH interpolation method.
Algorithm 2, named SkewlnterpolatePoint, performs a key step in the interpolation
process by updating a basis matrix to satisfy a single interpolation condition.
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3 Efficient Decoding of Interleaved Linearized Reed—Solomon Codes

Algorithm 2: SkewlInterpolatePoint
Input : A skew vector evaluation map &;
B e qu [l’; o, (5](s+1)><(s+1)
d=d,dy,...,des1) € 2T st dj = deg,(b;) Vje{l,...,s+1}
Output : T € Fyn[z;0,6]t0*ED st the rows of B ¥ TB  Vw-ordered
weak-Popov Basis for (B) N K;

Ci: [dAl,CZQ, .. .,dASJrl] € Z;Bl s.t. CZ]' = degw(Bj) VJ S {1, e, S+ 1}

d«d
for j «+ 0 to s do
| A< Ei(by)
J «{j:d; #0}
T < Iy € Fynlx;o,0)tD)x s+
if 7 # 0 then

J* < minje 7{arg min;c 7{d; } }
T < U where U is as in (3.9)

10 return (T, d)

N =

w

© o N o o s

The correctness of Algorithm 2 is established by the following lemma.

Lemma 3.2 (Correctness of Algorithm 2). The SkewlinterpolatePoint procedure de-
scribed in Algorithm 2 correctly transforms the input basis to satisfy the given inter-
polation condition.

Proof. The structure of the matrix U is designed to perform two key operations:

1. For all columns except the j*-th, U implements the cross-evaluation step for the
non-minimal rows of B. This operation, corresponding to Line 13 in Algorithm 1,
is achieved through the entries in the j-th row and j*-th column of U.

2. The entry at position (5%, j*) in U executes the degree-increasing step, mirroring
Line 11 in Algorithm 1.

As a result of these operations, the algorithm produces a transformation matrix T
with the property that &; maps all rows of T'B to zero. This demonstrates that the
algorithm successfully adjusts the basis to meet the required interpolation condition.

]

Having established the basic step with the SkewlInterpolatePoint routine, we can now
develop a D&C variant of the skew KNH interpolation. This approach, which we call
SkewlInterpolateTree, is presented in Algorithm 3.
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3.4 Fast Skew Kétter—Nielsen—Hghold Interpolation

Algorithm 3: SkewlInterpolateTree

w

o N e o A

©

Input

Output

: Skew vector evaluation maps &, 4, = (&, ..., &)

Bec qu [[L’; o, 5](s+1)><(s+1)
d= [dl, dz, ce ,d5+1] € Z;El s.t. dj = degw(bj) VQ S {1, o, 8+ 1}

A def

: A matrix T € Fyn|[z;0,0]6T)*6+D) st B < TB is a w-ordered

weak-Popov Basis for (B) N, N--- Ny,
d= [dl, dg, ce ,d5+1] S ng(_)l s.t. dj = degw(bj) VQ S {1, o, 8+ 1}

if ’il = ’ig then
L return SkewlnterpolatePoint(&;,, B, d)

else

e g
B, < B mod, my;,

(T, d;) < SkewlnterpolateTree(&y;, .1, Bi, d)
32 — TlB mOdr MY 41,4,]

(T3, dy) < SkewlnterpolateTree(E.41,,), Ba, dy)
return (T = TrT;, d= dy)

To establish the validity of our D&C approach, we now prove the correctness of the
SkewlnterpolateTree algorithm.

Lemma 3.3 (Correctness of Algorithm 3). Given Assumption 1, the Skewlnterpolate-
Tree procedure described in Algorithm 3 correctly computes a basis for the intersection
of the input module with the kernels of the given evaluation maps.

Proof. The correctness of Algorithm 3 can be established through the following key
points:

1. The base case (when i; = iy) is handled correctly by the SkewlnterpolatePoint
routine, as shown in Lemma 3.2.

2. For the recursive case, the algorithm correctly divides the problem into two
subproblems, thanks to Assumption 1. This assumption ensures that the modulo
operations in Lines 5 and 7 preserve the necessary information.

3. The combination of the subproblem solutions in Line 9 is valid due to the prop-
erties of the transformation matrix U defined in (3.9).

These elements together ensure that the algorithm produces a correct basis for the
intersection of the input module with all the kernel modules defined by the given
evaluation maps.

]
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3 Efficient Decoding of Interleaved Linearized Reed—Solomon Codes

3.4.2 Precomputing Minimal-Polynomial Vectors

We now introduce an efficient method to pre-compute the set P of minimal-polynomial
vectors my; j required in Algorithm 3. Our approach builds upon the work presented
in [CL17b, Theorem 3.2.7] and utilizes the concept of generalized operator evaluation,
which can be constructed using the lclm of polynomial sequences (see (2.15)).

Algorithm 4 outlines this efficient procedure, which employs a D&C structure. To
illustrate this structure, we provide a visual representation in Figure 3.1 for the case
where n = 4.

The algorithm begins with the initial minimal-polynomial vectors my, mo,...,m,,
from which all other minimal polynomials are computed via the lclm. The compu-
tation of these initial vectors is based on the general operator evaluation, as defined
in Section 2.5.3. Later in (3.10) we show how this can be defined for decoding ILRS
codes.

Algorithm 4: PreComputeMinVectorsTree
Input  : Upper and lower index bound a € Z>q and b € Z>o with b > a

Minimal-polynomial vectors my, mgy1, ..., my € Fyn|x; o, 0]5H!
Output : A set

{0, Mo 6-1)/20-1) M 0-1)2) 8- - Maa);
m[a+1,a+1], c. ce ,m[b,b}} g qu [I; g, 5]5+1

if a =0 then
L return {m,}

N =

3 else

4 6« | bmatl]

5 Py < PreComputeMinVectorsTree(a,a + § — 1)

6 Py < PreComputeMinVectorsTree(a + 4, b)

7 Mgy < lclm (m[a,a+6—1],m[a+5,b]) /* Mg qi5-1) €P1 and myg sy € P2 */
8 return P; UP, U {m. 4}

Lemma 3.4 (Correctness of Algorithm 4). Algorithm 4 is correct.

Proof. The correctness of Algorithm 4 follows directly from [CL17a, Theorem 3.2.7].
The algorithm proceeds in a recursive manner and splits the size of the set of consid-
ered minimal polynomials in half. When sets consist only of one element, my,, are
computed, using the generalized operator (see (2.15)). The sets of minimal polynomi-
als of larger size are then obtained by merging the smaller sets of minimal polynomials
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3.4 Fast Skew Kétter—Nielsen—Hghold Interpolation

b—a+1

5], also illustrated

using the relation my,p = lclm (m[a7a+5_1], m[a+57b]) with § = |
in Figure 3.1.

O

myy 4 = lelm (my o), M3 4)

my 9] = lelm (my 1y, M2 2)) M3 4 = lelm (myz 5, My 4)

mp ) =m; m2 9] = My mz 3 = M3 My 4) = My

Figure 3.1: Illustration of the computation tree of Algorithm 4 to precompute all
minimal-polynomial vectors in the set P for n = 4.

3.4.3 Application to Interleaved Linearized Reed—Solomon Codes

For an interpolation point set P = {[pio,pi1, ... Dis) | 1 € {1,...,n}} C Fit! define
the vectors of minimal polynomials with respect to the generalized operator evaluation
for1 <i<j<nas

o def o o)
m[ir,)j}(x)ai = M{Ii70,...7pj70}($)ai7 M{]I;’I,.._,pj’l}(x)ai7 s (310)
s M} (@)ai| € Fymlzso, 8,

with the elements defined as in (2.15).

Lemma 3.5. Let EP = (&7,...,E%) be a tuple of generalized operator vector
evaluation maps as defined in (3.5) and let &7 = (&7,...,&). Then for any
Q € Fym[z;0]* we have that

g[OP(Q)al = glop<Q mOdr m[ofj] (x)a)ala Vi e {7'7 s 7j}7

where a = |a;, . .., a;] contains the corresponding general operator evaluation parame-
ters.

Proof. The lemma follows directly by applying the result from Lemma 2.1 to the
elementary evaluations in the generalized operator vector operator evaluation maps
defined in (3.5). O
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3 Efficient Decoding of Interleaved Linearized Reed—Solomon Codes

Lemma 3.5 has a significant implication: the generalized operator vector evaluation
maps from Definition 3.1 and the minimal-polynomial vectors defined in (3.10) satisfy
Assumption 1. This compliance allows us to address Problem 3.1 using Algorithm 3.

To solve the problem, we invoke Algorithm 3 with the following parameters:

o Evaluation set: £,
o Basis: I, (the (s+ 1) X (s + 1) identity matrix),
o Initial degrees: w =[0,k—1,...,k—1].

This approach leverages the properties established in Lemma 3.5 to efficiently solve
the interpolation problem for ILRS codes.

3.5 Summary and Discussion

In this chapter, we focused on efficient decoding algorithms for ILRS codes, motivated
by the need for efficient decryption algorithms for legitimate users of potential code-
based cryptosystems using sum-rank-metric codes. We revisited key decoding concepts
for ILRS codes, setting the stage for our main contribution.

The primary result is a fast D&C variant of the KNH interpolation algorithm over
free modules over skew polynomial rings. This variant solves the interpolation step
of interpolation-based decoding of ILRS codes in 6(5%(71)) operations in Fym. Our
approach achieves the same asymptotic complexity as the fastest known methods for
skew polynomial rings but uses the well-established bottom-up KNH algorithm, avoid-
ing the more complex top-down minimal approximant bases techniques. Importantly,
it also eliminates the need for pre-processing of interpolation points, making it more
straightforward to implement.

Despite this improvement, Table 3.1 highlights that the optimal complexity of
6gs<1p(n)) achievable for ordinary polynomial rings is still out of reach for skew
polynomials. Closing this gap remains an open area for future research.

This work advances the decoding efficiency for ILRS codes and applies to RS codes
and Gabidulin codes as special cases. Our algorithmic improvements are crucial for
enabling efficient decryption for legitimate users of potential code-based cryptosystems,
making practical decoding more feasible.

Future research could focus on closing the complexity gap between skew and ordinary
polynomial rings, as well as exploring applications of this algorithm to alternative
metrics or algebraic structures. These developments could enhance the efficiency of
decoding algorithms and the practical use of ILRS codes in cryptographic systems.

62



3.5 Summary and Discussion

Table 3.1: Overview of the computational complexity of the proposed fast KNH in-
terpolation approach compared to existing methods for the case of zero
derivations (6 = 0).

Interpolation Method Type Polynomial Ring | Complexity (6 = 0)
KNH [WMWO05] bottom-up Fym[z;1d, 0] O(s*n?)

>

§ DaC KNH [Niel4] bottom-up Fym[z;1d, 0] (sgp(n))

T | Min. approximant top-down Fm[z;1d, 0] (scp(n))

° | bases [GIV03]

Min. interpolation top-down Fym[z;1d, 0] 6(54*113(11))
bases [JNSV17]
Linearized bottom-up | Fym[z; opon, 0] O(s°n?)

_ | KNH [XY811]

2 | Skew KNH [LMK14] bottom-up Fym|z; 0, 0] O(s*n?)
DaC skew bottom-up Fym|z; 0, 0] 5(3% n))
KNH [BJR24]

Skew min. approximant | top-down Fym|x;0,0] 6(3413(77,))

bases [BJPR21]
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Decoding of Space-Symmetric Rank
Errors

In this chapter, we focus on Gabidulin codes, a specific type of rank-metric codes
[Gab85; Rot91; Del78|. Note that the rank metric is a special case of the sum-rank
metric, where the number of blocks is one. Similarly, Gabidulin codes are a specific
instance of LRS codes. These codes, analogous to RS codes in the Hamming metric,
play a crucial role in fields such as communication, cryptography, and network coding
[Loil6; Loil7; LGB03; SKK08; SRV12; LCG19).

Previous work [GP04; PG06; GP06] has shown that Gabidulin codes containing a
linear subcode of symmetric matrices can correct symmetric error matrices of rank up

to (n—1)/2.

In this work, we relax the symmetry condition to focus on space-symmetric errors,
where only the column and row spaces of error matrices are required to match. We
demonstrate that for space-symmetric errors, decoding errors of rank up to 2(n—k)/3
is possible with high probability.

This chapter extends the understanding of symmetric errors to space-symmetric
ones, achieving enhanced decoding by using Gabidulin codes with a linear subcode of
symmetric matrices. We cover the theoretical basis of this approach, provide proofs,
and include simulation results. Additionally, we touch on potential applications in
code-based cryptography.

The content of this chapter is based on the work presented at the IEEE Interna-
tional Symposium on Information Theory (ISIT 2021) and published in its proceedings
[JSW21]. The author of this dissertation contributed significantly to all aspects of the
paper, including the theoretical framework, proofs, and simulation results.
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4 Decoding of Space-Symmetric Rank Errors

4.1 Gabidulin Codes Generated by Weak
Self-Orthogonal Bases

Throughout this chapter, we focus on codewords that expand into square matrices over
[F, for symmetry definitions, so we let n = m. In this case and analogous to the general
definitions in (2.1) and (2.2), let the elements of the vector o = [y, ay, ..., a,] € Fy,
correspond to a fixed basis of F,n over F,. We define the map!

¢ FT, — F

a— A,

where a € Fj, and A € ;™" is the unique matrix such that @ = @ A. The map ¢ is
a bijection that preserves rank, so we have

rk,(a) = rk,(A).

For ¢(a) = A, let @ be the vector such that ¢(a) = AT. We call @ the ¢-transposed
vector of a. If A is a symmetric matrix, meaning A = A", then a = @. Furthermore
let GL,,(F,) denote the set of all matrices in Fy*™ of full rank.

Gabidulin codes are constructed using linearized polynomials, which were introduced
by Ore [Ore33a]. The ring of linearized polynomials, denoted by L[z], is isomorphic
to the ring of skew polynomials (see Section 2.5.2 for details).

Recall that zl! = 27 denotes the i-th power of the Frobenius automorphism. For
a matrix M € ]F‘(%b, we use MU to indicate the elementwise application of the i-th
power of the Frobenius automorphism to each entry of M.

A linearized polynomial f(z) € Lgn[z] over Fy» takes the form

d |
flx)y=>" fipazl,

1=0

where f; € Fgn. We define the g-degree of f(x), denoted deg, f(x), as dy when we
have that fg.41 # 0. With f = [fi, fo,..., fa, 1] € F%™ we denote the vector

qTL
containing the coefficients of f(x). The multiplication of two linearized polynomials

g(z), f(x) € Lyn[z] is defined as the (noncommutative) composition, i.e.

Linearized polynomials possess the property of g-linearity. Specifically, for all

Here, we use ¢(+) as a notation variant of ext(-) (cf. (2.1)) from Chapter 2, specifically to distinguish
this case where m = n.
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4.1 Gabidulin Codes Generated by Weak Self-Orthogonal Bases

ay, a0 € Fy and a,b € Fgn, the following holds

flara 4 azb) = oy f(a) + as f(D).

A linearized polynomial of g-degree d is called the minimal subspace polynomial of
a d-dimensional subspace if it has all elements of that subspace as roots.

One possible definition of Gabidulin codes is through a generator matrix, which
coincides with the special case of the general Moore matrix described in (2.17).

Definition 4.1 (Gabidulin Code). Denote by Gaby|n, k] a Gabidulin code of dimension
k and length n over Fyn which is defined by its k X n generator matriz

Gk déf Mk(a),

where o € il and oy, ag, . .., oy are linearly independent over ¥,. The Moore matriz
My () is as defined in (2.17). The set of all Gabidulin codewords is then given by

Gaba|n, k]| < {uG), : Vu € FE.}.
Weak self-orthogonal bases play a significant role in coding theory and finite field

applications [MB93; MS77; PG06]. We use such a basis for a, defined in the following.

Definition 4.2 (Weak Self-Orthogonal Basis). A basis a = [, ..., an] € Fj. of Fyn
over IF, is called a weak self-orthogonal basis if

where D € Fy" is a diagonal matriz.
In the following, we introduce the concept of transposed Gabidulin codes.

Definition 4.3 (Transposed Gabidulin Code). We define the transposed Gabidulin
code as

Gab.[n, k] < {67 (6(c)") : Ve € Gaba[n, k]}.

The relationship between Gabidulin codes and their transposed counterparts be-
comes particularly interesting when considering their generator and parity-check ma-
trices.

If the first row a of a generator matrix of a Gabidulin code Gabg[n, k| forms a weak
self-orthogonal basis, then the parity-check matrix of the code is [PGO6]

H,_ ;= Mnfk(a)[k} .

Furthermore, under the same conditions, the parity-check matrix of the transposed
code Gab/ [n, k] takes a similar but distinct form [PGO6]

I:In_k = Mn_k(a)[l] .
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4 Decoding of Space-Symmetric Rank Errors

4.2 Space-Symmetric Channel Model

We consider an additive channel model where a Gabidulin codeword ¢ € Gabg[n, k] is
corrupted by an error e of rank rk,(e) = w

y=c+e €. (4.1)

In [GP04; GP06; PGO6], the error matrix E = ¢(e) € Fy"*" was considered to be
symmetric, i.e.
E=E".
Under this assumption, errors of rank up to w < (n—1)/2 can be corrected for certain
rates.
In this paper, we relax the condition of E being symmetric to the condition that
the row space of E, denoted by R,(E), equals its column space, denoted by C,(E).

That means
Ry(E) =Cy(E).

We call a matrix of rank w, whose row space equals its column space space-symmetric.
Such a matrix can be decomposed as

E=APA", (4.2)
where A € Fp** and P € GL,(F,) are full-rank matrices. Note that the vector
a=[ay,az,...,a,] = ¢ '(A) €Ty, (4.3)

forms a basis over [, for both the column space and the row space of E, since we have
that R, (E) = C,(E).

4.3 Syndrome-Based Decoding Approach

This section introduces a syndrome-based decoding approach for Gabidulin codes. We
then demonstrate how to transform the problem of decoding space-symmetric errors
into decoding a specific interleaved Gabidulin code of interleaving order two.

Our method hinges on computing two syndromes:

1. One from the original code,

2. Another by transposing the received noisy codeword matrix and obtaining the
syndrome from the transposed Gabidulin code.

These two syndromes are then used to jointly solve a linear system of equations,
potentially increasing the decoding radius beyond (n—k)/2. The feasibility of finding a
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4.3 Syndrome-Based Decoding Approach

solution depends on the matrix P, as defined in (4.2). The resulting decoding process
closely resembles that of a 2-interleaved Gabidulin code.

For more details on syndrome-based correction of up to (n—k)/2 errors in Gabidulin
codes, we refer to [Gab85; Rot91; RP04a; SRB11]. For information on decoding
interleaved Gabidulin codes, see [Loi06; SWC12; SB10; WZ14].

From the channel model in (4.1), we can derive two key syndromes

sW=9H ], =eH], (4.4)
for the transposed code Gab, [a], and
s =yH, ,=eH, | (4.5)

for the non-transposed Gabg[n, k] code. Each syndrome corresponds to a polynomial
in L[]

n—~k
sO(z) =" sl vie {1,2}.
j=1

Given an error decomposed as in (4.2), we introduce the row error span polynomial.
This polynomial is defined as the minimal subspace polynomial of the vector a (see
[LN96]) as

def _
P@@)= I[ (@—¢ " (w) € Lyla],
uER(FE)
with deg, (I'(z)) = w.

The space-symmetric nature of our error implies that R,(E) = C,(FE). Conse-
quently, the row error span polynomial is identical to the column error span polyno-
mial, and satisfies

F(az) = 0,
for all i € {1,...,w}, where a; are the entries of the vector a as defined in (4.3).

In the following, we give the key equation of the original code and the transposed
code.

Theorem 4.1 (Key Equations). Let I'(z) = %, Ty 12l € L[z] be the error span
polynomial with w = deg, (I'(x)) = rkq (e). Then for each syndrome we obtain a key
equation as follows

P(sW(2)) = Q9(x) mod &M vie {1,2},

for some QO () with deg,(Q)D(z)) < w.

Proof. See Appendix A.1.1. ]
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4 Decoding of Space-Symmetric Rank Errors

Solving the key equation can be done by solving the linear system of equations
SO.TT =0,

where T' = [I', Ty, ..., [yy1) and S©

; 0 . N ]
gll[] Sg)[l} ng)[ ]
@) [0 iy [ (i) [w]
 def | Suw Sa s
i) def | Pu2 o . 2 . (4.6)
) O (1] i [w]
_Sn)—k sz)—k—l 351)—k—w+1 _

Since for each syndrome the error span polynomial in the key equation is the same,
we can solve the two key equations jointly. This approach is similar to decoding a
2-interleaved Gabidulin code [Loi06; SWC12; SB10; WZ14] which yields the following
linear system of equations

ST = lgg] .T" =0, (4.7)
where (see Appendix A.1.2)
SO =M, ;_ (@) P. .M, (a)", (4.8)
and
S® = M, (@ . P M, (a). (4.9)

Thus, S is as follows

Mn—k—w(a) [w+1] | P

S = Mn_k_w(a)[erk] . pPT

-M,q(a)’. (4.10)

When rk, (S) = w, we obtain a unique solution for I'(z), up to a scalar factor.
Solving the key equation (4.7) yields the coefficients of I'(x), allowing us to determine
a basis for its root space. This basis corresponds to a possible a in the decomposition
given in (4.2). With a potential a identified, we can then determine the error.

Algorithm 5 outlines the complete decoding process, which has a complexity of at
most O(n?) operations over Fyn. For a detailed method of obtaining the error matrix
FE from a possible vector a, refer to Appendix A.1.3.

While Algorithm 5 suffices for our analysis, it’s worth noting that more efficient
methods exist for solving the joint syndrome key equation (4.7) and determining the
matrix B. The decoding techniques outlined in Chapter 3 are also applicable in this
context. These sophisticated algorithms operate with quadratic or even sub-quadratic
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4.4 Probability of Decoding Failure

complexity in terms of n. For further details on alternative decoding methods and
algorithms, we refer the reader to [Loi06; SB10; SJB11; WZ14; PRLS17; PMM™'17;
SWC12; PW18; PW16; BJPR21].

Algorithm 5: DecodeSpaceSymmetric
Input  :y=[y, %, ., Y] € F.
Parity-check matrix H,,_j of Gabg[n, k]
Output : ¢ € Gabg,[n, k] or “decoding failure”

1 8O — gH]

2 s® «— yH |

3 if 52 = 0 then

4 L return y

5 else

6 w 4 E(n - /{:)J

7 Set up SU) and S@ as in (4.6)

s | S [(SW)T,(sH)T]T

9 while rk(S) < w do

10 w—w—1

11 Repeat Line 7 and 8

12 Solve: §-T'T =0 for ' = [['y,...,[yyq] € Fi5H
13 Find a basis a € F?. of the root space of I'()
14 if 2 = w then

15 Find B s.t. e =aB /* cf. Appendix A.1.3 */
16 c+—y—aB

17 return c
18 else
19 L return “decoding failure”

4.4 Probability of Decoding Failure
In this section, we demonstrate that decoding space-symmetric errors is likely to suc-
ceed with high probability. We focus on space-symmetric error matrices as represented

in (4.2), and for simplicity in the analysis, we assume that the matrix

Q¥ p-1.pT
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4 Decoding of Space-Symmetric Rank Errors

is uniformly distributed over GL,(FF,). Section 4.5 provides simulation results to
support this assumption.

Theorem 4.2 (Decoding of Space-Symmetric Errors). Let Gaba[n, k] be a Gabidulin
code, where a is a weak self-orthogonal basis. Let v be a noisy Gabidulin codeword
as in (4.1) where E is a space-symmetric matriz of rank w < 2(n — k)/3. Then
decoding is guaranteed with probability of at least 1 — Py, where Py is the decoding
failure probability.

Assume that the matriz

Q=P '. P’ (4.11)

where P is defined in (4.2), is uniformly drawn at random from GL,(F,). That means
Q & GL,(F,).
Then Py is bounded from above by
Py <4/q".

Proof. As discussed above, we obtain a unique solution for rk, (S) = w to succeed with
decoding. To analyze the probability of failure, we restrict to the case for which the
matrices M,,__,(a)*** and M, _;_,(a)™*! have no common rows, which means
that w > n — 2k. Consider the case of symmetric error matrices E for which P = P,

we have that ( )[ .
Mn—k—w a)™ T
S = an_k_w(a)[w-i-k]] -P-Myii(a)

for which we know that rk, (P) = w by definition, rk, (M,;1(a)”) = w and since
n —k < w + k also the left part of the decomposition of S has always rank w for
w<2(n—k)/3.

For the case where P is not symmetric, we can rewrite (4.10) in a more compact

form. Let us define

~ def

M, _j_ = nfkfw(a) - P.

Using this definition, we can express the syndrome matrix S as

n—k—w

“rlw+1]
S = [ M= 1 -Myi1(a)’. (4.12)

Assuming that @ is uniformly drawn at random from the set of all matrices in
GL,(F,) the matrix S is similar to the syndrome matrix of decoding a 2-interleaved
Gabidulin code and we can bound the probability of decoding error P; according
to [SB10] and Theorem 4.2 follows. O
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4.5 Numerical Results

We simulated a Gabidulin code using a weak self-orthogonal basis as locators, with
parameters n = 8 and k = 2 over [Fqs, in a space-symmetric error channel with a fixed
error weight. Specifically, we set

The maximum error weight possible for unique decoding of any rank error is
(n—Fk)/2=3.

We generated 10° noisy Gabidulin codeword samples and compared the outcomes
across various scenarios:

1. Space-symmetric errors: Draw the matrix A and P, both of rank w uni-
formly at random and decode using Algorithm 5.

2. Uniform assumption: The matrix Q € GL,(F,) as in (4.11) is drawn uni-
formly at random instead of P. We compute the matrix S as in (4.12) and check
its rank. If rk(S) # w we declare a decoding failure.

3. 2-interleaved Gabidulin code: Simulation of a 2-interleaved Gabidulin code
where the two error matrices are drawn uniformly at random such that the
dimension of its column space is at most 2(n — k)/3 = 4.

4. Intersection probability: Consider the probability that the intersection of
two subspaces U and V of Fg; with dimension ¢ drawn uniformly at random has
dimension larger than or equal to z, This probability is [EV11]

oA Ln mqn g’
K

Consider the rows of Mn_k_w(a)[w“] - P being a basis of a subspace U of Fin of

Prdim (U NYV) > z] = (4.13)

dimension ¢ = n — k — w and consider the rows of M,,_;_,(a)®** . PT being
a basis of another subspace V also of dimension ¢ = n — k — w. Use (4.13) as
an estimation of the probability Pr[dim ({4 N V) > 2] for z = 2(n — k) — 3w + 1
which is equal to the probability of

Mn—k‘—w (a') [w+1]
Mn—k—w(a)[wrk] )

having rank w and therefore rk(S) = w according to (4.10).
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4 Decoding of Space-Symmetric Rank Errors

Table 4.1 shows the simulation results, including the different scenarios for com-
parison. The decoding failure rate for space-symmetric errors using a Gabidulin code
with a weak self-orthogonal basis is nearly identical to that observed under the uni-
form assumption. Furthermore, it aligns closely with the failure rate of decoding a
2-interleaved Gabidulin code over a standard rank-metric channel with fixed-rank er-
rors. The upper bound on P is also provided, and we observe that the intersection
probability offers a reliable estimate of the decoding failure rate.

Table 4.1: Simulation results for n = 8, k = 2 over Fys and w = 4.

Scenario Decoding failure rate
1) Space-symmetric errors 0.004124
2) Uniform assumption 0.004229
3) 2-interleaved Gabidulin code 0.003965
4) Intersection probability 0.003921
Upper bound: 4/¢" 0.015625

4.6 Number of Space-Symmetric Matrices

We now determine the exact number of space-symmetric matrices of a given rank over

a finite field.

Theorem 4.3 (Number of Space-Symmetric Matrices). The number Ny sym(n, w, q)
of n X n matrices over Fy of rank w that are space-symmetric is

w—1

Nsp—sym(na w, Q) = H (qn _ qz) (414)

i=0
Proof. Recall that the Gaussian binomial coefficient {Z] , defined in (2.4), gives the
q

number of w-dimensional subspaces of Fy over F,. For square matrices, we can identify
the column space with the image of the associated linear map from Fy to Fy. Since
column space and row space are equal for space-symmetric matrices, there are

w—1

11" -4,

=0

surjective linear maps from Fy’ to that w-dimensional image.
It follows that

Nomun0) =[] TL " =)

w i=0
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Substituting the definition of [ } from (2.4), we obtain

n
wWlg

w—1 qn . qz w—1 ]
J\/;p—sym(na w, Q> = (H w z) : H <qw - ql)
=0 47 — 4 i=0
w—1 )
= [I (" -4,
i=0
which proves (4.14). O

4.7 Application to Code-Based Cryptography

The Gabidulin—Paramonov—Tretjakov (GPT) cryptosystem, a McEliece-like scheme
based on Gabidulin codes, was initially introduced in [GPT91a]. However, both the
original version and many of its subsequent variants were later compromised by attacks
from Gibson [Gib95; Gib96] and Overbeck [Ove06; Ove05; Ove08].

In this section, the potential application of space-symmetric rank errors in code-
based cryptography is explored by comparing the key sizes of Loidreau’s GPT vari-
ant [Loil6; Loil7| for arbitrary rank errors, symmetric errors, and space-symmetric
errors. Although we do not offer security proofs, it is noted that both symmetric and
space-symmetric errors introduce structure that could lead to new structural attacks,
with space-symmetric errors offering less structure than symmetric ones.

The best known algorithm for decoding generic rank-metric codes [BBC*20] may be
adaptable to these structured errors, potentially yielding improved complexity. Further
analysis is necessary to rule out structural attacks for practical cryptosystems.

It’s worth noting that restricting to symmetric or space-symmetric errors might en-
able reduced key sizes in other modern rank-metric code-based cryptographic schemes,
such as the RQC scheme [MAB*20], a second-round submission to the NIST post-
quantum cryptography standardization process.

Loidreau’s GPT variant [Loil6; Loil7] includes a parameter A that amplifies the
error matrix’s rank. Table 4.2 presents parameters assuming the possibility of embed-
ding structured rank errors in this cryptosystem. We provide different hypothetical
SLs, defined by the smallest WF of an attack in bits. We consider three WFs, the first
two described in [Loil6]:

« Decoding attack: WFqe. = nq®'~V¥,
« Structural attack: WF,. = n3¢g"*-H-A-D?

e Brute-force attack on error patterns: WF,.

Here, w’ = w/\, where w represents the maximum number of correctable errors in
each scenario:
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4 Decoding of Space-Symmetric Rank Errors

1. Conventional Gabidulin codes: w = [(n — k) /2],
2. Symmetric rank errors: w = [(n —1)/2],

3. Space-symmetric rank errors: w = |2(n —k)/3].

The work factor WF, corresponds to the number of distinct error matrices, which
varies for each case:

1. Conventional rank errors: The number of n x n matrices of rank w’ over F,
is given by [LN96]:
(" - @)
NMeank(n, w', q) —
* 1;[ ' — ¢

2. Symmetric rank errors: Let Ngymm(n, w', ¢) denote the number of symmetric
matrices of size n x n with rank w’ over F,. According to [MS77], we have

e For even rank w' = 2s:

g2 25—1
-/\[symm n, 2s q 21 _ : H (qnil - 1)7
i=0
e For odd rank w' = 2s + 1:
7; 2s

Neymm (12,25 + 1, q) H

H qnii - 1)7

QZ -1 =0
3. Space-symmetric rank errors: The number of space-symmetric matrices,
denoted by Ny, sym(n, W', q), is given by the expression in (4.14).

Table 4.2 presents the key sizes for a variant of the GPT cryptosystem [Loil6; Loil7]
that utilizes different types of rank errors: conventional (Conv), symmetric (Sym), and
space-symmetric (Sp-Sym), across various SLs. Each configuration employs codes with
a code rate close to 1/2 to ensure comparability.

The columns show relevant parameters for each scheme, including the code length
n, dimension k, the parameter A\ and w’. While WFqe., WFgirue, and WF, denote
the work factors associated with decoding attack, structural attacks, and brute-force,
respectively.

The results indicate that both symmetric and space-symmetric rank errors can re-
duce the key size compared to conventional rank errors, while also maintaining or
even improving the associated work factors. For instance, at the 256-bit security level,
space-symmetric errors achieve a key size reduction compared to conventional errors,
lowering the storage requirement from 27.65 KB to 17.87 KB. Similarly, symmetric
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errors provide the most significant reduction at the 192-bit security level, achieving a
key size of 7.45 KB versus 21.30 KB for conventional errors.

However, it is worth mentioning that symmetric errors, due to their inherent sym-
metry, may be more susceptible to structural attacks that could exploit this property.
Space-symmetric errors, by contrast, could offer a balance by reducing key size while
potentially being more resilient to such attacks.

Table 4.2: Key sizes of the GPT cryptosystem variant [Loil6; Loil7] using different
types of errors: conventional rank errors (Conv), symmetric (Sym) and
space-symmetric (Sp-Sym) rank errors for different SLs. The code rate of
all codes is approximately 1/2.

SL Type n k AN w WFgee WFgrue WFe Keysize

256 Conv 96 48 4 6 259.75  298.75 1117.77 27.65 KB
256 Sym 80 40 5 7 25897 32297  539.53 16.00 KB
256 Sp-Sym 83 41 4 7 265.13 259.13 581.00 17.87 KB
192 Conv 88 44 4 5 19538 27438  856.75  21.30 KB
192 Sym 62 31 4 7 203.86 194.86  413.53 7.45 KB
192 Sp-Sym 71 35 4 6 193.45 222.45 426.00 11.18 KB
128 Conv 29 29 3 5 133.65 131.65  566.75 6.41 KB
128 Sym 49 24 4 6 136.84 154.84  279.53 3.68 KB
128 Sp-Sym 58 29 4 6 162.57 129.57 348.00 6.10 KB

4.8 Summary and Discussion

In this chapter, we focused on decoding Gabidulin codes under the assumption of
space-symmetric errors. Space-symmetric errors, where the row and column spaces
of the error matrix coincide, allow for improved decoding performance compared to
conventional rank errors. Specifically, we demonstrated that using Gabidulin codes,
errors of rank up to 2(n — k)/3 can be decoded with high probability, which extends
the known decoding radius for Gabidulin codes.

We built on previous work that considered symmetric matrices, relaxing the symme-
try condition to include space-symmetric errors. Our approach enables more flexible
decoding while maintaining high decoding efficiency. The key insight is that by using
Gabidulin codes with a linear subcode of symmetric matrices, we can exploit the error
structure to correct higher-rank errors.

This chapter contributes to the broader objective of the thesis by exploring alterna-
tive error structures and decoding strategies to enhance the performance of code-based
cryptosystems. While we do not propose a specific cryptosystem, we discussed poten-
tial applications of space-symmetric errors in cryptographic contexts, such as in the
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GPT cryptosystem and other rank-metric schemes. As shown in Table 4.2, using
structured errors like symmetric or space-symmetric errors could lead to reductions in
key sizes, which is of particular importance for code-based cryptography. However,
these structured errors also introduce new attack vectors, and further cryptanalysis is
needed to evaluate the security implications.

The analysis presented here opens avenues for future research, particularly in re-
fining error structures for cryptosystems and closing the gap between theoretical de-
coding improvements and practical security measures. Further exploration into the
complexity of decoding algorithms for space-symmetric errors, along with rigorous
cryptanalysis, could yield valuable insights for the design of more secure and efficient
cryptosystems.
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Decoding of High-Order Interleaved
Sum-Rank-Metric Codes

In the previous chapters, we focused on decoding structured codes such as LRS codes
and their interleaved versions (i.e. ILRS), as well as addressing space-symmetric errors
for Gabidulin codes.

In this chapter, we extend our attention to a more general setting by presenting
a Metzner—Kapturowski-like decoding algorithm that can be applied to any linear
constituent code, including unstructured or random codes, as well as inherently struc-
tured codes whose structure is concealed (e.g., as in McEliece-like cryptosystems).
This algorithm is designed for high-order (vertical) interleaved sum-rank-metric codes
and generalizes the Metzner—Kapturowski decoding approach originally developed for
the Hamming metric [MK90]. The ability to decode unstructured codes makes the
proposed decoder highly versatile and broadens its applicability significantly.

Building upon the original Metzner—Kapturowski decoder for the Hamming metric,
extensions to the rank metric were introduced in [PRW19; RPW21a|, adapting the
principles to accommodate the structure and properties of rank-metric codes. We
further generalize this approach to the sum-rank metric.

A key contribution of our work is the introduction of the concept of an error code,
which is spanned by the s rows of the error matrix. This new perspective provides
a more intuitive understanding of the decoding process by relating it to properties of
the error code. It also enables us to derive new interpretations, particularly for the
special cases in the Hamming and rank metrics.

The computational complexity of the proposed algorithm is of the order

O(max{nS, TLQS}),

operations over F ». Importantly, the decoding complexity is independent of the code
structure of the constituent code, as the algorithm exploits properties of high-order
interleaving only.
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This generalization of the Metzner—-Kapturowski decoder to the sum-rank metric
not only recovers the original decoder for the Hamming metric [MK90] and its rank-
metric analogs [PRW19; RPW21a], but also provides critical insights for the design
of McEliece-like cryptosystems based on interleaved codes in the sum-rank metric.
Specifically, our results indicate that the interleaving order cannot be chosen too large,
as this would enable the proposed algorithm to efficiently recover the message or
decrypt without the private key in polynomial time.

Generally, the decoder is capable of correcting errors with sum-rank weight w up to

w S dmin — 2.

Moreover, under certain conditions, it can handle errors with sum-rank weight w up
to
w<n—k—1,

where n is the code length and k is the constituent code dimension. The decoder’s
success relies on the following assumptions:

e High-order condition: The interleaving order s must be at least the sum-rank
weight of the error, i.e.,
s> w.

o Full-rank condition: The error matrix must have full [F;m-rank, meaning

It is important to note that the full-rank condition inherently implies the high-order
condition, as explained in Section 5.5. This is because the Fjm-rank of a matrix
E € F;n" is bounded by the interleaving order s.

A key contribution of this work is the analysis of the decoder’s success probability
when dealing with errors chosen uniformly at random from the set of all possible errors
with a fixed sum-rank weight w. In Section 5.4, we examine the likelihood that the
full-rank condition is met under these circumstances.

In Section 5.5, we extend our analysis beyond the unique decoding radius, explor-
ing the average success probability of the decoder when the full-rank assumption is
satisfied. We utilize random coding techniques to assess the probability of successful
decoding beyond d;, — 2.

Figure 5.1 illustrates the decoding regions for the decoder in Algorithm 6 when the
full-rank condition is satisfied.

The findings presented in this chapter have significant implications for the design
and security analysis of code-based cryptosystems using interleaved sum-rank-metric
codes. By offering new insights into the decoding process and demonstrating high
success probabilities beyond the unique decoding radius, our work contributes to the
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5.1 Problem Description

Unique decoding Probabilistic

always possible decoding
1 1 1 > W
0 d—2 min(p®ln —k — 1)

Figure 5.1: Illustration of the decoding regions for the proposed Metzner-Kapturowski-
like decoder if the full-rank condition is satisfied.

ongoing development of robust post-quantum cryptographic solutions.

The content of this chapter is based on the work presented by the author at the
Code-Based Cryptography Conference (CBCrypto 2022) [JHB23| and has been fur-
ther extended in the journal version [JHB24|, which is currently under review in IEEE
Transactions on Information Theory. The author of this dissertation contributed sig-
nificantly to all aspects of both papers. The probability analysis, as well as the simu-
lations and numerical analysis detailed in Section 5.4 and Section 5.5, were primarily
developed by the author, representing key contributions to the understanding of the
decoding algorithm’s performance.

5.1 Problem Description

This chapter focuses on homogeneous (vertically) s-interleaved sum-rank-metric codes
over F m as defined in Definition 2.4 and denoted as ZCxg[s; M, k, dmin]. These codes
have constituent codes Csg|[n, k, dmin| defined by a parity-check matrix

H=[HY|H®?|.  |HY eFu"""

where each H € Fg&_k)mi. For the sake of simplicity and convenience, we sometimes
use the notation C to represent the constituent code Csg[n, k, ] throughout this
chapter.

The objective is to recover codewords C € ZCxg|s;n, k, dpmin| from corrupted ma-
trices

where F is an error matrix with sum-rank weight Wt(znj%(E) = w. We assume both the

high-order and full-rank conditions are met.

Within this chapter we define the notion of error support as the row support of E
as

ef
supps.p(E) < suppiip (E), (5.1)
(R)

with suppy(E) as in (2.33).
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Additionally, we define the dual sum-rank support as

suppsp (E) def SUppF (E(l)) X SUpPPF (E(Q)) X -+ X SUPPF; (E(Z))

=R, (BW)" x R,(B®) x - x Rq(B(e))L.

Also recall that the error matrix can be decomposed as in (2.30) as E = AB.
Inspired by the original Metzner—Kapturowski algorithm and its adaptation to the
rank metric, the proposed decoding process involves two key steps:

1. Recovering the error support: Identify the error support suppsz(E) to
determine the locations of errors.

2. Erasure decoding: Use the syndrome matrix
S=HY' =HE",

to recover the error matrix E. Consequently, retrieve the codeword C by com-
puting C =Y — E.

The following lemma, adapted from [PRR22], illustrates a method for reconstructing
the error matrix E using its sum-rank support suppy.p(F) and the syndrome matrix S.
This lemma allows to solve the second step of the Metzner—Kapturowski-like decoder.

While the original theorem in [PRR22| assumes the condition w < dp,, we present
a more generalized version by relaxing this constraint. This modification enhances the
lemma’s applicability, particularly in scenarios where the error weight may exceed the
minimum distance of the code.

Lemma 5.1 (Column-Erasure Decoder [PRR22, Theorem 13]). Let the basis
B = diag (B, ..., BY) e F**",

be a basis for the error support suppsr(E) of the error matrizv E € Fon", and let

S=HE' ¢ Féﬁ_k)xs be the corresponding syndrome matriz.
Assume that HBT is full-rank. Then, E can be uniquely recovered as E = AB,
where A € Fy5" is the unique solution to the linear system

S=(HB")A".
Moreover, E can be computed in O((n — k)>m?) operations over F,.

Remark 5.1. As noted in [PRR22, Lemma 12], when w < duy,, the condition that
HBT is full-rank is inherently satisfied. We have relazed this requirement to make the
result applicable even when w > dyn, since we consider this scenario in Section 5.5.
The proof from [PRR22, Lemma 12] still holds.
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5.2 Recovering the Error Support

In this section, we focus on the first step of the Metzner—Kapturowski-like decoder as
described in Section 5.1.

Let w = [wy,...,w,] € Z%, denote the rank profile of the error matrix E € Fom",
with w; = rky(E®) for i € {1,...,£}. We assume that E fulfills the full-rank condi-
tion, meaning its F,m-rank is equal to its sum-rank weight w. Note that the full-rank
condition is satisfied if and only if rkqm(A) = w for every A € F;3* as in (2.30).

With these assumptions, the rows of E span an Fym-linear Egg[n,w| sum-rank
metric code, denoted as

EYRME), (5.2)

which we refer to as the error code.
Let G¢ € Fiii™ denote the generator matrix of £. We can decompose G¢ as

Ge = A¢B, (5.3)

where Ag = [Ag) . Ag)} € Fyx" with rkgm (A¢) = w and B is the same matrix
as defined in the error decomposition (2.30) and (2.28). Each block Ag) is a matrix
of size w x w;. The rank profile w specifies the rank of each block Ag), given by

rkqm(Ag)> = W;.
It follows directly from (5.2), the definition of the error code that

SUPPsxr (5) = SUPPsxg (E)

Because of this property, we say that the error code & is support-restricted by the row
support of E with & C Fp.

Let us now consider the parity-check matrix He € Fgﬁ_w)xn of the error code £. By
definition, the parity-check matrix satisfies

G:H. = 0.

The following lemma establishes a relationship between the support of the parity-
check matrix and the error matrix.

Lemma 5.2. Let He = [HS) | ... I-Ig)} € FU™ be the parity-check matriz of

q'rn
the [n,w| error code € with length partition n. Then, we have

suppy r(He) = suppsiy (E).

Proof. Since Hg is a parity-check matrix of £, we have rkgm(Hg) = n — w. With
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respect to the sum-rank metric, we can partition the parity-check matrix of the error
code as

4
He = [H | .. |H|, (5.4)

such that HY € Fo ™ for all i € {1,...,(}.
To satisfy the check equations, we must have

GeH; =0 & (A¢B)H; =0 < BH, =0.
From (5.4) and the block-diagonal structure of B (see (2.28)), it follows that
BYHY' =0 vie{l,... 0.
By the rank-nullity theorem and since B is over F,, we have
dim (Rq (Héz))) <n; —w;,

for all i € {1,...,¢}. However, since He must have (n — w) many F m-linearly inde-
pendent rows and ¢_, (n; — w;) = n — w, we conclude that

dim (Rq(Hg)» =n; — W,
and hence ‘ -
Ry(H) =Ry(BY)  Vie{l,. .. 1t}
By the definition of the sum-rank support, this concludes the proof. [

The following theorem is crucial for decoding, as it reveals how the sum-rank support
of an error matrix relates to the dual sum-rank support of the code resulting from
combining the error code and the constituent code. This relationship helps us recover
the error support.

Theorem 5.1. Let C be an Fym-linear [n,k| sum-rank-metric code with generator
matrix G € ]Ff%” and parity-check matric H € ]Fé’fn_k)xn. Let E = AB € Fi" be a
matriz with A € Fy5Y, B € F>", 1kgm (E) = w, and wt(;]% (E)=w. Letw <n—k—1
and suppose that

.
B n n
Tk (H lb] ) =w+1 VbeF"\suppgy (E) st wtin(b)=1.  (5.5)

Further, denote by Ge¢ € Fyx™ the generator matriz of the error code & = Rym(E).
Consider the Fym-linear code S = € + C defined as

8= Ryn(Gs), (5.6)
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with generator matrix

erfg:
Then, for any valid parity-check matriz Hs € Iﬁ‘éﬁfk—w)xn of the Fym-linear [n, k + w]
sum-rank-metric code S, we have

SUPP%R (Hs) = suppgp (E). (5.7)
Proof. See Appendix A.2.1. O

The following remark highlights a key relationship between the row spaces of the
code, the error, and the received matrix in interleaved decoding.

Remark 5.2 (Row Space Relationships). Due to the properties of the error code and
the relationship Y = C + E, the following row spaces over Fym are the same

re(f]) - me([]) = (F])

Thus, the rows of all three matrices are generating sets for the code S =C + £.

The next remark explores the implications of using very high-order interleaving,
providing new insights for cases where s > k + w.

Remark 5.3 (Very High-Order Interleaving). Viewing the Metzner—Kapturowski-like
algorithm from an error-code perspective provides valuable insights for cases with very
high-order interleaving, specifically when s > k + w. Specifically, if the rows of the
transmitted codeword C' form a generating set for C (i.e., tkym(C') = k) and the error
matriz E satisfies the full-rank condition, then tkqm(Y) = k + w, and the rows of Y
form a generating set for S =C + £.

This enables the computation of a parity-check matriv Hg for S directly from the
recetved matriz Y, by finding a basis for the right Fym-kernel of Y. The support of the
error can then be recovered as suppsp (Hs) = suppgp (E) (see (5.7) in Theorem 5.1).

Notably, this allows the error support suppsg (E) to be determined without knowledge
of the codes C and S.

This observation could have significant implications for cryptosystems based on (se-
cret) very high-order interleaved codes, as knowledge of the error support could sub-
stantially lower the security level as discussed in [HPR*22]. The security level of a
cryptosystem refers to the computational difficulty of breaking the system.

After proving that suppsy (Hs) = suppsy (E), we present a theorem that estab-
lishes a connection between the syndrome matrix S and the parity-check matrix Hg
of the sum code § = C+ &. This theorem provides a direct method to derive Hg from
S.
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Alternatively, a parity-check matrix can be obtained by stacking Gs with Y and
using Gaussian elimination.

Theorem 5.2. Let ZCxp[s;n, k, dmm| be an Fym-linear interleaved sum-rank-metric
code with constituent code C, which has parity-check matric H € F ((I?fk)m. Let E €
Fo™ be an error matriv with tkgm(E) = w and wt(;]% (E)=w<n—-—k—1 and let
E be the error code spanned by the rows of E. The received word is Y = C + E,
where C € ICxg[s;n, k, dmin]. The syndrome matriz is S = HY " = HE", where
(n—k)xs
S elFm .
Let P € Féﬁ_k)x(n_k) be a full-rank matriz such that PS is in row-echelon form,
i.e.,
S/

ps-[3

o [1]

Hg

where S" € Fyx®, H' € FyX™. Then Hs € ]F((ﬁ,,_k_w)xn is a parity-check matriz for the
sum-rank-metric code S = € + C as defined in (5.6).

Proof. Since P is invertible, multiplying both sides of § = HE by P yields
PS=PHE".
As H has full row rank rkgm (H) = n — k and rkem (E) = w, we have
rkm(8) = tkgn (HE ") = min{rkym (H), tkgm(E)} = min{n — k,w} = w.

By the rank-nullity theorem, rkym(PS) = rkqm(S) = w, so PS has w nonzero rows.
As PSS is in row-echelon form, we can write

Sl
ree[t)

where S’ € i has full row rank.
Partitioning PH conformally with PSS, we have

i - fr].

Hgs

where H' € FiX" and Hs € ]F((JZ,_k_w)X”. Since PHE'" = PS, we have
H] -+ [s
AL

which implies HsET = 0. As the rows of E span &, this means H satisfies the parity-
check equations for £. By construction, Hg also satisfies the parity-check equations
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for C, as it is a submatrix of PH. And since Hs has n — k — w rows and is of
full-rank, it is a parity-check matrix for the sum-rank-metric code S defined in (5.6),

which contains both C and £. ]

5.3 A Metzner—Kapturowski-like Decoding Algorithm
for Sum-Rank-Metric Codes

Using Theorem 5.1 and Theorem 5.2, we can formulate an efficient decoding algo-
rithm for high-order interleaved sum-rank-metric codes. The algorithm is detailed in
Algorithm 6 and follows a similar approach to the Metzner—Kapturowski-like decoding
algorithm for Hamming and rank-metric codes.

Algorithm 6: Decoding High-Order Interleaved Sum-Rank-Metric Codes
Input : Parity-check matrix H of Cxg[n, k, duyn]
Received word Y = C + E
with C € ZCgg[s;n, k, dmim| and
Wil (E) = rkgn(E) = w (full-rank condition)
Output : Transmitted codeword C
1 S« HYT e B
2 Compute P € Fon "M st PS — REF(S)
Hs=[H |HY || HY] « (PH) w1 € F 70"
forie {1,...,¢} do
5 t Compute B € Fuixm gt ext(HY)(BD)T =0 and w; = n; — rk,(HY)
6 B« diag(BY,B® ... B") e Fvxn
7 Compute A € F5x¥ st. (HB')AT =S
8 C«+Y - ABcF;"
9 return C

w

'y

Once Hg is derived from the syndrome matrix S, the rank support of each block
can be independently determined using Theorem 5.1. This involves finding a basis
matrix B® € F¥*" such that

ext(H')(BW)" =0,

for all i € {1,...,¢}. Here, w; is calculated using the rank-nullity theorem as

w; = n; — tky(HY),
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according to (5.7).

In the following theorem, we address the computational complexity of Algorithm 6.
This result demonstrates the efficiency of the decoding process under specific condi-
tions.

Theorem 5.3. Let C be a codeword of an s-interleaved sum-rank-metric code, de-
noted by ZCxgr[s;n, k,dmin| and let H be the parity-check matriz of the corresponding
constituent code Csg[n, k,dyi]. Furthermore, let E € ]Fgé,” be an error matriz of
sum-rank weight

wii(B) = w,

that fulfills
w<s (high-order condition),
and
tkgm (E) =w  (full-rank condition).

Let B be a basis of the Fy-row space of E. If (5.5) holds, then C can be uniquely
recovered from the received word Y = C + E using Algorithm 6 in a time complezity
equivalent to

O(max{n?’, nzs}),

operations in Fym.

Proof. Lemma 5.1 states that the error matrix E can be factored as E = AB. The
decoding procedure in Algorithm 6 starts by finding a basis B of the error support
suppyr(E) and then uses erasure decoding with respect to Lemma 5.1 to recover
A. The matrix B is computed by transforming S into row-echelon form using a
transformation matrix P (see Line 2).

In Line 3, Hg is obtained by choosing the last n — k — w rows of PH. According
to Theorem 5.2, the matrix Hg serves as a parity-check matrix for both the error code
& associated with the error matrix E and the constituent code Csg[n, k, dmi]. Then
using Theorem 5.1 for each block (see Line 5) we find a matrix B whose rows form
a basis for o

Ry (ext(H{))

and therefore a basis for suppy(E®) for all i € {1,...,/(}.

The matrix B is the block-diagonal matrix formed by B® (cf. (2.28) and see Line 6)
fori e {1,...,¢}.

Finally, A can be computed from B and H using Lemma 5.1 in Line 7. Hence,
Algorithm 6 returns the transmitted codeword in Line 9.

The complexities of the lines in the algorithm are as follows:
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 Line 1: The syndrome matrix § = HY ' can be computed in at most O(n?s)
operations in Fgym.

« Line 2: The transformation of [S | I] into row-echelon form requires
O((n — k)2 (s+n— k)) C O(max{n3, n23}),
operations in Fym.

+ Line 3: The product (PH)y41:m—k],[1:n] can be computed requiring at most
O(n(n -k —w)(n — k)) € O(n%),
operations in Fgym.

o Line 5: The transformation of [ext(H g))T | I']" into column-echelon form
requires O(n?((n — k — w)m + n;)) operations in F, per block. Overall we get

0(2 n?2((n —k —w)m + ni)) C O(n*m)

operations in [, since we have that O(Zle nf) C O(n?).

o Line 7: According to Lemma 5.1, this step can be done in O((n — k)3m?)
operations over [F,.

o Line 8: The product AB = [A(I)B(l) | A@B® | | A(Z)B(Z)} can be com-
puted in O(Zle swini) C O(sn?) and the difference of Y — AB can be com-
puted in O(sn) operations in Fym.

The complexities for Line 5 and Line 7 are given for operations in F,. The number
of F,-operations of both steps together is in O(n*m?) and their execution complexity
can be bounded by O(n?) operations in F,m (see [CLO09]).

Thus, Algorithm 6 requires O(max{n3 n%s}) operations in F m. O

Note that the complexity of Algorithm 6 is independent of the structure of the
underlying constituent code. This applies even when the code is random.

5.4 Probabilistic Decoding for Uniform Random Errors

In practical settings, the full-rank condition may not always hold. Therefore, we con-
sider the performance of the decoder when the error is drawn uniformly at random
from the set of all error matrices of a given sum-rank weight w. We then derive an
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upper bound on the error probability, which, for fixed code parameters, decays expo-
nentially with respect to the difference between the error weight w and the interleaving
order s.

Note that we still require the high-order condition, i.e., s > w. Otherwise, no error
can possibly satisfy the full-rank condition since

¢ ¢ ¢
rkgn (E) <3 1tkgu (BED) < 3 1k (EY) =Y w; = w,
i=1 i=1 i=1
holds, and E has size s x n (with s < n).

For the sake of simplicity in the analysis, we focus on the case where the length
partition m = [nq, ..., n,| has constant block lengths, i.e., there exists a positive integer
n such that n; =n for all i € {1,...,¢}.

We introduce the following sets, which are integral to the proofs of the forthcoming
theorems in this section.

The set of all error matrices with a sum-rank weight of w in the interleaved case is

defined as

L
LA {E = [ED |-+ | BY] : wigp(B) = Y rky(BEY) = w} C e,

w
i=1
which includes all error matrices with a total sum-rank weight of w and an interleaving

order s. The corresponding set of all possible rank profiles is denoted by T, ,
(see Definition 2.9). For a fixed rank profile w = [wy, wy, ..., we] € T, 4 We define

P E{E=[EYV |- | BY] 1k (BY) = w;} CFp".
From (2.30) we have that we can decompose the error into E = AB with A € F;x"

and B € IF;”X” with A and B both of full-rank over F,. Let us define the set of all
possible matrices A

AP LA R wil(A) = w), (5-8)

and all possible matrices B as
B, ¥ {diag (BY,...,BY) (5.9)

BY e Fv»" with 1ky(BY) =w; Vie{l,... ,f}} C Foe,

When drawing E uniformly at random from &£ the marginal distribution for the
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corresponding rank profile w € T, .- is given by

1
Pr{w]| = ]5’ HNM sm,n, w;),
w | =1

where NM,(sm,n, w;) denotes the number of matrices over F, of size sm x n of rank
w; as given in (2.26).

In the following lemma, we provide the conditional probability of an error matrix
E drawn uniformly at random from &) having F m-rank w, given a rank profile w.

Lemma 5.3. For a given rank profile w = [wy,ws, ..., wy], let E be an error matriz
drawn uniformly at random from the set £). The probability that E has Fym-rank
equal to w, given w, is

Prirkm(E) =w |w] = Prirkgm(A) =w | w]
o (¢ — ¢'™)

T (e — i)

where A is a matriz drawn uniformly at random from the set defined in (5.8).

Proof. Every error matrix E € F;X" can be decomposed as in (2.30), i.e., E = AB.
Since A is the only part influencing the Fym-rank of E and is unique if an arbitrary
block-diagonal matrix B with R,(B) = R,(E) is fixed (see, e.g., [MP74, Theorem
1]), we obtain

Prirkym(FE) = w|w] = Pr[tkgm(A) = w | w].

Recall that B, is defined in (5.9) as the set of all block-diagonal matrices B with
R,(B) = R,(FE) and rank profile w. By the law of total probability, we then have

Prlrkgm(E) = w|w] = > Prtkem(A) = w|w, B] - Pr[B | w]
BeBw
= Y Prikgn(A) = w|w]-Pr[B|w]
BeEByw

= Prlrkgn (A) = w|w],

where we used the fact that Pr[B | w]| = Bl B  since B is uniformly distributed over B,,.
The probability Pr[rkem(A) = w|w] can be computed as

{A € Foxv s wtly) (A') =tk (A') = w}|
[{A7 € Fi : wiip(A') = w}

Prirkgm(A) = w|w] =

Consider any matrix A € {A" € F;7" : tkqm(A’) = w}. Since A is full-rank over Fym
and s > w, we can make several observations about the ranks of its blocks A®. First,
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the Fym-rank of each block AW is equal to its corresponding rank profile component,
i.e., rkgm (A®) = w;. Moreover, the F,-rank of each block A® is lower bounded by its
F m-rank, meaning that w; < rk,(A®). At the same time, the F,-rank of each block
A® is upper bounded by min(w;, s), because the rank of a matrix cannot exceed its
number of rows or columns. In this case, each block A® has dimensions s x w;, so its
[F,-rank is at most min{w;, s}. However, since w = S w; < s, we have w; < s for all
i€ {l,...,¢}, which implies that min{w;, s} = w;. By combining the lower and upper
bounds, we conclude that rk, (A®) = w; for all i € {1,...,¢}. This implies that for
any A € {A" € 35 @ tkgm(A') = w} we have that Wt(;}})(A) = w and therefore, we
have the following equality

{A € T with) (A') = tkgn(A') = w} = {A’ € F55Y : tkgn(A') = w},
and hence

_ HA € FoRv : tkgm(A') = w}| _ ?;Ol(qsm — g™
{A e Fxe s wil(A) = w)|  TTo T (g — ¢f)

Prirkgm(A) = w | w]

where

is the number of all full-rank matrices of size s x w over Fym and

4 'wifl )
H (qsm - qj>7
=1 0

j=

is the number of all matrices in Fy7* with sum-rank weight w with corresponding
length partition w. Both relations can be derived from (2.26). O

In the next lemma, we provide the probability that an error matrix E drawn uni-
formly at random from the set £ has Fm-rank w.

Lemma 5.4. Let E be an error matriz drawn uniformly at random from the set El(j).
Then, the probability that tkem (E) = w is given by

w=1/_sm _ jm
Prtkgn (E) = w] = —= (4 ") :

) ﬁ LZ] . (5.12)

\573,8)’ weT, , (o) =1 -4

Proof. Recall the sets A, and B, defined in (5.8) and (5.9), respectively.

According to Lemma 5.3, for a fixed rank profile w, we can draw A € A, and
B € B, independently and uniformly from their corresponding domains and obtain
E = AB with Wt(Z"}%(E) = w such that F is uniformly drawn at random from &,,.
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This means the probability Pr[rkem(E) = w] is

Pritkgm(E) =w]= Y Prw] Prtkem(A) = w | w]
weT, o)
_ Z Hf=1 NM, (sm, 1, w;) ) ;yz_ol(qsm - qjm)
- WET, 4 .(5) €8] [T, T (oo — ¢f)
_Is @ ™) s T NM (s, w)
G wet o T IS (@ = )

Here, we first apply the law of total probability to express Pr[rkym(E) = w] as a sum
over all possible rank profiles w € 7,, . Then, we use the fact that A and B
are drawn independently and uniformly from their respective domains to compute the
conditional probability Prirk,m(A) = w | w].

Next, we simplify the expression using the definition of the Gaussian binomial co-
efficient

w—1( sm _ jm e, T2 (@™ =q’)(q"=q’)
So (@™ —¢™) g
Prie (B) =) - UG, 52 Do
|| weT, , () Hizl szo (¢°" —¢7)
w=1/_sm __ jm  w;— n _ ]
|51(U8)| weT w.0(3) i=1 j=0 - )

:j:_0<s>A'ZH[}

’gw‘ ’IUGTZ()ZI

In the first step, we rewrite the numerator using the definition of NM,(sm,n,w;).
Then, we cancel out the common terms in the numerator and denominator, leaving
only the Gaussian binomial coefficients in the final expression, which completes the
proof. O

At first glance, the expression in (5.12) does not appear to be computationally
efficient. However, in [PRR20], it was shown that the term |E(*)| can be efficiently
computed using a dynamic programming approach. Inspired by this, we propose a
similar procedure to compute the right-hand side of (5.12). To this end, let us define

Oy n(w, ) = Z lj {wj

weT q

w,t,u(s)

where @, ,(w, ¢) represents the sum over all possible rank profiles w for a given sum-
rank weight w. For each rank profile, the g-binomial coefficient LZ] counts the num-
ilq
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ber of subspaces of dimension w; in an n-dimensional space over F,. This expression
can be computed recursively as

[77} if0=1
Wlgq
Dy (w, £) = 4 minfnw)

> [7]} Dy (w—w 0 —1) else
q

/
w’'=0 w

(5.13)

The recursive relation can be understood as follows: For the base case, when the
number of blocks ¢ = 1, there is only one block, and the number of subspaces of
dimension w in an 7-dimensional space over F, is given by the g-binomial coefficient

[ZL. For ¢ > 1, we consider all possible dimensions w’ for the first block, ranging
from 0 to min{n, w}. For each choice of w’, we multiply the number of subspaces of
dimension w’ in the first block, given by M’,]q, with the number of ways to distribute
the remaining sum-rank weight w — w’ among the remaining ¢ — 1 blocks, recursively

computed by
Pyp(w—w' 0 —1).

Algorithm 7: Compute &, (w, ¢)
Input  : Parameters: ¢,n,w and ¢
Output : @ ,(w,l)
Initialize: N(w',¢') =0 Vw' € {l,...,w}and ¢ € {1,...,(}
for w' € {1,...,w} do
2 N(w’,l)%[",}

wlq

[uy

w
—r

or '€ {2,...,(} do
4 for w' € {1,...,w} do
5 t N(w', 0') + zjﬁfﬁg’w'} Nw —w" 0 —1)- [J,L

6 return N(w,/)

The details of the algorithm are provided in Algorithm 7, and the following theorem
establishes its correctness and complexity.

Theorem 5.4. Algorithm 7 is correct and requires € - w? integer multiplications.

Proof. The correctness of Algorithm 7 follows from the recursive relationship estab-
lished in (5.13) with the base cases ®,,(w,1) = {’7}

Wlgq
Regarding the complexity, the algorithm performs ¢-w? integer multiplications. This
is because, for each ¢/ € {2,..., ¢} and each w' € {1,...,w}, the inner loop runs over
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5.4 Probabilistic Decoding for Uniform Random Errors

min{n, w'} values, leading to at most w iterations per combination of ¢ and w’. Thus,
the total number of iterations is ¢ - w?. O

Building on the previous theorem, we derive the following corollary regarding com-
putational complexity.

Corollary 5.1. The success probability in (5.12) can be computed with polynomially-
bounded complexity.

Proof. The success probability in (5.12) is given by

}1):—01 (qsm _ qjm)

5]

- Dy (w, 0).

We analyze the complexity of computing each term in this expression:

« The cardinality |£(¥)| can be computed with polynomially bounded complexity,
as shown in [PRR22].

o The term ®,,(w,¥) can be computed with polynomially bounded complexity
according to Theorem 5.4.

e The computation of H;"Z_Ol(qsm — ¢’™) is also polynomially bounded. The terms
¢*™ and ¢’™ can be computed using repeated squaring, and their differences and
products involve polynomially-bounded integer operations.

The overall complexity is dominated by the complexity of computing |£{)| and the
term @, (w, £) both of which are polynomially bounded. Thus, the success probability
can be computed with polynomially bounded complexity. O

5.4.1 Main Theorem

The following theorem establishes an upper bound on the failure probability of the
decoding algorithm.

Theorem 5.5. Let ZCxr[s; v, k, dinin] be an Fym -linear homogeneous s-interleaved sum-
rank-metric code with component code Csrln,k, dmm| of minimum sum-rank distance
Apin, and let w < min{s, dyi, — 2}. Furthermore, let

Y =C+E,

where C' is a codeword of the interleaved code ZCsg[s;n,k,dpm| and E € IFZNX@” 18

an error matriz uniformly drawn at random from E). Then the probability that
Algorithm 6 cannot decode, which is the probability that tkym(E) # w, is bounded from
above as

Prtkyn (E) # w] < wg ™E7w D, (5.14)
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5 Decoding of High-Order Interleaved Sum-Rank-Metric Codes

Proof. From Lemma 5.4, we have

w—1l/_sm __ jm 0
o (4 @m) 7
Prlrkyn(B) = w] = —=7 - 1‘[{ ] .
|(€w | weTw,Z,y(“) =1 Wi q

Next, we consider the following inequality to bound the denominator |£(?]

-1

] H (" —¢)

q j=0

EUED o i K

wET 511 Wy

A
N
;:1N

{n] wﬁ &

Using this inequality, we can further bound Pr[rkqm (E) = w] as follows

w—1¢_sm _ _jm
Pritkgn (E) = w] > —2=° (4 ")

qu’U}

w—1
= H (]_ — qm(]_s)) Z 1 i wqm(w_s_l).
=0

At this point, we have the same equation as in the rank-metric case. The last step
follows from [RPW21a, Theorem 10].

Finally, the claim of the theorem follows from the fact that

Prirkym(E) # w| =1 — Prirtkgn (E) = w].

5.4.2 Numerical Results

In Figure 5.2, we show the actual value of the failure probability, using Algorithm 7 to
evaluate (5.12) and compare with the derived upper bound from (5.14). The failure
probability is presented in logarithmic scale (base 10) versus the difference between
the interleaving order s and the sum-rank error weight w for two different parameter
sets:
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Figure 5.2: Logarithmic failure probability vs. the difference s — w for different values
of ¢ with ¢, m, n and w.

e Figure 5.2a illustrates the failure probability for very small code parameters,
with ¢ =2, m =2, n =10, and w = 4.

o Figure 5.2b shows the failure probability for larger, but still relatively small,
code parameters, with ¢ = 2, m = 10, n = 30, and w = 11.

From these plots, we can observe several key points:

1. As the code parameters increase, the difference in failure probability between
the rank metric (¢ = 1), sum-rank metric (1 < ¢ < n), and Hamming met-
ric (¢ = n) becomes negligibly small. This suggests that for sufficiently large
code parameters, the choice of metric has a diminishing impact on the failure
probability.

2. The failure probability declines exponentially fast as s — w increases, which is
expected based on the expression of the upper bound in (5.14).

3. The gap between the upper bound and the actual failure probability narrows as
the code parameters increase. In Figure 5.2b, with larger code parameters, the
bound and the actual values are more closely aligned compared to Figure 5.2a.
This suggests that the derived upper bound becomes tighter and more accurate
for larger code parameters.
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5 Decoding of High-Order Interleaved Sum-Rank-Metric Codes

5.5 Decoding Radius

For the decoder presented in Algorithm 6 to succeed and uniquely recover the error,
the following conditions must be satisfied:

1. The error matrix E must satisfy the high-order and full-rank conditions, i.e.,
s > w and rkem(E) = w. Note that the full-rank condition already implies a
high interleaving order, since for E to have rank w, the interleaving order s must
be at least w.

2. The parity-check matrix H must satisfy the condition in (5.5), which can be
expressed as

-
B n n
rkgm (H lb] ) =w+1 VbeFy\suppsg (E) s.t. wt(m% (b)=1
where B is a basis of the row support of the error with respect to the sum-rank
metric as in (2.28).

For w < duyim — 2, the second condition is always satisfied, as shown in [PRR22,
Lemma 8]. However, for w > dy;, — 1, the decoder becomes probabilistic and returns
a unique solution to the decoding problem only if the second condition holds. When
averaging over all error matrices F, the probability of this condition being met becomes
a property of the code itself, determined by the parity-check matrix H and thus the
distance spectrum, which describes the distribution of distances between codewords.
Note that the decoder in Algorithm 6 can correct errors with a maximum weight of

w < min{n — k — 1, ,u(s)ﬁ}.

The term n — k — 1 ensures that the common parity-check matrix of the error code and
the component code has at least one nonzero row, which is necessary for successful
decoding. This prevents reaching n — k, as it would result in no rows in the common
parity-check matrix. The term p(9)¢ represents the maximum sum-rank weight for the
given parameters, with x(*) defined in (2.32).

Figure 5.1 illustrates the decoding regions for Algorithm 6 when the error matrix
E satisfies the full-rank condition, i.e., rkqm (E) = w. This condition is crucial for the
success of the decoding algorithm.

Consequently, this leads to two important results:

1. Unique decoding is always possible for
w S dmin - 27

when the full-rank condition is satisfied.
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5.5 Decoding Radius

2. Decoding is possible with high probability for
Apin —2 <w<n-—k—1,
when m is large.

In this section, we establish bounds on the probability for the second case. The
following theorem provides a connection between the error matrix characteristics and
the likelihood of satisfying the decoding condition.

Theorem 5.6. Let H € Ffﬁfk)m be a matriz chosen uniformly at random from
Féﬁ_k)xn. We assume that ¢ is large enough such that the probability of H having
Jull Fym-rank is close to 1. Consider an error matriz E picked uniformly at random
from the set £, where E, A, and B are as in (2.30), and Wt(EnI%(E) =w=Y'"w,
satisfying the full-rank condition, i.e., tkgm (E) = w. Then, on average, the probability
that the condition (5.5) is satisfied is bounded from below and above as follows

Prg < Pr[(5.5) is satisfied] < Pyg,

where
o 1 ¢ Ny
Prp - Z HNMq(Sma%wi) e )
5(8) . qm(n k—w)
| w | wETw,e,u(5> =1
w—1 1
with
def . k : ) .
Ny = min{g™" % N7 (g" — ¢¥i)}, (5.16)
i=1

and

w

e 1
PUBd=fH<1—(W—k—j>)-

J=0

Proof. The proof consists of two parts, one for the lower bound and one for the upper

bound.
First, we show the lower bound. Condition (5.5) can only be satisfied if HB' is
of full Fym-rank. Since H is chosen uniformly at random, HB' is also a matrix

uniformly distributed over Féﬁq_k)xw. The probability of HBT having full F m-rank is
given by

dot 25 1
n = ]I (1 - qm(nkj)> :

j=0
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5 Decoding of High-Order Interleaved Sum-Rank-Metric Codes

Now, consider a specific vector b € Fy \ supps. (E) and append it to B. Note that for

n)

the bound we omit the restriction with Wt(E % (b) = 1. The probability that H[BT | b]
is of full Fym-rank, given that HB" is of full F m-rank, is equal to

def 1
P2 = (1 - qm(n_k_w)> )

which is the probability that the (w + 1)-th additional column in H[BT | b'] is
linearly independent of the w remaining columns. This must hold true for any vector
b € T} \ suppgg (E) simultaneously. Define the event Z; as the (w + 1)-th column
in H[BT | b/] for a given b; € F \ suppsp (E) being linearly dependent on the
remaining w columns, with ¢ € {1,..., Ny} and

Ny > min{qm(nfk)a [F7 \ suppsg (E)[}.
The cardinality |F}' \ suppgy (E)]| is given by
14
> (" —q"),
i=1
which is the sum of the cardinalities of the blocks that correspond to

[Fy \Ry(BY) | = q" — "

By applying the union bound on the events Z;, the probability that (5.5) is not satisfied
is bounded from above as

Pr[(5.5) is not satisfied] < (1 —py) +p1- > Prlw]-Pr [UH Zi]

weﬁl,u(g i=1

N
S (1 — pl) +p1 . Z Pr[w] . ZPI[ZZ'],
weT (s) i=1

w, b,

where Pr[w] is the marginal distribution of the rank profiles, given by

1
Pr(w] = w [T NM,(sm,n, w;).
w | =1

Now, assuming that all Z; are independent, we have that for a given w,

1

PriZ]=1-pp=—— .
[ } 2 qm(n—k—w)
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Therefore,

Pr[(5.5) is not satisfied] < (1 —p1) +p1- >, Prlw ZPr

wETZM(S)
1 N 1
= (1 - pl) +p1 Z £ s) H NM Sm n7wz) ’ Z m(n—k—w)
wGTZ (s) ’ w | i=1 4
1 Ny
= (1 - pl) + D1 Z Tels)) H NM Sm n’wl) qm(nfkfw) .
weTZ (s) |

Consequently,

Pr[(5.5) is satisfied] = 1 — Pr[(5.5) is not satisfied]

1 N,
>1—|(=p)+pm- Y —5 HNM s ;) -
weT, e (s) g’w | q
= Ny - Hi:l Q(Sm7 n, wz)
=P1—DP1- Z |g(5)| . m(n—k—w)
weﬁ,z,,;(ﬁ) w q
- N Z Nw i Hf:l NM‘I(Sm7 m, wz)
=D |S(s)‘ . m(n—k—w)
weT, t,0,u(5) w q
— |1 Z Nw . Hle NMQ(Sm’ n, wz) ui_—[l (1 1 >
wETw,E,u(S) ’815}8)‘ ' qm(nik‘iw) 7=0 qm(n_k_]) ’

which establishes the lower bound Pip.
For the upper bound, we observe that the probability that condition (5 5) is satisfied

is upper bounded by the event that at least one matrix H[B' | b'] € F k) §g of
full Fym-rank, where b € Fy \ supps. (E). This probability is equal to the probability

that a random matrix in Féﬁfk)x(wﬂ) is of full F m-rank (see [LN96]), which is given

by
- 1
Pos =11\ 1= ey |-

J=0

This completes the proof. Il

5.5.1 Numerical Results

We now investigate the tightness of the upper and lower bounds on the failure probabil-
ity of condition (5.5) derived in Theorem 5.6. While these bounds provide theoretical
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5 Decoding of High-Order Interleaved Sum-Rank-Metric Codes

guarantees, they may not always give a precise estimate of the actual failure proba-
bility. To assess their accuracy and explore alternative approximations, we conduct
simulations.

The following presents an approximation obtained by modifying the proof of The-
orem 5.6. Although this approximation does not provide strict bounds, it may yield
more realistic estimates of the failure probability and serves as a basis for comparison
with the simulated results.

If, in the proof of Theorem 5.6, we ignore the dependence of the events Z; for
i€ {l,..., Ny}, we obtain neither a lower nor an upper bound on the failure/success
probability of condition (5.5) for a random parity-check matrix H. Nevertheless, we
state the expression under that circumstance and use it as an approximation. We then
show through simulation that this approximation provides a more realistic estimate
of the success probability for relative small 7. From the proof of Theorem 5.6, it is
straightforward to show that, in this case

w—1 1
Prcondition (5.5) is satisfied] ~ [] (1 — m(n—k—])) (5.17)
j=0 q

S Prfw] (1 _ M) "

WETw 0,1

In the case of the Hamming metric, the events Z; for i € {1,..., N} are actually
independent. This is because the rows of the matrix B consist solely of (scaled) unit
vectors. For the Hamming metric, we have N, = n — w. When multiplying B" on
the right side of H, we effectively select specific columns of H. Moreover, for any
additional unit vector b, we select another column from H to form H - [BT | b'],
choosing from the remaining n — w columns. Given the assumption that the entries
of H are independently and uniformly distributed, these selected columns are also
independent.

In contrast, this independence does not hold for the rank metric. In the rank-
metric case, the matrices BT and [B' | b'] can be any full-rank matrices, rather
than being limited to (scaled) unit vectors. Consequently, when multiplying these
matrices on the right side of H, we obtain linear combinations of the columns of H
rather than simply selecting individual columns. These linear combinations introduce
dependencies among the events Z;, violating the independence assumption.

We investigate the tightness of the upper and lower bounds on the failure probability
of condition (5.5) derived in Theorem 5.6 by comparing them with simulated values
and an approximation (given in (5.17)). The simulation was performed using a Monte
Carlo approach with 10° samples for each point. Each sample involved picking a
random parity-check matrix and evaluating the failure probability. The simulation
was implemented using the computer-algebra system SageMath [The23].
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5.5 Decoding Radius

Figure 5.3 shows parameters corresponding to the Hamming metric
n=140=24, n=24, ¢q=2, m=2, k=28.

In this case, we observe that the approximation closely matches the simulated values,
and both the upper and lower bounds hold. This reinforces our theory that the ap-
proximation is exact in the Hamming-metric case. In Figures 5.4 and 5.5, we increase
n ton = 2 and n = 3, respectively, while keeping the code parameters constant (i.e.,
code length n and dimension k). As we move away from the Hamming metric by
increasing n, we observe that the approximation becomes less accurate, and the lower
bound provides a better estimate. In all plots, the upper bound is relatively loose
compared to the lower bound.

Notably, across all scenarios, the success probability remains above 40% for error
weights w = 14. This value represents the second-largest decodable error weight for
the given code parameters and the Metzner—Kapturowski-like decoder described in
Algorithm 6, where the theoretical maximum is n — k — 1 = 15. This level of success
probability is relatively high, even near the upper limit of decodable errors.
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Figure 5.3: Success probability vs error weight w for ¢ = 2, m = 2, n = 24, k = 8§,
n =1, and ¢ = 24 with interleaving order s = w.
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Figure 5.4: Success probability vs error weight w for ¢ = 2, m = 2, n = 24, k = §,
n = 2, and ¢ = 12 with interleaving order s = w.
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Figure 5.5: Success probability vs error weight w for ¢ = 2, m = 2, n = 24, k = 8,
n =3, and ¢ = 8 with interleaving order s = w.
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5.6 Examples

In this section, we present two examples to illustrate the decoding process using Al-
gorithm 6 with small code parameters and randomly chosen codes. The first example
demonstrates a successful decoding, while the second example showcases a decoding
failure where the condition in (5.5) is not satisfied.

Example 5.1 (Successful Decoding). Let Fgm = Fos with primitive element o and
primitive polynomial o + o + 1.  Consider an interleaved sum-rank-metric code
ICsg[s;n, k,dmn] of length n = 6 with m = [2,2,2], k =2, n =2, (=3, d = 3,
and s = 3, defined by the parity-check matriz

1 0/0 0] a?2+1 a

0 1/]0 0 1 o?
H = 0O 0|1 O o o

0 0(0 1|a?24+a+1 a+1

Suppose the codeword

o +1 1 1 1la2+a a+1
C=| a+1 a?+ala® « 1 a+1
0 0 1 « o? 1

Y

is corrupted by an error

0 a®?+1[a’?+1 o24+11]0 0
F = 1 0 o? a? 0 0
a+1 6} a+1 o+11]0 0

9

with CH' = 0, tkym(E) = wt(zn}%(E) =3 and w = [2,1,0]. The received word is
Y =C + E, given by

a?+1 o? o? a? o+a a+1
Y = a +al 0 a?+a 1 a+1
a+1 o a 1 o? 1

The syndrome S = HY T is computed as

0 1 a+1
a’4+1 0 le'
a’+1 o> a+1
a?+1 o? a+1

S:
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We find a matriz P € Féﬁfk)x("*k) with tkgm (P) = n — k = 4, such as

1 a’+1 0 o> +a+1
a—+1 a?+1 0 a?+1
0
1

?+a+1l a+1 a-+1 ’
0 0 1

which transforms PS into row-echelon form.

The last n — k —w =1 rows of PH vyield

Hs=[0 0|1 1]a?+1 1].
Ezxpanding each sub-block of Hs over Fy yields

o (1) - |

0 0 11 11
0 o] . ext (Hfﬁ)) — {0 o] . ext (H§3)) - {0 0} :
0 0 1

Note that ext (H él)) is an all-zero matrix, indicating that this block corresponds to
a full-rank error.

Next, we compute a basis for each of the right kernels of ext (Hg)), ext (Hf)),
and ext (Hg’)) such that

ext (Hé”) BV = 0, ext (Hg)) B®' = 0, ext (Hég)) B®' = 0,

and

This gives us

10
Q5
B=-|) ]

€eF>?, B®=[1 1] eF? B®=| |eFy>

The matriz B is then given by

1 0/0 0]0 0
B = diag (B",B® B¥) = | 0 1/0 0]0 0 |.
11
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Finally, solving for A, i.e.,

HB'AT =8
0 0 1 a+1
AT — a?+1 0 «
T la?2+1 a2 a+1)”
2+1 o a+1

oo
oo RO
—_ O

yields

0 a’+1 a?+1
A= 1 0 a?
a+1 « a+1
0 oa?>+1|a?2+1 a?2+110
— E=AB=| 1 0 o> o2 |0
a+1 o a+1l a+1]0

o O O

and E = E. Note that decoding is possible since rkqm(H[BT | bT]) = w +1 = 4 for
all b € Fy \ suppgp (E) such that thLR) (b) = 1. The codeword C' can be recovered as
C=Y-E.

Example 5.2 (Decoding Failure). Let Fym = Fo2 with primitive element o and mini-
mal polynomial o + v+ 1. Further let ZCsg[s;n, k, dwin] be an interleaved sum-rank-
metric code of lengthn =6 withm = 1[2,2,2], k=2, dpm =4, n =2, =3 and s = 3,
defined by the parity-check matriz

a+1

O = O O

+
1
«
0

_— o O O

(07
1
0
+

o O O
OO = O

a+1

Suppose that the codeword

0 « 1 a+1l|la+1 1
C=|la 0|la+1 «Q 1 o
0 « 1 a+1l|la+1 1

s corrupted by an error

a 0 o « 00
EFE=|1 1|la+1 a+1]0 0
a 1lla+1l a+1/0 0

J
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with tkgm (E) = Wt (E) = 3 and w = [2,1,0]. The resulting received word is then
Y =C + E and thus

«Q «Q a+1 1]la+1 1
Y=| a+1 1 0 1 1 «Q
Q a+1 o Ola+1 1

The syndrome is then

S=HY' =

o = Q2 +
o0 Lo +
oL L O

We can find P € Fgﬁ_k)x(n_k) with tkqm (P) = n — k = 4, hence

_— o O O

o

o
a+1 0
0 0

oL L O

such that PS is in row-echelon form. The last n — k —w = 1 rows of

0 o a 110 «

o o a 010 1
PH = a a+1|0 a0 0 ’

0 0 0 0|1 a+1

yields
Hs=[0 0[0 0[1 a+1].

Next we expand every sub-block of Hs over Fy and obtain

- wi)-[s . i) ]

Next we compute a basis for each of the right kernels of ext (Hél)), ext (Hg)) and
ext (Hég)) such that

ext (Hé”) BV = 0, ext (Héz)) B®' = 0, ext (Hg’)) B®' = 0,
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and

which gives us

B<1>_L1) ﬂ B<2>_[1 0], BY [ .

The matriz B is then given by

1 00 0|0 O
0O 1/0 0[O0 O

. 1) pER) RE)\ _
B_dlag(B , B 73)— 0 0|1 0[O0 O
0O 0/0 1(0 O

In fact, we have that tky(BW) +1k,(B®) + 1k (B®)) = 4 > w = 3, and therefore we
cannot uniquely recover the error E anymore. This is because the decoding condition
in (5.5) is not satisfied, since there exists b € Fy \ suppyp (E) such that thg (b)=1

and tkgm (H[B" |b']) #w+1=4. Thatis,forb:[O 01 0/0 O},wehave

a+1

H[B"|b'| = — ke (H BT [b']) =3 <4

o O = O
o
[a—y
o= O O

1
1
0
0

5.7 Special Cases of the Algorithm for Hamming and
Rank Metric

The decoder described in Algorithm 6 extends the Metzner—Kapturowski decoder orig-
inally developed for the Hamming metric [MK90] as well as the Metzner-Kapturowski-
like decoder for the rank metric [PRW19; RPW21a] to the sum-rank metric. In this
section, we outline the differences in the operation of the proposed decoder across
three metrics: the Hamming metric, the rank metric, and the sum-rank metric. It is
important to note that both the Hamming and rank metrics can be considered special
cases of the sum-rank metric. We also highlight the similar definitions of error support
applicable to all three metrics. To clarify the distinction between the error weights in
each metric, we introduce the following notation: wy for the Hamming metric, wg for
the rank metric, and wyg for the sum-rank metric.
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In the Hamming metric (i.e. £ = n and n; = 1), the support of an error matrix E
is defined as the set of indices corresponding to the nonzero columns of E, that is,

suppy (E) of {j : the j-th column of E is nonzero}.

However, this classical notion of support does not directly align with the definition of
sum-rank support given in Definition 2.12. Nonetheless, a one-to-one correspondence
exists between the two concepts. We establish this by first describing suppy(F) and
then linking it to suppy (E). Since each of the blocks

EW, ... EY eF:,

has length one (i.e. consist of one column) in the Hamming-metric setting, at most one
rank error can occur per block. Thus, the i-th block B® in the error decomposition

E = A diag(BY,...,BY),

from (2.30) has size w'? x 1 with w'? € {0,1}. If the i-th block for an i € {1,...,¢}
is erroneous, the matrix B contains one nonzero F, element, which implies

Ry(BY) =T,

If, on the other hand, the block E® is error-free, the matrix B® has size 0 x 1 and its
row space R, (B (i)) is the trivial vector space {0} C F,. Thus, the sum-rank support

suppyp(E) = R,(BY) x - x Ry(BY),

of E is a Cartesian product containing copies of F, # {0} and {0} in the respective
positions. This allows us to define a bijection between the sum-rank support and the
classical definition of Hamming support given above. Namely,

suppy; (E) — suppgg(E) = X1 x Xo X - X X,

with
) if i € suppy (E)
{0} ifi ¢ suppy(E)’
maps a subset of the indices {1,...,n} to the corresponding sum-rank support con-

tained in Fy with n = [1,...,1] € Z%;. We stick to suppy(E) to explain the conse-
quences for decoding in the Hamming metric in the following.

An error matrix E with wy errors in the Hamming metric can be factored into
E = AB, where the rows of B are (scaled) unit vectors corresponding to the wy
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5.7 Special Cases of the Algorithm for Hamming and Rank Metric

error positions. Consequently, the support of E is the union of the supports of the
rows B; (Vi € {1,...,wy}) of B, ie.,

wWH

suppy (E) = | suppy (B;).

=1

When the full-rank condition for the Metzner-Kapturowski decoder is satisfied, the
zero columns in Hg reveal the error positions and determine the error support. In
this case, we have

n—k—wg

SuppH(E) = {17 tet 7n} \ L—J1 SuppH(HS,i)a

where Hg; denotes the i-th row of Hg. Note that this equality corresponds to (5.7)
in the general case. The process of recovering the error support suppy(FE) from Hg
is depicted in Figure 5.6.

The rank-metric case (i.e., £ = 1 and n; = n) is analogous to the Hamming-metric
case, with a different definition of error support. For an error matrix E with rank
rky(E) = wg, we can decompose it as E = AB. The rank support suppy(E) of E is
defined as the row space of B, spanned by the union of all rows B; of B, where B; is
the i-th row of B. This definition matches exactly with the more general one in the
sum-rank metric from Definition 2.12 when ¢ = 1. Thus, the support of E is given by

wR
suppy(E) = €D suppy(B;),
=1

where @ denotes the addition of vector spaces, i.e., the span of the union of the
considered spaces. If the full-rank condition on the error matrix is satisfied, the rank
support of E can be determined by the F,-kernel of Hg (see [RPW21al).The F,-row
space of Hg can be computed by taking the span of the union of spaces suppz(Hs,i),
where Hs; is the i-th row of Hs. Consequently, the support of E is given by

n—k—wpg

SUPPR(E):( @ SUPPR(Hsub,j)) :

Jj=1

In the sum-rank metric, according to Definition 2.12, we have
supps(E) = suppg (BY) x suppy (B®) x - - x suppy (BY)
n—k—wspg ) n—k—wspg ©
= @ SUPPR(Bj )] X x @ SUPPR(B]' )] -

j=1 j=1
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5 Decoding of High-Order Interleaved Sum-Rank-Metric Codes

Based on Theorem 5.1, we have

Jj=1

1
n—k—wspg
suppsp(E) = ( @ suppR(Hg’;)) X ...

n—k—wspr (®) +
@ suppaEL) )

j=1

The relation between the error matrix E, the matrix Hg, and the error supports for
the Hamming metric, rank metric, and sum-rank metric are illustrated in Figure 5.6,
Figure 5.7, and Figure 5.8, respectively. In particular, Figure 5.8 demonstrates the
process of determining the sum-rank support suppy.,(E) from the row spaces of the

blocks HY for i € {1,...,(}.

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

>

F¥ L
error positions

,,,,,,,,,,,,,,,,,,,,,,,,,,

M 7

WH
= suppy (E) = ‘L—J1 suppy (B;) =

il Tt :{1,...,n}\n_fglesuppH(HS,i)

all-zero columns in error positions

Figure 5.6: Illustration of the error support for the Hamming-metric case with an
error matrix E = AB € F3X", A € Fon"", B € Fy"”" and a parity-check

matrix Hs € Féﬁ_k_w”)x". B, is the i-th row of B and Hg; the i-th row
of HS~
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n—k—wpg

L
SUPPg (E)=< S7) SUPPR(Hsub,i)>

1=1

Figure 5.7: Illustration of the error support for the rank-metric case with an error
matrix E = AB € F;i", A € Fu"", B € FY#*" and a parity-check

matrix Hg € ]Fg?[k_wR)X". H,,,,; the i-th row of Hs.

f Poor

all-zero blocks at position of full-rank errors

n—k—wspr n—k—wspr

1 1
suvsn (B) = ('8 swnl#8)) ) o (G suwwn(HE))

J= J=

Figure 5.8: Illustration of the error support for the sum-rank-metric case with an error
matrix E = AB € F;X", A € F;n.""", B € Fy»#*" and a parity-check

matrix Hg € Féﬁ:k_wm)xn. A and B® are the i-th block of A and B
and HS) the j-th row of HY .
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5 Decoding of High-Order Interleaved Sum-Rank-Metric Codes

5.8 Connection to the Loidreau—Overbeck Decoder

In this section, we explore the connection between the success conditions of the
Loidreau—Overbeck decoder and the Metzner-Kapturowski-like decoder.
As introduced in (3.3), the matrix

mn—w—k(el)g

~ mn—w—k(GQ)

L= R ES e
mn—w—k(es)g

determines the success of the Loidreau—Overbeck decoder, as described in Section 3.1.2.
This decoder succeeds if the matrix L has rank equal to w.

Note that the first row of each submatrix 9, _,,_x(€;) ¢ in L is equal to e;. Therefore,
the matrix

is a submatrix of L. The Metzner-Kapturowski-like decoder succeeds if the matrix E
has rank w.

Since E is a submatrix of L, the success of the Metzner—Kapturowski-like decoder
(i.e., E has rank w) implies that L also contains a submatrix of rank w. Thus, the
success of this decoder is sufficient for the success of the Loidreau—Overbeck decoder.
However, the condition for the Loidreau-Overbeck decoder (i.e., L having rank w)
does not guarantee the success of the Metzner—Kapturowski-like decoder, as E could
have a lower rank even if L meets the rank requirement.

This demonstrates a hierarchical relationship between the two decoders: while the
Loidreau—Overbeck decoder may handle broader conditions, it is specifically designed
for ILRS codes, whereas the Metzner—Kapturowski-like decoder is more general and
can be applied to an interleaved sum-rank-metric code with any constituent code.

5.9 Summary and Discussion

In this chapter, we investigated a Metzner—Kapturowski-like decoding algorithm tai-
lored for high-order interleaved sum-rank-metric codes. By introducing the novel
concept of an error code, we provided a fresh perspective on the decoding process,
enhancing our understanding of the decoder’s functionality and offering new insights.

Our proposed algorithm demonstrates significant versatility, being applicable to any
linear constituent code, including those that are unstructured or random. This gen-
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eral applicability positions our decoder as a robust tool for cryptanalysis of code-based
cryptosystems that utilize high order interleaving to reduce public key sizes. The abil-
ity to decode codes with arbitrary constituent codes suggests potential vulnerabilities
in cryptosystems that rely on interleaving for security.

We analyzed the computational complexity of our algorithm, which is on the or-
der of O(max{n® n?s}) operations over F,m, and found it to be independent of the
structure of the constituent codes. This independence is particularly advantageous in
cryptanalytic applications, where the codes may be designed to obscure their structure.

Furthermore, we explored the success probability of our decoder both within and
beyond the error weight bound where unique decoding is guaranteed (up to dpi, — 2).
Our analysis revealed that the decoder maintains a high success probability even for
error weights exceeding this limit, as illustrated in Figure 5.9. This property is crucial
for cryptanalysis, as it enables the decoding of ciphertexts encrypted with higher error
weights, potentially compromising the security of the cryptosystem. Notably, since
the sum-rank metric generalizes both the Hamming and rank metrics, our results also
apply to these metrics, highlighting vulnerabilities in cryptosystems that utilize high
interleaving in these contexts as well.

[ s — w is large ] [ m is large

N

Full-rank condi-
tion satisfied with
high probability

Unique decoding

for w < dyyin — 1 probability up to

w<n-—k-—1

J

[ Decoding with high ]

Figure 5.9: Relationships between parameters, conditions, and decoding success.

Our work extends previous studies and provides valuable insights for the design and
security analysis of future code-based cryptosystems based on interleaving and the
sum-rank metric. The decoder’s guaranteed success for error weights up to dy, — 2
under the full-rank condition, and its high success probability beyond this range,
highlight the need for careful consideration when selecting code parameters for cryp-
tographic purposes.

The algorithm considered in this work is designed for interleaved codes where the
constituent codes are aligned vertically, also known as vertically interleaved codes.
From the error code perspective, this means that the error code’s row support is
restricted. In an alternative model, codewords could be aligned horizontally (horizontal
interleaving), resulting in the error code’s column support being restricted. Adapting
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5 Decoding of High-Order Interleaved Sum-Rank-Metric Codes

the algorithm to this horizontal interleaving model is not straightforward and remains
an open problem.

Future research could explore further optimizations of the decoding algorithm and
its application to other metrics, such as the Lee metric [Lee58]. Additionally, inves-
tigating the adaptation of the algorithm to horizontal interleaving could reveal new
avenues for cryptanalysis and contribute to the development of more secure code-based
cryptosystems.
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Support-Guessing Decoding
Algorithms in the Sum-Rank Metric

Decoding problems in the sum-rank metric are crucial for the security analysis of code-
based cryptosystems that utilize this metric. Continuing our focus on non-interleaved
codes and generic decoding problems, in this chapter we further investigate decoding
challenges within the sum-rank metric.

Efficient generic decoding algorithms have been extensively developed for the Ham-
ming metric—such as Prange’s algorithm [Pra62|, Stern’s algorithm [Ste89], the May—
Meurer-Thomae algorithm (MMT) [MMT11], the Becker—Joux—May—Meurer algo-
rithm (BJMM) [BJMM12|, and many others. Significant progress has also been made
in the rank metric with algorithms like Chabaud and Barbier’s algorithm [CS96],
combinatorial approaches by Gaborit et al. [GRS16], and improved syndrome decod-
ing algorithms by Aragon et al. [AGHT17]. However, there has been relatively little
advancement in developing such algorithms for the sum-rank metric, which bridges
the Hamming and rank metrics. Notably, Puchinger et al. [PRR22] have initiated
work in this area by providing upper and lower bounds on the decoding complexity
based on worst-case rank profiles. Their analysis focuses on the worst-case scenarios
over all possible rank profiles, offering valuable insights into the theoretical limits of
decoding in the sum-rank metric. However, this worst-case perspective may not accu-
rately reflect the average decoding complexity encountered in potential cryptographic
applications. Therefore, further efforts are needed to understand and improve the
complexity of decoding in the sum-rank metric from an average-case perspective.

In this chapter, we advance the complexity analysis of decoding problems in the sum-
rank metric, addressing key limitations in existing work and providing insights essential
for cryptographic applications. Specifically, we focus on improving the understanding
of the expected decoding complexity for generic decoding algorithms by transitioning
from worst-case to average-case analysis and introducing decoding algorithms for LRS
codes beyond the unique decoding radius. The proposed algorithm for LRS codes
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6 Support-Guessing Decoding Algorithms in the Sum-Rank Metric

offers significant complexity reductions compared to fully generic decoding algorithms
that do not exploit the underlying code structure.

While the lower bound presented in [PRR22] is tight within the unique decoding
radius—where at most one decoding solution exists—it becomes less applicable beyond
that radius. Beyond the unique decoding radius, multiple decoding solutions may exist,
rendering the worst-case lower bound less representative of actual decoding complexity.
This scenario is illustrated in Figure 6.1, where decoding beyond the unique radius
leads to more than one possible solution. In such cases, the complexity of finding a
solution can be significantly lower than the worst-case bound suggests. Relying solely
on the previous lower bound may lead to overestimating the decoding complexity
and underestimating an attacker’s actual capabilities, potentially resulting in insecure
parameter choices.

For cryptographic applications, especially in selecting key sizes and system param-
eters, it is crucial to establish lower bounds on the decoding complexity that reflect
the minimum difficulty an attacker would face. Such bounds provide insights into the
best-case scenario for the attacker, ensuring that security assessments are based on re-
alistic estimates of the attack effort. By adopting an average-case analysis, we obtain
more precise and realistic estimates of the decoding complexity over all possible error
patterns, not just the worst-case scenarios. This ensures that the parameters chosen
for a cryptosystem provide the desired level of security, safeguarding against potential
attacks that exploit the existence of multiple decoding solutions.

In cryptography, it is essential that the complexity of the best-known attack does
not lead to a lower security level than intended. This requires that the lower bound on
the expected decoding complexity is sufficiently high to prevent efficient attacks. An
accurate average-case analysis enables that cryptographic parameters can be chosen
such that no known attack can break the system more efficiently than intended.

In this work, we extend the analysis to the average-case scenario by considering
all possible rank profiles and deriving a tailored support-guessing distribution that
optimizes the expected decoding complexity in the asymptotic setting. Specifically,
we consider the case where the number of blocks tends to infinity, which allows us to
assume independence between the probabilities of each block having a certain rank.
With this independence assumption, we derive an optimal support-guessing distribu-
tion applicable to finite-length scenarios. Numerical evaluations demonstrate that this
asymptotically derived distribution closely matches and often coincides with the distri-
bution obtained by considering the dependencies between the blocks in the finite-length
case, even though deriving the latter is more complex. Our analysis yields exact com-
plexity values for unique decoding cases and provides tighter upper and lower bounds
valid for decoding beyond the unique decoding radius, as illustrated in Figure 6.1. We
introduce a new lower bound that accounts for alternative decoding solutions using
random-coding union (RCU) bound arguments, offering a more precise estimation of
decoding complexity in this regime.
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In addition to the average-case analysis of the generic decoding algorithm, we investi-
gate decoding LRS codes beyond the unique decoding radius. Previous work [RJB*20]
introduced a randomized decoding algorithm for Gabidulin codes, which are the rank
metric equivalent of LRS codes. We adapt and generalize this approach to the sum-
rank metric for LRS codes. This work is based on our previous publications [JBW23;
JBW24].

Both the generic decoder and the randomized decoder for LRS codes are support-
guessing algorithms. They operate by randomly guessing the support of the error
according to a predefined probability distribution, which needs to be optimized. In
each iteration of the guessing loop, a decoding step is performed. For the generic
decoder, this decoding step is an erasure decoder, requiring the guessed support to
fully contain the actual error support to succeed. In contrast, the randomized decoder
for LRS codes employs an error-and-erasure decoder, which only requires that the
intersection between the guessed support and the actual error support is sufficiently
large for successful decoding.

The error-and-erasure decoder leverages the underlying algebraic structure of LRS
codes, allowing it to succeed in cases where the fully generic decoder would fail. By
exploiting this structure, our randomized decoder achieves a higher success probability
and lower expected computational complexity. Although the randomized decoding
approach can conceptually be applied to any code equipped with an error-and-erasure
decoder, we focus on LRS codes due to their significance in the sum-rank metric.

By combining the optimized average-case analysis of the generic decoder with the
enhanced capabilities of the randomized decoder for LRS codes, we offer a compre-
hensive understanding of decoding complexities in the sum-rank metric. This work
aligns with the overarching narrative of this thesis, which focuses on developing ro-
bust complexity analyses and efficient decoding algorithms for codes in the sum-rank
metric.

Most parts of this chapter are based on [JBW24], submitted and currently under
review at IEEE Transactions on Information Theory. The chapter presents tighter
upper bounds on the worst-case setting, transitions from worst-case to average-case
complexity analysis, and introduces a new support-drawing distribution for both fully
generic and randomized decoding of LRS codes. These and all other new contributions
of [JBW24] were the ideas of the author of this dissertation and were solely developed
and worked out by the author.

Section 6.5 is primarily based on [JBW23| and [JBW24]|. The conference ver-
sion [JBW23] was first presented at the IEEE International Symposium on Infor-

mation Theory (ISIT 2023) and was later extended in the journal version as discussed
above [JBW24].

The concept of the randomized decoder, which combines an error-and-erasure de-
coder with a support-guessing approach, was first proposed in the work presented at
the Code-Based Cryptography Conference (CBCrypto 2019) [JB19]. In that paper, we
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6 Support-Guessing Decoding Algorithms in the Sum-Rank Metric

Figure 6.1: Illustration of decoding ambiguity in the 2D plane, where an error e exceed-
ing the unique decoding radius causes the received point y to be equidistant
from multiple codewords.

introduced the core idea of the decoder, focusing on a specific type of support related
to criss-cross erasures. This initial concept was primarily developed by the author of
this dissertation and is briefly discussed in Section 6.5.7. The analysis of the decoder
was later generalized to handle a broader notion of support in the rank metric, as
presented at the international conference on Post-Quantum Cryptography (PQCrypto
2020). The author contributed significantly to this generalization, including discus-
sions, insights, algorithmic implementation, and simulations.

The work was further generalized to the sum-rank metric for LRS codes in [JBW23],
and extended to average-case complexity analysis in the journal version [JBW24], as
discussed earlier. These extensions enhance the understanding of decoding complexi-
ties and contribute valuable insights to the broader field of sum-rank-metric codes.

6.1 Overview of Decoding Problems

This section presents and categorizes decoding problems in the sum-rank metric, rel-
evant to both coding theory and cryptographic applications. In Section 2.4.2, we
introduced various decoding concepts aimed at finding an “optimal” solution by min-
imizing either a distance metric or a likelihood.

In this chapter, we focus on problems where the error weight w is assumed to be
known. This assumption is justified by the fact that one can iterate through a set of
potential weights, i.e., w € {0,...,n}, which has a cardinality polynomially bounded
in n. The solution corresponding to the desired criterion, such as minimal weight, can
then be selected. We begin with the most general decoding problem and then proceed
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to more specific cases, formulating the corresponding problems along the way.

6.1.1 Sum-Rank Syndrome Decoding Problem

The sum-rank syndrome decoding problem is a generalization of both the syndrome
decoding problem in the Hamming metric and the rank syndrome decoding problem,
thereby covering a broad range of cryptosystems that rely on the hardness of this
problem. Examples include WAVE [DST19], BIKE [ABB*20], and HQC [MAB*24]
(based on the Hamming metric), as well as RQC [MAB*20] (based on the rank metric).

Problem 6.1 (Sum-Rank Syndrome Decoding Problem).

o Instance:
— A linear sum-rank-metric code Cspln, k] C Fp. with parity-check matriz
H e R

— A syndrome s € IFZ‘;’“ and an integer w > 0.
 Objective: Find an error vector e such that s = eH ' and wtggr(e) = w.

The sum-rank syndrome decoding problem is particularly interesting due to its appli-
cability across different metrics and cryptosystems. A solution to this problem is not
guaranteed.

The algorithm introduced in [PRR22| provides a generic decoding approach that
addresses the sum-rank syndrome decoding problem for error weights up to n — k.

6.1.2 Decoding Beyond the Unique Radius

The following problem can be seen as a special case of the sum-rank syndrome decoding
problem (see Problem 6.1). In this case, we assume that a specific codeword, corrupted
by an error of known weight, has been received. Under this assumption, the weight of
the error, denoted by w, is known, and we set the decoding radius accordingly to w.
This ensures that at least one solution exists, although it may not be unique, similar
to the general syndrome decoding problem. We first consider the problem of decoding
beyond the unique radius for arbitrary sum-rank-metric codes.

Problem 6.2 (Beyond Unique Decoding for Sum-Rank-Metric Codes).

o Instance:

— Linear sum-rank-metric code Csg[n, k] C Fy.. with unique decoding radius
7—7

— Error vector e & Ew with wtxr(e) =w > 1,

— Received vector y = ¢ + e with ¢ € Csg[n, k.
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» Objective: Find a codeword ¢ € Csg|n, k|, such that

WtER(y — C) = w.

Problem 6.2 extends the unique decoding problem by allowing error weights that
exceed the unique decoding radius. Unlike unique decoding, multiple codewords may
satisfy the decoding condition, and a solution is not guaranteed to be unique. The
generic decoder introduced in [PRR22] can efficiently address this problem for any
linear sum-rank-metric code without relying on its structure, handling error weights
up ton — k.

Next, we specialize this problem for LRS codes.

Problem 6.3 (Beyond Unique Decoding for LRS codes).

e Instance:

— LRS code LRS|B,§,(;m, k| CFp., y € F,

— Error vector e &- Ew with wtgr(e) =w > 7,

— Received vector y = ¢ + e € F.. with ¢ € LRS[B,&,¢;n, k].

« Objective: Find a codeword ¢ € LRS[B, &, (;n, k|, such that

WtER(y — C) = w.

Problem 6.3 is a specialization of Problem 6.2 for LRS codes. This specialization
allows us to exploit the inherent structure of LRS codes, potentially leading to more
efficient decoding algorithms. We compare the complexity of the generic decoder for
Problem 6.2, as introduced in [PRR22], with our proposed randomized decoder (see
Section 6.5) tailored for LRS codes.

The Faure-Loidreau (FL) system is a rank-metric code-based cryptosystem that
uses Gabidulin codes, which are a special case of LRS codes. Problem 6.3 is itself
a generalization of the decoding problem considered in [RJBT20], which focused on
Gabidulin codes. Our proposed randomized decoder generalizes the decoder intro-
duced in [RIB*20] to the sum-rank metric. We first introduced this generalization
in [JBW23].

Our proposed decoder and the complexity analysis for the sum-rank metric could be
valuable for future cryptosystems that are similar to the FL system but operate in the
sum-rank metric, or for different cryptosystems that rely on problems like Problem 6.3
in the sum-rank metric.
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6.1.3 Unique Decoding Problem

The wunique decoding problem (also known as bounded minimum distance decoding
problem) is a specific case of Problem 6.2, where the error weight does not exceed the
unique decoding radius, ensuring that there is exactly one solution within this radius.

Problem 6.4 (Unique Decoding Problem).

o Instance:

— A linear sum-rank-metric code Csg[n, k| C Fy.. with unique decoding radius
T.

— An error vector e & &, with w = wtyr(e) < 7.

— A received vector y = ¢ + e where ¢ € Cyp[n, k.

o Objective: Determine the unique codeword ¢ € Csg[n, k| such that

WtER(y — C) S T.

In this case, the decoder is guaranteed to find exactly one solution as long as the
error weight is within the unique decoding radius. Efficient polynomial-time decoders
are available for several well-known algebraic codes, such as Reed—Solomon codes,
BCH codes, and Goppa codes in the Hamming metric [MS77], as well as Gabidulin
codes in the rank metric [Gab85], and LRS codes in the sum-rank metric [Marl8§],
provided that the code structure is known.

However, in cryptosystems such as McEliece-like cryptosystems, where the code
structure is intentionally obfuscated to increase security, decoding becomes much more
challenging for unauthorized parties. This further highlights the importance of efficient
decoders, particularly in cases where the error weight stays within the unique decoding
radius.

6.1.4 Channel Model

In Problem 6.2, Problem 6.3 and Problem 6.4, the error vector e is drawn uniformly
at random from &,, the set of all vectors in Fg,, with sum-rank weight w. This is done
by first determining a rank profile w € 7y, according to the marginal distribution
of the rank profile of the error given by

1 ¢
Prjw| = NM, (m,n, w;). (6.1)
Epmatw)] LM
Then, for each i € {1,...,¢}, an element e ¢ Fym of rank weight w; is drawn

independently and uniformly at random from the set of all elements in Fji of rank
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weight w;, as described in [PRR22]. The resulting error vector e satisfies wtxg(e) = w
and is uniformly distributed in &,. The received word y is then considered to be of
the form

y=c+e,

with ¢ € CER[n, k‘] - Fgm

6.2 Ordered Rank Profiles

We now define the set that contains only the ordered rank profiles, as introduced in
Definition 2.9. This concept helps to simplify the complexity of computing certain
expressions regarding the sum-rank metric by exploiting symmetry properties that are
the same for permuted versions of the rank profiles.

Definition 6.1 (Ordered Rank Profiles). Let w, ¢, and u be non-negative integers
with w < lp. We define the set

def
Tty = {w € Tyt wy > wy >+ > wy},

which contains the ordered rank profiles of a vector with ¢ blocks and a sum-rank weight
of w.!

Note that every element w € Ty 0, 15 also an element in Ty, 0 ,, but not vice versa.

Next, for a given w € 7T,.,, we denote by & ,(w) the set of all possible per-
mutations of w. Hence, each element o in & ,(w) is a permutation operator, i.e.,
0w — o(w), where o(w) is a permutation of the entries of w.

Additionally, let w = [wy,...,w,| be the vector obtained by sorting the entries of
w in decreasing order. We denote this operation by sort(w), so that @w = sort(w).
In other words, sort(w) represents the permutation of the entries of w that yields the
sorted vector w, such that

Wy = Wy = -+ 2> Wy

This leads to the following two relations between the sets 7, ¢, and Ty 0,

Twop = {sort(w) : Vw € Ty},
Toen= |J {o(w):Voe &S, ,(w)}.

'wejw,z,,u

In literature, this set is closely related to the concept of integer partitions of w, where an integer is
expressed as the sum of non-negative integers. Without the restrictions on the maximal number of
blocks ¢ and the maximum rank weight g, this set would coincide with the set of integer partitions.
However, with these restrictions, it forms a constrained version, limited in both length by ¢ and
value by pu.
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The number of possible permutations of w, denoted by |&, ,(w)|, is given by the
multinomial coefficient

14 14
Spu(w)| = =
[Geu(w)] ()\0,)\1, L ,)\) AolAgl- o\,
where )\; is the number of occurrences of the integer ¢ in w for all i € {0,...,u}.
Therefore, by considering all permutations of all elements in 7, ¢, we obtain the set

72072#’
For a given (non-ordered) rank profile w € Ty, we also define the restricted set of
rank profiles

211) def / X / ’
wlp w € 7:11,[7# LWy > Wiy .., Wy > wg}.

6.3 Generic Decoding in the Sum-Rank Metric

In this section, we summarize the generic decoding algorithm for the sum-rank metric
introduced by Puchinger et al. [PRR20; PRR22]. Their analysis focuses on solving a
special instance of Problem 6.1, where the syndrome is chosen such that at least one
solution exists. This scenario applies to both Problem 6.2 and Problem 6.4. In their
derivation of the lower bound, they assume that at most one solution exists within the
decoding radius, with no alternative solutions possible. As a result, the lower bound
applies only to Problem 6.4.

The decoding algorithm proceeds by guessing possible error supports according to
a probability distribution, which is a key design criterion that can be optimized to
maximize the decoder’s success probability. In each iteration of the decoding loop,
a new support is guessed, and the decoder attempts to correct the error based on
that support. If the guess is incorrect, the loop continues with another guess. The
success probability for each iteration depends on the support-guessing distribution.
The worst-case complexity is determined by evaluating all possible error rank profiles,
with the worst-case profile, denoted by wye, representing the maximum number of
operations needed for the decoder to succeed.

Remark 6.1. In [PRR22, Remark 17], it was shown that an error e with row support
Er and column support Ec can be uniquely recovered if either a row super-support
Fr 2 ER or a column super-support Fo 2D E¢ is found, both with sum-rank weight v,
such that w < v < dpin. The sum-rank weight v cannot exceed

Vmax 2 min {n —k, m‘(n - k)J } . (6.2)

Decoding beyond the unique erasure decoding radius s possible up to vyax. This
situation is analogous to the classical ISD algorithm in the Hamming metric (i.e. n =1
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6 Support-Guessing Decoding Algorithms in the Sum-Rank Metric

andn =), where a support of size Vmax = n—k is selected. Successful decoding occurs
if the corresponding submatriz of the parity-check matriz formed by these columns is of
full rank, ensuring a unique solution to the system of linear equations. In the Hamming
metric, the probability that a submatriz is full rank is generally assumed to be close to
1, especially for large field sizes q"*. However, in Theorem 5.6, we derived bounds on
this probability for randomly chosen parity-check matrices. As shown in Section 5.5.1,
this probability can be significantly lower for the sum-rank metric, depending on the
parameter choices. Consequently, the probability of finding a valid decoding support
under these conditions can be much lower than expected. In this chapter, we similarly
assume this probability to be close to 1 for simplicity in our analysis, but for certain
parameter sets, it may be advisable to verify this assumption in practice.

Algorithm 8 describes the decoding process, which selects the appropriate type of
(row or column) support. When m is smaller than 7, the algorithm selects the row
support; otherwise, it chooses the column support. For the sake of simplicity, we
will henceforth refer to the selected support type as simply “support” throughout the
remainder of this chapter, with the understanding that the decoding algorithm makes
this choice based on the given parameters.

Algorithm 8: Generic Sum-Rank Decoder [PRR22]
Input : Parameters: ¢, m, n, k, £, w and v with w < v < V.

Received vector y € Fi.

Parity-check matrix H € F5 %

X .
; " of an F m-linear sum-rank

metric code Cyr([n, k]
Output : Vector ¢’ € Cxg[n, k| such that wtpr(y — ) = w
1 e« 0elF,
2 < n/l
3 1 <— min{m,n}
4 while H(r — €')" # 0 or wtzg(e') # w do

5 F < Draw random support F C F x --- x F4 of sum dimension v

6 if n < m then

7 L €’ < Column erasure decoding: F, H,y /* cf. [PRR22, Theorem 13] */
8 else

9 L €' < Row erasure decoding: F, H, y /* cf. [PRR22, Theorem 14] */

10 return y — €’
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6.3.1 Improved Simple Bound on the Worst-Case Success
Probability

Recall that we denoted the worst-case rank profile as wy.. In [PRR22, Theorem
16], the authors derive lower and upper bounds on the expected run time Wy, of
Algorithm 8 to decode an error pattern with rank profile wy.

Given an error rank profile w € 7, and a super-support rank profile v € 7,4,
we compute the probability ¢, ,(v,w) that the error support lies within the guessed
super support as [PRR22]

¢
Pgpu(v, W) § H ;—: (w;, v;), (6.3)

where P, (w;, v;) is the probability as in (2.8).

Using this probability, we define ¢
super-support rank profiles v € T, ¢,

(max)

s (w) as the maximum probability over all

(max) def
Py, (w) = vg}rgjfu Pau(v, W).

Further let Vcompu(w, v) be a function veomp,, Twep % Lso = Ty, that for a given
integer v € Z>( returns a rank profile such that

SOEIH;L?XK ) SOQ# (VCOHlpH(’lU, U)v ’l.U)

The function veomp,,(w, v) can be implemented efficiently, see [PRR22].

With these definitions in place, Puchinger et al. [PRR22, Theorem 16] provide the
following bounds on the expected runtime Wy, of Algorithm 8 for Problem 6.4

ngtgrfgvc = g(latrfr ’T @u‘_ Qw N (64)
Wg(gfv?zc - g;ler Qw £,
17 iter f + w — ]- wlpu—2
Wiahe = Wik ( o )'yﬁq =9, (6.6)
with iy »
Qw,ﬁ,u = Z cpqn:fx ) (67)
weTy, am

where Wg(é';f‘r represents the complexity of one iteration of the generic decoding al-

gorithm. To be more precise, Wgéﬁfr is the sum of the complexities of two main
components: drawing an error super support and performing the row/column era-
sure decoding, as outlined in Algorithm 8. The complexity of drawing an error super

support is in the order of O(n*m?log,(¢)) bit operations. Meanwhile, the row /column-
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erasure decoding involves O((n — k)*m?) operations over F,. While these complexities
are asymptotic approximations and neglect constant factors, they provide useful es-
timates for large input sizes. For finite lengths, the exact complexities depend on
the specific implementation details of the underlying algorithms. Therefore, for the
purpose of plotting and practical considerations, we approximate Wg(gfr) ~ n3m3,
combining the dominant terms of both components.

The upper bound Wégfv)vc requires computing the term @)y, ¢, a process that, while
feasible in polynomial time, relies on algorithms that are challenging to implement. To
simplify this, Puchinger et al. derived the closed-form bound ngf?vgc on the expected
runtime of Algorithm 8. While convenient, this bound can be rather loose when
the parameters approach the Hamming metric, i.e., as £ — n for a fixed n and/or
n — 1 (see Figure 6.2). To address this, we introduce a new, tighter upper bound in

Theorem 6.1.

Theorem 6.1. Let ¢ be a codeword of a sum-rank-metric code Cs.g[n, k| with minimum
sum-rank distance dn;,. Additionally, let e be an error of sum-rank weight w < dpin
with a rank profile corresponding to the worst-case rank profile wy.. Then Algorithm 8
in the context of Problem 6.1 returns a solution w.r.t. an error € € Fy. with the
weight w. Each iteration of Algorithm 8 has complexity W) . The overall expected

gen
worst-case runtime, also referred to as the complexity Ween we of Algorithm 8 is upper

bounded by
Wenwe < Witimproved) (6.8)

with

177(UB,improved) def iter ¢ +w—1 w(p—3% . Y 1- q—M b
Wg(en,wcp )= Wg(en )< /-1 )q a [)'mln /an 1_(]71 .

Proof. To prove the theorem, we will show that

dony (L w =1\ ooy (1—qg*\"
Wge“’wcgwéet:)< (-1 )q . (1—q1> |

Starting from the bound in (6.5), it suffices to show that

(+w—1 oy (1 =g \"
Qw,, S( >qw(ﬂ e)( ) ]
b (-1 1—q!
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By the definition of Q¢ in (6.7), we can bound @y, as (cf. [PRR22])

-1
Quit < [Tl - maxx ) (w)

14 +w-—1 —-1
< i (max) )
< ( 01 ) WX g (W) (6.9)
where
(max) -1 / -1, 7
wg%i,u Py (W) = wg%a;z“ {goq,u('u ,w) v = vecomp,(w, v)} :

;-1
Next, we can bound ¢, ,(v',w)™ " as

=1

u} o\ w

_ z [’wi 1 - q K = w; (u—v

gow('v’,'w) = H v ' < ( > ‘Hq " Z)’ (610)
=1 [wz:|

where the inequality follows from

[ZL _ ") ) ﬁ (1—qg*)(1— q_a‘H) (1 - q—a+b—1)
[ICJL qb(cfb) i=1 (1 — Q*C)(l — q*chl) ... (1 _ qic+b,1)

IN
L)
=
]
|
&
—
|
=

Substituting (6.10) into (6.9) yields

l -1 1—q™\" ,
Quep < ( —ZI_U ] ) . (1 _3_1) - max {qu_1wi(“”i) v = Vcomp#(w,v)}.

WETw 0,1

The remainder of the proof follows from the proof in [PRR22, Proposition 21], which
leads to the desired result
Wgen e < W(UB,improved)‘

— gen,wc
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Figure 6.2: Illustration of the improved upper bound on the complexity of Algorithm 8
compared to the other bounds (6.4),(6.5) and (6.6) for parameters: ¢ = 2,
m =20,n=060,k=30,w=9,s=10. At £ = 3, the algorithm transitions
from guessing the column support to guessing the row support.
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Figure 6.2 illustrates the existing bounds from Puchinger et al. [PRR22] alongside
the new improved bound Wégll?v’vif‘pmved) given by (6.8). The figure shows the complexity
as a function of the number of blocks ¢ for a fixed code length n, where the code length
is defined as n = ¢n. This representation allows for the analysis of how the bounds
and the improved bound behave as the number of blocks varies while keeping the code
length and rate constant.

The illustrated bounds also include the lower bound W{B) = the upper bound

gen,wc?

Wg(g}i)m, and the simplified upper bound Wg(gfv)vc, as defined in (6.4), (6.5), and (6.6),
respectively. For a fair comparison, we use the same parameters as those presented in
one of the figures from the original paper. The improved bound W Bimproved) jg sjgnif-

icantly tighter and closer to the upper bound ngfvgc, particularly in the region near
the Hamming metric, which corresponds to cases where ¢ — n and n — 1. This sug-
gests that the new simplified bound provides a better approximation of the algorithm’s
complexity compared to the previous simplified upper bound W{UB) " especially when

gen,wce)
the sum-rank metric closely resembles the Hamming metric.

6.3.2 Success Probability Analysis for the Average Case

We now consider the channel model described in Section 6.1.4 and begin by deriving
the success probability for the case of unique decoding, where exactly one solution
exists. Additionally, we derive an upper bound on the success probability for decoding
beyond the unique decoding radius, using RCU arguments. This upper bound accounts
for alternative solutions that the decoder in Algorithm 8 may return in this scenario.

In this analysis, we assume that the support drawing distribution is known. In
the subsequent section, we will use the probabilities derived here to formalize an
optimization problem with respect to the support drawing distribution.

In Line 5 of Algorithm 8, we need to draw a suitable super support

F=F x-xFy

where F C T x - - x Ft, each F; has dimension v; for i € {1,...,/}, and S v =w.
The distribution from which these super supports are drawn is a critical design param-
eter of the algorithm and requires careful optimization to maximize the algorithm’s
performance.

To draw the super support F, we first draw a rank profile v = [v1,va, ..., v € Ty -
Let S be a discrete random variable over 7, ,, and denote the probability distribution
of S as ay, i.e.,

& Pr[S = v].

Moreover, let v denote the probability vector for S, such that a0 = [a,,, . . ., oy ‘],
vl

where vy, ..., v7,, .| € Tor, and a € D(Toe)-
After drawing the rank profile v according to the distribution «,,, the next step
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is to construct the super support F. We draw F uniformly from the set =, ,(v),
which contains all valid super supports for the given rank profile v. Each block F; is
drawn independently from the set of subspaces of F¥' with dimension v;. By controlling
the distribution «,,, we influence the distribution of the super support F and aim to
minimize the expected complexity of the decoding process.

The following theorem gives the success probability for uniquely decoding a solution
using a single iteration of Algorithm 8 under the average-case setting.

Theorem 6.2. Let C C F;‘m be a linear sum-rank-metric code with length n and
dimension k. Let ¢ € C be a codeword and consider a channel model as described in
Section 6.1.4, where the error e is drawn uniformly at random from &, me(w), as
defined in (2.24). Let wtxg(e) = w, and assume that y = ¢ + e. Let vyay denote the
mazximum sum-rank weight of the guessed super support, as defined in (6.2). Define
the event Eynigue as the event that Algorithm 8 outputs ¢ in a single iteration for the
scenario of Problem 6.2. The probability of Eunique s given by

Umax

¢
Pr[Eunique) = Z Z Og e (W) - H NM, (m,n,w;),  (6.11)

| qnmf( )| V'=w wWE Ty 0, i=1

where g . (W) is the average probability defined in (6.12).

Proof. The average probability of decoding success can be expressed as a sum over all
possible super space dimensions v' and error weight decompositions w, weighted by
the probability of each error weight decomposition

VUmax

PI‘ unlque Z Z Pr Spq,u,v/ (’LU) .

v'=w wETy 0,

Substituting the expression for Pr[w] from (6.1), we arrive at the expression given

n (6.11)

Umax 4
Pr [gunique] = Z Z Py, pv’ ) : H NMq (m7 7, wi)a
| qnmﬂ( )| V' =w WE Ty 4. i=1
completing the proof. O

An upper bound on the probability of obtaining alternative solutions when using
random linear sum-rank-metric codes is provided by the upcoming theorem. For the
analysis, we define ¢, ,.,(w) as the average probability over all super-support rank
profiles

def
@q,u,U(UJ) = Z Qy - @q,,u,v(lv7 w), (612)

vETy, 0,

where «,, is the probability distribution over the super-support rank profiles.
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Theorem 6.3 (Random Coding Union Bound). Let C be a random code of length n
and cardinality |C| = q™* over Fym, where each codeword is drawn uniformly at random
Jrom the ambient space Fim. Suppose that the received word y € Ky is a noisy version
of a codeword ¢ € C, corrupted by an error vector e € Fyn of sum-rank weight w, i.e.,
y=c-+e. Let v be an integer satisfying w < v < VUpax.

The probability Pr[Ercu| of one iteration of Algorithm 8 to output an alternative
solution ¢ with ¢ # ¢ is upper bounded by

Pr [Ercu] < P}(R%%gen) ;

where

)
UB,gen) def m(k—n
pg{cuge = q (=) Z cpq,“,v('w) HNMq (m,n, w;),

wETw, t,u i=1

and pq,..(w) is the average probability defined in (6.12).

Proof. By assumption, each codeword in the codebook C is drawn uniformly at ran-
dom over Fy... Let ¢; € C with ¢; # ¢ be one such alternative codeword with
j € {l,...,¢™ — 1}, and define X; as the event that Algorithm 8 can decode this

codeword. Then .

Pr [XJ] = Z U @q,u,v(w(e/))'
eerr, 4
wtsr(e')=w
Since ¢, ,.0(1(€')) only depends on the rank profile of €/, we can change the sum to
be over all rank profiles w € 7., and multiply by the number of error vectors that
have the same rank profile

1 4
Pr[X;] = Z — Pap(W) H NM, (m, 1, w;).

wWET w0, q =1
The total probability of successful decoding is given by the union of the events
X17 ey quk_l,

which can be upper bounded by

gt -1 q
Pr U Xj S
j=1

3 PriX] < ¢"FPri&;] = phor™.
j=1

Substituting the expression for Pr[&]] yields the desired upper bound on the success
probability. ]
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Combining Theorem 6.3 and Theorem 6.2, we can derive bounds on the success
probability of Algorithm 8 for one iteration to return at least one solution. We state
these bounds in the following lemma.

Theorem 6.4. Let C be a random code of length n and size ¢™* over Fym, where each
codeword is drawn uniformly at random from the ambient space ¥y... Suppose that
the received word y € Fi. is a noisy version of a codeword ¢ € C, corrupted by an
error vector e € Fi. with wtxgr(e) = w, i.e., y = ¢+ e. The success probability of
Algorithm 8 to output at least one solution satisfies

VUmax

¢
Z Z Pyt (W )'HNMq<m7777wi)7

Pr[success| >

= Egmame(w)] qnmé( W) = weTo, i=1
and
1 VUmax 4
Pr[success| < ( + qm(k_")> S0 > g (w) - [INM, (m,n, w;).
|Eqnm e (w)] V'=w wETy 1, i=1

Proof. First, we prove the lower bound on the success probability. Recall that we
assume the received word y € Fj. is a noisy version of a codeword ¢ € C, corrupted
by an error vector e € Fy.. with wtsg(e) = w, i.e., y = ¢+ e. This implies that the
codeword c is always within the decoding radius of the received word y. Using the
expression for Pr[€upique] from Theorem 6.2, we have

VUmax ¢
Pr[success] > Pr[€unique] = T é( I S Y g (w) - TINM, (m, 0, w;).
gm,m Vmw wE Ty 4. =1

Next, we prove the upper bound on the success probability. Using union bound
arguments and the expressions for Pr[€rcu] and Pr[€uique) from Theorem 6.3 and
Theorem 6.2, respectively, we obtain

Pr[success] < Pr[é’unique] + Pr[€rcu]

VUmax l
- Z Z 90‘1!“1 ) HNMl] (mwnawi)
| qnmﬁ( )| v'=w wETy 0., i=1
VUmax J4
+ qm(k_n) Z Z Py (W) - H NM, (m, 1, w;)
v'=wwETy ¢, i=1

1 Vmax 14
= <()| m(k n) Z Z P (W 'HNMq(ma%wi),

|Eqnm.e(w —w wET Y0, i=1

which concludes the lemma. O]
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From Theorem 6.4 we get that to find an optimal distribution «, to draw v from
7o, We need to maximize the term

¢
max Z Z Oy * sﬁqu’v w) - HNMq (m,n,w;),
=1

aED(% £ 'u weTy, m veT, N

where D(7,,.,) is the set of all valid PMFs over 7, as defined in (2.6).

6.3.3 Optimizing the Support-Drawing Distribution via Linear
Programming

The process of drawing a super support from a known distribution can be further
broken down. Instead of drawing a rank profile v € 7, ¢, according to a,,, we can draw
an ordered rank profile v’ € 7,4, according to a distribution &, where v' = sort(v)
is obtained by sorting the elements of v in non-increasing order. This simplification
is possible due to symmetry, as the probability of drawing a particular rank profile
remains the same for all permutations of that profile.

After drawing the ordered rank profile v’, we perform a uniformly random permu-
tation to obtain the final rank profile v. The relation between the two probability
distributions is given by

Usort(v) _ Osort(v)

[Seulsort(w)]  [Sp,()]

By reducing the problem to optimizing the distribution &, of ordered rank profiles,
we have reduced the number of unknowns since we have | Ty ¢,| < [Tozu/-

Ay —

(6.13)

In summary, the process of drawing a suitable super support F can be broken down
into three steps:

1) Draw an ordered rank profile v' € J,., according to a distribution ¢&,s, which
is the criterion we need to optimize, and then apply a uniformly random permu-

tation to obtain the rank profile v,

2) For each ¢ € {1,...,¢}, draw F; from the set of all spaces of dimension v;,
independently for all blocks,

3) Combine the individual blocks F; to form the overall super support

F=Fix-xF

By making use of (6.13) we can reduce the number of unknowns and instead maxi-
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mize
S u(w)] - ¢
deg(l%X ) Z Z [E H('v)| sort(v) Pa,u(V, W) H NM, (m,n, w;)
bl we T, Mv€7->w 4 i1 (6'14)
= max av, . ’
&U/ED(JU,Z 1) 4yt E;Z »
where

w ¢
f) = Y '6”'( > soq,uw(v",w))HNMq<m,n,wz->.

WETw, b, |6€~“(’v,)| v"eGy , (V') =1

This optimization problem can be solved via linear program (LP) methods, where
the objective function is (6.14) with |7,.,| unknowns. Although we have reduced
the number of unknowns by restricting the optimization to the ordered set [, ¢, it
is important to note that the cardinality of this set, and consequently the number of
unknowns, can still grow super-polynomially with the parameters v, ¢, and p. Fur-
thermore, computing the coefficients of the constraints requires summing over the set
Jw,eu, Which can be computationally demanding due to its potentially large cardinal-
ity. Even if we successfully derive the optimal support-drawing distribution through
this process, implementing an efficient algorithm to sample from this distribution poses
another significant challenge. This limitation motivates the need for alternative ap-
proaches to simplify the optimization problem and develop more practical sampling
algorithms.

6.3.4 Efficient Optimization of the Support-Drawing Distribution

In this section, we propose an efficient method to optimize the support-drawing dis-
tribution, addressing the computational challenges discussed earlier. By assuming
independence between the sum-rank metric blocks, we greatly simplify the problem.
Instead of drawing a complete rank profile vector v € 7, ¢, with a fixed total rank v,
we independently draw the rank v; for each of the ¢ blocks. As a result, the sum rank
v =Y'_, v; becomes a random variable. To prevent it from becoming unbounded, we
constrain its expected value, E[v], to match a predetermined relative sum-rank weight
v/{. This assumption reduces the complexity of the optimization problem by focusing
on the distributions for individual blocks, and it enables efficient sampling from the
optimized distribution, overcoming the practical limitations of the previous approach.

Although this heuristic approach may not always yield the optimal solution that
accounts for the dependencies between the ranks of the guessed supports across differ-
ent blocks, it still provides a good approximation. We demonstrate this numerically
in Section 6.3.5 by comparing the performance of the heuristic solution with solutions
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that consider these dependencies, for parameters where the more complex optimization
method is feasible.

Let agm) denote the marginal probability of drawing a super support F; with dimen-
sion v;, where 0 < v; < p for i € {1,...,¢}, and let

m) = [a(()m), o alm)

a! M

represent the marginal probability vector. Assuming that the dimension of each sub-
space F; is drawn independently according to o™, the probability of a given rank
profile v = [vy, ..., v € Tye, is given by

ap =[] a{™. (6.15)

We define the following two quantities

¢
def
Bymn(w,v,l) = Z Z Qly H NM, (m,n, wi)P(%u (w;, v;) (6.16)
i=1

wWETw,e,u VETv e,

and

4
def m
Bq,m,n(wa v, E) = Z Z H 041(;1' ) NMQ <m7 m, wl)Pﬁ%u (wia Ui) ) (617)

wETw,g,N veTM# i=1

where (6.17) is a special case of (6.16) using our independence assumption. In Ap-
pendix B.1, we show that (6.17) is efficiently computable in polynomial time. Using
the definition of By, ,(w, v, ) from (6.17) and the relaxation in (6.15), we can restate
Theorem 6.2, Theorem 6.3, and Theorem 6.4 in the following corollaries, respectively.

Corollary 6.1. The probability Pr[Ercu] of having an alternative solution in Algo-
rithm 8 for a random linear code of length n and cardinality M = ¢"™* over Fym can
be upper bounded as

Umax

Pr[SRCU] S qm(kfn) Z qum(w,v’,ﬁ).

v'=w

Corollary 6.2. The probability Pr[Eunique] that Algorithm 8 outputs a unique solution
c for a random linear code of length n and cardinality M = ¢™ over Fym is given by
Pr[Eunique] = - viax By mn(w, v, )
unique |gq7,r]’m’£ (w) | q,m,n Y Y

v'=w

Corollary 6.3. The success probability of Algorithm 8 to output at least one solution
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satisfies
1 Umax ~
Pr[success| > Eoa(@) U/Z::w Bymy(w, v, 0),
and
1 m(k—n LS
Pr[success] < <|5qnmz(w)’ + ™ )> p3) By mn(w, v, 0).

From Corollary 6.3, under our independence assumption, the success probability is
proportional to the term

> Bymn(w, v, 0) = 37 Bymy(w, v, 0), (6.18)
which we aim to maximize over all possible ™ € D({0, ..., u}).

In the following, we further upper bound the expression in (6.18) and propose a
method to maximize this upper bound, to obtain a valid solution for a™.

Umax VUmax 4
Z Bq,mﬂ?<w7 U/7 6) - Z Z Z H 041(1?1) NMq (m7 7, wz)P(%u (wia Ui)
v'=w v'=t weTp UG’E/’@M =1

L
< Z Z H Oégn) NMQ (m7 n, wl)P(%u (wia vi)

we{0,...u}! vE{0,...u}’ =1

B 4
— (Z > al™ NM, (m,n,w')Pg, (w',v’)) : (6.19)

w’=0v'=0
To maximize the right-hand side of (6.19), it suffices to maximize the expression

m

“w
Z Z af}n) NM, (m,n, w’)P(%M (w', 0. (6.20)
w'=0v'=0
This expression is closely related to the average probability that a randomly drawn
super space JF; contains the error space &; in a single block, averaged over all possible
rank weights w’. The average single-block success probability is given as

u ©
3 Pr{w] Y alVPS, (w', ), (6.21)
w'=0 v'=0

where Pr[w’] is the marginal probability of an error of rank weight w’ occurring in a
single block.

In the asymptotic setting for ¢ — oo, where n and m are fixed, the assumption of
independence between blocks becomes valid due to the law of large numbers and the
concept of typical sequences from statistical mechanics. In this regime, the empirical
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distribution of error weights in the blocks converges to the marginal distribution Prw'],
which can be approximated by the Boltzmann distribution (see [CJB24]) as

NM, (m,n, w’)e*A“"

Pr{uw'| =
r[w ] ZZ”:O NMq (m’ n, w//)e—)\w” ’

(6.22)

where A is the unique solution to the weight constraint

E[w'] = i w” - Pr{w"] = v

w’'=0 l

By substituting (6.22) into (6.21), we obtain the single-block success probability under
the asymptotic error weight distribution.

Maximizing the single-block success probability in (6.21) effectively maximizes the
overall success probability in the asymptotic regime. Although (6.20) represents an
upper bound on the success probability, this upper bound becomes tight as £ — oo
due to the convergence properties established by the law of large numbers. Therefore,
optimizing this upper bound is justified because it aligns with maximizing the actual
success probability in the asymptotic setting.

This connection reveals that optimizing (6.20) to obtain an optimal marginal dis-

tribution ozsn) for the guessed super-support dimensions is beneficial for maximiz-
ing (6.18).

To optimize (6.20), our approach focuses on the marginal distribution ™, rather
than directly optimizing o, aiming to approximate the optimal average rank profile for
the super support. Since directly optimizing o™ results in a distribution independent
of the number of blocks ¢, we impose the constraint

where z; € Z> represents the number of occurrences of rank 7 across the ¢ blocks.

We then maximize the objective in (6.19) using linear integer programming with
appropriate constraints and non-negativity conditions. This method assumes inde-
pendence of rank weights across the ¢ blocks, which holds asymptotically as ¢/ — oo
for fixed n and m.

By applying this method, we obtain a solution © = [zo,...,x,], from which we
construct the ordered rank profile © € J,, ¢, as

O=[p,. . pyp—1, . p—1,...,1,...,1,0,...,0], (6.23)
N—— —_—— ——
T, times T,—1 times x1 times xg times
where each element i € {0,..., u} appears exactly x; times in the vector 0. We then
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6 Support-Guessing Decoding Algorithms in the Sum-Rank Metric

have that

1 ifo — 4
e der J 1 iE 07 =0, (6.24)
0 otherwise.

Using the relation in (6.13), we obtain the overall probability for v, i.e., . For
this specific PMF we can write (6.16) as

¢
B%mﬂi(w7 v, é) = Z H NMq (m’ n, wz)Pr%,u (wiu @z) .

WETy g, 1=1

As shown in Appendix B.1, this expression can be efficiently computed in polynomial
time since it is a special case of (6.17) for a fixed vector v = v.

Thus, the bounds on the overall expected runtime provided in the following theorem,
which are general for any support-guessing distribution, can be efficiently computed
for our specific support-guessing distribution given by (6.23) and (6.24).

Theorem 6.5. Under the same assumptions as in Corollary 6.3, the overall expected
runtime Ween rcu of Algorithm 8 to output at least one solution is bounded by

(LB) (UB)
Wgen,RCU S Wgen,RCU S Wgen,RCU’

with

—1
1 VUmax -
W(LB) déf Werasuref ec Te . /N m(k=n) B m f 625
gen,RCU d lgq,n,m,f(wﬂ +4q 1;1} q, :Ti(w7 U, ) ) ( )

and

Umax

-1
UB def 1 -
Wg(en,I—){CU = Werasurefdec <|£qnm€<w>‘ Z: B%mﬂ?(w,?},@) ) (626)

where Werasure—dec denotes the cost of one iteration of Algorithm 8 and
Werasurefdec € O((” - k)3m3)7
operations over F, and we neglect the complexity of drawing from a,.

Proof. For the lower bound on the complexity, we consider the worst-case scenario
for the complexity of each iteration, denoted by Werasure—dec. The expected number of
iterations until success is the reciprocal of the success probability. Using the upper
bound on the success probability from Corollary 6.3, the lower bound on the overall
expected runtime satisfies

—1
1 Umax
W(LB) = Werasuref ec e 7 N m(k=n) B m 14 .

gen,RCU d |5q,17,m,€(w>| +4q UZ;U q 777(11), U, )

140



6.3 Generic Decoding in the Sum-Rank Metric

For the upper bound on the complexity, we use the cost of one iteration W asure—dec,
which is O((n — k)*m?) operations over F, according to [PRR22, Theorem 13 and The-
orem 14]. Using the heuristic probability distribution for the guessing super support
as in (6.23), we can neglect the complexity of drawing the rank profile of the guessing
support. The expected number of iterations until success is the reciprocal of the suc-
cess probability. Using the lower bound on the success probability from Corollary 6.3,
the upper bound on the overall expected runtime satisfies

-1
1 VUmax
Wg(gff){CU = Werasurefdec ( Z B‘Ivmﬂl (U), v, €)> ,

|Eqnme(W)] =,
which concludes the proof. ]

Note that the assumption made in Theorem 6.5, which neglects the complexity of
drawing from ay,, is valid since, in our solution, we only need to permute the support-
guessing rank profile © uniformly at random.

6.3.5 Numerical Results

In this section, we compare the complexity analysis of using a support-drawing distri-
bution derived from the method described in Section 6.3.4 for the average case against
the worst-case bounds from [PRR22]. We evaluate the average complexity over all
error patterns for a specific sum-rank weight w and plot the logarithmic complexity
(base 2) versus the number of blocks ¢, while keeping the code parameters and field
size ¢ constant. The length of each individual block 7 is adjusted as ¢ varies.

Table 6.1 summarizes the bounds considered in this analysis and their applicability
across different decoding scenarios, highlighting the conditions for each. This overview
provides context for the subsequent figures and complexity comparisons.
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6 Support-Guessing Decoding Algorithms in the Sum-Rank Metric

Table 6.1: Overview of the bounds and their applicable scenarios.

Bound Applies to Conditions
L Wg(eLn}?QVC Problem 6.4 Exactly one solution exists for the worst-case
g rank profile channel
%
g Wégj?vgc Problem 6.1 At least one solution exists for the worst-case

rank profile channel

Wg(gl]?F){CU Problem 6.1 At least one solution exists; exact when
exactly one solution exists

Wg(eLf }){CU Problem 6.1 At least one solution exists; accounts for
alternative solutions

Average case

Figure 6.3 shows the complexity for generic decoding beyond the unique decoding
radius with parameters ¢ = 2, m = 20, n = 60, k = 30, w = 9, and v = 10 while in

Figure 6.4, we increase v to vmax. We include the upper bound Wégﬁ%CU (6.26) and the

lower bound Wg%n]?f){CU (6.25) for the expected complexity of Algorithm 8. The lower
bound reflects the effect of decoding beyond the unique decoding radius and accounts
for alternative solutions.

The figures show that the effect of alternative solutions, indicated by the divergence
between the upper and lower bounds, becomes more prominent near the rank metric
(i.e., when ¢ approaches 1) for the chosen parameters (cf. Figure 6.3 and Figure 6.4)
and matches the upper bound for / — n. However, the latter behavior can vary
depending on the parameters, as seen in Figure 6.5, which uses the parameters ¢ = 2,
m =6,n =236, k =22, w = 10, and v = 10. In this case, a significant difference
between the lower and upper bounds persists even when the number of blocks is rather
large, i.e. £ — n.

With the increase of v t0 vpmayx in Figure 6.4, the upper bound W{B) and lower

gen,wc

bound Wg%fv)vc for the worst-case scenario become even looser. With the increase of
U t0 Umax in Figure 6.4, the upper bound Wg(gf?v),c and lower bound Wg%fv)vc for the

worst-case scenario become increasingly loose, making them less effective predictors of
the actual complexity. In contrast, our average-case analysis provides a more accurate
estimate of the decoding complexity.

The Prange algorithm [Pra62], a classic support-guessing decoding algorithm for the
Hamming metric (i.e., £ = n = 60), serves as a useful comparison for this case. The
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Figure 6.3: Complexity comparison for generic decoding using Algorithm 8 for codes
with parameters: ¢ =2, m =20, n =60, £k = 30, w =9, and v = 10.
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Figure 6.4: Complexity comparison for generic decoding using Algorithm 8 for codes
with parameters: ¢ =2, m =20, n =60, k = 30, w =9 and v = Vyax-

143



6 Support-Guessing Decoding Algorithms in the Sum-Rank Metric

I I
LB
ngcn,\)zvc
UB
Wéen,v)vc !
== p(UB)
Wgen,RCU
B
— en,RCU [
.%} i gen
o N e
L Seea
= N T
g o500 SNO T e e e e e L :
S TNl NG T e e e e el L
°
[
20
= 40 -
30 N
20 | | I I | | |
6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36

l

Figure 6.5: Complexity comparison for generic decoding using Algorithm 8 for codes
with parameters: ¢ =2, m =6, n = 36, k = 22, w = 10 and v = 10.

complexity of the Prange algorithm, denoted as Wpyange and given by [Pra62],

— (iter) (Z)
WPrange - Wgen (v) )
w
shows that our approach converges to Prange’s performance for £ = n = 60 (cf.

Figure 6.3 and Figure 6.4). In this setting, our decoding algorithm not only matches
the complexity of the Prange algorithm but is effectively the Prange algorithm itself.

Additionally, in Figure 6.4, for £ < 12, the complexity of our solution falls below the
lower bound of the worst-case scenario. This demonstrates that worst-case bounds may
not always provide accurate estimates. For instance, when selecting parameters for
cryptosystems based on sum-rank-metric codes, relying solely on worst-case bounds
may lead to underestimating the actual complexity of practical attacks in certain
regimes. The lower bound Wg%f %LCU provides a closer approximation to the actual

complexity in practice than the worst-case bounds from [PRR22].

We performed extensive computations using LP to account for dependencies be-
tween the blocks, as described in Section 6.3.3, for the parameters used in Figure 6.3
and Figure 6.4. For these parameters this approach is feasible for ¢ up to 10 and we
obtained the exact same support-guessing distribution corresponding to the rank pro-
files as our efficient solution. This is interesting, as our efficient method is expected to
yield tighter results for larger block sizes, i.e., as £ — n. Thus, our findings indicate
that for these parameters, the efficient approach remains effective even at lower £.
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6.4 Generic Decoding for Large Error Weights

6.4 Generic Decoding for Large Error Weights

In the previous section, we focused on decoding for low error weights, specifically when
the error weight w satisfies w < d,;n—1, as erasure decoding is not possible beyond this
threshold, according to [PRR22, Theorem 13 and Theorem 14]. We explored unique
decoding for Problem 6.4 up to w < dy, — 1 and going beyond unique decoding is
possible for w < min{n —k, 7*(n — k)} (see [PRR22]).

In this section, we introduce a generic decoding algorithm (see Algorithm 9) that
aims to solve Problem 6.1. The proposed algorithm generalizes the modified Prange
algorithm for the Hamming metric, as detailed in [DST19]. Our analysis of the al-
gorithm focuses on the asymptotic case { — oo and its average performance. The
following proposition establishes the range of relative weights for which solutions to
Problem 6.1 can be found efficiently using Algorithm 9.

Algorithm 9: Prange-like Decoding Algorithm in the Sum-Rank Metric

Input : Hc IFZT%*”)X”E), sc FZ%%) and w € Zxq
Output : eH' = s with wtyg(e) = w

=

pt 4= min{m, n}
2 e 0c¢ IFZf;L
while wt{"}(e) # w do
s | H «0erf
qm
5 while rkgm (H[),, ) # 1€ — K) do

w

6 P& Setof £ x ¢ permutation matrices
7 P —~PxI,
8 H < HP'

o | A< Hj,
10 B « H[In(

{—k)+1:mf)
11 wlﬁ{o,...,m,u}
12 e & {x e Fl. : Wt%ﬁ“ """ "(el) = wy}

13 | e« ((s—€eB)A T, &) (P)"

14 return e

Proposition 6.1. Consider a IFym-linear sum-rank-metric code of length n = nl and
dimension k = nk with parity check matriv H € Férffk)xn and B ¥ E = % where
Kk € Lo and 0 < k < (. Let the sum-rank weight be defined with respect to the length
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6 Support-Guessing Decoding Algorithms in the Sum-Rank Metric

partition of constant block length, i.e., n = [ny,...,ng = [n,...,n]. Define
a def Zg:()i : NMQ (mv m, Z)
=< T 7

as the average rank weight of a single block if drawn uniformly at random. Then, for

. . def . . _
the relative weight wey = w/n in the interval [we,y,, Wi, |, where

dﬁfl_R —
weasy_T'aﬁ
d1—R _ R
w;sy(i_fi'a—i_i?
n n

a solution to Problem 6.1 can be found in probabilistic polynomial time using the
Prange-like Algorithm 9.

Proof. To address Problem 6.1, our goal is to find an error e with sum-rank weight
w that satisfies the condition e H' = s for a given syndrome s. The matrix H is
a full-rank matrix and therefore contains an invertible submatrix A € Fgﬁ_k)x("_k).
Without loss of generality, assume that this matrix is formed by the first n—k = n({—k)
positions, i.e. we have

H—[A|B|. (6.27)
Assume e = [e”, €/] € Fl. with e’ € ]ng(f*”) and €’ € F{. Then, by (6.27), we have

e =(s—eBT)A™) .

The idea is to arbitrarily choose €’ of length & = nx. Then, on average, the expected
(partial) sum-rank weight of the remaining ¢ — x blocks is

B [wtli" ()] = a- (0 — k).
The average probability of the sum-rank weight of e is then

E[wtiy(e)] = B [wtli "V ()] +E [wtli "D e)] = vy +a- (¢ - r),

(=N

ef _

= w1
where w; is determined by the distribution of €', which we can choose freely. Nonethe-
less, we have 0 < w; < uk, and therefore

a-(0—r) <E[wtlij(e)] <pr+a-((—k).

= on — +
=NWeasy —NWeasy
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From this, we deduce that any weight in the interval w € [wgqn,win] can be

reached probabilistically in polynomial time using a distribution for e’ with
oy — = (n) _
W =w—w,n st E {WtER(e) = w,

and which is sufficiently concentrated around its expectation. Algorithm 9 implements
this approach, where in Line 6 to Line 8, the parity-check matrix H is permuted block-
wise among the ¢ blocks, i.e., the permutation is applied to the block indices but not
within the blocks. Here, ® denotes the Kronecker product, which is used to construct
the block-wise permutation matrix. This permutation is reversed in Line 13. ]

The proposition above provides the interval [wg,,,wZ, | for which a solution to
Problem 6.1 can be found in probabilistic polynomial time using Algorithm 9. Com-
bining this with the asymptotic Gilbert-Varshamov bound for the sum-rank met-

ric [BGR21], we have the following summary of the relative weight intervals:

o Wy € [w,wh]: A solution to Problem 6.1 is likely to exist (Gilbert-Varshamov
bound for the sum-rank metric, see [BGR21])

o Wrel € (W, Wiy |: A solution to Problem 6.1 can be found in probabilistic poly-

nomial time using a Prange-like algorithm, as stated in the proposition above.

Figure 6.6 and Figure 6.7 show the regions of hardness for finding a solution using
Algorithm 9 and the bounds on the relative weight intervals for successful decoding
plotted against the code rate R for different parameters. These results apply asymp-
totically (¢ — oo, for fixed m and p) and on average. The "no solution”, "hard”, and
"easy” regions indicate the difficulty of finding a solution for different code rates.

In Figure 6.6, the parameters are set to m = n = 2, ¢ = 2, while in Figure 6.7,
the parameters are m = n = 6, ¢ = 2. Comparing the two figures, we observe that
the "hard” region for large relative weights becomes smaller as the values of m and
n increase. This indicates that it is easier for Algorithm 9 to decode errors of large
relative weight when m and 7 are larger.
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Figure 6.6: Regions of hardness for Algorithm 9 and bounds on the relative weight
intervals for successful decoding vs code rate R = k/n for parameters:
m=mn=2,q=2 ({ — oo, average-case).
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Figure 6.7: Regions of hardness for Algorithm 9 and bounds on the relative weight
intervals for successful decoding vs code rate R = k/n for parameters:
m=mn=06,q=2 ({ — oo, average-case).
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6.5 Randomized Decoding of Linearized
Reed-Solomon Codes

In this section, we consider the probabilistic decoding algorithm introduced in [JBW23]
to solve Problem 6.3. In [JBW23], the complexity of this decoder was analyzed for
the worst-case rank profile. This algorithm generalizes the randomized decoder for
Gabidulin codes from [RJB*20] to LRS codes.

We revisit the decoder from [JBW23| and present two new contributions:

o We adapt the methods from [PRR22] to efficiently compute worst-case bounds
and sample the support rank profile for the randomized decoder for LRS codes.

o We extend the average-case analysis from Section 6.3 to the randomized decoder,
deriving an objective function to optimize the support-drawing distribution, mo-
tivated by the asymptotic setting.

The proposed decoder relies on two key aspects:
First, we consider an underlying LRS code (see Section 2.6.5). Recall that LRS
codes are MSRD codes with a minimum sum-rank distance as

dmin =n-—k + 1.
Efficient algorithms exist to decode LRS codes up to the unique decoding radius

n—=k
5

T =

We consider LRS codes of length n partitioned into constant block lengths n =
[n1,...,ne] = [n,...,n] and dimension k over F m, denoted by LRS[B,€&,¢;n, k]. Ad-
ditionally, LRS codes are restricted to

(<q—1 and n;<m Vie{l,... (}.

Second, we focus on decoding beyond the unique decoding radius, where the sum-
rank weight of the error w exceeds 7, i.e., wtgr(w) = w > 7. The error excess beyond
the unique decoding radius is defined as

19 w7
Note that while 2¢ is always an integer, ¢ itself does not necessarily need to be an
integer.

As discussed in Section 6.1, for errors with weight w < 7, Problem 6.3 has at most
one solution. However, for w > 7, multiple solutions may exist. The number of
solutions can vary, being either polynomially or exponentially bounded in terms of the
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code parameters and depending on the structure of the code. This behavior has been
studied for LRS codes in [PR21]. Following the reasoning in [RJB*20], we analyze the
complexity of finding at least one solution. If the code is list-decodable, this process
can be repeated to obtain a list of solutions.

6.5.1 Erasures in the Sum-Rank Metric

We consider an error of the form as described in Section 6.1.4. The error e can be
further decomposed into a sum of three types of error vectors

e —er + er + ec,

where e represents full errors, eg represents row erasures, and ec represents column
erasures. The sum-rank weights of these error vectors are denoted by wg, wg, and
we, respectively, such that wtgr(erp) = wg, wtsg(er) = wg, and wtggr(ec) = we
(see [HBP22)).

Each of the three error vectors can be decomposed as in (2.27)

er = apBr with ap € Fiil and By € F7",
er = arBr with ap € F;Urﬁ and By € FZDRXH,

ec =acB¢ with ac € F;”,g and B¢ € F;Uan.

For full errors, neither ar nor By are known. For row erasures, ar is known but By
is unknown. For column erasures, ac is unknown but B¢ is known.

An efficient algorithm for LRS codes was proposed in [HBP22], capable of correcting
combinations of full errors, row erasures, and column erasures up to

2wp + we +wg <n—k, (6.28)

with a complexity of O(n?) operations over F,m. We estimate this complexity, de-
noted as Wee_dec, over F, as O(m?n?) and approximate it, similar to the arguments in
Section 6.3, as

Wee—dee & m>n2. (6.29)

We denote this error-erasure decoder by DEC(y, agr, B¢), which takes as input the
received word y = ¢ + e, along with a basis ar of the column support of eg (row
erasures) and/or a basis B¢ of the row support of e (column erasures). The decoder
outputs a valid codeword ¢ if the condition in (6.28) is satisfied; otherwise, it returns

0.
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6.5.2 Randomized Decoding Algorithm

We consider an error e with row support £z and column support £s. Unlike the
generic decoding algorithm, where we guess a super support that must completely
contain the actual error support to succeed, the randomized approach aims to guess
only parts of the error supports and utilizes an error-and-erasure decoder to succeed
with a smaller number of guesses. The steps are as follows:

For cach block i € ¢, we have £ C F7 and e 7. As shown in [RJB*20],
for Gabidulin codes, guessing a combination of row and column supports does not
improve success, and it is more effective to guess from a smaller ambient space. Since
this result applies block-wise in the sum-rank metric, we set ;1 = min{m,n} and guess
from € if p = n, otherwise from €.

This ensures the guessed support is always a subspace of F#. For simplicity, we use
& to denote the error support, whether from €z or £¢.

To guess parts of £, we first draw a corresponding rank profile w = [uy, . .., us] € Z%,

according to some PMF denoted as /3, &t Pr[u]. Then, a support U is drawn uniformly

at random from =, ,(u) with u & dimy (U). Define € as the sum dimension of the
intersection space between the guessed space U and the actual error support &€, i.e.,

e ¥ dimy (U N E).

The number of full errors wg is reduced by €, so wp = w — €, while the number of
column or row erasures increases by u, corresponding to the guessed parts of U. For
these guessed parts, we assume knowledge of the column support but not the row
support (or vice versa), effectively trading errors for erasures 2.

The error-and-erasure decoder takes as input a vector containing w — € full errors

and u erasures. From the decoding condition in (6.28), we have
2(w—€)+u<n-—k,
which implies that for successful decoding, we need to have

e e M LR o (6.30)

2 2
If the intersection between the guessed spaces and the actual error support is suffi-
ciently large, an error-erasure decoder can successfully decode. From (6.30), the valid
range for v is u € {2¢,...,n — k}, with the lower bound ensuring € > 0 and the upper
bound corresponding to the most favorable case, where ¢ = w. In the latter case,
u < n — k, which is the maximum erasure decoding capability for LRS codes. The

2This approach is reminiscent of the generalized minimum distance (GMD) decoding strategy in-
troduced by Forney [For66] for Hamming metric codes, and later extended to the rank metric
in [BCGT03] by Bossert et al..
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performance of the randomized decoder depends on the choice of the PMF 3, used to
draw the rank profile w. The optimal choice of 3, and the analysis of the algorithm’s
success probability will be discussed in the following sections.

Algorithm 10 outlines the proposed approach. It can be easily generalized to variable

block lengths and other sum-rank-metric codes that support efficient error-and-erasure
decoders.

Algorithm 10: Randomized Sum-Rank Metric Decoder for LRS codes
Input : Parameters: ¢, m, n, ¢, w and v with 2( <u<n—Fkand w > 71
Received vector y € F.
LRS code LRSS, &, ¢;n = nl, k]
Error-erasure decoder DEC(-, -, ) for LRS[S, &, ¢;n, k]
Output : Vector ¢ € LRS|S, &, (;n, k] such that wtyr(y — ') = w

c 10

=

2 p < min{m,n}

3 while ¢/ = () or wtgp(y — ¢') # w do

4 u < Draw rank profile for the guess space according to (3,

5 | UL E,,(u)

6 if n < m then

7 B¢ + Basis of U

8 c «+ DEC(y, [ ],BC) /* Error-erasure decoding with row erasures */
9 else
10 ap < Basis of U
11 c «— DEC(y,aR, [ ]) /* Error-erasure decoding with column erasures */

12 return ¢

The following lemma provides a useful result that contributes to the derivation of
the average complexity of the randomized approach in Algorithm 10.

Lemma 6.1. For a fized error vector e = ley, ..., e/ € Fy. with a given rank profile
w = [wy,...,w)] € Z%, and another given rank profile w = [uy, ... ,us € Z%,, let €
and U be the error space and quessed space, respectively, where U is chosen uniformly
from 2, ,(w). Further, let S; denote the event that dimy,(€ NU) = j. The probability
of S given e and u is then

¢
Pr[S;le, u] = Pr[S;|w,u] = ( Pgu,wi,w) (1), (6.31)
1

i=
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with ,
.\ def .
<i_1 Pgmwi,w) () = (Pgmwhm ®-® P;,u,wmue) (1),
being the (-fold discrete convolution (denoted by ®) of the probability distributions
Pl w evaluated at j for alli € {1,...,0}. Here, P . represents the probability
distribution of the intersection dimension between the error space and the guessed space
in the i-th shot.

Proof. Given the error e = [ey, ..., e/ € Fp,, with rank profile w = [wy, ..., w| € Z&,

and the rank profile w = [uy, ..., u,] € Z%, of the guessed support, let V; be a random

variable that corresponds to the dimension of the intersection of the i-th guessed space

U with the i-th actual error space £ for i € {1,...,/}. By (2.7), we have that
fl (7) is the probability of that event, i.e.,

g5, W4, Uq

Pr(Vi = jle,u] = Py, 4,0, (7).
Note that the probability Pr[V; = j|e, u| depends only on the rank weights w; and u;
of the error and guessed support in the i-th shot, respectively, and not on the specific
error vector e. Thus, we can write
Pr[V; = jle,u] = Pr[V; = jlw,u] = Py, . .., (j)-

Since we are interested in the probability distribution of the sum of random vari-
ables, i.e., V = Y¢_, Vi, the resulting probability distribution is given by the ¢-fold
discrete convolution of the probability distributions of the random variables V; for

ie{l,...,¢}. Thus

y4
Pr(V = jle.u] = Pr[V = jlw,u] = (@1 P) (3).

with
.\ def = .
(Pronin @ Piinse) D D Py (1) Pl (= 7). (6.32)
Finally, let S; be the event that V' = j, which proves the claim. O

The probability of the event S; given the rank profiles of the error and the guessed
support, as stated in Lemma 6.1, can be further expanded using the concept of rank
profiles. The following proposition expresses this probability.

Proposition 6.2. Let e = [ey, ..., e/ € Fl.. be a fived error with given rank profile
w = [w,...,w] € Z, and let w = [uy, ..., ug] € Z, be another given rank profile.
Further, let p = min{n,m} and ¢ € {0,...,0u}. Then, we can write (6.31) from
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6 Support-Guessing Decoding Algorithms in the Sum-Rank Metric

Lemma 6.1 as

r[Sw,ul = ) H o ( (6.33)

€€Tc 0, 1=1

Proof. Starting from the right-hand side of (6.33), we have

> 117 g (€)= D 17; amawis

€T o, 1=1 n>€l,...,ep>0i=1
61+-v~+eg:€

‘ N

= Pr[S.|w, u],

where the first equality follows from the definition of the set of rank profiles, the second
equality follows from the definition of discrete convolution as defined in (6.32), and
the last equality follows from the recursive application of the definition of discrete
convolution of two PMFs. This completes the proof. [

The probability of successful decoding is given by the sum of the probabilities of
the events S, over all feasible values of the total intersection dimension e. Since these
events are mutually exclusive, we define

min{u,w}
du(w,w) ST Pr[S, | w,w), (6.34)

€=€min

where ¢, (u,w) denotes the probability of successful decoding. The lower bound €y,
defined in (6.30), ensures that the intersection support has enough dimensions for
successful decoding. The upper bound min{u, w} reflects that the intersection cannot
have a greater dimension than either of the supports.

Given a probability distribution 3, over the rank profiles u, the overall probability
of successful decoding for a fixed error rank profile w is

¢N7 Z 6u (bu u w) (635)

uE%zM

6.5.3 Worst-Case Complexity

When decoding beyond the unique decoding radius for LRS codes (Problem 6.3),
multiple solutions may exist, and the proposed decoder (Algorithm 10) lacks a mecha-
nism to identify the original codeword among them. To make the complexity analysis
exact, we assume a genie-aided version of the decoder that can identify the correct
solution and allows us to stop the decoder at the iteration when the original codeword
is found. Consequently, only the upper bound on the expected complexity applies to
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6.5 Randomized Decoding of Linearized Reed—Solomon Codes

the non-genie-aided decoder, similar to the bounds derived in [PRR22] for the generic
decoder.

We analyze the worst-case expected complexity over all possible rank profiles of
errors with wtyg(e) = w. We derive lower and upper bounds on this complexity
and provide algorithms to efficiently compute these bounds. Additionally, we present
methods to optimize the guessing-support distribution for this worst-case scenario.

Determining the optimal sum-rank weight v € {2¢,...,n — k} for the guessing
support to minimize the expected complexity of Algorithm 10 is not straightforward.
The success probability bounds from [RJB*20] for the rank metric are convex in u,
suggesting that the probability is maximized at © = 2§ or u = n — k. However, this
does not guarantee that these values always yield the optimal expected complexity.
Similarly, for the sum-rank metric, we cannot be certain, though these extreme values
for v remain important points of interest. For these two specific values of u, we can
express the success probability from (6.34) as follows. When u = 2§ < w, we have

u ¢
du(u,w) = Z Pr[S|u, w] = H P(%# (g, wy) . (6.36)

i=1

On the other hand, when u =n — k > w, we have

w 4
du(u, w) = > Pr[Sclu, w] = [[ P, (wi, u;). (6.37)
e=w i=1

Notably, choosing either u = 2§ or u = n— k simplifies the expression for the success
probability, as the convolution in (6.34) reduces to a simple product over the blocks.
This simplification is advantageous for our analysis of the decoder’s performance.

When u = n — k, the success probability matches that of the fully generic decod-
ing algorithm, as the expressions in (6.36) and (6.3) are identical. In this case, the
bounds from [PRR22] apply directly, with the only difference being the per-iteration
complexity, which is replaced by that of the error-and-erasure decoder for LRS codes.
Therefore, setting u = n — k offers no improvement in success probability over the
fully generic approach.

When v = 2§ and u < w, the algorithms from [PRR22] require adjustments. We
present these modifications below, using the notation

14
¢, (u, w) = T[PS,, (us, w;). (6.38)
=1

From (6.37) follows the worst-case expected number of iterations of Algorithm 10
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for a given PMF of the guessing support, denoted as (3, def Pr[u] by

-1
max [E[#iterations] = max ( > Buqﬁ;(u,w)) : (6.39)

WET w0, WET w0, weToe

The problem of minimizing the worst-case expected number of iterations over all
valid distributions 3, on T, ¢, can be formulated as a linear program. While this linear
program can be solved numerically using standard methods for small values of pu, ¢,
and u, the number of unknowns, i.e., 8, € [0, 1], grows rapidly as these parameters
increase. Consequently, solving the linear program directly becomes computationally
prohibitive for larger problem instances.

To tackle this computational challenge, we use the approach described in [PRR22],
which introduces a randomized mapping

ucomp,,: Twep X Zzo — Tusp

This mapping aims to maximize the probability

¢y, (ucomp,, (w, u), w),

for a given rank profile w € 7, , by randomly selecting an output vector from mul-
tiple possible candidates for each input, providing a more computationally tractable
approach to the problem.

Rather than directly choosing a rank profile u € 7,4, we first select a rank profile
w € Ty, at random according to a designed distribution 7, on 7y, and then set

u <+ ucomp,,(w, u).
For a fixed error e, this allows us to bound the probability as follows

Pl“(u - ge) - Z B’u : gb,,u(u?we) > Ywe * Q%L(ucompu(we;u)u we)'

UETy, 0,

Using this bound, we can minimize the following upper bound on the worst-case
expected number of iterations, instead of directly minimizing (6.39)

. . _1
wrer%?“ E[#iterations] < wngiiu ('yw . (b;(ucompu(w, u), 'w)) ,

over all valid probability mass functions /3, on Tt
The randomized mapping ucomp,, is formally defined in Appendix B.2.1 and its
correctness is proofed in Lemma B.1.

We adapt the support-drawing algorithm from [PRR22| to handle cases where the
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6.5 Randomized Decoding of Linearized Reed—Solomon Codes

sum dimension of the guessed support is smaller than that of the error support. The
modified version, shown in Algorithm 11, retains the structure of the original algorithm
but is adjusted to account for this dimension difference.

Algorithm 11: DrawRandomSupport(u, w, 1)

Input  : Integers u, u, w € Z>o with u < w
Output : U of sum dimension u

1 Draw w € 7,4, according to the distribution v, defined in (6.40).
2 u ¢ ucomp,,(w, u)

s UL 2,0 (w)

4 return U

We define the probability distribution ~,, as follows

. - -1
Ve def (¢L(ucompu(w, u),w) - Qg,w,“) Vw € T (6.40)

where Q. is defined as

Qe = Y ¢, (ucomp, (w, u), w) . (6.41)

WET w0,

The following proposition presents bounds on the expected number of iterations.

Proposition 6.3. Let e € Fy.. be an error of sum-rank weight w and let u be an
integer with w < w. IfU is a sub-support that is drawn by Algorithm 11 with input u
and w, then we have

|7:u,€,,u|_1(2&w,u S PI‘(U g ge)_l S Qf,w,/m

where Qg,ww is defined as in (6.41), and €. denotes the error support corresponding to
the error vector e.

Proof. Denote by 7, the distribution of w = ucomp,(€.), where w is a random
variable with probability mass function v, as defined in (6.40). By the law of total
probability, we have

Pr(u g ge) == Z Yw * ¢L(U00mpy(wa U), we)
WET w0,

2 Ywe ¢L(ucomp#('we, U), we)

=1
= Q&w,w
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6 Support-Guessing Decoding Algorithms in the Sum-Rank Metric

where the last equality follows from the definition of +,, in (6.40). This proves the upper
bound on Pr(U C E.)~*. For the lower bound, we observe that for all w € Ty,

gb;(ucompu(w,u),'we) < qﬁit(ucompu(’w,u),w),
which yields

PrU C €)= > 7w ¢, (ucomp,(w,u), we)

wETw '

< Y b ucompy(w, u), w)
WETw, e,

= Z Qﬁ_ﬂi,u = |7:U,€7M|QZ_,;,M>
wETwﬁgﬂu

where the last equality follows from the definitions of Qg,w,u in (6.41) and the design
distribution 7, in (6.40), which proves the claim. O

Using Proposition 6.3, we can formulate the following theorem about the expected
runtime of the genie-aided version of Algorithm 10.

Theorem 6.6. Consider a genie-aided version of Algorithm 10 for an LRS code
LRS[B, &, 0;n, k] of length n, dimension k, and length partition n with constant block
length n; = n for all i € {1,...,0}. Let e € F}.. be an error of sum-rank weight
T<w<n-—k, and let ¢ € LRS[B,&,¢;n, k| be a codeword. We consider the success
event of the algorithm returning the originally trasnmitted codeword ¢ when given input
y = e + ¢ and parameter u with u = 2€.

FEach iteration of Algorithm 10 costs Wmﬁi). By including also the expected number of
iterations, we can bound the overall expected runtime Wiang of the genie-aided version
of Algorithm 10 by

W( < Wrand < W(UB

rand rand

where, for ;1 =min{n, m} and Q.. as in (6.41), we define

(LB) def 1
”rand |T €M| Qﬁw,,ua
def
W(UB) E (iter) Q[ o

rand rand

Proof. The bounds follow directly from Proposition 6.3 by multiplying the cost of a
single iteration Wi, by the expected number of iterations:

LB) df _ ~
W( = |7Zu€,u‘ I'Qéw,pSWrand

rand

~ def UB
< I/Vlter Qf W, ( )

rand
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6.5 Randomized Decoding of Linearized Reed—Solomon Codes

Remark 6.2. The complezity of one iteration Wr;fé in Theorem 6.6 is determined
by two main components. First, the support drawing algorithm from [PRR22] can be
easily adapted to our case, which yields a complexity of O(n*m?log,(q)) bit operations.

Second, the overall complexity Wr;necf) is then the sum of the complexity of the support
drawing algorithm and the complexity of the error and erasure decoder, which is of the

order of O(n*m?) operations over F, (see (6.29)). Similar to the complexity analysz's

. . . . . . (it
for the worst-case scenario in the generic decoding algorithm, we approrimate Wr;necf
(iter) 3

with the two dominating terms in each of the complexities as WU~ n3m2 when we

rand
plot or evaluate the complexities.

To evaluate the bounds from Theorem 6.6, we must compute Qg,w,ﬂ. Direct compu-
tation using (6.41) is infeasible, as the number of summands |7,,,| can grow super-
polynomially with w, depending on ¢ and p. In Appendix B.2.2, we show, following
[PRR22, Lemma 22], how to compute this efficiently in O(wun®u?log,(q)) bit opera-
tions.

6.5.4 Average Complexity

We analyze the average complexity of the randomized decoding algorithm over all
possible error vectors e with sum-rank weight w, similar to the analysis for the generic
decoder in Section 6.3.2. Although Algorithm 10 operates on an LRS code with signifi-
cant structure, we use random coding arguments akin to the generic decoding approach
to estimate the average success probability when decoding beyond the unique decoding
radius. This accounts for the additional codeword solutions that may appear in this
regime. Note that since LRS codes are not random codes, applying random coding
arguments only yields an approximation for the lower bound.

Adapting Theorem 6.4, we replace the expression for the success probability of one
iteration of the decoding loop to obtain bounds for our randomized decoder.

Corollary 6.4. Let C be a random F,m-linear code of length n and dimension k over
Fym, where each codeword is drawn uniformly at random from Fi... Suppose the received
word y = ¢ + e, where ¢ € C and e € Fy.. with wtgg(e) = w. Assume we have an
error-and-erasure decoder that can correct combinations of errors and erasures up to
the condition in (6.28). Then, the success probability of Algorithm 10 to output at least
one solution satisfies

VUmax Y4
Pr[success| > S Ggpw(w) [ NM, (m,n, w;),
| qnmf( )| W =w WE T 0, i=1
and
1 Umax ¢
Pr[success] < ( + qm(k_”)) S0 G (w) []NM, (m,n, w;).
[Eq.nm.e(w)] W=w wETy 1 i=1
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Proof. The proof follows the same steps as in Theorem 6.4, replacing ¢, ., (w) with
¢q7u7u/(W). ]

6.5.5 Optimizing the Support-Drawing Distribution

We propose a heuristic approach to optimize the support-drawing distribution used
in Algorithm 10. Inspired by the asymptotic analysis in Section 6.3.4, we aim at
maximizing the average intersection between the guessed support and the actual error
support, thereby increasing the probability of successful decoding.

To simplify the optimization, we consider an asymptotic setting where the number of
blocks ¢ tends to infinity. In this context, we approximate the rank weight distributions
of the error and the guessed support by their marginal distributions for a single block,
assuming they are independently and identically distributed across blocks.

Let (™) uf Pr[dim(4®) = u] denote the marginal distribution of the rank weight
of the guessed support U for a single block i, where v € {0,...,u}. The joint
distribution of the guessing rank profile u is then

4

Bu =1 80. (6.42)

=1

We introduce the random variable Z, representing the dimension of the intersection
between the guessed support and the error support for a single block. Our objective
is to maximize the expected value E[Z], as a larger average intersection increases the
probability of successful decoding with an error-and-erasure decoder, which requires
a sufficiently large intersection dimension (see (6.30)). The expectation E[Z] can be
computed as

E[Z] = Z Z Z ﬁg’n) : PI'[U},] : P;,u,w’,u’(€)7

where Pr[w'] is the marginal distribution of the error rank weight for a single block.
The distribution 8™ can be optimized using LP methods to maximize E[Z], similar
to the approach in Section 6.3.4.
The following theorem provides bounds on the expected runtime of the randomized

sum-rank decoder (Algorithm 10) based on the success probability bounds derived in
Corollary 6.4.

Theorem 6.7. Under the same assumptions as in Corollary 6.4, the overall expected
runtime Wiana rcu of Algorithm 10 to output at least one solution is bounded as

(LB) (UB)
Wand,RCU < Wrand,RCU < Wrand,RCU7

T
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where the lower and upper bounds are given by

v -1
def 1 ke max
Wr%n?i?RCU = Wee—dec —— +¢ (k=n) Z O(me (f, w, ’LL/) ,
|Eqnm.e(W)] o —w

and

—1
1 VUmax
Wr(aliB) déf Wee—dec < C m (f,w,u')) .
oo Eomma] 5,
Here, Wee_qee € O(n?*m?) over F, represents the complexity of the error-and-erasure
decoder from [HBP22], which is discussed in detail in Section 6.5.2. The term
Cymqy(l,w,u) is defined as

min{u,w} ¢

Coma(lw,w) S 37 3 30 37 TIBE - Pl (er) - NMy (7, ).

€=€min WETy ¢,y WETy 0, €€ETz 0,y 1=1

Proof. The proof follows similar arguments as in Theorem 6.5. The main difference
is that the bounds on the success probability are replaced by the expressions derived
in Corollary 6.4, which involve the definitions from (6.33), (6.34), (6.35), and (6.42).
The complexity of one iteration of Algorithm 10 is given by Wee_gec, Which is the
complexity of the error and erasure decoder used in the randomized algorithm. ]

Remark 6.3. The function Cyup(f,w,u) plays a crucial role in determining the
complexity bounds of the randomized sum-rank syndrome decoder. It can be computed
efficiently using a dynamic programming routine similar to Algorithm 12 in polynomial
time.

6.5.6 Numerical Results

We compare the performance of the randomized decoding algorithm for LRS codes with
the generic decoder . Figure 6.8 and Figure 6.9 illustrate the expected complexities for
both algorithms under two different parameter sets, ensuring that the total number of
bits, calculated as mlog,(q) = 144, remains constant.
In both figures, we set n = 48 and k£ = 24, resulting in a minimum sum-rank distance
n—k

dmin = 25, and a unique decoding radius 7 = {TJ = 12. We consider errors with

sum-rank weight w = 7 + £ = 13, where the error excess is £ = 1.
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6.5 Randomized Decoding of Linearized Reed—Solomon Codes

The results show a significant reduction in complexity for the randomized decoding
algorithm compared to the generic decoder across both parameter sets. This improve-
ment highlights the advantage of leveraging the structural properties of LRS codes.
Although the relative gain decreases as the parameters approach those of the Ham-
ming metric, the randomized decoder still maintains a lower complexity in both the
worst-case and average-case settings.

6.5.7 Weak Keys in the Faure—Loidreau Cryptosystem

In 2006, Faure and Loidreau proposed a cryptosystem [FLO6] based on the problem
of reconstructing linearized polynomials. The FL cryptosystem is the rank-metric
analogue of the Augot—Finiasz cryptosystem [AF03], offering very small public keys
(around 2KB for 80-bit security).

In 2018, Gaborit et al. demonstrated that the private key of the FL cryptosys-
tem could be recovered from the public key in polynomial time with high probabil-
ity [GOK18]. Later, it was shown in [WPR18] that this attack is equivalent to list
decoding interleaved Gabidulin codes [Loi06]. In this context, the private key corre-
sponds to a noisy codeword, with an error weight just beyond the unique decoding
radius. Such noisy codewords can often be recovered via probabilistic unique decoding,
as the list size returned by the decoder is typically one (as discussed in Section 2.4.2).

To repair the FL cryptosystem, Wachter-Zeh et al. [WPR18] proposed restricting
to error patterns that cause the probabilistic unique decoder for interleaved Gabidulin
codes to fail, mitigating the vulnerability exploited by Gaborit’s attack. However, the
system remains vulnerable if the decoding problem for Gabidulin codes can be solved
beyond the unique decoding radius as discussed in this section. For the original system
parameters, this vulnerability exists only slightly beyond the unique decoding radius.

In [JB19], we introduced an initial version of the randomized decoder, which served
as a precursor to the more generalized approach presented in this section. This earlier
decoder operates on a narrower notion of support and focused on identifying weak
keys, corresponding to specific subsets of error patterns in the FL cryptosystem. We
demonstrated that this decoder could solve the decoding problem for weak keys with
a significant reduction in complexity, lowering the security level to approximately 22°
operations for 80-bit security. We also characterized these weak keys and showed that
a key-recovery attack is feasible for the parameters suggested in [FL06; WPR18].

It is worth noting that the modified FL system [WPR18| was adapted in [RPW18]
and later introduced as LIGA in [RPW21b]. RAMESSES [LLP19] is another FL-
based system, that also emerged as a variant. However, despite these developments,
both systems were ultimately compromised two years later by a message recovery
attack [BC21] that fully breaks the security of the systems. Our work [JB19] in 2019
predates this attack, and at the time, these systems were still viable cryptographic
contributions.
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6.6 Summary and Discussion

In this chapter, we developed and analyzed algorithms to address the general sum-rank
metric decoding problem, with a focus on both worst-case and average-case complex-
ities. We derived a tighter upper bound for the results in [PRR22| and extended
their work to the average-case scenario, with a particular focus on decoding beyond
the unique decoding radius. Additionally, we improved the randomized decoding al-
gorithm for LRS codes, building on our previous work [JBW23]. Furthermore, we
introduced a Prange-like algorithm for the sum-rank metric that effectively handles
larger error weights in the asymptotic setting, where ¢ — oo.

Future research could adapt techniques that improved Prange’s original ISD algo-
rithm in the Hamming metric [Ste89; BLP11; MMT11; BJMM12] to the generic and
randomized decoding algorithms in the sum-rank metric. Given the hybrid nature of
the sum-rank metric, these methods may particularly benefit the Hamming-like error
structure and reduce complexity, especially when ¢ is large.

Another direction is to apply improvements from generic decoding algorithms in the
rank metric, such as those in [AGHT17], or extend algebraic techniques like [BBC*20]
to the sum-rank metric.

These approaches could yield substantial complexity reductions for specific param-
eter regimes in the sum-rank metric.

A list decoding algorithm for Gabidulin codes based on Grobner bases was intro-
duced in [HK17], enabling error correction beyond the unique decoding radius. This
approach can be easily adapted for LRS codes. However, as no upper bound on the list
size is known, it is difficult to assess the overall complexity of the algorithm, making
it challenging to compare with our approach. Establishing tighter complexity bounds
for this algorithm remains an open problem and could be a promising direction for
future research.
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Concluding Remarks

This thesis has contributed to the field of decoding algorithms for codes in the sum-rank
metric, with an emphasis on improving decoding efficiency and analyzing complexities.

Chapter 3 revisited established decoding concepts for ILRS codes, presenting a fast
Skew Kotter—Nielsen-Hgholdt interpolation algorithm that addresses interpolation-
based decoding of LRS codes. This is particularly relevant for the decryption process
of potential code-based cryptosystems using ILRS codes.

In Chapter 4, we focused on decoding rank metric errors in Gabidulin codes that
are space-symmetric. By relaxing the symmetry conditions, we demonstrated that
errors with rank up to @ can be decoded with high probability, thus extending the
decoding capabilities of Gabidulin codes for these error types.

Chapter 5 introduced a novel approach for decoding high-order interleaved sum-
rank-metric codes, generalizing the Metzner-Kapturowski algorithm to the sum-rank
metric. The proposed decoder operates efficiently across a variety of linear codes,
correcting errors of sum-rank weight up to dp;, — 2.

Chapter 6 advanced the complexity analysis of sum-rank metric decoding problems
by transitioning from worst-case to average-case scenarios. We explored support-
guessing algorithms and proposed a randomized decoder for LRS codes. Additionally,
a new heuristic for optimizing the support-drawing distribution was introduced to
minimize the average-case decoding complexity.

At the end of each chapter, we have provided future research directions and outlined
open problems, offering valuable insights and potential paths for further exploration
in decoding and cryptographic applications.
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Proofs

A.1 Proofs of Chapter 4

Define B Y PAT and C & PTAT. Thus E = AB and ET = AC. The vector
representation e of E and its transposed & of ET can therefore be written as

e=aF =aAB =aB,
é=aE'" =aAC = aC,

with @ = aA.
From (4.4) and (4.5) follows for all j € {1,...,n — k} that

n t

Sg-l) = Z > alC’ua Z a cm (A.1)
n t

85-2) _ Z Z alB k+] 1] Z k+] 1 (AQ)

i=1[=1 =1

~

with ¢ being the I-th entry of the vector é = aCT and b of b= aB', respectively.

A.1.1 Proof of the Key Equations

Proof. According to [Ore33a] the p-th coefficient of Q) = I'(s%(z)) for i € {1,2} can
be computed as

i P i [j—1]
0P =30, (s501)"

J=1

with I'; = 0 for j > deg,(I'(z)) and sgi) =0 for j > deg, (s (z)).
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A Proofs

From (A.1) and (A.2) it follows that

and

For any p > t this gives Q](f) = 0, since I'(q;) = 2:1 Fjal[j_l] = 0 by definition and
therefore deg, (Q(’)(x)> < deg, (I'(x)) =t for i € {1,2}. O

A.1.2 Derivation of Equation 4.8 and Equation 4.9
Using (A.1) and (A.2) we can decompose (4.6) as

é[11t+1] é[2t+1] - é£t+1]
At42] At+2) A[t+2]
& e G
S = ) : MtJrl(a’)Tu
eln=hlpln=kl o plnH
and A A .
b[1t+k] b[2t+k} - b£t+k]
Pkl plitk] plihet1]
1 2 “ .. t
s® — . . . : - Miyi(a)’.
7 n;l 7T n;l ' 7 n;l
pr= gt i

The left-hand sides can be decomposed accordingly to the definition of é and b and
we have for SV and S

Oé[ltJrl] Oé[2t+1] agﬂ}
0 _ ol Qi agﬂ T Mo (@),
O[[ln‘fk] Oé[;{fk] alnH
a[1t+k] a[2t+k] o a%*k]
S — O‘[IHHH a[ﬁkﬂ} SO e ‘B"-M,,i(a)".
a[{;—l} a[{;_u . 04:;*”
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A.2 Proofs of Chapter 5

Since C" = AP, B" = AP and a = aA we obtain (4.8) and (4.9).

A.1.3 Recovering the Error Matrix

In the following, we describe the process of determining B such that e = aB.

def I;l[k}

Let us define d; = b; . From equation (A.2), we have

t .
552) = Z aldlbil}.
=1

Given the vector @ = [ay, as, ..., ], we can solve for d = [dy,ds, ..., d;] using the
following linear system of equations

] ] [
o o a| | e
R T R RN

with v =n — k — 1. It remains to find B such that d; = Z?:_& BlJag»k}.

A.2 Proofs of Chapter 5

A.2.1 Proof of Theorem 5.1

Proof. First, partition Hg into blocks according to the length partition n, i.e.,
1 ¢
Hs= [H{' |- | HY|,

with HY € FU v =™ for all i € {1,...,0}.

qm
We want to show that supps, (Hs) = suppyp (E). By the definition of the support
for the sum-rank metric, this means that we need to show that

supph (HS)) = suppy, (B¥) = R,(B®) Vi€ {1,...,1}.
Define p; Cf vk, () for all i € 1,...,¢}. Then, HY can be decomposed as
q S S
HY - c9DY),

with CS) € Fgﬁfk*w)xm, DS’ € Fromi and rkq(Cg)) = rkq(Dg)) = ;.
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Recall from the definition of the sum-rank support (5.1) and its dual support (5.7)
that we have

suppky (Hs) = Ry(DE')" xR, (D))"

and
suppsy (E) = Ry(BY) x - x Ry(BY),

respectively. The goal is to show that
)\ -+ i
R,(D§')" =R, (BY),

for all i € {1,..., ¢}, which is equivalent to proving
) i L1
R,(D§) =R,(BY)".
This will be achieved in two steps:

1. Show that R, (D) € R,(BW)" foralli € {1,...,¢}.

2. Show that p; < dim (R, (B(i))L) = n; —w; is not possible for any i € {1,...,(},
implying p; = n; — w; and hence R, (Dg)) =R, (B(i))l foralli e {1,...,¢}.
Step 1: Proving R, (Dg)) C R, (B(")>L forall i € {1,...,¢}.
To prove
- A L

R,(D§) € Ry(BY)",
we instead show that .

R,(B") € R,(DY)
By definition, Hg is a parity-check matrix for § = £ + C. Thus,

HsG. =0 < Hs;B'Al =0,

where G'¢ is the generator matrix of the error code as defined in (5.3). Since Ag € Fyix®
is non-singular, we have that

HsB" =0 HYBY =0 vie{l,...,0}. (A.3)

This implies that all rows of B are in the F m-right kernel of H éi), and since B is
over [F,, we have that

R.(BY) CR,(DY)" .
Consequently,
R,(DY) € R,(BY)".
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Step 2: Showing that

;< dim (R, (BY) ") = n, — wy,
is impossible for any i € {1,...,¢}. Since
7 i L
(o) =, (59)"

with p; > n; — w; is not possible for any i € {1,...,¢}. Assume that uy < ny — wy
for at least one ¢’ € {1,... 0}, i.e., let uy =ny —wy — 6 € Z with 6 > 0. Without loss
of generality, set i' = (.

Given that rk, (Dg)) = ny — wy — 6, there exists a full-rank matrix Q¥ € Frexm

that allows us to bring fo) into column-echelon form. Hence,

OO _ U
DyQY = o | DY |.
eFl(lnszlfé)X(wg+6)
where Eff) € F{nemwemo)x(nemwe=0) with rk, (Eg)) =ny — wy — 6.

Further, let
[/ 14
Q(é) - [ g) ’ Q2( )]7

with Q§‘) € Fy* x(wetd) and ng) € Fyt x(ne=we=9) -~ Gince QWU is full-rank, we have that
ng) is full-rank too, i.e., rkq (Qge)) = wy + 6. Thus,

DYQY =o. (A.4)

That means we can multiply (A.4) from the right with some full-rank transformation
matrix T € F{weto)*(wet9) guch that

Dy [BYT | BYT| =o0. (A.5)

£
=T

Define the following block-diagonal matrix

BO o0 ... 0]
0 B® 0
. . . . . (w+d)xn
Q — : : c. : € ]Fq x .
0 0 B®
L0 0 B®
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Then we have that
DsQ' =0, (A.6)

since ‘ -
DYBY =0

fori € {1,...,¢ — 1} and by assumption (A.5),

Y

Dg) [B(E)T | E(Z)T} —0.

Now, without loss of generality, let 6 = 1. By the decoding condition (5.5), we have
that
rkqm (HQT> =w+1,

must hold. Thus, there exists a vector g € R, (H) such that

gQ =10 ... 0 gyu|#[0 ... 0] eFp

Since the first w leftmost positions of gQ' are zero, by (A.3) and the fact that the
L
matrix formed by the w leftmost columns in Q" forms a basis of all R, (B (Z)> for all
L

i € {1,...,¢}, which are also bases for R,m (B(’)) for all i € {1,...,¢}, this implies
that g c anL(B)L.

Also recall that Hg fulfills the parity-check constraints for both codes simultane-
ously: the error code £ and the component code C. That means that

S=C+&e8t=ctnet
& Ryn(Hs) = Ryn(H) N Ryn(B)™.

Since for this specific g we have that g € R,»(H) and also g € qu(B)L, it follows

that g € R,m(Hs). Expanding g over I, also implies that there exists a vector
g € R,(Hs) =R,(Ds) such that

gQ =00 ... 0 g,|#£0 ... 0] eFy
But by (A.6), for all g’ € R,(Ds) we need to have that
g =1[0 ... 0 0] eFy

This constitutes a contradiction, and thus p, < n, —wy is not possible. This also holds
for any other i’ # ¢, and therefore p; < n; — w; is not possible for any i € {1,...,/¢}.

When 6 = 1, we obtain one additional zero column in ¢’Q". Similarly, when 6 = 2,
we get two additional zero columns. Since a contradiction arises for § = 1, it follows
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that the assumption cannot hold for any 6 > 1 as well. For § = 0, we do not get a
contradiction, and thus p; = n; —w; for all i € {1,...,¢} is the only valid option.
This proves that

R.(DY) =R, (BY)",
for all i € {1,...,¢}, and therefore

R.(DY)" =R,(BY),
for all i € {1,...,¢}, hence

suppy:p (Hs) = suppsy (E).
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Appendix of Chapter 6

B.1 Efficient computation of B, ,(w, v, ()

The quantity By, ,(w,v,?) defined in (6.17) can also be computed recursively as
follows

al™ NM, (m, n,w)PS,, (w,v) if ¢ =1
min{p,w} min{u,v}
By p(w, v, 0) = (m) < (w'
g ) wEIZO v/:E . ay, - NMy (m,n,w')Pq,u (w', ') else

- Bymp(w—w' v =" 0—1)

This expression can be computed in polynomial time using dynamic programming; see
Algorithm 12.
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Algorithm 12: Compute B, ,(w, v, ) in the sum (6.18) for a given v.

Input

: Parameters: ¢, m, n, k, ¢, w and v with v > 0

Output : Value of B, ,(w, v, )

Initialize: N(v',w',¢') =0 Vw' €{0,...,w}, v €{0,...,v}, ' €{0,...

1 if v < w then
L return 0

3 for w' € {0,...,w} do

for v' € {v/,...,v} do
L if v <y then

t N w'1) + «

7 for ' € {2,...,/} do

10

for w' € {0,...,w} do
for v € {v',... v}

N w0 «

11 return N (v, w, /)

fffl) NM, (m,n,w")PS, (v, w')

q?:LL

do

min{p,w’} min{p,v’}

Z Z N(’UI o U”, w — w",ﬁ’ N 1)

w!' =0 ! =w!

: aff,‘) NM, (m,n, w”)P%M (v, w")
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B.2 Appendix for Section 6.5

B.2.1 Definition of ucomp and Proof of Correctness

The computation of ucomp,(w,u) is described in Algorithm 13. and Lemma B.1
proofs its correctness. The randomization step in Line 6 of Algorithm 13 is crucial
to avoid bias towards specific positions, particularly when ¢ is large. This contrasts
with a deterministic choice, which may lead to suboptimal results. In the Hamming
case, where n = 1 and n = ¢, such randomization is essential for the effectiveness of
Prange’s generic decoder. However, our analysis does not explicitly take this random-
ness property into account and instead relies on ¢/, (ucomp,,(w,u), w), which is not
randomized, despite ucomp,, being a randomized function.

Algorithm 13: ucomp,,(w, u)
Input :w e 7y, and u € Zxo with u = 2§ < w
Output : u € 7y, such that u = argmax, ey, , , ¢, (v, w)

U= [Up,. .., u] —w

0+ w—u

while 0 > 0 do
Ji<{ie{l,...;n}u; >0}

Jo +—{i € 1 - w; = minje g, {w;}}
Js <+ {i € Jo: u; = maxjez{u;}}
hi T,

8 Up — up — 1

9 0+—0o—1

[ I U

10 return u

Lemma B.1. Let w € Ty, and let u < w. Then, u = ucomp,(w,u), with ucomp,
as in Algorithm 13, mazimizes ¢, (u,w), i.e.,

/ . !
<;§u(ucompu('w, U), w) - UIGI%%,}ZN ¢u(u7 w)

Proof. By (6.38) we have that

¢
¢, (u, w) def EP(%H (wi,w;) = [ } .
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The factor by what this expression is increased if we decrease u; by 1 is

{uzvil}q/ {u:il}q B ﬁ qﬂ—uﬁ‘j -1 .U—l qwi_ui+1+j -1
[1;12} / [5} o i qwi—m-i-j -1 i q,u—ui—i-l—i-j -1
tiq tlq

qu -1 u;—1 (qwi*ui+1+]' _ 1)(q#*ui+ﬂ' — 1)

Togei— 1 L (gt ) (quimwti — 1)
1=j
_(a¥i1)(gtt L —gti)
(@ =1)(qWi T —g"3)
+1 i
¢ =g
o qw¢+1 _ qul :

This increase factor is monotonically increasing in u; for a fixed w; and u, and decreas-
ing in w; for a fixed w;. Consequently, the maximum increase of (6.38) is obtained
by decreasing the largest u; among the smallest w;. By adopting a greedy approach
and incrementally adjusting such positions, a global maximum can be reached as this
strategy ensures optimal increase in subsequent steps. Thus, (6.38) is optimized by
incrementally decreasing u; by one while maintaining u; > 0 and ensuring >>%_, u; > u.
This method aligns with the operations performed by ucomp,(w,u) as described in
Algorithm 13. [

B.2.2 Efficient Computation of Qg,w#

Fortunately, we can employ a similar approach to [PRR22, Lemma 22] and compute
Qf,w,u as ~
Q=00 M(w, l, p,u),
where M (w, ¢, i, u) can be computed using Algorithm 14. To do so, we first initialize a
global table { M (w', ', i’  u') Zl,i’;lzlélg with M(w', ¢, /', u') = —1 for all entries. Then,
we call Algorithm 14 with input parameters w, ¢, u, and u.
By applying arguments similar to those in [PRR22, Proposition 23], we can show

that the complexity of computing Qz}w’u using this approach is é(wun?’/f’ log,(q)) and
thus polynomially bounded.
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Algorithm 14: Fill Table {M (w', ¢, i/, u/)}*, S =

w!' <w <L
Input : Integers w' <w, 0! </, 4/ <p, v <u
I<paul<
Global table {M (w', €',y ,u') }o, 250" 2,

Global parameters ¢ and p
Output : M(w', 0 1/ )
1 if M(w', ¢,/ u") = —1 then
2 if // =w =4 =0 then

3 L <1
4 else
5 if />1and 0 <w' </¢p and 0 <o < min{l'y,w'} then
6 z<+0
7 for wy; € {p, ..., |w/l]} do
8 Omin < max{l,¢'(w; +1) —w)}
9 Omax < max{i € Zso: 1 <i <0+ 1,wi <w}
10 for 6 € {Omin, - - - Omax } dO
11 uy < max{u — (v — dwy),0}

u®) < ucomp,, ([wi, ..., w1], uy)

~1
12 P<—§,'Hf:1<[uf_tl)} . [:ﬁ)] )
i dg L% g

13 T x+p- Mw —ow, 0 —6,wy + 1,4 —uy)
14 else
15 L x40

16 return M (w' V', /' u)
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Notations, Variables, and
Abbreviations

Below, we provide a comprehensive list of the notations, variables, and abbreviations
used throughout this dissertation. Note that notation and variables defined only in
specific contexts or chapters are not included here.

Abbreviations
AES Advanced Encryption Standard
AWGN additive white Gaussian noise
BCH Bose-Chaudhuri-Hocquenghem
BMD bounded minimum distance
BJMM Becker—Joux—May-Meurer algorithm
BSC binary symmetric channel
CA certificate authority
D&C divide-and-conquer
DES Data Encryption Standard
DS Digital Signature
ECC Elliptic Curve Cryptography
FL Faure-Loidreau
GPT Gabidulin—Paramonov—Tretjakov
GRS generalized Reed—-Solomon
ILRS interleaved linearized Reed—Solomon
IRS interleaved Reed—Solomon
ISD information-set decoding
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C Notations, Variables, and Abbreviations

KEM key-encapsulation mechanism
KNH Kotter—Nielsen—Hgholdt
lclm least-common left multiple
LDPC low-density parity-check
LP linear program
LRS linearized Reed—Solomon
LRPC low-rank parity-check
ML maximum-likelihood
MMT May-Meurer-Thomae algorithm
MSRD maximum sum-rank distance
PKI public-key infrastructure
PMF probability mass function
REF row echelon form
RCU random-coding union
RS Reed-Solomon
RSA Rivest—Shamir—Adleman
SL security level
TOP term-over-position
WF work factor
Acronyms
BIKE Bit Flipping Key Encapsulation
HTTPS HyperText Transfer Protocol Secure
HQC Hamming Quasi-Cyclic
LIGA List-decoding and Interleaved Gabidulin Approach
ML-DSA Module-Lattice Digital Signature Algorithm
ML-KEM Module-Lattice Key Encapsulation Mechanism
NIST National Institute of Standards and Technology
PGP Pretty Good Privacy
RAMESSES Rank-Metric Encryption Scheme with Short Keys
RQC Rank Quasi-Cyclic
SIKE Supersingular Isogeny Key Encapsulation
SLH-DSA Stateless Hash-based Digital Signature Algorithm
SSL Secure Sockets Layer
TLS Transport Layer Security
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Basics

Identity map

Set of all integers

Set of nonnegative integer Z>o = {0,1,2,...}
Set of real numbers

Indicates that a is sampled uniformly at random from
the set A

The expected value (or expectation) of the random vari-
able X

Matrix multiplication exponent, the infimum of values
Co € [2,3] for which an algorithm exists to multiply
n x n matrices over Fym in O(n®) operations

Cost of multiplying two skew polynomials from
Fm[z; 0] of degree n

Finite Fields, Matrices, Sets and Vector Spaces

]F‘an

]len
ext()

Submatrix of A consisting of all rows and columns e to

S

Inverse of the transpose of a square matrix A

Power of a prime

Finite field of order ¢

Finite extension field of F, of degree m

Degree of a finite extension field Fm

Multiplicative group of a finite field F

Set of all m x n matrices over a finite field F

Set of all row vectors of length n over a finite field F

The expansion map, representing elements of Fym as
column vectors over F,

183



C Notations, Variables, and Abbreviations

dimgm

ker (A)g,
ker (A)]qu
Rq(A)

Pg,u,a,b (j>

P&y (a,b)

deg(f)

184

The F,-rank of a matrix A over the field Fym after ex-
panding over F, using ext(-)

The [Fym-rank of a matrix A over the field Fym

The general linear group consisting of all v x v invertible
matrices over a finite field F

The Grassmannian, representing the set of all k-
dimensional subspaces of the vector space F, over the
finite field F,

Gaussian binomial coefficient

The Fg-linear vector space spanned by the vectors
ai,...,a,

The dual space of the vector space V
The dimension of a vector space

The dimension of an F,-linear vector space, specifically
when expanding a vector space over Fym as an [Fy-linear
space

The dimension of an F,m-linear vector space
The right F,-kernel of the matrix A
The right F m-kernel of the matrix A

The Fi-linear row space of the matrix A € Fy 5", ob-
tained by expanding each element of A over F, and
considering the F -linear span of the resulting rows

The Fy-linear column space of the matrix A € FpX,
obtained by expanding each element of A over F, and
considering the F,-linear span of the resulting columns

The conditional probability that the intersection of two
subspaces of I/, with dimensions a and b, has dimension
exactly j (see (2.7))

The probability that a subspace of F// with dimension
a is contained within another subspace of dimension b,
where a < b (see (2.8))

The degree of a polynomial f (see (2.12))



Polynomials over Finite Fields

Fym|z; 0, 0]

Fym [:L’; g, (5]<k

L[]
OFrob
m.(z)
M, (x)

a

V.(z)

Linear Codes

NS

S8

min

C[”? k? dmin]

IC[s;n, k, dmin)

WtH (a)

dH(a, b)

The non-commutative ring of skew polynomials with
automorphism o(-) and derivation §(-), as defined in
Section 2.5.2

The set of skew polynomials in Fym[z; 0, ] with degree
less than k (see (2.14))

The linearized polynomial ring (see [Ore33a; Ore33b])
The Frobenius automorphism, defined as opyop(z) = 27
The generalized Moore matrix, defined as in (2.16)

The Moore matrix, a special case of the generalized
Moore matrix I, (x), (see (2.17))

The Vandermonde matrix (see (2.18))

Length of a code
Dimension of a code
Rate of a code R = k/n

The minimum distance of a code, defined as the smallest
distance between any two distinct codewords. The ap-
plicable metric (Hamming, Rank, or Sum-Rank) varies
based on context

Linear code of length n, dimension k£ and minimum dis-
tance dpmin over Fgm

A vertically homogeneous s-interleaved code of length
n, dimension k, and minimum distance dp;, (see Defi-
nition 2.4)

Interleaving order

Hamming weight of vector a, representing the number
of non-zero elements in the vector

Hamming distance between vectors a and b, defined
as the number of positions at which the corresponding
elements differ
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WtR (CL)
w
T

TC

i

e

7;1),@,#

NMQ (m7 n, wz)

Wt (a)

A5 (x, y)

CER[nv k7 dmin]

CER[”? k? dmin]

Rank weight of a vector a
Error weight
Unique decoding radius

List decoding radius

Sum-Rank Metric

Number of blocks

Length of a single block. Used for constant block length.
The overall length is then n = ¢n

Maximum rank of block 7 (see (2.21))

Maximum rank of a block in the case of constant block
length (see (2.22))

Minimum of n; and sm for block i (see (2.31))

Minimum of 1 and sm for the case of constant block
lengths (see (2.32))

Length profile n = [ny,ng, ..., 0yl € Zezo

A map which assigns a vector x to its rank profile (see

(2.23))

Set of rank profiles with block weights in {0,..., u}
summing to w (see Definition 2.10)

Number of m xn matrices of rank w; over IF,, (see (2.26))

Sum-rank weight of a vector a, defined as the sum of
the rank weights of its blocks with respect to a length
profile n (see (2.19))

Sum-rank distance between vectors x and y (see (2.20))

An Fm-linear code in the sum-rank metric with length
profile n, dimension k, and minimum distance d,;,

An g m-linear code in the sum-rank metric with of
length n = nf, dimension k, and minimum distance

dmin



ICZR[S; n, k:7 dmin]

LRS[B. &, (;n, k]

ILRS[ﬁa €> f, s n, k]

Vertically interleaved code in the sum-rank metric with
interleaving order s, length profile n, dimension k&, and
minimum distance d;y,

LRS code of length n = >°¢_, n; and dimension & with
conjugacy class representatives € and evaluation param-
eters B (see Definition 2.13)

ILRS code of length n = Zle n; and dimension k, de-
fined with conjugacy class representatives & and evalu-
ation parameters B (see Definition 2.13)

Gabidulin code with evaluation parameters «, of length
n and dimension k (see Definition 4.1)

Row rank support of E € F"

Column rank support of E € F7"

Sum-rank row support of E € F;X" (see (2.33))
Sum-rank column support of E € Fyi" (see (2.34))
Sum dimension of the support £

Intersection of two supports £€; and £,

Notation for Fy* x Fp2 x - - - X Fi* given a length profile
n = [ny,ng,...,ng (see (2.35))
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