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E-Navigation: What's that? ‘#7
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= |s defined as:

~ ,[...] the harmonized collection,
Integration, exchange, presentation and
analysis of marine information on board

The international e-Navigation concept
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= An important aspect is the
taitali ' IMO e-Navigation Strategy (MSC85/26, Add.1, A 20/21),
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MASS & e-Navigation

= A lack of regulations and standards
have been found to be a major barrier
for the implementation of MASS?

= E-Navigation has benefits for MASS?
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Standardization and Digital Infrastructure for MASS ‘#7
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Challenges for the introduction of MASS:

= MASS will be required to operate in conjunction with conventional manned
vessels
= VVoice communication via VHF is not possible

* The shipping industry is of an inherent international nature
= A need for globally accepted standards

e

p)
= No human operator on board g
= Digital infrastructure is needed
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S-100: The Universal Hydrographic Data Model
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= Aims to harmonize data models to
Improve the interoperability of
maritime information systems
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= Machine readability supports L.+
applications in assistance systems
and MASS

» Product specifications combine
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Maritime Services

= Maritime Services (MS)
harmonize the exchange
of maritime data

= IMO defines 16 MS

» Each MS deals with one
aspect of e-Navigation
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S-100 & Maritime Services ‘#7
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= Maritime Services: Address the Maritime Services Technical Services Data Models
different domains in e-Navigation

= Technical Services: Technical
solution for the provision of data

» Data Model: S-100 data products

Guidance for Guidelines for Technical S-100 Universal
Maritime Service Service from Domain Hydrographic Data
Coordinating Bodies Model

International Maritime Organization. Guidance On The Definition And Harmonization Of The Format And Structure Of Maritime
Services In The Context Of E-Navigation; 2019. p. 6, accessed on 09.09.2025
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Discussion ‘#7
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* E-Navigation initiated a concerted effort towards the digitalization and
standardization
= |ntroduction of harmonized services and a machine readable data model

= Service based architecture
= Can be utilized to address the unique requirements of MASS

* IMO's Governance assures international standardization and compliance
» Reduction of system complexity for MASS
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Discussion 4#7
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= Current implementations within the e-Navigation framework are designed
with a human operator in mind

= Maritime Technical Services may deliver superfluous information
= MASS relies on accuracy and consistency of incoming data

* Limits in the Infrastructure, e.g. connectivity issues at sea
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SECOM (IEC 63173-2) ‘#7
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» Standard for secure data exchange with Maritime
Technical Services —
] . _ _ INTERNATIONAL
= Contains interfaces for IP-based communication and for STANDARD

the discoverability of services
* Includes data protection measures

- - - - - - Maritime navigation and radiocommunication equipment and systems -
= Designed primarily for communication with S-100 data
Part 2: Secure communication between ship and shore (SECOM)
Matériels et systé de igation et de radi ication maritimes -
p rO u CtS Interfaces de données —
Partie 2: Communications sécurisées entre le navire et la terre (SECOM)

= Aims to facilitate interoperability and reduce the need to
support many different service designs

= Interfaces for digital identity management are realized
with a public key infrastructure (SECOM PKI)

. . N . . . . IEC 63173-2, https://webstore.iec.ch/en/publication/64543, accessed on 09.09.2025
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SECOM (IEC 63173-2)
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MCP - A PKI for the maritime Domain ‘#7
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» [s a decentralized framework that enables the efficient, secure and reliable
provision of digital services and the exchange of information between
authorized maritime stakeholders

* The individual components are standardized by the IALA

= Maritime Identity Registry (MIR)
= |dentity management and authentication of users and services
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= Maritime Service Registry (MSR) sencs
» Register and discover MS a 7 8 Rl N R ~ 9 A A

= Maritime Messaging Service (MMS) $ .2 %% % P
= Send and receive messages . oy o

The Maritime Connectivity Platform (MCP) - Conceptual Overview, https://maritimeconnectivity.net/wp-
) ) ) ) ) . ) content/uploads/2023/02/MCP-Concept-v2.pdf, accessed on 09.09.2025
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Conclusion ‘#7
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* E-Navigation offers advantages for MASS
» Development of a more digitalized maritime infrastructure
= Introduction of new, globally accepted standards

= However e-Navigation is designed around the needs of human operators
» Further adoption and adaptation for MASS is needed
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