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1 | INTRODUCTION

The vision of a quantum internet [[1]] has driven quantum technology research over the last decades. The backbone of such a
network is entanglement distribution between remote network nodes that are connected via photonic quantum channels [2].
However, optical losses in fibers severely limit the possible scale of entanglement distribution and create the need for quantum
repeaters. In this context, quantum memories are critical components of any repeater-based transfer of quantum information.
Their application in buffering, synchronizing and conditioning of photonic quantum information requires an in-depth knowledge
of the inner workings of quantum memories [3 4]. Equally as important is the ability to understand the performance of different
quantum memory platforms, experimental implementations and compatibilities with other photonic resources, all within the
context of multi-layered network architectures.

Theoretical investigations of ensemble-based quantum memories on the one hand are well-established [} 6] but often remain
very specialized in their scope. On the other hand, recent years have shown remarkable progress in the development of tool-kits
for photonic quantum simulation. Prominently, Strawberry fields (1], Perceval [8] and Piguasso [9] have emerged as tools for
Gaussian- and discrete Boson sampling and photonic quantum computing. In addition, tools for simulating open quantum systems
QuTiP[10] and gate-based computing Qiskit[11] with extension module for optics SOQCS[12] have been published. However,
there is a lack of open source, close-to-experiment plug-and-play software packages to simulate real quantum communication
devices taking into account noise, loss and decoherence processes which requires significant manual customization in presently
available simulation frameworks.

In this work we develop a general model of atomic ensemble-based quantum memories, taking loss-, noise- and decoherence
processes into account, and demonstrate the plug-and-play software implementation in several test-scenarios. First, we describe
the basic working principle of ensemble-based quantum memories and introduce their most important performance characteristics
[2l Second, after introducing the description of a quantum memory within the channel formalism [3] we demonstrate the
functionality of the simulation and apply it in a Mach-Zehnder configuration. Furthermore, we introduce simulation building
blocks as digital twins of state-of-the-art vapor memories which allows for straightforward performance comparisons. Finally,

T The authors contributed equally to this work.

Journal 2023;00:1-17 wileyonlinelibrary.com/journal/ © 2023 Copyright Holder Name 1



2 | ROBERTSON, MAASR ET AL.

we apply the digitally twined memories to a quantum token protocol and benchmark the memory performances against the
security of the protocol 5

2 | QUANTUM MEMORIES

Fundamentally, a memory is a device that stores some type of information encoded in a propagating or short-lived state. The
information is transferred to a storage medium by encoding it in a long-lived storage state and retrieved at a later time with a
certain efficiency and fidelity. The term efficiency refers to the probability of a successful memory operation versus the number
of trials. The fidelity of a memory is defined as the similarity between the input and the retrieved information. In the case of
quantum states to be stored the re-encoding of information in a storage medium is fundamentally difficult as it entails a projective
measurement of the quantum state which changes the properties of the state itself. Specifically, an unknown quantum state
cannot be reconstructed from a single measurement. Crucially, this means that storing quantum information requires storing the
entire state and not only its projections onto some measurement basis during the storage process. The challenge in constructing
such a system lies in the fundamental impossibility to create identical copies of arbitrary quantum states|[13].
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FIGURE 1 A typical photon arrival time histogram for an optically controlled memory experiment. The upper panels show
the envelopes of the signal and the control field fed into the memory. The overlap of the control pulse with the signal pulse
within the medium at time 0.22 maps the signal pulse to a collective spin-(orbital) wave. The experimental result (bottom panel)

shows some leakage at this point in time from unstored light. After the storage time 7, the control pulse is re-applied and the
signal field is retrieved.

In this work we focus on photonic quantum memories in particular, i.e. memory devices that store information encoded in
states of light. The most straight-forward way of storing light is in a fiber loop or Herriot cell. An incoming state of light is guided
onto a long or, in the case of a fiber loop, closed light path that delays the transmission of the state. These implementations
usually provide high fidelity and broadband operation but come with fixed read-in and read-out intervals [14]. This work
concentrates on optically controlled ensemble-based memories. In these implementations a light field is used to exert control
over the interaction between the light field to be stored and some atomic ensemble that serves as storage medium. During the
read-in process the photonic state is mapped onto a coherent light-matter state, sometimes referred to as spinwave or (dark
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state) polariton under an ideally unitary (time-reversible) transformation. This allows one to reverse the read-in process after the
storage time 7, and retrieve the initial photonic state. During the storage time the state undergoes some decoherence processes
that heavily depend on the specific implementation. However, since both the read-in and read-out processes are (ideally) unitary
the quantum coherence between the initial state and the retrieved state is conserved. An example of the storage and retrieval of a
coherent state from an ensemble vapor memory can be seen in Figure[} The signal pulse (red) is mapped onto the spinwave by
applying the first control pulse (orange). After time 7, a second control pulse is sent into the atomic ensemble, and the state is
retrieved from the memory (light blue).

There is a wide variety of different memory implementations with different properties that determine their suitability for
application. In the next section, we describe the most important key characteristics on the basis of which ensemble quantum
memories are compared.

21 | Characteristics and figures of merit
21.1 | Efficiency

The efficiency of a quantum memory describes the probability of retrieving a photon from the memory after a certain time, i.e.
generally the memory efficiency is a function of the time between read-in and read-out. In some cases it is useful to describe the
efficiency of the read-in and the read-out processes separately. The read-in efficiency 7;, describes the probability of mapping
a photon onto a coherent matter state when applying an optical control field. In the literature, it is sometimes referred to as
storage efficiency. Respectively, the read-out efficiency 7o, gives the probability of retrieving the photon field from the matter
state at a later time. Combining the two, we define the internal efficiency 7y = 7in - oue @s the probability of successful read-in
and read-out, not accounting for optical losses before or after the storage medium. Taking these into account, we define the
end-to-end efficiency 7. Which includes technical losses from the setup, 7eze = Mirans - Mine- A depiction of the different efficiency
definitions can be found in Figure[2] Typical experiments achieve end-to-end efficiencies on the order of 1%-35%.
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FIGURE 2 Internal and external efficiencies of a quantum memory. a) The incident light field gets stored in the spinwave

with efficiency 7, and retrieved with efficiency 7o, With a combined internal efficiency of 7;,.. b) The end-to-end efficiency 7.
includes the optical transmission through the setup.

2.1.2 | Storage time

The time between read-in and read-out of a photonic state is generally referred to as storage time 7. During storage, the medium
is subject to experiment specific decoherence processes which limit the storage time of the memory. In most cases homogeneous
effects are dominant (i.e. all constituents of the storage medium undergo the same decoherence) and the internal efficiency
exponentially decays with the storage time. Consequently, memory experiments report the 1/e storage time, also known as the
memory lifetime, as a metric which can be used to compare different memory implementations. Typical storage times, depending
on the memory protocol, range from nanoseconds to hundreds of microseconds.

Different ensemble based quantum memories use different memory protocols, that is, there is a different underlying physical
process which controls the storage and retrieval process. A useful way to classify memories is to distinguish between memory
implementations with fixed read-out intervals and on-demand read-out. Protocols that rely on the periodic rephasing of ensembles
(e.g., atomic frequency combs - AFC) generally don’t operate on demand; however, they may be modeled using the approach
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below. It is left to the user to take care that read-out only occurs at the rephasing period. Another important metric that, together
with the storage time, defines the memory’s throughput is the memory downtime i.e. the time that is required to reinitialize the
memory after a storage operation. The memory downtime is mostly limited by state preparation of the storage medium e.g.
optical pumping.

2.1.3 | Operational wavelength and bandwidth

The operational wavelength of the memory depends on the atomic medium selected and its optical transitions. Most prominently,
alkali metal vapors are used as storage media due to their strong and spectrally well-separated dipole transitions in the near
infrared. The frequency of the input photon state has to be matched to the memory operation wavelength which is, within some
detuning, determined by the chosen optical hyperfine transition. Detuning of the input signal from the optical transition can be
beneficial in some memory implementations but heavily depends on the specific case.

The bandwidth of a memory Avj,en determines the spectral width of an input photon Ay, that can be stored in the memory,
see Fi gure@ For Fourier-limited pulses the photon’s spectral width is inversely proportional to its pulse width 7,u1s.. Consequently,
a short photon pulse to be stored requires a higher bandwidth of the memory. The ratio of memory storage time and shortest
possible signal pulse length is called the fractional delay and gives an intuitive picture of the memory’s ability to delay a pulse.
The time-bandwidth product B ~ 7/Tpuise 0f @ memory is an equivalent measure which is most established in the literature. The
product of the memory’s time-bandwidth product and its end-to-end efficiency is regarded as the most important figure of merit
of quantum memory implementations.
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FIGURE 3 Bandwidth and memory type comparison. a) Spectral overlap of memory bandwidth and signal spectrum. For
practical applications both signal wavelength and signal linewidth have to match the spectral properties of the memory. b) A
memory in A-type configuration operates between ground- and storage states within one hyperfine manifold. ¢) Ladder-type
memory configurations connect ground and storage state via full orbital transitions.

2.14 | Noise level

Memories with unit efficiency are rendered unusable if the number of noise photons in the retrieval mode exceeds the number of
actually retrieved photons. Depending on the memory implementation, a plethora of physical mechanisms can influence the noise
performance of a memory. Most prominently, optically controlled memories suffer from Four-wave mixing, Raman-noise and
fluorescence. In principle, different noise levels can occur during read-in and read-out, which we account for in the simulation.
The signal-to-noise ratio (SNR) is the most-used metric in the literature. It refers to the number of photons that are retrieved
from the memory compared to the average number of detected noise photons during the retrieval:

SNR = (<Nexp> - <Nnoise>)/<Nnoise> (1)
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where (Nexp> is the average number of total counts that are detected within the retrieval window, including the average number
of noise photons (Nnoise>. These parameters can be extracted from experimental data, such as the arrival time histogram shown in
Figure[T] Another metric often used in the literature is the unconditional noise figure y;. It relates the SNR to the number of
input photons (N);, via:

<N>noise — % (2)
Mint SNR

While the SNR is a figure that depends on the number of input photons the noise figure characterizes the number of noise

photons alone. Importantly, we can use [2|to calculate the average number of noise photons from the p; parameter which we will

use in the simulation section (see Section E]) The g values in experiments are on the order of 1072 to 1075,

=

2.1.5 | Single-photon operation

Interfacing existing memory implementations with true single-photon sources poses a significant challenge. The biggest problem
lies in the bandwidth mismatch between single photons and memories. Quantum memories based on atomic ensembles typically
exhibit bandwidths in the few MHz- to sub GHz-range. On the other hand, the most researched single-photon sources are based
on solid-states (quantum dots, SPDC in bulk crystals etc.) and offer photon bandwidths from hundreds of MHz to hundreds of
GHz. In addition to the bandwidth matching, the operational wavelengths of the single photon source and the memory have
to be aligned. Considering the limited number of available dipole transitions in atomic ensembles, this is a highly non-trivial
task. Moreover, for every type of photon source the read-in process has to be matched to the specific photon temporal envelope.
Probabilistic photon sources come with the additional complexity of synchronizing the memory operation to the herald of a
photon creation. Together with the numerous sources of background emission in the generation of single photons this places very
stringent requirements on experimental implementations of true single photon storage. Previously, single photons from an SPDC
sources have been coupled to a A- type memory [[15,[16, [17]]. A ladder-type memory has been used to store and synchronize
single photons from a room-temperature Four-Wave mixing source [18]]. More recently, single photons from semiconductor
quantum dots have been stored and retrieved from room-temperature ladder-type atomic vapor memories [[19, [20].

2.1.6 | Fidelity

The fidelity of a quantum memory describes its ability to retrieve an unaltered quantum state from the memory. In its most
general form it can be written as a comparison between two quantum states described by the density matrices p and &:

F= <tr \/5&\/E>2 (3)

. For pure states, the fidelity reduces to the overlap between the two states F = |<we|1/)l> |2. Even though the fidelity is arguably
the most important memory performance metric, it is, paradoxically, rarely reported in the literature. The reason is that the
measurement of F requires two full quantum tomography measurements of the in- and output states p and ¢, which is notoriously
difficult. In this regard, our digital twin model enables the inference of the fidelity performance from memory parameters that
are much easier to access experimentally. The main effects that lowers the fidelity of a memory is the loss of photons and the
generation of noise photons during read-out. In addition to that, the memory operation may imprint phase noise onto the state or
distort the single photon wavepacket which generally results in an overall lower fidelity of a memory. The literature provides
some results of memory experiments that measure the interferometric visibility of stored and un-stored light [21} [22]] which can
serve as an upper bound on the achievable memory fidelity. We include a simulation of state fidelities after a memory operation
in the Appendix [B]

2.1.7 | Operational simplicity and multi-mode capacity

Considering that a new infrastructure is required for the mass deployment of quantum memories, the operational simplicity
of the technology is critical for long-range entanglement distribution. Compatibility with existing telecom fiber networks is
desirable. Ideally, quantum memories can be micro-integrated or miniaturized [23| 24, 25] and operated without cryogenic
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cooling. Low energy consumption and robustness against vibrations, temperature changes, radiation etc. is needed to allow for
memory operation in space. Beyond these requirements, the ability to store more than one light mode in the same device (at the
same time) is referred to as multi-mode capacity.[26, [27, 28]]. It will be of critical importance in the scaling of quantum network
infrastructures.

The atomic transitions that can be addressed during the storage process depend on selection rules and the light polarization.
Therefore, ensemble-based memories are not polarization agnostic in general and each orthogonal polarization requires a separate
memory mode. An important consequence of this fact is the requirement of at least two memories or memory modes to store a
full polarization qubit [29]. Some of the memory implementations from the literature accept linear polarization and some only
work with circular polarized light, which we have noted in the overview Table|T]

2.2 | Memory configurations and protocols

Quantum memories can operate in diverse regimes depending, for example, on their signal detuning from optical transitions,
optical depth of the atomic ensemble or Rabi frequency. The different operating regimes result in different characteristics as
discussed in the previous section. For detailed explanations of the different working regimes, we refer the reader to a review
article on the topic [4]. In this section, we give a very brief explanation of the most fundamental differences between A-type and
ladder-type configurations (see Figure [3), which aims to help to understand the performance differences between memories that
can be seen in Table[2

Fundamentally, the process of storage and retrieval relates a (collective) atomic ground state to a storage state via an
intermediate state. In A-type configurations the storage state is within the same orbital level as the ground state only separated by
the hyperfine splitting. The storage process results in a spin coherence between two states that are energetically separated by a
few GHz (in the case of alkali ensembles). The wavevector difference Ak = lks — k| between the signal and the control field that
connect the ground state and the storage state determines the coherence length of the spinwave. Consequently, A-type memories
with small wavevector differences show the longest reported storage time (e.g. [30,31]). However, the small energy separation
between signal and control fields comes with increased technical complexity due to spectral filtering and introduces noise
channels to the system (e.g. Four-wave mixing, Raman noise). It can be seen from the overview table 2] that A-type memories
have the lowest SNR values. On the other hand, ladder-type memories (sometimes referred to as =-type) bring the advantage of
almost noise-free operation due to the large energy separation between ground state and storage state. The drawback of this
configuration lies in the short storage times (order of tens of nanoseconds) compared to A memories.

Within the broad categories of ladder and lambda memories, different operating parameters (signal detuning, control power
ect.) result in different underlying physical processes mediating the storage process. These different operating regimes are
called memory protocols, and determine the specific behavior of the memories. Off-resonant cascaded absorption (ORCA) and
fast ladder memory (FLAME) are typical memory protocols for ladder memories, while Raman-electromagnetically induced
transparency (EIT) and Raman-Autler-Townes splitting (ATS) usually refer to operating regimes in Lambda systems. We list
the memory scheme and the protocol used in Table |1} For more details on the specific operation conditions and the memory
protocols we refer to the review on broadband vapor memories [4].

Some characteristics such as operational simplicity, multi-mode capacity and single photon operation, are measures derived
from demonstrated experimental implementation and are descriptive. Consequently they are not explicitly accounted for in the
mathematical models we derive in the following section. The figures of merit, efficiency, storage time, operational wavelength
and bandwidth, noise level, fidelity and polarization represent measurable parameters on the basis of which we can compare
different memory implementations. In the next section we introduce the channel formalism and explain how the memories’
figures of merit are implemented in the simulation.

3 | CHANNEL FORMALISM

To model different implementations of ensemble-based quantum memories, we define a general model for an ensemble vapor
memory. First, we present the Hilbert space of the used formalism, before considering the memory process, and the experimental
noise and losses. In Section f] we explain the implementation details of our code and demonstrate some applications.
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FIGURE 4 Depiction of the quantum memory operation in the quantum channel formalism. p,, j; are the input states to the
memory, corresponding to the states in the early and late time bin. p/,, p/, are the early and late states after the memory operation.
Ds 1s the state representing the spinwave, which is traced out after the memory operation. Every colored box corresponds to a set
of Kraus operators with annotated parameters from memory experiments. The parameters in brackets correspond to the variables
in the code. The memory box on the right serves as an abbreviated version for better readability.

3.1 | Hilbert space

We choose the Fock basis for the model and denote the path, polarization and time bin of the photons as mode indices. As such,
the state In) (Xpat) corresponds to n photons in path X, with polarization p, in the time bin . Mode parameters which are not
relevant to the system being modeled are then omitted i.e. if all photons in the system have the same polarization, we write the
state as 1), ..

As a central tenet of memories is the delay of information from an earlier to a later time, the time-bin encoding of quantum
information is common in the memory community. The Hilbert space acted on by the model is the joint space between two
Hilbert spaces H, ® H;, where the input states of the memory are labeled with index e and the retrieved states in the late time
bin with index /, respectively.

Memories are polarization-specific, and are often (although not exclusively) single path mode devices. Thus, we can simplify
the notation down to the time-bin indices, i.e. I1),. The joint state of say a single photon in the early time bin 1), and no photon
in the late time bin |0), is then written I1), ® 10), = I1,,0;) = 110)

In this work we present the operation of the memory using the channel formalism, that is states shall be written in density
matrix form: p, = Zn Pn (I1/),,> <1/)”|)e, and the operators representing the memory are written in the Kraus form: Zi KZT Ki=1,
where 1 is the identity.

A perfectly operating generalized memory stores an incoming photonic state In), and perfectly returns that state at a later time.

SpeSt = py
where p, = p; and S one whole memory operation (read-in and read-out). However, physical memories are not perfect systems;
the storage- and retrieval processes have limited efficiency, a single photon incident in the late time-bin may be stored, losses are

present in the optical setup, and noise photons are present. Figure 4] depicts how each of these effects is represented in our model.
In the following sections, we deal with each of these effects in turn in greater detail.

3.2 | Imperfect read-in and read-out

As mentioned in section [2.1.1|the memory process consists of two operations, the mapping of an incoming state to a spin wave
(read-in), and the retrieval of the state from the atomic ensemble (read-out).

The read-in operator of an ensemble-based quantum memory, Sin, transfers the incoming state p, to a state p, representing the
internal state of the memory (spinwave). As the storage process is often imperfect, we model the storage operator as a beamsplitter
with transmittivity, #, = 1 — i, where n;y,, is the read-in efficiency, defined as the fraction of photons successfully transferred to
the spinwave. The leaked photons correspond to the photons remaining in the early time bin after the storage operation Sin.

The read-out operator, Souts 15 a beamsplitter acting on the space H; ® H,;, and controls the number of photons which are
transferred from the spinwave to the late time-bin. The transmissivity of the S’Om i8S fout = 1 — Nout, Where 7oy, 1s the read-out
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efficiency. Since the storage state py, is not actively monitored, it is treated as the environment and traced out after the read-in
and read-out operations.
Formally, the read-in operation corresponds to the unitary operator

Sin = €S, 4)

where « is the coupling strength between the early time-bin mode and the memory storage mode. In practice this leads to a
linear transformation of the mode operators

L (efsT) = (_‘/tf: \/{L) % (efs), 5)

where r is the beamsplitter reflectivity r = 1 —f;, and e and s' are the creation operators of the early and storage spaces. The
coupling ( relates to the beamsplitter parameters via cos(¢) = ¢ and sin(¢) = r. This form of the unitary acts on the creation and
annihilation operators of the early and late states, however as the input states are in the full matrix representation of the Fock
basis the beamsplitter must also be written in the same form:

o] N
=)D SN —m), lm) (N —nl, (nl,, (6)

N=0 n,m=0

where the matrix element S(N ) (dropping the in index for readability), is given by:

N T mn
S,Si\j,), _ \/%\/FN_M <\\2i> Pflm—n,N—n—m)(tin -, (7)

where P(x) are the Jacobi polynomials. A derivation of this result can be found in the supplemental document. As it is
often experimentally infeasible to determine the read-in and read-out efficiencies independently of one another, it is common
practice not to report 7;, and 7, individually, but rather the total internal efficiency 7in; = 1infoue- For the memories presented in
this paper, we assume the read-in and read-out efficiency to be the same, 7y = Tour = /7int> but the code easily allows for the
treatment of unbalanced read-in and read-out efficiencies.

3.3 | Loss and Noise

To represent further losses in the channels and noise we treat the early and late states after the beamsplitters as inputs into a
lossy thermal noise channel. To find a Kraus operator description, one decomposes the joint thermal noise channel into a pure
loss channel of transmitivity 7 = /G followed by a quantum limited amplifier with gain G = 1 + (1 — k)iig, where « is the
beamsplitter transmissivity and 7 is the mean thermal photon number of the noise channel [32]. This results in the following
Kraus matrices for the pure loss channel A; and the amplifier By.

Ar=prid, (8)

Bk = quAlTkGfg. )

_ k . . o
where p; = \/ a T) S gk = \/ %é (%) , i is the number operator and aD are the creation (annihilation) operators. Thus, an

input state py then transforms according to p = Z,szo Bkﬁlpoﬁjfi’}:, where k, [ are indicies to sum over the full fock space. In
a truncated fock space, the sum does not go to infinity but to truncation n. In this form, the first the beam splitter operation
representing loss A, is applied before the gain operator. This is convenient as it lets us control the loss of py with the transmissivity
. This is analogous to losses through the experimental setup, after the storage operation and therefore the choice of Kk = 7yans 1S
appropriate. By setting £ = 7jyans and applying the definition of 14, 2] we can give an analytical formula for g :

_ <l’l> noise H17int
np = = .
1 = Ntrans 1 = Nerans
In treating the noise photons as a quantum limited amplifier, the computational complexity of the simulation increases. The
truncation behavior of the simulation is presented in Appendix [A] We set the truncation n = 5 for simulations with coherent

(10)
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states and the truncation n = 3 for single photons unless otherwise stated. To simulate systems with higher input photon numbers,
i.e. coherent states for lar) where lal> > 1, the simulation truncation should be increased so that the output state converges.

4 | SIMULATION

The model presented above represents a number of simplifications of the underlying physics, which may affect the accuracy of
memory performance simulations. In Section .1 we discuss both memory and input state initialization, the checks carried out to
ensure compatibility between the two, as well as the limitations of these checks. In this section, further details of the operation of
the memory channel query and an example query is shown. The use of the memory simulation in a Mach-Zehnder Interferometer
experiment and in a quantum token protocol is presented in Section[5] An example implementation, can be found at [33]. To
initiate the memory, the user must define several parameters of the memory itself and ensure the properties of the state which
is to be stored match the properties of the memory. We first discuss the initialization of the memory, before considering the
initialization of the input state.

41 | Memory Initialization

To simulate different atomic vapor memories, there are several properties which must be defined by the user upon initialization
of the memory; these are, the memory type, the storage time, and the truncation of the internal memory state, and are further
discussed below. An example initialization of the memory is given in ?? where a memory is initialized with a storage time of
7y = 1 ps, and with a truncation bound of n = 5.

LISTING1 The initalization of ’Lambda895” memory as demonstrated. The internal state of the memory is then initialized to be the vaccum state.

mem.set_param(’memory_type’, ’'Lambda895’)
mem.set_param(’ storage_time’, 1le-6)
mem.set_param(’memory_truncation’, 5)
mem. send_params ()

mem_state = mem.state_init () [0]

The first initialization parameter is the memory type, defining which memory should be used in the simulation. This
is set using the memory_type parameter which takes a string as an argument. To access different memories, the user
should provide the name of a memory class, which represents the different memory experiments. The names of the dif-
ferent classes (and thus memories) available can be found in Table [2| By setting the memory type using the command
mem. set_param("memory_type", ’Lambda895’) several characteristics of the memory, such as wavelength, polar-
ization, bandwidth, lifetime are set automatically. This is important as the properties of the state that is to be stored, must match
those of the memory. The parameters used in the memory modeling #,, fout, & and np are calculated from the 7, and 7eze, as
given in Table [2] We assume the read-in and read-out efficiency to be the same, such that ¢;,, = 7,,, = 1 — /Mine- Alternatively, the
users may specify their own parameters by setting the memory_type parameter to Test, and setting the operating parameters
tin, fout> Ke» K1, B ¢, Mg, tO custom values. The default values for the other parameters are A = 895 nm, 7, = 1 us, Aw = 500 MHz,
accepted polarization is either H, V and the Treuig = 1 p1s. To determine the correct operating efficiency, the storage time must be
initialized. This is the duration between the read-in and read-out of the memory, 7;. As mentioned in Section @ we consider
only homogeneous decoherence effects and thus we model 7;,(?), the internal storage efficiency at time ¢, as an exponential
Nine(t) = Nin(0) exp(—#/7). The 1/e storage times, T for each memory can be found in Table[2] Setting the storage time has two
effects, it sets the internal efficiency of the memory according to the exponential decay above, and sets the operation time of the
system. The user must take caution that this exponential decay does indeed hold for the memory they would like to use. In the
case where the transmisivities of the read-in and read-out beamsplitter f;,, ,,,, are user-defined, setting the storage time does not
vary the beamsplitter transmissivity, so varying the storage time will have no effect. In this case, it is left to the user to account
for the decay in storage efficiency. As the memory has its own internal state, the photon number at which the state is truncated
must be set accordingly. This is done by setting the t runcat ion parameter to an integer.
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4.2 | State initialization

States that are to be stored in the memory, must have properties that match those of the memory. To ensure compatibility between
the source and memory, several checks on the properties of incoming state are performed. Often, the relationship between
the input photon properties and the effect on the memory operation is complex and has not been experimentally measured in
all cases. As a result, we simplify the temporal and frequency behavior of the memory. A description of the source-memory
compatibility checks and their limitations is provided below. The code snippet ?? shows the initialization of a state compatible
with the memory initialized in ??.

LISTING 2 The initalization of a state that is compatible with Lambda Cs D1 memory example above.

path_a_prop = StateProp (
state_type="1light",
truncation=5,
wavelength=894,
polarization="V",
uuid="a",
bandwidth = 0.5e9

)

The state to be stored in the memory has a specific wavelength and bandwidth, which should match that of the optimal
operating conditions of the memory. Therefore, we apply a check that the wavelength of the state matches that of the memory
within 1 nm, Apem = Astate- Since the frequency dependence of noise and internal efficiency has not been reported for all memory
experiments included in this work, proper consideration of the frequency compatibility of source and memory should be carried
out independently, and was deemed beyond the scope of this work. To determine the eligibility of pairing a single photon source
with a memory, further investigation into wavelength compatibility is required. Moreover, in the current implementation, photons
with a bandwidth larger than that of the memory are rejected, Avyen > Avge. Experimentally, the memory functions as a
frequency filter, storing photons whose frequency falls within the memory bandwidth window. Thus, the bandwidth behavior of
the simulation does not fully represent the experimental behavior of the memory, but remains a topic for further extension of this
simulation.

In this work, we reduce the time continuity of a memory experiment to discrete-time Fock states, representing early and late
time bins. We explicitly do not consider the temporal shape and timing of the photons involved in the storage process. However,
the photon envelope shape after storage in an ensemble-based vapor memory strongly depends on the temporal waveform shape of
the control pulses. [6]. Furthermore, the read-in and read-out processes from the vapor memory may result in dispersion or phase
distortion of the photon wavepacket. The extent of these effects is not fully understood, and remains a topic of ongoing research.

Finally, the polarization of the input state is compared to that of the memory. If they are in the same polarization orientation,
the state is stored. We assume that the average noise photon x; remains the same for both polarization orientations of the memory.

43 | Memory channel query

After initialization, the memory is queried, and the Kraus operators representing the read-in and read-out operations are returned
and applied to the corresponding states. An example of a read-in operation is shown in code snippet ??.

LISTING

3 An example query of the memory, returning the Kraus operators for the read-in operation. Here the type of operation
(’storage’, ‘retrieval) is chosen by setting op_type’: ’storage’. The read-in operation is then applied to the input state, and the
internal state of the memory

response, operators = meml.channel_qguery (
whole_state, {"input": state_path_a_h_ prop.uuid, ’'op_type’: ’storage’}
)

whole_state.apply_kraus_operators (operators, whole_state.get_all_props (response["kraus_state_indices"]))

To represent the different operation timescales of the memory, a memory query returns two different timings: the operation
time and the re-triggering rate. The operation time is the storage time specified by the user in initialization. The re-triggering
time is the time until a memory experiment can be repeated. Experimentally, this is the operation time plus the time taken for
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other experimental processes, such as pumping, cooling, and trigger delays. If no pumping is present in the experiment, the
re-triggering rate is assumed to be the operation time. The operation and re-triggering times are given in Table[T} When a photon
is stored in the memory, that is when the channel is queried with op_type = storage, re-trigger is set to false. Upon a channel
query with the op_type = retrieval, the re-trigger is set to true. We assume that the passage of a second single photon through the
memory during the storage time does not result in further decoherence of the memory state.

5 | EXAMPLES

In the following section, we present example applications of digital twins, specifically the simulation of a Mach-Zehnder
interferometer with a memory element in one of its arms, and the storage of quantum tokens.

5.1 | Visibility and fidelity simulations for memories

To demonstrate the compatibility of the memory simulation with both single photons and coherent states, we measure the
interference fringes observed when states are sent into a Mach-Zehnder Interferometer (MZI) with a phase element in one arm,
and a memory element in the other (as shown in Figure[Sh). The beamsplitters are assumed to have 50% transmission/reflection
and the memory implementation in [34] has been chosen as an example, due to its high noise, ;1; = 0.07. The path interference
for a single photon input state and coherent state input with o = 1.5 is shown in Figure [Sp. We derive analytical solutions for
the average photon number in mode A, for single photons and coherent states, which are depicted as full and dashed lines
respectively (see supplementary information). As one can see, we observe excellent agreement between simulation and theory.
To examine the behavior of the system without interference between the two modes, we remove the second beamsplitter. The
memory exhibits a zero-time end-to-end efficiency of 7¢,.(0) = 0.13 which reflects in the lowered transmission through path A
in the absence of the second beamsplitter (plotted in yellow). The visibility in an MZI configuration is an important measure for
the indistinguishability of quantum states which has to be preserved by quantum memories in practical applications. Indeed for
single photons, fringe visibility is an upper bound on the two photon interference visibility value of photons stored in a quantum
memory. We calculate the visibility for a mode, given as:

_ <ﬁ>max - <7Al>min

B <fl>max + <fl>min.
Here (i), ((71) ;) are the maximum (minimum) average number of photons measured in a single arm. We see in Figure|[3]
b) that the presence of noise from the memory lowers the visibility of the interference. In Figure [6] we compare the fringe

a) b)
1.50 T T T T
1.25F 3
P = |1><1| P ) Lok oo oere g 0 e e _3 = Single photon
—_— —» M > L <7¢LA> £ : ,’r ‘\\ ] === Coherent state
" ! " : 2075k /‘ '0\ 3 o mode A
1 i £ % N ] q
BS 1 BS : 0.50 o oo o0 B o] ©  mode A, no BS
! i ~ , N ] °  mode B, no BS
R B T ()
pB = [0){0] = ; 2 ; ° g . g o1
OO0 0T 06 08 10
Phase (27)

FIGURE 5 a) Quantum channel diagram for a Mach-Zehnder Interferometer (MZI). A single photon is sent into path mode
A and the average photon numbers in mode A and mode B are measured. b) The average photon number (#) in mode A of the
MZI is shown in red, for a single photon input (solid line) and for a coherent state input a = 1.5 (dashed line). The blue and
yellow curves show the average photon number in modes A and B, respectively, with the second beamsplitter removed. The data
points represent simulated values, while the curves correspond to theoretical predictions from analytical solutions (see MZI
section of the supplementary document). An excellent agreement between the analytical predictions and simulated results is
observed. The truncation for the coherent state simulation is n = 7.
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visibility in the MZI configuration for some of the most recent atomic vapor memories (see Table [2)) assuming single-photon
input. We find that memories with both high efficiency and lowest noise figure exhibit the highest fringe visibility. As expected,
the visibility for all memories decreases exponentially with time according to their decrease in efficiency.

1.0 T T I 1 Lambda895Compact
[ ] —e— Ladder895
0.8F ; Ladder780
0.6 :__ o—o-0—o—o _: —o— Ladder1529
- E Lambda895
0.4F °_°—°'°—°"‘°"0\ . —o— [ambda795
r ] —eo— Lambda780Superradiance
0.2F ] —eo— Lambda795Compact
0. 0:_ | _: —e— Lambda780RydbergSource
10— 100 103 Lambda780BEC

i

Storage time (s) Ladder852

FIGURE 6 Visibility of the single photon MZI interference fringes after storage in a memory, as a function of storage time.

52 | Quantum token protocol

To demonstrate an application of the memory simulation, we simulate a quantum token protocol, based on the experimental
implementation described in [35]. Quantum token protocols are used to safely encode classical information in qubits using
either one of two basis sets x and z, i.e. x = {l0),11)},z = {I+),I-)}. Due to the no-cloning theorem, only a party knowing the
basis used to encode the classical bit can unambiguously recover the encoded information. Imperfections in such protocols are
described in terms of correctness parameters c;;, which is the probability of recovering the correct classical bit that was encoded
in basis i = x, z when measuring in basis j = x, z. Here we focus on the composite correctness parameter ¢ = %(cxx + ¢, which
yields ¢ = 1 for a perfect quantum token experiment and ¢ = 1/2 for a token experiment exhibiting random behaviour.

=
2
=

Quantum token preparation Memory for quantum token Verification of quantum token
”Credit card issuer” ”Wallet” ”Credit card reader”

FIGURE 7 Quantum channel description of a quantum token protocol. A polarization encoded quantum token is prepared
(either in H and V or L and R) and stored in two memories, one for each orthogonal polarization. After the retrieval from the
memory the token is decoded and the click probability is measured on noisy orthogonal detectors.

In the experimental implementation demonstrated in [35]] the computational basis states are mapped onto polarization states
of the photons. Given the memories accept a single polarization orientation, the basis must match that of the memory. Thus
for memories which accept H/V polarization orientations we map 10) = |[H),I1) = 1V), and I+) = ID),|-) = IA). For the R/L
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FIGURE 8 a) Simulated correctness values for different memories used in the protocol, with 7; = 0. The expected correctness
of the system without memory is shown in green. b) The variation of the correctness of a memory token as a function of storage
time for ftemission = 1. "Lambda795Compact’ has a lifetime of 180 us, enabling high token correctness for long storage times.

polarization basis 10) = [R), 1) = IL), and I+) = IH) , |-) = V). In the model, polarization is given as labeled Fock states, with

orthogonal polarizations having two different states, e.g I+) = %(Il} 5 +11))y. To prepare a token in a given state, a horizontal

Fock state, and the vacuum vertical state are sent to the tunable mode selector (MS). The mode selector acts as a beam splitter
with the matrix representation:

(an

MiS(0) = ((:0520 sin 26 ) .

sin26 —cos 26

By setting the ¢ = 7/2, 37/4,37/8,57/8 the incoming I1),, r, +10),,,, returns the states 10) , 1), =), I+), respectively. In
the H/V state encoding basis, the mode selector can be considered as the combined perfect action of a \/2 waveplate and a
polarizing beamsplitter. After storage in two memories that accept the orthogonal polarization directions, the states are then read
out of the memories and sent to a second mode selector, which sets the measurement basis. Setting ® = 7/2 (57/8), sets the
measurement basis to the z(x) basis, respectively. We model detector loss and dark counts using the Kraus operators presented in
where x = 0.25 and nj, = X lo” corresponding to the values given in [35]].

-k
We consider the calculation of ¢, from the simulation in Figure[7] The correctness of the measurement of photons prepared in

the z basis, is an average of measuring the 10) and 1) states correctly, ¢;, = %(co + c1). The preparation of perfectly polarized
photons in state |0) and measurement in the z basis, will result in a click in the detector in path mode 0/+, measuring °0’. Likewise,
the preparation of a photon in state I1) will result in a click in the detector in path 1/—, measuring the state to be *1°. Sending in the
state 10) and measuring a click on detector 1/, corresponds to a wrong result, and thus reduces the correctness. The correctness
of measuring 10), given a measurement in the z basis is, ¢y = % , where Piick only 0/+ 18 the probability of getting a click
only in the detector in path measuring the states 10) , |+) and Pejick eitmer 1S the probability of getting at least one click in either
arm. Thus if Py, is the probability of measuring a photon as 0/+, and Pj,_ the probability of measuring a photon as being in state

1/—, then ¢ = %and similarly the correctness of measuring I1), ¢; = #ffﬁgw. The probability of measuring at

least one photon, is given by P, = SN ZJ.ALO (i, plisj), P = SN Zjlio (il plj, i), where the state I7,j) = 1i) ;o) 1) (.1, TO
measure Cy, = %(c+ + ¢_), one repeats the simulation, with input states corresponding to I+) , |-), and measurement in the x basis.

Figure[8|a) shows the correctness of quantum tokens stored in different memories, with respect to the single photon emission
probability, fiemission- FOr perfect on-demand photons, femission = 1, most memory implementations achieve a correctness above
the single photon correctness threshold to ensure the security of the quantum token protocol, ¢ > 7/8 [35] (shown in orange).
However, achieving an almost perfectly efficient single photon source with high purity is experimentally challenging. A clear
factor influencing the correctness for low photon emission probabilities is the signal to noise ratio. Memories based on the
ORCA/FLAME protocol with SNR on the order of ~ 10°, result in the highest correctness. The two memories with the highest
w1 do not reach the security threshold, even for a perfect single-photon emission probability. Importantly, these results give
upper bounds for the correctness, as 7; = 0. To simulate the correctness of different memories at varying storage times, we set
Lemission = 1, and scan 7 between 1 ns to 600 us. Figure |§|b) shows the storage time dependence of the correctness parameter of
each memory implementation.
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6 | CONCLUSION

We develop a quantum channel description of ensemble based atomic vapor memories and provide model parameters for state-of-
the-art quantum memory experiments. We use our model to estimate upper bounds for the visibility of a HOM-type measurement
for single photons stored in a memory and observe excellent agreement between theory and simulations. Furthermore, we use
the digital twin of the memories in assessing the security of a quantum token protocol. We compare the performance of different
memory implementations from the literature. To further extend the applicability of the digital twins within quantum network
simulations, proper consideration of frequency and temporal effects is needed. Matching of the memory bandwidth and photon
temporal wavepacket as well as the inclusion of dispersive effects is subject of future work. The model presented allows for easy
extension to include and compare other optically controlled memories such as solid-state memories. The presented digital twins
are embedded in an easy-to-use simulation framework which allows for straightforward estimates of memory performances in
multi-device quantum networks and are a step toward full end-to-end experimental simulation of quantum optics experiments.
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APPENDIX

A TRUNCATION

We analyze the truncation of our presented memory simulation by varying the truncation of a memory experiment for the
memory with the lowest signal-to-noise ratio (highest y1;). We simulate a memory experiment with the input state p = 11) (1l and
p = la) {(al where a = 1, respectively. We measure the average photon number of the late time-bin, and observe the convergence
with increasing truncation. Figure [AT|shows the convergence of the expected photon number at a truncation of 5 for coherent
states, and 3 for single photons. To simulate coherent states with o > 1 a higher truncation will be required. This quickly scales
the size of the state space needed to simulate the memory, making simulation of coherent states impractical for o Z, 1.

n I T T T I T T T I T T T I .
0.15F -
0.14F .

§ 0.13 — —
0.12F .

C = Single photon
0.11F Coherent state

I S U W W N R T T S S TR TR E

2 4 6 8
Truncation

FIGURE A1l Convergence of the average photon number after storage in a 'Lambda895” memory.

B FIDELITY SIMULATIONS FOR TEST MEMORIES
When assessing the performance of a quantum memory, a central question is: To what extent is the quantum state input to the
memory preserved after retrieval? A natural approach is to evaluate the state overlap between the retrieved state &, and the input

state p, defined as: ,
F(p.o) = (tr\/ ﬁﬁﬁ) : (B1)

By construction F = 1 if & = . A benefit of our simulation is that we can easily access both 6 and p , which in experiment
typically would require two full state tomography measurements. However, we show below that care must be taken when
interpreting this quantity, especially for different input states and in the presence of loss and noise.

The simulated fidelity values for two types of input states — single photons and coherent states with o = 1 —are illustrated
in Figure B2h. Here we simulate an ideal memory with perfect transmission efficiency (1)wans = 1) and no background noise
(ng = 0). For single photons, the fidelity increases linearly with the internal efficiency of the memory, reflecting the improving
preservation of the input state. In contrast, the fidelity of coherent states does not vanish even as the internal efficiency 7y
approaches zero. This is due to the non-zero vacuum component of coherent states — when the output is vacuum, the overlap
with the original state still yields a fidelity of F = e™o"

By measuring fidelity and signal-to-noise ratio (SNR) with increasing noise photon number, we further observe the difference
in fidelity between coherent states and single photon inputs, as seen in Figure[B2]b). While SNR decreases with added noise —
as expected -— the fidelity of both states saturates to a non-zero value. Moreover, depending on the input state, the measured
fidelity varies between input coherent state, and single photon - for the same SNR. Additionally, for the same SNR, the measured
fidelity can differ depending on whether the input state is a single photon or a coherent state. This behavior underscores the
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importance of comparing memory fidelities only when the same input state is used, as differences in input can lead to misleading
conclusions about performance.

Fidelity measurements for a coherent state @ = 1 stored in various quantum memories are presented in Figure B3] For high
state fidelity after the memory, the improvement of the overall memory end-to-end efficiency is key.

When assessing fidelity for single-photon inputs, it is important to recognize that the state p = I1) (1l has no phase coherence.
As a result, the addition of incoherent noise photons can increase the fidelity -— not due to improved memory performance, but
because the input state more closely resembles the incoherent noise. This effect should not be interpreted as an enhancement of
memory quality.

In summary, fidelity remains a valuable figure of merit which we can easily measure in our model, however its interpretation
requires careful consideration of the state input into the memory. Specifically, fidelity comparisons should only be made between
memories tested with the same input states, particularly in realistic, noisy, or lossy conditions.

a) 10F ] b) W7
r . ) - —e— Single photon
0.8F - 0.8 —e— (Coherent state _ ]
2 06F ] 2 06F 15
B 1 2 | 1z
T 04f 1 Zo4f 307
=3 - ] = L ]
0.2 === Single photon 0.2k Pl
r —e— (oherent state ] - - ]
0.0, . TN B B ] 0.0 I TP SRR B S-S 2 [}
0.0 0.2 0.4 0.6 1.0 0.0 0.2 0.4 0.6 0.8 1.0

Mint,

<ﬁ> noise

FIGURE B2 a) Variation of the fidelity of photons out of a memory, with no noise, and varying internal efficiency. b)
Fidelity of a memory with perfect internal efficiency, loss of 0.5, and varying noise photons. The signal-to-noise ratio is plotted
in green, and the bound SNR = 1 is shown in yellow.
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FIGURE B3 Simulated fidelity of different quantum memory experiments with and coherent state input o = 1. The end-to-
end efficiency has the highest influence on the fidelity of the retrieved state. In the experimentally achieved efficiency regime the
number of noise photons doesn’t influence the fidelity. Truncation n = 5.
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