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Introduction: Highly automated vehicles (AVs) rely on sensor data for target tracking and maintaining a safe
separation distance during safety-critical operations such as forward collision avoidance. However, the inherent
uncertainty in perception sensor measurements can lead to inaccurate tracking, which poses challenges for
ensuring passenger safety. Method: This study proposes a method to quantify integrated safety risk using a
probabilistic approach, incorporating various scenarios of perception sensor uncertainty and linking them to
corresponding collision risks and subsequent serious passenger injury risks. A novel approach in this method
involves subdividing the risk for each distance to the target, as defined by a perception uncertainty model. These
risks are then integrated to compute the total safety of the ego-vehicle’s passengers. Results and conclusions: By
considering both target presence and absence hypotheses, the algorithm innovatively addresses risks posed by
potentially undetected targets, significantly enhancing user protection and advancing AV safety. Practical Ap-
plications: The developed algorithm contributes to the integrated safety of AVs by offering guidance on regu-
lating a minimum separation distance or maximum vehicle speed for a given vehicle sensor set, or specifying the
sensor specifications that should be equipped on a vehicle. This approach aims to enhance the reliability and
safety of automated driving systems, ensuring a higher standard of passenger safety and fostering trust in
automated vehicle technologies.

1. Introduction

Automated vehicles (AVs) have the potential to significantly enhance
the availability, safety, and efficiency of future mobility. The Society of
Automotive Engineers (SAE) defines six levels of automation, ranging
from Level 0 (no automation) to Level 5 (full automation) [39].
Continuous advancements in the automotive industry have led to the
commercial availability of vehicles with driver assistance systems
meeting SAE Level 3 standards. For instance, Mercedes-Benz’s DRIVE
PILOT system has received Level 3 certification in the U.S., initially
approved in Nevada, marking significant milestones toward higher
levels of autonomy [30]. Level 3 (conditional automation) systems can
manage driving tasks independently under specific conditions but
require driver intervention when requested.

While Level 3 systems are becoming available, engineers are now
focusing on deploying AVs with higher levels of automation on public
roads. Level 4 systems perform all driving tasks without driver super-
vision under specific conditions, while Level 5 systems are capable of full
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automation in all conditions, necessitating stringent safety regulations.
An example of Level 4 technology is Waymo’s autonomous ride-hailing
service, which operates without human driver input in specific areas but
is still undergoing broader testing and regulatory approval [23].
Ensuring system safety remains a major industry concern, essential for
advancing automation and deploying these technologies on public roads
[34].

While human drivers leverage sensory perception and their accu-
mulated driving experiences, AVs rely on perception sensors such as
lidar, radar, and cameras, and their software algorithms. [31,44,47].
Perception sensors in AVs, along with their processing algorithms,
provide information on the existence, distance, direction, and type of
targets. AVs utilize this sensor information during their operation. This
can include safety-critical functions such as forward collision avoidance
(FCA), lane change assistance (LCA), and adaptive cruise control (ACC)
for vehicles with lower levels of automation, or the entire dynamic
driving task (DDT) for Level 3 or higher automation [46]. However,
these sensors are not perfect and include uncertainties, which become
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Detection Uncertainty of Perception Sensors
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Fig. 1. The fault tree for detection uncertainty of perception sensors used in estimating the distance to a target and the target’s speed.

more critical in highly automated, safety-critical applications. Potential
uncertainties include nominal sensor noise, reduced detectable range
due to the operational environment, false negatives due to low signal
power, and false positives due to signal reflections [1,2,6]. Studies have
investigated different perception sensors and their uncertainties [1,2,6,
19,29,32,48]. These include review papers on perception sensors and
types of uncertainties [6,29,44,48], as well as studies on methods for
assessing the level of uncertainties [1,2,19,32]. For example, one study
investigated the error level in the relative position on the highway when
using a radar sensor and demonstrated an error of less than 1.5 m 75 %
of the time in the longitudinal direction [32].

In order for AVs to take over the role of human drivers amidst the
uncertainties of AV sensors, they must ensure the required level of
driving safety based on current sensor sets and operational scenarios.
Extensive efforts and studies to evaluate AV driving safety have been
conducted using various approaches. One common approach by many
companies is experimental evaluation by driving a vehicle equipped
with a sensor set in an actual driving environment [23,42]. For example,
Waymo has driven over 7.14 million fully autonomous miles as of
October 2023, primarily in cities like Phoenix, San Francisco, and Los
Angeles [23]. This extensive mileage has allowed Waymo to gather
substantial data contributing to evaluations of AV safety and perfor-
mance. Their research shows an 85 % reduction in crash rates involving
any injury and a 57 % reduction in police-reported crash rates compared
to human benchmarks. While this approach is essential for safety
assurance, achieving a high level of safety with an experimental
approach alone is a significant challenge and insufficient. Additionally,
it is impractical to cover all operational conditions and sensor configu-
rations through this approach alone; for example, when the sensor set
changes, these experiments must be repeated.

Analytical evaluation of safety risk is a crucial approach in safety-
critical applications. This method quantitatively assesses safety risks
by employing mathematical models and assumptions about contributing
factors, and then analyzing their impact on system safety. Civil aviation
systems exemplify the use of analytical evaluation in both the design and
assessment of system safety [15,24,25,37,38]. The target level of safety
(TLS), established by the International Civil Aviation Organization
(ICAO), specifies an acceptable level of safety for each flight operation.
The calculated risk is then compared to the TLS to determine system
viability. For instance, a TLS of 2.5 x 107 fatal accidents per aircraft
flight hour is set for the loss of vertical separation [16].

Many experts argue that the safety requirements for sensors used in
AVs must be defined to a high level, comparable to those of civil avia-
tion, as their potential risk directly affects severe human injury or

fatality [5,11,33,35,40]. Studies leveraging the analytical evaluation
approach from civil aviation for AV applications are being conducted.
These include suggesting navigation sensor requirements for AVs, such
as GNSS-based localization [33,35], and Lidar-based localization [20].
For perception sensors, a study in [1] developed a method for perception
reliability analysis to ensure AV safety and derived sensor reliability
requirements analytically, given a TLS for perception. The above studies
primarily focus on analyzing the reliability of the sensor itself rather
than integrated safety, which considers the risk of severe injury and
fatality of AV users associated with sensor uncertainty.

On the other hand, studies have considered the risk in terms of AV
operational perspectives by proposing methods for computing the sep-
aration distance for AVs [28,36,41], which is a similar concept to ver-
tical separation in civil aviation. For example, the company Mobileye
proposed a mathematical model for a safe distance between vehicles
known as responsibility-sensitive safety (RSS) [41]. This model is a
function of the velocities, braking decelerations, and response times of
both the ego and target vehicle. However, the separation distance is
currently static and does not account for the uncertainties in the braking
capabilities of different vehicles in adverse weather conditions. [10]
propose a dynamic safety boundary for separation distance. Addition-
ally, the separation distances proposed in [28,36,41] are primarily
designed to avoid collisions by considering a vehicle’s dynamic features
without fully accounting for potential sensor uncertainties that might
affect major safety issues. Furthermore, [45] reviewed a number of
surrogate safety measures (SSMs), each capable of assessing the risk
around an AV in different ways. They concluded that no single SSM can
be universally applied to all scenarios an AV may encounter. Addition-
ally, none of the discussed SSMs account for the risks that may arise due
to sensor uncertainties. Therefore, a study that comprehensively in-
corporates all possible sensor uncertainties when determining key var-
iables for driving safety is required.

This study introduces a novel methodology to analytically quantify
the integrated safety of AVs under perception sensor uncertainties. It
comprehensively considers the risk sequence from sensor uncertainty
and collision risk to resulting human injury, integrating both active and
passive safety systems. Active safety systems are designed to prevent
collisions, whereas passive safety systems mitigate the impacts of col-
lisions. Integrated safety, therefore, deals with the interactive conse-
quences of both systems working together. Distinct from previous
studies, which mainly focused on predicting collision risks under spe-
cific conditions [8,12,14,21] or examining the impacts of physical
sensor coverage [4] or a time-to-collision analysis for the development
of autonomous emergency braking [26], this study emphasizes the
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Fig. 2. Operational situations where (a) the target is detected, and (b) the target is not detected.

uncertainties in perception sensors and their impact on the final pas-
senger risks. The methodology subdivides the risk for each potential
distance to the target. This is done for each perception uncertainty hy-
pothesis, which will be defined by the fault-tree of detection uncertainty
in the following section. It accounts for varying passenger injury risks
based on distance, corresponding collision risk, impact speed, and
resulting human risks. Subsequently, all risks for each distance are in-
tegrated to determine the overall safety risk. In addition, by considering
both the target presence and absence hypotheses, the algorithm ad-
dresses risks posed by potentially undetected targets, thereby enhancing
user protection.

In Section 2, this study begins with a fault tree analysis, highlighting
scenarios where a target is either detected or not detected by the vehi-
cle’s sensors. In the detection scenario, uncertainty arises due to sensor
noise or signal reflection, leading to true positive (TP) and false positive
(FP) detections, respectively. Conversely, in the non-detection scenario,
the challenges include limited sensor range and false negatives (FN),
influenced by factors like atmospheric attenuation and poor sensor
visibility. The study then mathematically defines integrated safety risk
under the defined hypotheses. In Section 3, simulations are conducted to
demonstrate the risk calculations for TP and FN scenarios, showing the
impact of parameters such as detection uncertainty, separation distance,
vehicle speed, and sensor range. Sensitivity analyses indicate that safety
risk increases with higher detection uncertainty and closer separation
distances in TP scenarios, and with higher vehicle speeds and shorter
detection ranges in FN scenarios. A demonstration for a use-case sce-
nario of the suggested algorithm is shown using a Carmaker driving
simulator, illustrating how the computed risk can be used to assure in-
tegrated safety during operation. Finally, Section 4 provides the
conclusion of this study.

2. Definition of integrated safety under perception sensor
uncertainty

2.1. Fault tree of detection uncertainties

In this section, a fault tree of detection uncertainty for perception
sensors is structured as shown in Fig. 1, referring to extensive previous
studies on perception sensor technologies for AVs [1,2,6,19,29,32,48].
Note that a fault tree is a tool used to identify potential sources of system
failure. It is applied in analytical safety analysis and safety certification
procedures for systems such as safety-critical aviation systems, which
require a high level of safety [15,27,37].

The fault tree is divided into two scenarios: when a target is detected
and when a target is not detected. The ’target detected’ condition rep-
resents a scenario in which the ego-vehicle’s sensor set detects a target,
regardless of its actual presence. One hypothesis in this state is the true
positive (TP), indicating the detection of an actually present target as
shown in Fig. 1(a) (left). In this scenario, sensor measurement noise

introduces uncertainty in estimating the target’s distance and velocity.
As shown in the figure, the estimated position of the vehicle (in blue)
deviates from the actual position of the vehicle (in white). The level of
uncertainty is represented by the error covariance. The level of uncer-
tainty varies based on sensor quality, estimation algorithms, and envi-
ronmental conditions. Another hypothesis in this state is the false
positive (FP) as shown in Fig. 1(a) (right), which indicates the detection
of a non-existent object, often caused by factors like signal reflection [1].
The figure illustrates this example, where an additional vehicle (in blue)
is detected due to signal reflection from the original vehicle (in white).

Conversely, the "target not detected’ scenario is a situation where the
ego-vehicle’s sensor set indicates the absence of a target in front,
regardless of its actual presence. Two hypotheses are considered in this
state: the limited maximum range of detection (Fig. 1(b) (left)), also can
also be referred to as the true negative (TN), and the false negative (FN)
(Fig. 1(b) (right)). In practical operating environments, the specified
ideal range of detection in sensor specifications may not be achievable
due to environmental influences, such as harsh weather conditions. For
instance, a radar sensor’s detection range might be limited due to at-
mospheric attenuation [18]. Fig. 1(b) (left) illustrates this example,
where the target is present but is not detected due to the limited
detection range. Considering that atmospheric gases and rain contribute
significantly to radio wave attenuation, a report on automotive radar
sensors by the International Telecommunication Union (ITU) illustrates
the relationship between attenuation and the detectable distance for a
target due to rain and gas [18]. The report provides an example where
the detectable distance to the vehicle is notably reduced from 100 m to
83.1 m (a 17 % reduction in range) when precipitation is at 50mm/h. It’s
important to note that a limited field of view of a perception sensor can
also be a factor degrading detectability. Lastly, FN refers to a situation
where tracking is not performed despite the presence of the target due to
low signal power or poor sensor visibility [1], as illustrated in Fig. 1(b)
(right). The fault hypotheses defined for each detection situation serve
as the basis for the safety risk assessment in the next section.

2.2. Definition of integrated safety risk

In this section, the integrated safety risk is defined for both target-
detected and target-non-detected scenarios using the following
definitions:

D and ND: events representing target detection and target non-
detection, respectively,

P and NP: events indicating target presence and absence, respec-
tively,

C: event of collision between an ego-vehicle and a target,

R: event of human injury or fatality.

Fig. 2 provides an overview of four distinct scenarios and the pa-
rameters that will be employed to represent the resulting integrated
safety probability. Fig. 2(a) illustrates the ‘target detected’ condition,
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while Fig. 2(b) represents the ‘target not detected’ condition. In both
cases, the velocity of the ego-vehicle serves as a common input param-
eter. For the target detected scenario, key input parameters for the in-
tegrated safety evaluation include the distance to the target, target
detection uncertainty, and missed detection probability of a sensor. As a
result, the integrated safety risks associated with TP and FP hypotheses
are evaluated, which are further discussed in the following section. In
the target not detected scenario, as the target is not identified by the
sensor, the distance to the target is no longer an applicable input
parameter. Instead, the maximum detection range and the sensor’s
missed detection probability are used. The missed detection probability
is assumed to be 1 beyond the sensor’s maximum detection range, as
shown in the figure. This scenario evaluates the safety risks associated
with TN and FN hypotheses. Detailed definitions of the input parame-
ters, fault hypotheses introduced in Fig. 2, and the methodology for their
calculation, will be provided in the subsequent sections.

2.2.1. The integrated safety risk under TP hypothesis P(Int. Safetyrp)
The integrated safety risk under the TP hypothesis can be defined as
follows,

P(Int. Safetyrp) = P(R, C,P,D) )}

P(Int. Safetyrp) denotes the probability of integrated safety risk under
the TP hypothesis. This is computed as the intersection of events the
target detection (D), the target presence (P), the associated collision (C),
and the resulting human risk (R). By the chain rule, Eq. (1) can be
expressed as:

P(Int. Safetyrp) = P(R, C,P, D) = P(D)-P(P|D)-P(C|D,P)-P(R|D, P, C)
(2)

Replacing the conditional probability P(P|D) = P(D|P)-P(P)/P(D),
the above equation can be expressed as,

(Int. Safetyry) = P(P)-P(D|P)-P(C|P, D)-P(R|P, D, C) (3)

Correspondingly, the probability of integrated safety can be
expressed as the product of four probabilities. Fig. 3 illustrates these four
components and the factors that influence each probability. Each
probability will be discussed in detail in the following sections, with a
brief introduction provided here.

The prior probability of target presence, P(P), depends on road traffic
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situations. The detection probability given the target presence, P(D|P), is
affected by the sensor’s detection capability. Given detection, the
collision risk to the target, P(C|P, D), is influenced by the relative dy-
namics of the vehicle. Lastly, the human injury risk given all the con-
ditions, P(R|P,D, C), depends on the vehicle’s safety systems.

In this study, we define integrated safety as the comprehensive safety
that encompasses both active and passive safety systems, given the
driving situations. The prior probability, P(P), represents the initial
traffic scenario. The detection probability, P(D|P), pertains to the active
safety systems that detect a target prior to a collision. The collision risk,
P(C|P,D), is calculated for each situation involving uncertain target lo-
cations due to the sensor’s detection capability. The human injury risk,
P(R|P, D, C), are governed by passive safety systems that mitigate the
consequences of a collision. This framework considers the entire spec-
trum of risks, providing a novel approach to vehicular safety.

The following provides a description for each component in more
detail.

P(P;): P(P) is the prior probability of actual target presence.
Assuming an ego-vehicle confidently asserts the absence of a target (not
based on sensor output but on the actual situation), the prior probability
can be assumed to be 0. However, in most cases, except for driving in a
restricted area, this assumption might not be applicable. External in-
formation, such as road traffic density, can be used to estimate the prior
probability of the vehicle’s presence. Nevertheless, a conservative
assumption should be made when complete information is unavailable,
such as P(P)=1.

In this study, we propose to address the probability of target presence
at each possible distance from an ego-vehicle, denoted as i, where 7,y is
sensor’s maximum detection range, as follows.

/ P(P)di )
i=0
This allows us to analyze and associate different risks based on the

potential target location as will be discussed in this section. Thus, we can
express the equation as follows,

Tmax

P(Int. Safetyrp) = /

i=0

P(P:)-P(D|P;)-P(C|P;, D)-P(R|P;, D, C)di (5)

In a TP situation, a sensor set on ego-vehicle provides the prior
probability of target presence for each distance i. Eq. (6) defines the
target distance as the sum of the measured target distance, d;gge.meas, and
the stopping distance of the target, d;argetstop> as shown in Fig. 4.

dmrget = dtarget.meas + dmrget,xtop

_ d Vtargetvmeasz (6)
— Utarget. meas + 27
Hmax. target'8

The target stopping distance is calculated using the general equation
of stopping distance for a vehicle as a function of the measured target
velocity, Virgetmes> the maximum friction coefficient of the target,
Hfmax targer» @0d gravitational acceleration, g. The reaction time of a target
driver is disregarded, and the maximum friction coefficient of the target,
Hfmax targer> 1S @pplied to introduce conservatism into the risk calculation
for the target distance, ensuring the target stopping distance is
minimized.

In this study, the sensor outputs for the target distance and the target
velocity are assumed to follow a Gaussian distribution as shown in Eq.

()

2
dtarget.meas ~N (ﬂdm,gﬂ meas? O dmrgezmeas)

@)

2
Vtarget.meas ™ N (ﬂ"mrger meas > O Viarget mm)

2 2
where gt meas and Hyamgermeas € the means, and 624, ., ... A0 6%, e
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are the variances of the measured target distance and measured target
velocity, respectively. Then, diargetmess follows a normal distribution as
illustrated in Fig. 4(a), while dirgersiop follows a non-central chi-square
distribution as depicted in Fig. 4(b). The probability density function
(pdf) of dgrger, denoted as fdmrgﬁ, can be derived through the convolution
of the two pdf functions, f,, . e 80d fdg.,, @S Shown in Eq. (8) and as
also demonstrated in Fig. 4(c).

Starga = Ftargaumeas * Fargarsiop ®

Finally, P(P;) can be obtained by evaluating the distribution, fg,,, (i),
as shown in Eq. (9).

P(Pi) = fargee (D) (©)

P(D|P;): This is the probability of target detection by sensor sets of an
ego-vehicle given the target presence at i. It depends on sensor’s
detection capability under operational conditions. This can be expressed
using the probability of detection (equivalently, one minus the proba-
bility of missed detection) of a sensor set, denoted as,

P(DIP,) =1 — Ppa; 10)
Eq. (5) can be expressed as follows by applying (9) and (10):

Tmax

P(Int. Safetyrp) = /

i=0

(1 — Pras) faup (i)-P(C|P;, D)-P(R|P,D,C)di  (11)

Various studies have investigated the missed detection probability of
different types of sensor sets. These include analytical, experimental,
and machine-learning based approaches. The primary focus of this paper
is to provide a framework for evaluating the safety risk given these in-
puts for sensor capabilities. This paper assumes a linearly increasing
missed detection probability as a function of the distance from the ego-
vehicle to the target, over the range of maximum detection for a sensor
set.

Pra; = e (2)

P(C|P;,D): This is the probability of collision given the target pres-
ence at i and the target detection. When events P; and D occur, the ego-
vehicle will decelerate, associating its judgement with the situation.
Collision risk arises when the ego-vehicle stops at or beyond the actual
target location i as shown in (13). Let the ego-vehicle stopping distance
be noted as dyp.ego-

P(C|P17D> = P(l < dstop.ego|Pi7D) (13)

Similar to the calculation of the target stopping distance in Eq. (6),
the stopping distance of an ego-vehicle is calculated as the distance
traveled from the time a driver decides to stop the vehicle to the time the
vehicle comes to a complete stop. It depends on ¢ and . ,,, for a given
speed, Ve,. In this study, the reaction time, t., of the ego-vehicle is
modeled as a deterministic value by taking the benefit of an automation
system that is much less affected by factors that depend on each human
driver, such as the driver’s ability to react to situations. t, of an au-
tomaton system can be determined depending on the algorithm’s la-
tency time for processing information. Previous studies investigated the
reaction time of an autonomous vehicle to be in the order of 0.5 s when
using perception sensors to recognize situations [7,22,43]. On the other
hand, the friction coefficient, 4 ,,, cannot be modeled as a deterministic
value as it is the concern of external environmental conditions (i.e., the
uncertain road conditions). To take this into account, a friction coeffi-
cient, y;,, is modeled as a Gaussian distribution based on previous in-
vestigations on the friction coefficient [3,13]. The model for a friction
coefficient is shown in (15) where g, is the expectation of 4, and
6%, is the standard deviation of the distribution.
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dstop.ego = Vego'ty +
' 2':uf,ego ‘8

.Mf,ego ~ N(ﬁfﬁgﬂv 02;4f_eg0 ) (15)

The distribution of the stopping distance of the ego-vehicle is ob-
tained using a Monte Carlo simulation as illustrated in Fig. 6(a) in
Section 3. We denote the pdf of the ego-vehicle’s stopping distance as
fauapeso ) The collision probability, given the pdf, can be expressed as the
integration of the pdf over j-values that are greater than the target po-
sition i, as shown in (16), where j represents all possible stopping dis-
tances of the ego-vehicle.

P(CIPL D, dupess) = [ s O)d 16)

Jj=i

Note that the collision occurs at a target location i, but the impact
speed at i varies depending on the intended stopping distance of the ego-
vehicle, j. For instance, if a vehicle has a shorter intended stopping
distance, the impact speed at i would be lower. The impact speed will be
reflected in the assessment of human injury risk.

P(R|P;,D,C): This is the probability of human injury risk due to the
collision. This study considers human injury risk as injuries with a score
of 3 or higher on the Abbreviated Injury Scale (AIS) severity score, noted
as MAIS3+, which is classified as clinically serious injury [9], as well as
fatal injuries. To compute the risk probability for each event, we
employed the mathematical model on the relationship between impact
speed and MAIS3+ and fatal injury risk, suggested in a previous study
[9]. The study extensively investigated and analyzed a database ob-
tained from an event data recorder (EDR) regarding crash data and
formulated the relationship between impact speed and occupant injuries
in different scenarios [9]. Eq. (17) presents the risk probability of a
passenger for an ego-vehicle as a function of impact speed (Vimpac) in a
frontal collision scenario, as defined in [9]. Fig. 5 is a plot generated
from the Eq. (17). Please note that the symbols and notation of formulas
have been adapted to align with those used in this paper.

The impact speed, Vimpac, is calculated with the friction coefficient of
the ego-vehicle, ., ;, assuming that the ego-vehicle stops at j.
Concurrently, the collision occurs at i (where the target is) before
reaching a complete stop, except in cases where i is the same as j. As
stated previously, relative locations of the target position (i) and the ego-
vehicle’s stopping position (j) affect the impact velocity at i.

Vimpacti = \/Vego2 - Z'Mf,egoj'g' (l - Veg"'t") as)

v, 2
U . R
Jegod 2g'(j - Vegu'tr)

By substituting (18) and (19) into (17), the risk probability is
expressed as functions of i and j, as shown in (20).

19)

1
1 (i~Vego'ty ) / (—Vego'tr )
(20)

P(R|P;,D,C,d i) = frsk(i,j) =
( | v mp'egw) Frs(@.]) 1 4 8123100548 v

Finally, the integrated safety probability under TP hypothesis is
expressed as shown in (21).

Tmax

/ (1 = Pos) fapnn (D) / Fru ) Frs(if)didi  (21)
j=i

i=0

P(Int. Safetyrp) =

2.2.3. The integrated safety risk under FP hypothesis P(Int. Safetysp)

In this study, the FP hypothesis is excluded from the computation of
integrated safety risk, as we assume the potential collision probability
under FP mode to be zero, given that the actual presence of a target is
false. FP may cause the ego-vehicle to brake or maneuver unnecessarily,
creating safety risks such as an increased likelihood of rear-end colli-
sions if a following vehicle is too close or a loss of control in certain
conditions (e.g., during harsh braking). While FP scenarios do carry
potential risks, they often involve factors beyond the ego vehicle’s
control (e.g., the following vehicle’s distance) or depend on vehicle-
specific passive safety systems (e.g., smoother braking implementa-
tions). Since the primary focus of this study is to develop a framework
for algorithms that compute integrated safety under sensor uncertainty,
FP scenarios will be explored more thoroughly in future work, particu-
larly in relation to their impact on the ego vehicle and overall system
performance, with special attention to different in-vehicle passive safety
systems.

2.2.3. The integrated safety risk under FN hypothesis P(Int. Safetyry)

In the FN case, sensors have a defined detection range but fails to
detect the target due to factors such as low visibility or weak signals. To
account for this, this paper assumes a uniform prior distribution of the
target’s presence within the sensor’s maximum detection range when an
FN occurs. This assumption influences the integration bounds for
probability calculations, as a longer detection range increases the area
over which the target’s presence is considered, thereby affecting the
overall safety risk assessment. Although the target’s true location is
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Fig. 6. Simulation of integrated safety risk in TP scenario.

independent of the sensor range, the risk quantification depends on the
probabilistic constraints imposed by the detection range. As the sensor
range increases, the probability of an undetected target being closer to
the ego-vehicle decreases, which impacts the integrated safety risk
calculation.

The integrated safety risk under the FN hypothesis can be defined as
follows,

P(Int. Safetysy) = P(R, C,P,ND) (22)

This probability is calculated as the intersection of the events of non-
detection (ND), target presence (P), associated collision (C), and the
resultant human injury risk (R). Analogous to the TP case, Eq. (21) can
be formulated as shown in Eq. (23).

P(Int. Safetymy) = P(R, C,P,ND) = P(P)-P(ND|P)-P(C|ND, P)-P(R|ND, P, C)
23)

Each component is calculated using a distinct methodology
compared to that of the TP hypothesis. This section presents each indi-
vidual component, emphasizing their unique aspects.

P(P;): In a target non-detection scenario, there is no external sensor

data to provide the prior probability of target presence for each distance
i from an ego-vehicle. This study assumes that a target is present within
the range of the sensors and therefore considers a uniform distribution
with a range from 0 to gy, as follows:

P(P) =— 24)

P(ND|P;): This is the probability of target non-detection by the sensor
sets of an ego-vehicle, given the presence of the target. This can be
expressed using the probability of missed detection as defined in (12).

P(ND|P;) = Ppq; (25)

P(C|P;,ND): This represents the probability of a collision given the
presence of the target, but detection has failed. As the ego-vehicle is
unable to detect the target, it lacks the opportunity to decelerate prop-
erly. Consequently, the probability of a collision is influenced by the
relative positions of the ego-vehicle and the target, and can thus be
defined as follows:

P(C|P;,ND) = H<jtml - i) (26)
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Fig. 7. Simulation of each element of integrated safety risk in TP scenario when i=70 m.

where H(x) is the Heaviside step function, which returns 1 if x is positive
and 0 otherwise. Let j,  represent the ego-vehicle’s location after the
risk evaluation interval (t,,q). For example, if the ego-vehicle conducts
the risk calculation every 1 s, toq is 1 s. Eq. (26) yields a collision
probability of 1 if the ego-vehicle will pass the target located at i after
the evaluation time. This assumption is considered reasonable when t,,4
is not too long, typically ranging from one to several seconds depending
on the ego-vehicle’s dynamics. Extending t,,; may change a situation
during the calculation from a FN condition to a TP condition as the ego-
vehicle advances and detects a previously unseen target. This shift can
lead to a miscalculation of risk if the system continues to use the algo-
rithm for FN situations when the TP algorithm should be applied.

P(R|P;,ND, C): The same mathematical equation introduced for the
TP case applies to human injury risk, but the impact speed distinguishes
the two cases. Since there is no indication for the ego-vehicle to decel-
erate, the ego-vehicle’s impact speed depends on its speed at the point of
collision at distance i, and it is generally higher than in the TP case. This
speed could be the initial velocity (v ) or any other velocity depending
on the ego-vehicle’s maneuver. Let v, ; denote the ego-vehicle’s own
velocity at distance i. Then, the human injury risk probability becomes
as follows:

1

The final expression for integrated safety under the FN hypothesis is

as follows:

Tmax

P(Int Safetyplv) = /

i=0

. N 1 1 .
Prgi-H (Jtmﬂ - l) T 1 51231 -0.0588 v di

(28)

2.2.4. The integrated safety risk under the limited range of detection
hypothesis P(Int. Safetyn)

Under the limited range of detection hypothesis, the risk is defined
when the ego-vehicle’s driving path during the evaluation time exceeds
the sensor’s maximum range, r,qy. This situation can be defined as a true

negative (TN) situation due to the sensor’s limitation. In this scenario,
the most critical risk situation arises when the target is located just
beyond r,4¢, making it undetectable by the sensor set. In this situation,
the missed detection probability is set to 1, which distinctly differenti-
ates it from a false negative (FN) scenario. Consequently, the missed
detection probability the probability of target being present at rmqy, and
the corresponding collision probability are all set to 1. Additionally, the
ego-vehicle’s operating speed at rmgy is applied to the human injury risk
in Eq. (29). The final equation in this scenario is given in (29).

1
1 + e81231-0.0548 Vego rmax

P(Int. Safetyry) = 1-1-1 29

3. Simulations

Simulations for TP and FN scenarios were conducted under a forward
collision avoidance (FCA) scenario to demonstrate the risk calculations
using the developed Egs. (21) and (28), respectively. Additionally,
sensitivity analysis for significant parameters that affect each risk is also
presented. For the simulations, an ego-vehicle equipped with a radar
sensor and a target vehicle is assumed. While the algorithm can be
extended to handle scenarios involving dynamic driving situations,
multiple sensors, or interactions with multiple vehicles, this straight-
forward example is used to clearly illustrate the proposed algorithm.

3.1. . The integrated safety risk under TP hypothesis

Fig. 6 shows a simulation that presents the determination of inte-
grated safety risk in the TP scenario. The Fig. 6(a) depicts the simulation
scenario, with the ego-vehicle’s velocity set at 100 km/h, while
measuring the target speed at 50 km/h. The ego-vehicle is measuring the
separation distance to the target as 70 m using the sensor. Fig. 6(a) and
Fig. 6(b) show the estimated target position, fy,,,, in green, and the
stopping distance of an ego-vehicle, fg,,.,,» in blue, respectively. Fig. 6(c)
shows the risk at each potential target location i at the time of evalua-
tion. The total integrated safety is the summation of all, resulting in
1.360107°. The trend of risk as a function of i shows a dependency on the
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Fig. 8. Sensitivity analysis for TP scenarios as a function of the standard deviation of detection uncertainty (a) and the distance to a target (b).

ego-vehicle’s stopping distance represented in blue. However, it can be
observed that the overall distribution is skewed towards the right side
due to the influence of the target’s stopping distance, which has a higher
mean value compared to the ego-vehicle’s stopping distance.

Now, Fig. 7 focuses on the risk at i=70 m and provides detailed in-
formation on how the risk is calculated. The risk ati =70 m is 5.54e1 0’8,
as shown in Fig. 7(a). This value is the product of the probability of true
positive target presence at i, the probability of collision between the ego-
vehicle and the target, and the probability of human injury. The prob-
ability of true positive target presence at i is evaluated by multiplying
the prior probability of target location at i given by the sensor (Fig. 7(b))
and the probability of detection by the sensor (Fig. 7(c)). A collision
between ego-vehicle and the target can occur when the ego-vehicle’s
stopping distance (j) is greater than i=70 m, as shown in blue (Fig. 7(d)).
For each j, the human injury risk is calculated and shown in yellow
(Fig. 7(e)). Note that the human injury risk increases as the ego-vehicle’s
stopping distance (j) increases due to the increased impact speed of the
ego-vehicle when it reaches the target located at i=70 m. The injury risk
is near zero at j = i, where the ego-vehicle stops at the target location
without proceeding further. The integration over j of the values in Fig. 7
(f), which are the products of the risks in Fig. 7(d) and 7(e), shown in
red, gives the human injury risk when a collision occurs at i, considering
every possible ego-vehicle stopping distance j (and thus the different
impact speeds at i). Multiplying this integration with the target detection
probability at i=70 m and the prior probability of locations of the target
gives the integrated safety risk of 5.54e107%, as shown in Fig. 7(a).

3.2. . Sensitivity analysis for TP scenario

The level of integrated safety risk varies depending on driving con-
ditions. Sensitivity analysis is performed to provide a sense of the degree
of risk change according to different parameters. Fig. 8 shows the
sensitivity analysis of integrated safety for the target detection scenario,
focusing on the standard deviations of detection uncertainty and the
separation distances, which are key contributing parameters for safety.
Fig. 8(a) illustrates the risk associated with sensors’ detection uncer-
tainty, where the standard deviation of the detection uncertainties
ranges from 1 m to 5 m. It shows that the risk probability increases as the
uncertainty increases. Fig. 8(b) depicts the probability of integrated
safety risk for each separation distance, given fixed conditions for the
other variables. It shows that the risk dramatically decreases at sepa-
ration distances greater than 60 m. This sensitivity analysis can help
determine the safe separation distance given a sensor set, or decide the
appropriate quality of sensors to mount on a vehicle to ensure a level of
safety.
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Fig. 9. Sensitivity analysis for TP scenarios as a function of reaction time.

It is also important to investigate the effects of reaction time, as it
varies between vehicles. Fig. 9 presents a sensitivity analysis of inte-
grated safety in TF scenarios as a function of reaction time, which ranges
from 0.5 s to 1.5 s. The results indicate that risk increases with longer
reaction times.

3.3. . The integrated safety risk under FN hypothesis

Fig. 10 shows a simulation illustrating the determination of inte-
grated safety risk in the FN scenario. The ego-vehicle’s velocity is set at
100 km/h, and the sensor’s maximum range is 100 m. However, no
target is detected by the sensor, leaving no prior information about the
potential target location. The prior probability of the target location is
assumed to follow a uniform distribution over the sensor’s detection
range, as shown in Fig. 10(a), which has a total sum of 1. By multiplying
the missed detection probability (Fig. 10(b)) by the prior probability, we
obtain the probability of the actual target presence at each distance i
under the FN scenario.

As discussed in Section 2.2.3, a collision can occur up to the distance
of the ego-vehicle’s distance traveled before potential collision during
its evaluation time. In this simulation, the distance is calculated as 27.78
m by multiplying the ego-vehicle’s velocity by the evaluation time of 1 s,
as shown in Fig. 10(c). The probability of human risk is then computed
based on the impact speed at the evaluation time, as shown in Fig. 10(d).
Since the target has not been detected, the ego-vehicle does not perform
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Fig. 11. Sensitivity analysis for FN scenarios as a function of the ego-vehicle’s velocity (left) and the maximum range of sensor’s detection (right).

any deceleration related to detection. Thus, it can be observed that
human injury risk is calculated based on assumed constant ego-vehicle
speeds at each possible collision point, resulting in a consistent calcu-
lation. Finally, the integrated safety at each distance i is illustrated in
Fig. 10(e), and the total integrated safety is the integration of the risk for
every i, resulting in 2.4107°.

3.4. . Sensitivity analysis for FN scenario

Fig. 11 shows the risks depending on the ego-vehicle’s velocity

10

(Fig. 11(a)) and the maximum detection ranges of a sensor (Fig. 11(b))
for a target not detected condition. The results demonstrate a tendency
for the safety risk to increase as the ego-vehicle’s velocity increases and
the maximum detection range decreases. By considering both parame-
ters together, the safety risk can be managed during an operation against
either false negatives (FN) or limited detection range scenarios.

3.5. . Demonstration for use-case scenarios

This section aims to present use-cases of the proposed method. Two
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Fig. 12. Simulation scenario performed with the Carmaker simulator [17], where a target vehicle is detected.
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Fig. 13. Results of the use-case simulations for a single target scenario. Vehicle velocities (a), separation distances from the ego-vehicle to the target (b), and the

corresponding integrated safety risk (c) are shown as time series.

use-case scenarios are demonstrated: one involves a single target vehicle
in the same lane as the ego-vehicle, and the other features two target
vehicles—one in the same lane as the ego-vehicle and the other in the left
lane. The driving simulator Carmaker, developed by IPG Automotive
[171, is used to formulate driving scenarios and obtain simulated data
required for risk quantification. In this study, an FCA scenario is
modeled in which the ego-vehicle is equipped with a perception sensor
with a maximum range of 100 m.

Fig. 12 provides a visual representation of the first simulation sce-
narios. The simulation begins with the ego-vehicle following a target
vehicle. Fig. 12(i) illustrates the detection of the target vehicle. After 5,
the target vehicle begins to decelerate sharply. When the integrated
safety risk value exceeds the target level of safety (TLS) of 107>, an
overtaking maneuver is performed. Fig. 12(ii) shows the execution of

11

this overtaking maneuver. Fig. 12 (iii) then shows the point at which the
ego-vehicle passes the target vehicle, after which the perception sensors
no longer detect a target vehicle.

Fig. 13 shows the results of the use-case simulations. Fig. 13(a) shows
the speeds of the ego-vehicle and the target vehicle. At the beginning of
the simulation, both the ego-vehicle and the target vehicle are operating
in the same lane, with the ego-vehicle detecting the target. As the target
vehicle decelerates after 5 s, the separation distance between the two
vehicles, shown in Fig. 13(b), decreases. This decreased separation
distance increases the probability of an integrated safety risk, as
depicted in Fig. 13(c). In this situation, the ego-vehicle calculates its risk
based on the equation defined for the TP condition. When the risk ex-
ceeds the TLS of 107>, the ego-vehicle changes lanes to avoid the target
in front, thus maintaining its safety. When the target vehicle is no longer
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Fig. 14. Simulation scenario performed with the Carmaker simulator [17], where two target vehicles are detected.
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detected, the safety risk is then calculated using the equation defined for
the FN situation. After the maneuver, the calculated safety risk level falls
below the TLS. This use-case demonstrates the proposed algorithm in
action. The transition from the TP case to the FN case, when the target
vehicle is no longer detected, highlights the algorithm’s capability to
handle different hypothesized scenarios.

The use-case is further expanded with the addition of another target
vehicle. The secondary target vehicle starts of in the overtaking lane,
blocking the possibility of a lane change. The target vehicle in the next
lane then accelerates, allowing for a potential lane change. The risks
associated with each target vehicle are continuously tracked. Fig. 14
illustrates the events of the simulation for this analysis.

velocities (a), separation distances from the ego-vehicle to the targets (b), and the

Fig. 15 presents the results of the use-case simulations for a two-
target scenario. Fig. 15(a) displays the velocities of the ego-vehicle
and both target vehicles. As the target vehicle in the next lane acceler-
ates away, the separation distance from the ego-vehicle increases, as
shown in Fig. 15(b). This results in a significant drop in risk, as illus-
trated by the pink curve in Fig. 15(c). Meanwhile, the target vehicle in
front of the ego-vehicle decelerates sharply, causing an increase in its
risk. Fig. 15(c) depicts the integrated safety risk for both target vehicles
in the scene. Initially, the risk of the target vehicle in the left lane ex-
ceeds the TLS, which is assumed to be 107%, making an overtaking ma-
neuver unsafe. However, as the vehicle accelerates away, its risk drops
below the TLS, creating an opportunity for a safe overtake.

12
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Consequently, when the target vehicle in front of the ego-vehicle sud-
denly brakes, an evasive overtaking maneuver is executed. Again, the
maneuver is performed when the risk of the target vehicle in front ex-
ceeds the TLS. After the lane change maneuver is completed, the safety
risk becomes very low due to sufficient separation distance from the
target vehicle in the changed lane, making the risk too low to be plotted.
The situation transitions from TP to FN after 19.5 s when the target
vehicle is no longer detected. This use case further demonstrates the
proposed algorithm in action, tracking risk from multiple target vehicles
simultaneously. The simple scenarios illustrated in this section highlight
the algorithm’s potential as a risk indicator for decision-making and
trajectory planning in AVs.

4. Conclusions

This study introduces an innovative methodology for quantifying the
integrated safety of AVs under perception sensor uncertainties through a
comprehensive probabilistic framework. By subdividing risks based on
varying distances to the target and considering both target presence and
absence scenarios, the developed algorithm effectively addresses
different risks for all possible target locations under detection uncer-
tainty. Simulations for TP and FN scenarios under an FCA scenario
illustrate the impact of detection uncertainties, separation distances,
vehicle speeds, and sensor ranges on safety risks. Sensitivity analyses
show that safety risk increases with higher detection uncertainties and
closer separation distances in TP scenarios, and with higher vehicle
speeds and shorter detection ranges in FN scenarios. Practical Applica-
tions: The proposed framework offers practical insights into regulating
separation distances, vehicle speeds, and sensor specifications to
enhance AV safety. These findings provide a foundation for future reg-
ulatory guidelines and technological advancements aimed at ensuring
the safe deployment of AVs. Future Works: This paper focused on
demonstrating the framework for calculating integrated safety using a
straightforward FCA scenario with a single sensor and either one or two
target vehicles. However, the proposed algorithm can be extended to
address higher levels of automation in scenarios involving dynamic
driving situations, multiple sensors, or interactions with multiple vehi-
cles. Such extensions require careful consideration. For instance,
employing a multi-sensor system for risk analysis would necessitate
applying the specific characteristics of each sensor type and accounting
for variations in parameters defined in our analysis, such as missed
detection probability and differing sensor coverage. Additionally, the
proposed algorithm can be applied to scenarios involving multiple target
vehicles, enabling parallel assessments of safety in multi-target sce-
narios. Future work will build on this foundation to explore scenarios at
higher level of automation.
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