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21.1. Introduction

The rail sector is in change to improve efficiency by increasing the number of trains traveling over certain distances
in less time. However, this push for efficiency comes with significant risks, particularly in safety-critical tasks that
are performed manually, which increases the likelihood of human error. To mitigate these risks, the use of
assistance systems is recommended, especially in regional areas where control centers oversee larger regions and
cannot monitor every event with equal precision.

The main challenge is to provide support that enhances safety without interfering with the workers' tasks. One of
the most critical areas where support can be provided is in route setting [1, 2]. However, centralized planning for
large areas presents difficulties, especially when systems need to dynamically adjust train routes due to delays,
disruptions, or to resolve potential conflicts. The complexity lies in managing future track capacities without
compromising safety while ensuring a continuous flow of trains.

To address this challenge, the Europe's Rail project R2DATO aims to develop innovative approaches to achieve the
goal of full automation and autonomy in rail operations. The authors propose an Autonomous Route Setting (AnRS)
approach, which resolves potential conflicts in a decentralized manner, with each switch making decisions
independently. If necessary, these switches can communicate with other AnRS systems in the area to effectively
resolve complex conflicts. A key advantage of this approach is that it can be integrated into the existing
infrastructure without requiring changes to current systems and interfaces.

In this extended abstract, the authors will introduce dependent systems, relevant roles, and then discuss the
differences between automatic and autonomous route setting. They will explore the concept of autonomy, defining
the criteria that characterize an autonomous system. The abstract will also summarizes anomaly detection to
protect server infrastructure from unauthorized access and demonstrate how this concept can be applied to the
railway sector. Finally the authors will derive the architecture for the AnRS system, explain its functionality, and
show how this system could be demonstrate and tested. The abstract will close with an outlook on the next steps
in its development.

21.2. Fundamentals

In the following the authors will described the systems that are directly related and associated with the AnRS
approach. This chapter will describe the basics for understanding the AnRS functionality, how it can be embedded
into the existing infrastructure and how it can be differed from the Automatic Route Setting (ARS). Further it will
be explained how autonomy is defined and how this concept can be applied to the railway domain.

21.2.1. Traffic Management System and Automatic Route Setting

Rail networks in general have centralized control centers where signalers or computer systems manage train
movements (see Figure 1). One central system is the Traffic Management System (TMS). The core components of
a TMS can be broadly categorized into different key areas. Firstly, train scheduling and timetabling form the
foundation, where the system plans and manages the schedules of trains, optimizing the allocation of train paths
and timings to balance demand and infrastructure capacity [3-5]. This involves advanced planning tools and
algorithms to ensure efficient use of tracks and minimize potential conflicts. Several control systems,
communicating with trackside equipment such as signals and switches. This communication is essential for
coordinating the setting of routes and ensuring that the track layout aligns with operational requirements [6, 7].
Integration with train control systems is paramount, allowing for seamless coordination between the infrastructure
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and trains. The system continuously monitors train positions, adjusting routes in real-time to accommodate
changes in schedules, unexpected delays, or other operational factors.
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Figure 21.1 Overview exemplary architecture of a fully automated railway system [5]

Security measures are incorporated to prevent unauthorized access or tampering, emphasizing the importance of
maintaining the integrity and safety of rail operations. Redundancy is also a key consideration, ensuring reliability
by implementing backup mechanisms in case of system failures.

The ARS as one building block follows more of a rule-based approach in order to automate the setting of the track.
This technology automates the process of determining and setting the optimal route for a train, considering factors
such as the trains destination, schedule, and the current state of the rail network. The implementation of ARS plays
a significant role in streamlining operations, reducing delays, and ensuring a more responsive and adaptive rail
infrastructure [8]. It is a sophisticated technology integrated into rail signaling and control systems. Its primary
objective is to automate the decision-making process related to route selection for trains, minimizing human
intervention and optimizing the use of rail network resources [7]. However, the decision-making authority and
responsibility still lies with the human being. This means that the ARS draws on existing information that is made
available to the ARS and executes decisions automatically according to predefined rules. Accordingly, the ARS does
not claim to be a safety-critical system, but rather to take over manual process sequences and thus relieve the
signaler. The general principle is as follows. based on a timetable server, the points are triggered if the train position
and timetable match. Otherwise, a warning or enquiry is communicated to the signaler via a human-machine
interface (HMI) in order to resolve the conflict situation manually. The ARS can thus be embedded in the TMS as a
supplement. This is intended to reduce the workload of the signaler. This process is therefore automated if no
incidents or conflicts arise [9].

21.2.2. Criterias of Autonomous Systems

Planning tasks within the transport sector can be generalized across various domains and categorized into three
levels [10]:

e Strategic level
e Operational level
e Control level
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Strategic planning involves long-term tasks, such as network expansion and long-term timetable development. At
the operational level, tasks are further divided into short-term planning and operations command [3]. In the rail
sector, the control level is often referred to as the management or field level [3]. These tasks are not necessarily
assigned to specific individuals but are instead associated with roles, allowing them to be distributed as needed.
At the operational level, key tasks include timetable creation, train composition, and infrastructure planning, with
activities centered around disposition. These have a medium-term planning horizon. At the control level, tasks focus
on train dispatching and the management of interlocking systems (both internal and external), which have a shorter
planning horizon [3]. The core objective of the presented research result was to develop an innovative solution for
the railway sector that aligns with the concept of autonomy, with route setting being a function that spans all levels
mentioned.

Autonomy in the transport sector encompasses three key criteria [11, 12]:

1. Adaptability: The system is provided with a goal without detailed instructions on the process, allowing it
to operate in changing environments with uncertain conditions. Autonomous systems are highly
adaptable, modifying their behavior based on real-time data and learning from experience, unlike
automatic systems that strictly follow predefined rules.

2. Independence: External intervention is not necessarily required, as autonomous systems are designed to
function independently for extended periods with minimal human involvement. Automatic systems, by
contrast, usually require regular oversight and intervention, particularly in unusual situations.

3. Decision-Making: Autonomous systems are capable of continuous learning and making decisions to
achieve their objectives, even in unforeseen circumstances. In contrast, automatic systems are limited to
executing predetermined instructions without the capacity for complex decision-making.

These criteria’s highlight the key distinctions between automatic and autonomous systems, particularly in terms of
independence, adaptability, and decision-making. Autonomous systems offer greater flexibility and reliability,
raising important considerations around security, reliability, and trustworthiness. While both types involve
automation, the level of human oversight and the system's ability to adapt and learn are the defining factors.

21.3. Autonomous Route Setting Architecture

To better understand and categorize the concept of autonomy, let's first explore the use case of anomaly detection
in safety-critical infrastructure, such as server environments. Autonomous anomaly detection in these
environments helps prevent hacker attacks by continuously monitoring and analyzing various data sources,
including network traffic, system logs, application logs, and user behavior. The system begins by collecting this data
to establish a baseline of normal activity through historical analysis. Once the baseline is defined, the system
continuously monitors real-time data, comparing current activities against these established norms. Using
statistical methods and machine learning algorithms, it detects any deviations from typical behavior. When an
anomaly is identified, such as multiple failed login attempts or unusual network traffic patterns, the system flags
the issue and alerts administrators [13—15].

In response to detected threats, the system can automatically implement risk mitigation measures, such as blocking
suspicious IP addresses or isolating compromised servers to prevent further damage. The system also evolves over
time by updating its models with new data and feedback, improving its ability to detect and respond to emerging
threats. This proactive approach ensures that potential security threats are quickly identified and addressed,
reducing the likelihood of successful cyberattacks [15].

In summary, the system operates without a precisely defined goal but learns to identify unwanted access attempts
and makes decisions autonomously, without human intervention.

Several parallels can be drawn between the railroad domain and computer networks. Both involve systematically
guiding and routing traffic, with critical nodes where reactive decisions must be made. In both contexts, there are
established protocols for finding the optimal route to the destination, whether that be a server in a network or a
station in a rail system.
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Figure 21.2 [MCB] AnRS Capabilities

The authors derived from these needs or aspects the following capabilities and missions that a route setting system
should fulfill and defined the conditions for the AnRS. The authors made a system analysis, to describe the missions
of Dynamic Route Changing and Conflict Resolution, identifying specific sub-capabilities that contribute to effective
problem-solving. Dynamic Route Changing involves determining new routes (decision-making), adapting to
changes, and permanently planning and optimizing routes under dynamic conditions. For Conflict Resolution, the
key aspects include identifying conflicts, resolving them, coordinating actions, and ensuring safe train movements.
During this analysis, it became evident that the distribution of tasks and the responsible actors can be distinctly
separated between these two missions. Conflict Resolution primarily falls under the train dispatcher's
responsibility, while Dynamic Route Changing is more within the train driver's domain.

The primary focus of the AnRS concept was ensuring that the system could seamlessly integrate with existing
infrastructure and interlocking interfaces. This guarantees that the new system can be smoothly incorporated into
current operations without causing disruptions. The concept also includes an operational analysis, which features
scenario planning and a demonstration case study. This case study provides a practical example of the AnRS system
in action, showcasing how the proposed solution functions in a real-world environment. The overall assumption is,
that the decentralized AnRS system, trains and trackside equipment (such as switches and signals) communicate
directly with each other to determine the best routes through a section of track. The system would operate on the
basis of learned patterns that allow each component to make decisions based on real-time conditions.

Figure 2 shows a possible high-level integration of the AnRS into the existing traffic management infrastructure.
The aim is to concentrate the decision-making processes and to place the AnRS as middleware between traffic
management and interlocking for one specific coordination area. The coordination and cooperation on a
macroscopic level will be realized as a distributed, decentralized system that enables greater flexibility and
scalability. One challenge is to use the existing interfaces and continue to operate them unchanged. In doing so,
the authors realize that two additional components are also required. An environment capturing unit and an
information management system that ensures the correctness of the underlying database.
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Figure 21.3 Draft overview about the AnRS integration into a fully automated railway system

Another challenge of this approach is in decentralized traffic management. In situations where no centralized
control system along the line exists, each AnRS unit communicates directly with others at the edge, collaboratively
establishing routes based on predefined Real Timetable Plan (RTTP) guidelines. This decentralized approach fosters
agility and adaptability, allowing trains to navigate complex network configurations with ease. The integration of
AnRS with RTTP also opens up opportunities for future advancements in rail transportation. By leveraging
technologies such as artificial intelligence and machine learning, the system can continuously optimize routes,
considering factors such as traffic patterns, weather conditions, and infrastructure capacity. This predictive
capability not only improves efficiency but also enhances safety by proactively mitigating risks.

A significant advantage of the AnRS is its compatibility with existing infrastructure. By adhering to established
interfaces and standards, the system can be seamlessly integrated into current setups, making it ideal for
retrofitting projects—a point also considered in the concept. The integration of Al, as mentioned in the
introduction, plays a crucial role in automate the decision-making within the AnRS approach. This technology
enables the system to process real-time observation data, make adaptive decisions, and contribute to the overall
efficiency and safety of railway operations.

21.4. Evaluation

The concept evaluation was conducted in two phases. First, the authors derived two use cases from accident reports
to describe the AnRS function. Then, the authors present a setup on how the AnRS can be tested and integrated
into the existing INDRA lab environment to demonstrate compatibility with current infrastructure.
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Figure 21.4 Track network of derived use cases for the concept evaluation

Use Case 1 — Passing Loop:

In a decentralized system, trains and trackside equipment communicate directly to determine optimal routes. For
a single-track railway with passing loops, the system evaluates train positions and speeds to prevent collisions. It
prioritizes the closest or most critical train and sets switches accordingly. If communication fails, the system defaults
to a fail-safe mode, coordinating with other systems to maintain safety. This decentralized approach improves
flexibility and efficiency, though reliable communication and rigorous testing are essential.

Use Case 2 — Rail Junctions:

At a rail junction where multiple tracks converge, a decentralized AnRS system manages train movements based on
real-time data. The system prioritizes trains and sets switches to ensure safe passage. For complex scenarios, such
as major interchanges with multiple levels, the system could coordinate both horizontal and vertical train
movements. This decentralized control improves traffic flow and minimizes disruptions by optimizing decisions
based on local and global cost functions.

Lab Demonstration

In figure 5 the planned demonstration and evaluation setup is designed. To show that the AnRS as a decentralized
system could work, the authors planning to embed the system into a realistic simulation environment and connect
it to the existing interfaces and show the approach based on the described use cases and scenarios. For the
evaluation the authors have defined the following requirements to the simulation specially to perform verification
and validation tasks to ensure the simulation accurately reflects real-world conditions and rigorously tests the
system.
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Figure 21.5 Planned Test setup for AnRS Concept - LAB Environment
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21.5. Conclusion

The abstract presented the current results of the concept study for the AnRS approach. In comparison to ARS, which
is a centralized system that automatically manages and controls railway routes based on predefined schedules and
rules. The AnRS distributes the decision-making process across multiple autonomous nodes. Each AnRS system
manages its local environment and cooperates with others to optimize routing. This system is adaptive and can
dynamically adjust to changes like delays or track blockages without relying on a central command. ARS relies on
pre-programmed logic to determine the best route for a train and typically requires human supervision to handle
exceptions or unusual situations. Since ARS is centralized, a failure in the system can affect the entire network. In
contrast, AnRS is more scalable and resilient to failures, and it operates with minimal human intervention, often
using real-time data to make decisions. The future work focuses on the prototypical implementation of the AnRS
approach and integrate the prototype into a realistic simulation environment.

Bibliography

[1] E. Israel and G. Cohen-Blankshtain, “Testing the decentralization effects of rail systems: Empirical findings
from lIsrael,” Transportation Research Part A: Policy and Practice, vol. 44, no. 7, pp. 523-536, 2010, doi:
10.1016/j.tra.2010.03.021.

[2] M. Kii, V. Vichiensan, C. Llorca, A. Moreno, R. Moeckel, and Y. Hayashi, “Impact of Decentralization and Rail
Network Extension on Future Traffic in the Bangkok Metropolitan Region,” Sustainability, vol. 13, no. 23, p. 13196,
2021, doi: 10.3390/su132313196.

[3] L. Fendrich and W. Fengler, Handbuch Eisenbahninfrastruktur. Berlin, Heidelberg: Springer Berlin
Heidelberg, 2019.

(4] J. Pachl, Systemtechnik des Schienenverkehrs. Wiesbaden: Springer Fachmedien Wiesbaden, 2021.

[5] F. Hagemeyer, M. Preul8, M. Meyer zu Horste, C. Meirich, and L. Flamm, Automatisiertes Fahren auf der
Schiene. Wiesbaden: Springer Fachmedien Wiesbaden, 2021.

[6] R. L. French and G. M. Lang, “Automatic route control system,” IEEE Trans. Veh. Technol., vol. 22, no. 2, pp.
36-41, 1973, doi: 10.1109/T-VT.1973.23525.

[7] M. Kuhn, “Automatic route setting integrated in a modern traffic management system,” in International
Conference on Developments in Mass Transit Systems, London, UK, 1998, pp. 140-145.

[8] H. Teshima, “Railway track layout modelling and its application to an automatic route setting system,” in
Computers in Railways XIV, Rome, ltaly, 2014, pp. 75-86.

[9] J. Pachl, Systemtechnik des Schienenverkehrs: Bahnbetrieb planen, steuern und sichern ; mit 13 Tabellen und
Beispielen, 4th ed. Stuttgart, Leipzig, Wiesbaden: Teubner, 2004.

[10]  J. Rasmussen, “Skills, rules, and knowledge; signals, signs, and symbols, and other distinctions in human
performance models,” [EEE Trans. Syst., Man, Cybern., SMC-13, no. 3, pp. 257-266, 1983, doi:
10.1109/TSMC.1983.6313160.

[11] P. Antsaklis, “Autonomy and metrics of autonomy,” Annual Reviews in Control, vol. 49, pp. 15-26, 2020,
doi: 10.1016/j.arcontrol.2020.05.001.

[12] M. Simmler and R. Frischknecht, “A taxonomy of human—machine collaboration: capturing automation and
technical autonomy,” Al & Soc, vol. 36, no. 1, pp. 239-250, 2021, doi: 10.1007/s00146-020-01004-z.

[13] N. Jeffrey, Q. Tan, and J. R. Villar, “A Review of Anomaly Detection Strategies to Detect Threats to Cyber-
Physical Systems,” Electronics, vol. 12, no. 15, p. 3283, 2023, doi: 10.3390/electronics12153283.

[14] ). Karlin, S. Forrest, and J. Rexford, “Autonomous security for autonomous systems,” Computer Networks,
vol. 52, no. 15, pp. 2908-2923, 2008, doi: 10.1016/j.comnet.2008.06.012.

[15]  A.P. Williams and P. D. Scharre, Eds., Autonomous systems: [ssues for defence policymakers. Norfolk, Va.:
HQ Sact, 2016.

Titel: SRC6SS Proceedings Datum: 13.10.2024 Geprift von: SmartRaCon Seite: 173
Version: 1.0 Erstellt von: SmartRaCon Freigabe von: SmartRaCon Datei Info: SRC6SS_Proceedings v1.0



nart «(
i i SRC6SS proceedings DLR

Arne Lamm holds a PhD in computer science from the Carl von Ossietzky University of
Oldenburg (Germany). He has joined the Institute of System Engineering for Future Mobility
(German Aerospace Center) as Groupleader for Testbeds and Ground Transportation in 2021.
Earlier stations were University of Oldenburg and OFFIS e.V. (Institute for Information
Technology) as research associate, where the research focus was on the extraction of critical
test scenarios from real traffic observations for the validation of highly automated driving
: 1 functions. Experience and research interests are in the development of tools and methods for
sustainable, test enwronments (virtually and physically). Model-based systems engineering, data management
architectures, applied artificial intelligence, scenario-based testing and rare event modeling are in focus.
Address: Escherweg 2; 26121 Oldenburg; Germany; Phone: +49 441 770507-450; Email: arne.lamm@dlr.de

Francisco Parrilla Ayuso holds a Masters [MEng] in Telecommunication engineering (COIT
Associated Member: n2 18.895), Masters in Business Administration (MBA) and Masters in
Development and Management of International Research, Development and Innovation
Projects and Actions [UPM]. He is Innovator and Senior Manager (PMP/PRINCE2/ITIL and agile
methodologies) with extensive experience managing complex international projects and
teams, with a strong technical knowledge on Transportation, ICT and emerging technologies as
V2X Communications, loT, Cloud/Fog computing, Big Data and Machine Learning.

Expert in the railway market with more than 20 years of experience, which in the last 10 he has led the company's
European railway innovation and development programs as well as the portfolio of new signalling and
communications railway transport solutions at Indra Mobility and Technology division.

Address: Av. Castilla 2 (San Fernando Business Park. Ed. JAPON2); 28830 San Fernando de Henares; Madrid Espaia
(Spain); Phone: +34 916 273 137; Email: fparrilla@indra.es

Paula Diaz Serrano holds Masters [MEng] in Industrial Technologies Engineering. She has
experience of more than 2 years in R&D projects in the railway field focus on new signalling and
communications products at Indra Mobility and Technology division.

Address: Av. Castilla 2 (San Fernando Business Park. Ed. JAPON2); 28830 San Fernando de
Henares; Madrid Espafia (Spain); Email: pdiazse@indra.es

=

* * _ f
* o K —urope’s
This project is under the scope of the Europe’s Rail JU and the EC Framework
Programme for Research and Innovation, under grant agreement n2 101102001.
The project is supported by the Europe’s Rail Joint Undertaking and its members.
Funded by the European Union. Views and opinions expressed are however those of
the author(s) only and do not necessarily reflect those of the European Union or the
Europe’s Rail Joint Undertaking. Neither the European Union nor the granting
authority can be held responsible for them.

Funded by the European Union

Titel: SRC6SS Proceedings Datum: 13.10.2024 Geprift von: SmartRaCon Seite: 174
Version: 1.0 Erstellt von: SmartRaCon Freigabe von: SmartRaCon Datei Info: SRC6SS_Proceedings v1.0



