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According to IEC61508 functional safety is relevant whenever a product or system contains electrical, 

electronic or programmable electronic elements that perform safety-critical functions. It is used in many 

areas of technology such as, process industry (e.g., energy sector), automotive (transport sector), mechan- 

ical engineering, or aviation. This article will compare the approaches and concepts of Functional Safety 

based on IEC61508 and ISO26262 with the RAMS (Reliability, availability, maintainability and safety) ap- 

proaches of the space industry, in particular with the Fault Detection Isolation and Recovery (FDIR) ap- 

proach. 

The paper will provide an insight into the possibilities of minimizing risk at the component level, 

especially for complex integrated circuits. Traditionally, the space industry has focused on qualifying the 

components used for the extreme environmental parameters and the typically very long duration of use 

in space. However, as ICs (Integrated Circuit) have become very complex, there is significantly increased 

risk of systematic failures that can occur during the development of the component itself and also by the 

designer using it for development the actual circuit board assembly. 

In addition, the cost of components is a major factor in the development of satellite constellations 

due to higher volumes, so a trade-off between qualification and affordability must be found. 

The presentation will show how systematic faults in other market sectors can be avoided as far as 

possible and how so-called random faults can be detected as quickly as possible and their effects ideally 

eliminated or at least minimized with the help of appropriate performance features of the semiconductor 

products, such as ECC (Error Correction Code), lock-step, or BIST (Built-in Self Test). 

The successful mission of the Mars Rotorcraft Ingenuity from JPL (NASA) provides an insight into the 

practical application of a functional safety concept in a space application. 

This paper is intended as a suggestion on how to make the best use of existing features of semicon- 

ductor products developed for functional safety in other market sectors also for space applications. 

© 2024 International Association for the Advancement of Space Safety. Published by Elsevier Ltd. 

This is an open access article under the CC BY license ( http://creativecommons.org/licenses/by/4.0/ ) 
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. Introduction: new space forces a new and comprehensive 

ook at system level resiliency 

Private investments into space flight kicked off the age of the 

o-called ’New Space.’ However, the term ‘New Space’ goes well 

eyond the rise of private companies and their interest in an op- 

imized return of investment (ROI) or ROI in short; it represents a 

aradigm shift in how space products are developed [ 1 ]. This shift 

s driven not only by the private sector but also, to varying de- 

rees, by national agencies, which are actively contributing to this 

ransformation. In this context, it is challenging to manage increas- 

ngly complex spacecrafts, whose system-level complexity contin- 
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es to grow. At the same time, it is more important than ever to 

inimize faults by employing various methodologies, such as es- 

ablished verification and validation processes. This also requires 

inimizing faults from the very beginning of the project, with 

ystems architects, systems engineers, software, hardware design- 

rs and product assurance engineers working hand in hand. Addi- 

ionally, this involves avoiding faults in development tools, such as 

oding compilers, electronic design software, and RAMS tools. 

Commercialization drives the space sector towards a balance 

etween cost, performance, time, and risk. Together, these four fac- 

ors will dominate the highly competitive industrial markets of the 

uture, and no one can afford to focus on just one of them and still

xpect to be successful. These four factors must be monitored by 

 robust management system based on ISO 9001 or other relevant 

anagement standards [ 2 ]. 
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Fig. 1. Attributes space and automotive. 
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Top Down it means on the engineering level an acceleration 

f development cycles in design, manufacturing, test and deploy- 

ent. With a specified solution-oriented focus on the main as- 

ects. Costly overengineering must be avoided to optimize the re- 

urn of invest. This effect can be reached, for example by modu- 

ar designs that reuse qualified parts and electronic components 

s much as possible. A lot of push for New Space comes from 

he communication industry, which demands volume production 

f satellites in support of super-constellations [ 3 ]. 

As Starlink has already sent hundreds of satellites into space, 

he mass production of satellites represents one of the biggest 

hifts for the space industry, as most of the existing space- 

tandards were designed for custom-made systems. 

Because of that it’s worth looking at other industries that are 

riented towards mass production and high reliability require- 

ents, like automotive industries. 

. Space benefits from other industry segments and overview 

Space and automotive industry share some similarities, but cer- 

ain attributes differ completely from an established perspective. 

pace systems, for instance, are characterized by the high com- 

lexity of their systems. This is due to the fact that products like 

atellites are physically inaccessible in space, requiring engineers 

o predict and mitigate risks posed by the extreme alien envi- 

onment, such as vacuum, temperature cycles, microgravity, and 

ong mission durations. This attribute, combined with the fact that 

l lot of space missions are driven by scientific questions, inher- 

ntly leads to scientific progress and pushes the boundaries of 

echnology. For most of the missions, a tailored ground-up de- 

ign is necessary, which is robust and reliable. Product safety must 

e guaranteed because there is no possibility for repair or main- 

enance of the hardware, but especially for crewed based mis- 

ion product safety is the most important issue and challenge for 

ngineers. 

In contrary to space, the innovation attributes beyond high re- 

iability and safety that describe the automotive sector are high 

ost pressure and optimization for highly efficient mass produc- 

ion. With this background, engineers focus on re-use and modu- 

arity. Highly integrated semiconductor components enable signifi- 

ant cost advantages. 

Product safety and high reliability is equally important to the 

pace and the automotive industry. However, the reasoning behind 

s somewhat different to either one. 

The primary motivation of the automotive industry regarding 

roduct safety is, of course, the need for robust (reliable) technol- 

gy for safety functions, similar to space, to protect people in haz- 

rdous situations in daily traffic, such as brakes or airbags, which 

an save lives in critical situations combined with the require- 
2

ents of the public law. The second motivation is more of eco- 

omic nature: Expensive product recalls pose a significant business 

isk for the automotive industry and can even lead to a shutdown 

f the company. The automotive industry addresses all aspects of 

unctional safety with its dedicated standard ISO26262 based on 

he foundation standard IEC61508. 

The product Safety motivation for space is driven by the high 

takes involved in space missions, especially those with human 

rews, RAMS activities are essential to ensure the survival of as- 

ronauts. However, it’s important to recognize that not all mis- 

ions are crewed, yet the imperative for product safety—or more 

ccurately, Product Assurance—remains paramount. This necessity 

tems from the fact that space exploration is a global endeavor, 

overned by international standards and requirements designed to 

revent catastrophic failures that could have severe political reper- 

ussions. 

Many space missions are driven by military objectives, fur- 

her underscoring the need to rigorously manage and miti- 

ate risks. The enormous financial and temporal investments in 

pace activities also reinforce the importance of robust Product 

ssurance practices. Moreover, with the growing concern over 

pace debris and the sustainability of space environments, the 

eed for comprehensive safety measures is more pressing than 

ver. 

New Space will increasingly adopt attributes from the automo- 

ive industry, such as mass production, cost optimization, and oth- 

rs that have already been discussed, see Fig. 1 . 

The foundational standard, IEC61508 [ 4 ], represents the base 

tandard for the most industry sectors. The space sector, however, 

oes not follow the approach of IEC61508. Space takes a rather 

niversal approach and process for handling and managing func- 

ional safety for the systems. This also implies that industries such 

s aviation, the process industry, automotive, and mechanical en- 

ineering follow the same methodology, as you can see in Fig. 2 . 

owever, each industry also has its own specific sector standards 

n its respective language, along with detailed approaches and ex- 

mples that are tailored to their particular needs. 

The capability is characterized by the Safety Integrity Level (SIL) 

rom 1 to 4 in ISO61508; in aviation, it is called the Design Assur- 

nce Level (DAL) and automotive industry it‘s called ASIL according 

o ISO26262 [ 5 ]. 

On the other side space industry is not based on IEC61508, and 

ere it is referred to Standards in the field of Reliability, Availabil- 

ty, Maintainability, and Safety (RAMS), a term that encompasses 

ll these aspects and defining the Quality and reliability require- 

ents [ 9 ]. A special roll leads the Fault detection isolation and re- 

overy (FDIR) [ 7 ], which is a concept, that can isolate and recover

ystems based in case of detected anomalies. This concept goes 

eyond requirements of functional safety which only demands for 

eaching the safe state. 
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Fig. 2. Different sectors, different standards [ 6 ]. 

Fig. 3. Freedom from unacceptable risk. 
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. Commonalities of RAMS and IEC61508 functional safety 

Functional Safety and RAMS in the Space Industry share the 

ame objective of “freedom from unacceptable risk”, see Fig. 3 , 

here both define risk as the product of severity of the damage 

imes the probability of occurrence of this damage. 

The IEC61508 functional safety standard specifically addresses 

afety throughout the lifecycle of electrical, electronic, or pro- 

rammable systems that are integrated into a safety instrumented 

ystem (SIS) in products to perform a safety function, which must 

e reliably defined and contains a sensor, Logic and actor and if it 

s necessary in a redundant architecture (Channel). 

The functional safety standard outlines a specific process and 

ncludes tools and methods for its implementation. 

The acronym RAMS define all aspects about [ 8 ]: 

• Reliability: Ability to perform a specific function; may be given 

as design reliability or operational reliability. 

• Availability: Ability to keep a functioning state in the given en- 

vironment. 

• Maintainability: Ability to be maintained (servicing, inspection 

and check, repair and/or modification) in an easy and timely 

manner. 

• Safety: Ability to prevent harm to people, the environment and 

assets during a complete life cycle. 

RAMS covers not only the electronic safety functions but also 

omprehensively addresses all quality requirements of the system, 

n contrast to functional safety. It also includes aspects of the ma- 
3

erial and mechanics, as well as how maintenance can be per- 

ormed and how functions can be made available at specific times 

nd intervals. All these capabilities contribute to a reliable, avail- 

ble, maintainable, and safe performance. While reliability, avail- 

bility, and maintenance are not exclusively safety functions, they 

re crucial for operations. 

Functional safety primarily refers to safety functions but the 

rogrammable electronic can also be applied to basic operational 

unctions with RAMS- attributes. 

Functional Safety and RAMS both have common, that they differ 

etween: 

• Random failures 

• Systematic failures 

Random failures occur in hardware components, such as re- 

istor short circuits or transistor gate ruptures. These failures are 

ssentially unavoidable and can occur unpredictably at any time, 

hough their likelihood can be estimated using mathematical prob- 

bility. Once detected, these failures cannot be reversed, as they 

esult in total and irreversible damage to the affected components. 

herefore, it’s crucial to manage these risks proactively, often by 

mploying redundancy to mitigate their impact. The applicable 

ardware reliability can be predicted by statistically modeling it 

ith reasonable accuracy: 

• ʎ-rate [ 9 ]: Failure Rate is the limit, if it is existing of the condi-

tional probability that the failure occurs within time interval (t, 

t + δt )], to δt when δt → 0, when, given that the item was new at 

t = 0 and did not fail in the interval (0,t]. 
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Fig. 4. E.g., random failure rate for a simple device -bathtub curve. 
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Fig. 5. E.g., Quality life-cycle of a software product. 

u

o

4

a

t

n

C

a

t

t

o

m

t

i

l  

a

t

s

i

s

r

5

c

w

a

u

s

f

v

o

a

R

t

t

- Validation and verification. 
• FIT [ 9 ]: failures in time or failure per 109 h. The FIT-rate is very

commonly used by the semiconductor industry. 

• PFH [ 10 ]: Average probability of a dangerous failure per hour. 

• PFD [ 10 ]: Average probability of a dangerous failure on demand. 

• MTTF [ 9 ]: MTTF = (t1 + …. + tn)/n) where t1…tn are failure

free times of statistically identical item. 

• Etc. 

In summary, random failures refer to a quantitative approach 

nd are exclusively related to hardware components—software can- 

ot show random failures. The principle bath tube curve in Fig. 4 

hows the three phases [ 9 ]: 

• Phase 1, early failures: e.g., weaknesses in the materials, com- 

ponents, or production process. 

• Phase 2, failures with constant (or nearly constant) failure rate: 

Failures in this period are Poisson-distributed and often occur 

suddenly. 

• Phase 3, wear-out failure rates: Failures in this phase are at- 

tributable to aging, wear-out, fatigue, etc. 

Reliability engineering focusses on the middle part of the curve, 

lso called useful life. Methods are applied to avoid the early life 

eriod, e.g., burn in; the wear-out period is avoided by limiting the 

ime the system is used. 

Systematic failures can occur in both hardware and software 

tems. These failures consistently [ 9 ] occur under particular con- 

itions of handling, storage, and use. Systematic failures are in 

ssence caused by human mistakes. They are basically avoidable 

nd must be minimized through various steps during develop- 

ent. By addressing these conditions and taking preventive mea- 

ures, it is possible to minimize systematic failures, which other- 

ise can impact the entire product life cycle. These issues can have 

heir root cause in various factors, such as incorrect specifications, 

rocess flaws, design mistakes, manufacturing errors, or software 

ugs. While software bugs can often be eliminated through testing 

r debugging processes, addressing a wrong specification might re- 

uire more comprehensive changes to the system design. 

However, these kinds of failures may not be present at t = 0 

ue to the item’s complexity and can appear as if they were dis- 

ributed over time [ 9 ]. That’s why, according to the IEC61508 stan- 

ard, statistic models are generally not applicable to quantify sys- 

ematic failures. They are typically addressed through a qualitative 

pproach, involving systematic analysis and managed processes for 

dentifying and avoiding this type of failures. 

In Fig. 5 , you can see a conceptual view of the quality life cycle

f a software product, although this concept can also be applied to 

ardware products. At the beginning of the product life cycle, there 

re many unknown software bugs that are discovered through de- 

ugging and testing. Over time, the number of bugs decreases, and 

eliability increases. The same cycle repeats when there is an up- 

rade to the software. This phenomenon, caused by systematic fail- 
4

res and the elimination of errors, is known as the learning curve 

r reliability growth [ 9 ]. 

. System-on-chip (SoC): functional safety benefits for space 

The high integration level of System-on-Chip (SoC) devices en- 

ble designers to generate highly sophisticated and complex func- 

ions on a single circuit board assembly (CBA). 

The complexity of the used SoCs is nowadays typically even sig- 

ificantly higher than the circuitry around it to build the actual 

BA. 

It is therefore essential that any systematic faults have been 

voided as much as possible already during the design phase of 

he SoC by the vendor. 

Designers of high-reliability systems depend on the solidity of 

he SoC itself and all the development tools that come with it. In 

ther words, the SoC must have been developed according to a 

anaged process to enable proper assessment of the level of risk 

hat the SoC contributes to the CBA. 

The more complex a circuit is the higher the effort s to monitor 

ts proper operation and detect any faults. With current integration 

evels of 100 s of millions of gates it is next to impossible to test

nd monitor the proper operation of such SoC exclusively with ex- 

ernal circuitry. It is mandatory that the SoC vendor has built in 

elf-test and monitoring capabilities in hardware to enable a sat- 

sfying level of diagnostic coverage and effective control of faults, 

ee Fig. 6 . 

According to IEC61508 the used SoC pre-defines the limit of the 

eachable systematic capability of the full design [ 11 ]. 

. Growing system level complexity requires strong 

ollaboration with semiconductor industry 

The key driver for the semiconductor vendors to develop SoCs 

ith strong functional safety or high reliability capabilities is the 

utomotive sector with its high need for safety and high sales vol- 

mes at the same time. 

As explained in chapter 3, the overall standardization between 

pace and other industries that need high reliability or ‘freedom 

rom unacceptable risk’ as ISO26262 spells out its objective apply 

ery different approaches. It is very difficult to assess the value 

f a functional safety compliant SoC developed in accordance to 

n IEC61508-based standard towards the requirements defined in 

AMS. 

We decided to divide the overall contribution of a component 

o the risk mitigation from hardware and software failures into 

hree categories, see Fig. 7 : 

- Hardness assurance. 

- Self-monitoring capabilities. 
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Fig. 6. Complexity of SoC being much higher than the circuitry around it is not uncommon. 

Fig. 7. Three chain links of risk mitigation to accomplish “freedom from unacceptable risk”. 

5
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Hardness assurance characterizes a component to have a low 

nough failure rate that meets the reliability requirement needed 

o meet the CBS’s reliability target. Hardness assurance is al- 

ays specific to the environment the component will be ex- 

osed to. The space industry has developed a very high grade 

f expertise and understanding of the harsh and very com- 

lex environment of space and has developed corresponding test 

ethods to qualify electronic components according to mission 

eeds. 

The nice thing about random hardware failures is that it is pos- 

ible to statistically model them and conclude on reliability figures 

f merit such as average probability of failure on demand (PFDavg), 

he average frequency of a dangerous failure per hour (PFH), or 

eant time to failure (MTTF). 

It is important to understand that any such reliability figures 

re specific to a given of environmental conditions. 

Pure mathematical extrapolation of the FIT-rate of a COTS 

Commercial-off-the-shelf) or Automotive (Q100) device to the 

pace environment is not possible. There is certainly the path to 

pply correction factors to adopt from one environment to another 

 12 ]. However, space adds radiation as a harsh environmental con- 

ition. Since radiation tests are not part of the characterization of 

 COTS or automotive semiconductor device there is no starting 

alue to extrapolate from or apply any correction factor to it. Char- 

cterization for radiation hardness must always be added sepa- 

ately. Operating a product outside of the guaranteed environmen- 

al parameters is considered a systematic fault [ 9 ]. 

Validation and verification – avoidance of systematic faults: 

Hardware and software development processes must follow a 

igorous process, including all development tools used to avoid 

ystematic faults as much as possible. Complex SoCs must be vali- 

ated and verified throughout their development phases. It is im- 

ossible for a user to verify and validate all functions of an SoC 

ith reasonable effort s retrospectively. 

Systematic faults are in essence due to human mistakes. Pro- 

ided that engineers from any industry are humens with very sim- 

lar DNA, any methods to avoid such human mistakes shall be ap- 

licable across industries. 

Despite all effort s to minimize the probability of a random 

ardware fault or the inclusion of a systematic fault there will be a 

esidual probability of faults to happen. Therefore, self-monitoring 

apabilities of the system are necessary. It is important to detect 

uch faults rapidly and control the impact. The more complex a 

omponent is, the higher is the importance of having such fault 

etection and control capabilities integrated. 

Strong self-monitoring capabilities may allow for small compro- 

ises on the target failure rate but only within very narrow limits. 

f random failures occur too often, the system may have to han- 

le more than one fault concurrently or it may end up in perma- 

ent re-boot, causing an availability issue. Typically, the systems 

an only handle a single fault at a time. The probability of a fault 

ust therefore stay at very low level to meet the overall reliability 

arget. 

Self-monitoring and fault management capabilities do only par- 

ially overlap between industries. 

For example, automotive and space do share the concern of sin- 

le and multiple bit upsets from cosmic radiation. However, if such 

ault is detected an automotive system seeks the “safe state” typi- 

ally by commanding an immediate stop followed by an immediate 

nspection, which may include the call of a tow truck. A satellite 

ystem must go beyond such ‘safe state’ and must seek full recov- 

ry of the system autonomously while staying in orbit without any 

hysical hands-on interaction. 

Fast and reliable fault detection is a common concern across in- 

ustries. 
6

. Example of a functional safety SoC in space 

The following provides a closer look at TMS570LC4357-SEP as 

n example on how an existing SoC with strong functional safety 

apabilities originally developed for IEC63508 SIL-3 / ISO26262 

SIL-D applications has been extended in its characterization to be 

pplicable for space flight, see Fig. 8 . 

The biggest concern for space applications lays in the harsh en- 

ironment the electronic components will be exposed. Radiation 

ardness must be assessed in terms of total ionizing dose but also 

or single event effects. For digital or mixed signal devices build in 

 CMOS process SEL (single event latch-up) is the most common 

ause for the destruction of a device from heavy ions. 

The TMS570LC4357-SEP has been characterized to be immune 

o TID of 30krad and SEL of up-to 43MeVcm2/mg. 

Proper operation at extreme temperatures from −55 °C up to 

25 °C have been assured and also robustness against the very fast 

ycling between the temperature extremes that satellites are ex- 

osed in the Low Earth Orbit (LEO) has been verified. All materi- 

ls used are in accordance with the needs for space, including the 

voidance of pure tin to avoid tin whisker and special mold com- 

ound to keep outgassing well below typical requirements. 

The TMS570LC4357-SEP follows the TI standard of “Space En- 

anced Products” (SEP) which includes requirements such as con- 

rolled baseline: single fabrication site, single assembly/test site & 

ingle material set; extended product life cycle, extended product- 

hange notification, product tracability in support of long term 

roduct safety. 

The development of the TMS570LC4357 product family has 

een developed for applications with safety critical requirements 

p-to ASIL D for automotive or SIL 3 for industrial machinery.This 

eans that for the chip, a validation and verification process has 

lready been carried out to avoid systematic faults. The develop- 

ent of the design and associated tools followed the process of 

EC61508:2010 and ISO26262:2011. TI’s hardware and software de- 

elopment processes have been audited and certified by TÜV Süd 

Hardware) [ 13 ] and TÜV Nord (Software) [ 14 ]. 

The software offer includes HALCoGen (Hardware Abstraction 

ayer Code Generator), a GUI-based initialization, configuration 

nd driver code generator for TMS570 MCU and the correspond- 

ng HALCoGen compliance support package (CSP) to assist cus- 

omers using HALCoGen generated software to comply with func- 

ional safety standards such as IEC61508 and ISO26262. Further, 

he HALCoGen Test Automation Unit (HALCoGen TAU) helps users 

enerate a Dynamic Coverage Analysis Report and Regression Re- 

ort for HALCoGen generated drivers to support ISO26262 and 

EC61508 assessments [ 15 ]. 

The TMS570LC4357-SEP hardware and software offer provides 

sers a very solid starting point for their own high reliability de- 

ign. 

The safety architecture of the TMS570LC4357-SEP includes sev- 

ral on-chip diagnostic features for high diagnostic coverage and 

ear-instant fault detection. This means that self-monitoring capa- 

ilities are already integrated into this chip. 

A very important feature to mention is the lockstep safety 

echanism of the CPU system. 

The lockstep CPU scheme adds a second, so-called checker CPU, 

hich executes the very same code as the main CPU. The so-called 

ail safe unit compares the results of the two cores and will de- 

ect almost instantly in case a random fault would have caused a 

ifference in their results. 

To assure that common cause failures cannot escape the two 

ores execute the code 1.5–2 cycles apart and they are also im- 

lemented rotated and flipped to each other to give temporal and 

hysical diversity. 
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Fig. 8. Functional safety MCU TMS570LC4357-SEP: Applied risk mitigation to accomplish “freedom from unacceptable risk”. 

Fig. 9. Functional safety MCU on Mars: Two TMS570 Hercules MCUs form highly resilient flight controller. 
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Further, the clock and voltage are permanently monitored and 

ll memories are ECC protected to assure “trustworthy” results 

rom software execution. 

Hardware diagnostics include Self-Test (BIST) logic for CPU (cen- 

ral processing unit), the N2HET coprocessors, and for on-chip 

RAMs (Static Random Access Memory) and loopback capability on 

eripheral I/Os [ 16 ]. 

. The application on Mars 

NASA made successfully use of the TMS570LC4357’s lockstep ar- 

hitecture in their flight controller for the Ingenuity helicopter as 

art of their Mars mission, see Fig. 9 [ 17 ]. 

Two components of the TMS570 devices form a redundant sys- 

em. A random fault detected on the primary MCU device “in- 

orms” the FPGA about the unsafe situation to switch over to the 

edundant MCU. Thanks to the near-instant detection of any faults 

he system can meet the tight real-time requirements of the flight 

ontroller. 
7

The example shows how the well-thought through architecture 

nd strict development according to functional safety standards of 

 complex SoC enable high reliability even for a highly sophisti- 

ated and time critical function such as a flight controller. 

. Summary 

The age of New Space continues to challenge space electron- 

cs designers more and more by having to deal with an increase 

n complexity of the functions they are asked to integrate onto a 

ingle circuit board assembly and speeding up their development 

ycles while at the same time keeping cost under control and must 

ot allow for any compromise on reliability. One can actually ob- 

erve a trend of the space industry’s needs towards the needs of 

he automotive industry, which does traditionally also share the 

eed for high reliability and product safety but has to deal with 

ost pressure for much longer time already. 

The semiconductor industry provides highly integrated SoCs to 

nable the increase of functionality needed. At the same time 
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uch complex SoCs are a major contributor to the overall relia- 

ility level of the actual CBA they are designed in Typically, such 

oCs are driven by the automotive industry, accordingly the func- 

ional safety standards applicable to automotive designs IE C61508/ 

SO26262 provide strong guidance to the semiconductor industry 

o enable strong functional safety support. 

In order to show the value that such functional safety com- 

liant SoCs can bring to the space industry this paper compared 

he IEC61508/ ISO26262 based functional safety approach with the 

pace industry’s RAMS approach with special focus on their main 

ommonalities: 

They share the same objective of “freedom from unacceptable 

isk” where both approaches define risk as the product of sever- 

ty of the damage times the probability of the occurrence of that 

amage. 

Further, both industries divide failures into random and system- 

tic failures to develop the methods needed to minimize their oc- 

urrence and control the impact they still happen to reduce the 

verall risk. 

With that understanding we have split up our analysis of the 

eliability contribution of a complex SoC and its supporting tools 

nto the three areas of hardware assurance to quantify the proba- 

ility of random failures, validation and verification to minimize 

he probability of systematic failures and self-monitoring capa- 

ilities to eliminate or at least mitigate the impact from any 

ailures. 

Functional safety according to IEC61508 and ISO26262 offers a 

ompact and well-structured approach with a defined process for 

esigning electronic designs with functional safety requirements. 

ystematic capability is rated using Safety Integrity Levels (SIL), 

nabling the evaluation of software and hardware. This approach 

epresents the state of the art for electronic designs across vari- 

us sectors, including automotive, avionics and industrial machin- 

ry. Specifically, systematic failures from hardware and software 

re avoided due to the defined processes and specified methods 

utlined in IEC61508. Especially very complex designs with strong 

oftware involvement, either as development tools or as part of the 

ctual product, benefit from this approach of dealing with all reli- 

bility and safety related aspects of the electronic design based on 

 single standard saves efforts, iterations and time. 

A good example is the functional safety MCU TMS570LC4357- 

EP and its software components, which have been certified by a 

otified body like TÜV to be safety compliant. The result is a re- 

uction in the complexity of the verification process of the design 

ased on such functional safety SoC. 

. The future in space needs new strategic thinking 

To serve the increased needs for cost reduction and acceler- 

tion of development cycles of electronic designs for the space 

ndustry mass production-oriented industries like automotive can 

erve in some aspects as a blueprint. E. W. Dijkstra stated “Sim- 

licity is prerequisite for reliability.” [ 18 ]. While this is very true 

odern electronic designs are extremely complex and far from be- 

ng simple. However, if one looks at a functional safety compli- 

nt SoC as a RAMS-compliant sub-system it simplifies the overall 

AMS process significantly. It should be worthwhile to see how 

he RAMS standards could even add guidance on how to deal 

ith functional safety compliant electronic designs to benefit from 
8

he use of functional safety compliant SoCs in space designs even 

urther. 
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