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The Internet of Things (IoT) is rapidly growing and spreading across different markets, including the customer

market and consumer IoT (CIoT). The large variety of gadgets and their availability makes CIoT more and

more influential, especially in the wearable and smart home domains. However, the large variety of devices

and their inconsistent quality due to varying hardware costs have an influence on the data produced by such

devices. In this article, a catalog of CIoT properties is introduced, which enables the prediction of data quality.

The data-quality catalog contains six categories and 21 properties with descriptions and trust score calculation

methods. A diagramming tool is implemented to support and facilitate the process of evaluation. The tool was

assessed in an experimental setting with 14 users and received positive feedback. Additionally, we provide

an exemplary application for smartwatch devices and compare the results obtained with the approach with

the users’ evaluation based on the feedback from 158 smartwatch owners. As a result, the method-based

ranking does not provide similar results to the regular users. However, it yields comparable outcomes to the

assessment conducted by experienced users.
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1 INTRODUCTION

Consumer Internet of Things (CIoT) devices have gained significant popularity, transform-
ing the way individuals interact with technologies in their daily lives. CIoT is human-centered
and exhibits multifaceted utility across various domains [42]. For instance, it plays a pivotal role
in smart home management, furnishing invaluable environmental data, and finds application in
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healthcare for tracking vital metrics like heart rate and user-specific habits [1]. CIoT devices en-
able consumers to enhance their quality of life, optimize resource utilization, and personalize their
experiences [42]. With the increasing adoption of CIoT devices, a massive amount of data is being
generated by consumers and transmitted through interconnected networks. According to several
studies in medicine, sports, and psychology, CIoT devices and especially wearables can have a sig-
nificant impact on future research [8, 27, 34]. However, the quality of the data is crucial to ensure
reliable and meaningful outcomes.

However, due to limitations in hardware and software, the produced data is often noisy and
erroneous, which can lead to false analysis, affect the decision-making process, and compromise
system performance [40]. Furthermore, despite the wide adoption of CIoT in everyday life, there
is a lack of studies examining the accuracy of the data collected by Consumer Wearable Health

Devices (CWHDs) [26].
Data quality is an essential factor in the success of CIoT systems. High-quality data ensures ac-

curate insights, reliable automation, and personalized experiences for consumers. Several studies
have focused specifically on data quality for Internet of Things (IoT) devices [31, 36], but exist-
ing research is limited to the examination of the quality of already produced data and does not
consider the device properties. Moreover, there is a need for further research on the data quality
assessment of person-generated wearable device data [9]. Since millions of CIoT devices exist, a
trust score describing their data’s expected quality can be used as a marker of the trustworthi-
ness of the analysis made with such data and an important decision parameter for the purchase or
implementation of such devices based on their purpose and sensitivity of the final data.

Foidl and Felderer have proposed an approach for assessing industrial IoT (IIoT) data sources
[13]. By analyzing various characteristics, such as sensor types, data transmission protocols, and
machinery capabilities, their proposed approach enables the estimation of data quality before its
actual production. However, different IoT devices have their specific parameters and require differ-
ent approaches to their assessment. Unlike industrial IoT, CIoT is widespread among consumers
and does not follow the same high standards as IIoT. Moreover, the large number of different de-
vices and their frequent updates complicate the development of quality standards. In addition, CIoT
often functions wirelessly, which increases the likelihood of connectivity issues. All these factors
lead to a potential decrease in data quality that cannot be captured by the approach for IIoT. To
address this issue, this article provides CIoT-specific data-quality properties.

This article adapts and extends the catalog developed in Reference [13] to assess the quality of
CIoT. To enhance the practical application of the catalog, we have developed a web-based tool that
facilitates the utilization of the catalog and provides users with an accessible and user-friendly
interface for their assessments. Additionally, we show an example of the catalog application in the
smartwatch domain by modeling 11 devices and comparing the obtained ranking with the data
quality assessment by 158 users. Therefore, this work makes the following contributions:

— an approach for data-quality assessment based on CIoT;
— a supporting tool for CIoT evaluation;
— an exemplary smartwatch evaluation and its comparison with the ranking by 158 users.

The remaining article is structured as follows. Section 2 provides the necessary background
information and describes the related literature. Section 3 describes the process of catalog devel-
opment, implementation of the supporting tool, and survey design for smartwatch evaluation.
Section 4 presents the data-quality catalog, its software implementation, and evaluation of the
tool. Section 5 presents the case of catalog application and its comparison to the users’ assessment.
Section 6 discusses the findings, threats to validity, and future work, and Section 7 concludes the
article.
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2 BACKGROUND

This section first provides background information on CIoT and data quality. Afterward, related
work on data quality, data trustworthiness, and data source assessment in the realm of the IoT is
discussed.

2.1 Consumer Internet of Things

The IoT has emerged as a significant technological advancement in recent years, connecting a
vast network of devices and systems to the internet [15, 24]. Typical technologies involved include
communication technologies, cloud computing, advanced analytics, and machine learning. The IoT
has many applications, from industrial and healthcare to transportation and smart cities. However,
one of the most prominent and rapidly growing areas of the IoT is the CIoT.

The CIoT refers to the network of everyday objects that are connected to the internet and can
communicate with each other, such as smart home devices or wearables [5, 42]. These devices
collect and utilize data to automate tasks, offer personalized experiences, and enhance awareness
of the environment, resulting in time and cost savings [42]. Accordingly, the CIoT can be described
as human-centric aiming to enable consumer-oriented applications.

A second prominent representative of the IoT is the industrial IoT [41, 42], with which we want
to briefly compare the CIoT in the following. While the CIoT is focused on the consumer market,
the IIoT is used in industrial applications where reliability and performance are critical. IIoT devices
must be able to operate reliably even under harsh conditions and with minimal human intervention.
Moreover, the IIoT has more connectivity standards and higher data volumes compared to CIoT.
A further difference is that IIoT is mission-critical with timing requirements, while CIoT is less
time-sensitive. While the CIoT usually relies on wireless communication, the IIoT includes both
wireless and wired communication infrastructures.

2.2 Data Quality

Over time, multiple data quality definitions and characteristics have emerged from different do-
mains. The most prominent definition of data quality may be attributed to Wang and Strong [47]
who defined it as “data that are fit for use by data consumers.” In simple terms, this definition em-
phasizes the importance of the intended usage of the data, meaning that only the data consumer
can judge whether the data are fit for use or not.

In this work, we base our understanding of data quality on ISO/IEC’s [19] definition, which is
closely related to that of Wang and Strong. According to the standard, data quality is the degree
to which data meets specified requirements. The standard also categorizes data-quality charac-
teristics into two main categories: system-dependent data quality and inherent data quality. The
system-dependent category considers the technological domain in which data is used and defines
data quality as the extent to which it is achieved and maintained within computer systems. How-
ever, inherent data quality refers to the characteristics of the data itself, such as accuracy, com-
pleteness, consistency, credibility, and currentness. These characteristics are directly related to
the values of the data and are used in the remaining article when we talk about data quality.

2.3 Related Work

There is a considerable amount of research on data quality in the field of the IoT [25]. Contributions
vary depending on their perspective taken such as filtering data [22], detecting anomalies [14], or
proposing new techniques for improving data quality [33]. In this section, we limit ourselves to
work closest to this article. We first discuss contributions that investigate IoT-related criteria or
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factors likely to affect data quality. Then, relevant research on data trustworthiness, which is often
seen as a proxy measure of data quality, is presented.

2.3.1 IoT Data Quality. In 2016, Karkouch et al. [20] proposed several general factors that may
affect data quality within the IoT. These factors include vandalism, resource constraints, environ-
mental factors, issues with sensors or networks, security and privacy concerns, data stream pro-
cessing, and the challenges of deploying IoT devices on a large scale.

Wearable devices have been widely studied in the field of IoT data quality. In the remaining
section, we will focus specifically on research in this area, as it is particularly relevant to our own
work. For example, Mahloko and Adebesin [26] focused in their work on factors that influence the
data accuracy of consumer wearable health devices. They identified the tracker and sensor type, the
algorithm used in the device, and limitations in the design, energy consumption, and processing
as the main influencing categories. Further, a recent study by Cho et al. [9] identified device- and
technical-related factors, user-related, and data governance-related factors likely to affect the data
quality of person-generated wearable device data. Böttcher et al. [6] collected wearable data about
more than 600 persons. One of their findings was that the data streaming resulted in a much higher
loss of data compared to onboard device recording. Canali et al. [7] found that the device’s location
on the body is a critical factor to consider. Further, the authors highlight that the used sensors
and techniques for recording data are critical for reliable data collection. They conclude that the
variability of sensors and the data collection practices as well as concrete contextual information
are essential characteristics in this regard that can influence data quality.

Concluding, there is a huge body of literature that highlights the importance of the intrinsic
characteristics of IoT data sources regarding affecting their provided data quality.

2.3.2 Data Trustworthiness. Further contributions worth mentioning are situated in the field
of data trustworthiness. Research in this area, e.g., References [2, 4, 39, 45], tries to develop ap-
proaches or methods to determine the trustworthiness of the data provided. The trustworthiness
of data is closely linked to the concept of data quality, although the history of data (i.e., its origin,
trace of operations, and movement) is more considered in data quality. Most research on data trust-
worthiness, in contrast to our aim, solely relies on data values themselves to reason about the data
quality. However, there are some approaches that include characteristics of the sources providing
the data.

One such approach was proposed by Tang et al. [44]. The authors present a framework to iden-
tify trustworthy sensor alarms within cyber-physical systems. They use the reliability of a sensor
as a factor that impacts the data quality of the sensor to improve their proposed trustworthiness
inference. However, the computation of sensor reliability is based solely on data items and does
not take into account sensor-specific properties. Further, Dai et al. [11] present a framework to
determine the trustworthiness of data and data providers. While the approach initially uses un-
specified criteria to determine the trustworthiness of data providers, it is later recomputed based
on the average trustworthiness of the data provided by those providers.

2.3.3 Data Source Assessment Approach. In a recent study, Foidl and Felderer [13] addressed
the issue that many data trustworthiness approaches rely solely on the data values themselves,
without taking into account the intrinsic characteristics of the sources providing the data. The
authors developed an approach that separates data sources in data stores (e.g., databases) and data
providers (e.g., sensors) to use their characteristics for reasoning about the data quality provided.
Foidl and Felderer focused on the IIoT and proposed a catalog of data provider criteria likely to
affect the quality of data produced. They further proposed a set of general quality characteristics
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Fig. 1. Data source assessment meta-model (UML notation) [13].

that may affect the data quality of data stores. The underlying idea of their approach is to assess
these characteristics and properties to infer the provided data quality of data stores and providers.

To model dataflows they proposed a meta-model, which is shown in Figure 1. The model consists
of three components: data stores, data providers, and data sources (a collection of at least two of the
former components). Data stores represent storages such as databases, files, or data lakes, whereas
data providers represent sensors or devices that deliver data. The central idea of the model is that
data providers deliver data to data stores. Foidl and Felderer proposed a quality model for assessing
the quality characteristics of data stores and a catalog for assessing the properties of data providers.
Whereas the data store quality characteristics are generally applicable, the data provider properties
are domain-dependent. In our work, we aim to reuse their approach and develop a specific property
catalog of CIoT data providers.

To be able to reason about the provided data quality, Foidl and Felderer proposed a calculation
scheme to compute scores for data stores, data providers, and data sources based on the assess-
ments. The authors developed checklists with points to conduct the assessment and used these
results for score calculation. The score calculation is described in more detail in Section 3.3.

3 METHODOLOGY

To create a comprehensive catalog for evaluating data sources, our approach primarily involved
researching relevant literature to identify various factors related to data quality. The extracted
factors were analyzed and synthesized to construct the catalog. Additionally, we leveraged these
findings to develop a diagramming tool that assists in evaluating CIoT systems. Last, we employed
the catalog in a practical case study focused on wearable devices. The subsequent sections of the
article detail the step-by-step process and scientific methodologies employed to achieve these ob-
jectives.

3.1 Literature Collection

One of the main objectives of the data-quality catalog is to include all relevant and critical for the
assessment categories. To achieve this, we conducted a literature review including both grey and
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Fig. 2. Literature review procedure.

Table 1. Inclusion and Exclusion Criteria

Inclusion criteria Exclusion criteria

The paper mentions factors influencing the
accuracy of devices

Full text of the paper is not accessible

The paper describes the general advantages or
disadvantages of certain sub-properties of devices

The paper is not in English

white literature. Since CIoT is characterized by a large variety of devices and application areas, it
was necessary to examine the overall and specific attributes of CIoT devices. The literature review
process is presented in Figure 2.

An initial topic overview allowed us to recognize the main areas of application of CIoT and
tailor the search string. To collect the set of search terms, we conducted an overview of the cur-
rent research and applications of CIoT using the keywords “IoT,” “CIoT,” “Data quality,” and “Data
quality metrics” in Google Scholar. As a result, the identified areas of CIoT applications included
smart home, home security, wearable, healthcare, and personal asset tracking [18]. A further search
included each of these categories and such keywords as automation, consumer, and network con-
sumer. Using the different search terms, we found literature on the identified categories to explore
the general characteristics of the CIoT devices and collect data quality-related properties. To pro-
ceed with the relevant papers, we applied the inclusion and exclusion criteria provided in Table 1.

After further examination and application of exclusion and inclusion criteria, the identified lit-
erature was used to extract the general properties.

To ensure that all important categories were added, we further applied forward snowballing
with a focus on wearables and smart home devices as one of the most researched areas, which are
also ranked as the most popular in Google search [23]. This process was conducted for both areas,
wearables, and smart home, separately following the guidelines for snowballing in systematic lit-
erature studies [48]. The starting set consisted of one literature review on wearable devices [26]
and two literature reviews on IoT for smart homes [37, 43]. The snowballing iterations continued
until no new papers were found.

After four iterations, we identified 134 papers on wearable devices and 552 papers on smart home
topics based on the title and abstract. Following a more thorough evaluation of the papers during
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the second round of selection, we narrowed down our focus and identified 11 papers relevant to
wearable devices and 76 papers related to home devices that were deemed suitable for inclusion
in the data-quality catalog. Furthermore, our snowballing search method yielded three additional
properties that were considered valuable additions to the catalog.

3.2 Catalog Creation

As a base of the data-quality catalog, we used the catalog developed by Foidl and Felderer for IIoT
assessment [13]. The required CIoT-specific properties and characteristics for the catalog were
extracted and processed from the set of related literature defined in the previous section.

To obtain a comprehensive list of properties, all significant text sections containing related char-
acteristics were extracted. To control if these characteristics have an influence on the data quality,
we used the five inherent data-quality characteristics from the ISO 25012 standard [19]: accuracy,
completeness, consistency, currentness, and credibility. If a data provider property is able to influ-
ence at least one of these characteristics, then it is included in the final set of properties for the
data-quality catalog.

During the literature analysis process, we reviewed over 50 characteristics, which were then
synthesized to 28 CIoT properties, of which 25 had a direct influence on data quality. We analyzed
the final set of properties and united the similar ones so that the properties tend to a higher level of
generality but maintain their specific characteristics regarding CIoT data providers. This process
resulted in six categories and 21 properties.

To achieve this, we followed a thematic synthesis approach [10]. As a result of the iterative pro-
cess of synthesis and revision of the catalog by other researchers, we distinguished six categories
(connectivity, general, hardware, market standpoint, mobility, and security) and their consecutive
CIoT data provider properties. To be able to use them for the evaluation of CIoT devices, each
category provides a description, an example of use, and evaluation options in the form of a 3-point
Likert scale describing the level of influence on data quality.

3.3 Trust Score Computation

To calculate the trust score τ , we used the method proposed by Foidl and Felderer [13]. A score τ
describes to which extent the source could be trusted, ranging from 1 (100%) to 0 (0%).

For data providers, the score τ is computed in the following way:

τ (Data Provider ) = 1 −

∑
selected option scorei

maximal score possible
. (1)

The score τ for the data store gets calculated using the Quality Score (QS):

τ (Data Store) =
QS(Data Store)

max QS(Data Store)
. (2)

Both scores are incorporated as an average trust score τ̄ =
∑

n

i=0 τi

n
, into the overall trust score

for a specific data source, whereas j determines the number of distinct data sources:

τ (Data Source) =
τ̄ (Data Store) + τ̄ (Data Provider )

j
. (3)

Based on the value of the trust score τ , the corresponding trust level can be identified. One of
the interpretation strategies includes low, medium, and high trust categories. In this categorization,
devices with τ less than 0.4 are considered as low trust, τ equal to 0.4 to 0.8 represent medium trust
devices, and devices of high trust have a trust score of more than 0.8.

ACM J. Data Inform. Quality, Vol. 16, No. 4, Article 21. Publication date: December 2024.



21:8 V. Golendukhina et al.

The scores are based on the six identified categories and 21 properties. Such calculation can be-
come a complex and error-prone task. To address this challenge, the equations were implemented
in the digital tool to automate the trust score τ computation.

3.4 Tool Support and Evaluation

To facilitate the use of the CIoT data-quality catalog, we provide digital tool support. The appli-
cation is developed using the client-side JavaScript diagramming library mxGraph.1 The full func-
tionality of the library is demonstrated with diagrams.net.2 The library provides functionality to
build and manipulate graphs and is adaptable for the purposes of this article.

To estimate ease of use, we conducted an experiment with 14 students. In the experiment, the
respondents were asked to execute a given task scenario and estimate the quality of a given data
provider using the tool. The participants were provided with a list of actions they needed to accom-
plish to complete the task. Afterward, the participants were asked to complete a questionnaire to
evaluate the software tool’s usability. The questions were designed to measure the ease of use of
the software on a 6-point Likert scale ranging from 1 (extremely likely) to 6 (extremely unlikely).
Feedback was collected throughout the experiment to improve usability as part of future work.

3.5 Case Study

To demonstrate how the catalog can be applied and evaluate the results, we focused on the data
generated by smartwatches. We conducted a survey to gather the users’ opinions regarding the
data quality of their wearable devices. Then, the data quality of the most represented watches was
modeled using the tool. The next sections describe the survey design process, application of the
catalog, and data analysis procedures.

3.5.1 Survey Design. The survey consisted of 15 questions and contained questions on the type
of device, the experience of the users, and different data-related issues. To avoid misinterpretation,
each question related to possible problems had several examples in the description. Questions and
examples are listed in Table 2.

The first question aims to examine the experience of the participants with the device and their
awareness of the produced data. Possible answer options include basic settings; customized op-
tions; new user-defined functions; export, import, and data evaluation by the participant.

Data-related issues were formulated based on the problems reported by users of smartwatches.
Such reports were collected from users’ reviews on various smartwatch devices on Amazon.3 The
process consisted of the following steps. Using the keywords “smartwatch” and “fitness tracker,”
the first page results were collected. The resulting devices provided a plethora of negative reviews,
of which informative reviews were selected. After a revision of all selected comments, related
data points were identified and summarized into failures used for the survey. The questions were
formulated in such a way that they cover all data-quality dimensions, i.e., completeness (questions
5, 7, 8, 13), accuracy (questions 9, 10, 11), credibility (questions 4, 6, 12), currentness (question 15),
and consistency (question 14). The evaluation is done using a 4-point Likert scale with the options
never, rarely, often, and always.

The survey was created on the Limesurvey platform4 and distributed among the students and
employees of an Austrian university. The target group of the survey was people who have and

1https://github.com/jgraph/mxgraph
2https://diagrams.net
3www.amazon.com
4https://www.limesurvey.org
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Table 2. Survey Questions

# Survey question Example Question

type

1 How familiar are you with your device? To

what extent have you customized/utilized

your device?

Customizations include adding detailed data

about yourself, setting specific training modes,

and changing the accuracy of GPS measurements

Single choice

2 Which device do you own? — Single choice

or free text

3 Have you performed the same/same activities

multiple times using the equipment?

— Single choice

The core questions: have you experienced the mentioned problems related to your device?

4 My device does not measure similar data to

other known devices/references

Treadmill at the gym, devices at the doctor’s

office, Google GPS distance data of track

4-point Likert

scale

5 My device is not continuously tracking

activities when required

Stops tracking in the middle of an activity,

requires manual changing of tracking activity,

randomly slows down

4-point Likert

scale

6 My device is not assigning the correct activity

when used.

Swimming activity recognized while sweating on

a hot day, running while walking, sleeping while

awake

4-point Likert

scale

7 My device reboots automatically during a

workout

Resulting in missing data points 4-point Likert

scale

8 My device loses complete recorded

measurements of a route/exercise/

measurement

On synchronization, reboot 4-point Likert

scale

9 My device has problems detecting high and

low readings correctly

Workouts produce high heart rates 4-point Likert

scale

10 My device is measuring data that does not

match the performed activity

Floor climbing while walking flat, tracking sleep

hours when awake, and the opposite

4-point Likert

scale

11 My device has unrealistic measurement

outliers

Unrealistically low/high values 4-point Likert

scale

12 My device captures motion data, although no

activities are performed

Step counting during sedentary activity or the

charging process

4-point Likert

scale

13 My device is losing data during recordings GPS coordinates, heart rate measurements 4-point Likert

scale

14 My device measures different values for

identical activities

Different GPS data on the same running track 4-point Likert

scale

15 My device is not providing me with the

measurements in a timely manner

Delayed heart rate changes during high-intensity

training; not providing data until a certain

continuous sleep amount is reached

4-point Likert

scale

actively use a smartwatch of any brand. In total, we received 543 responses to the survey, of which
297 were full responses.

3.5.2 Data Analysis. Only completed responses were considered for the analysis. To enhance
the quality of the results, the data entries were sorted out if an invalid device name was given, no
device name was given, company name only was given, or less than 50% of core questions for data
quality assessment were filled out. Additionally, if two models of a device had the same technical
specifications, devices were merged into one model to increase the number of responses per device.
To avoid polarized opinions and outliers, we calculated the standard deviation to see the difference
in the final scores among the users of the same devices. As a result, we collected information about
62 different devices, of which 11 devices from five brands were used for the final evaluation. Each
device score was based on at least four responses from different users.

Since technical issues can differ per device and can be influenced by external factors, the overall
data quality was derived from the frequency of errors, and individual errors were omitted for

ACM J. Data Inform. Quality, Vol. 16, No. 4, Article 21. Publication date: December 2024.
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simplification, i.e., each issue was given equal weight and the summary of issues was considered
as the users’ score.

3.5.3 Catalog Application. Once the devices with the highest response rates and the most reli-
able user assessments were identified, we proceeded to model for the selected smartwatches, uti-
lizing the catalog and the developed tool. To ensure the objectivity and accuracy of the trust score
calculation, a smartwatch-specific scoring schema was employed (see Figure 5). This schema was
created based on extensive research into field-specific forums, internet sources, and examination
of smartwatch documentation.

When modeling the devices inside the tool, all information about the devices was taken from
open sources including device documentation from manufacturers and distributors. For the mod-
eled sources, all premium services are assumed to be activated to enable the full feature set. A
detailed listing of the set-up rules for catalog properties is described in Section 5.

The results from the survey were then compared to the trust score (τ ) modeled with the tool
leading to the creation of two distinct rankings that could be visually compared. To quantitatively
measure the relationship between the modeled scores and the perception of the participants, Spear-
man’s rank correlation coefficient was used.

4 DATA-QUALITY CATALOGUE

After examining the related literature and synthesizing the data, all properties were grouped into
six categories: connectivity, general, hardware, market standpoint, mobility, and security. In this
section, we describe the properties of each category, introduce the data provider quality catalog,
and present the web-based tool and its evaluation.

4.1 Influence on Data Quality

Overall, 21 properties were extracted from the literature. Although the categories have similari-
ties with the catalog of industrial IoT [13], we identified some categories important specifically
for CIoT, e.g., market standpoint and security. Since CIoT data providers are more human-centric,
in contrast to the IIoT provider type, a more detailed examination of the nature of human input,
e.g., updates, configuration, and so on, was made. It is crucial to consider mechanisms for vali-
dating and verifying user input to maintain high-quality data. Moreover, the competitive market
leads to ecosystems of large companies, directly influencing the interoperability of those devices
across each other and defining the software produced for different ecosystems. All categories were
checked against the five data-quality dimensions: completeness, accuracy, credibility, currentness,
and consistency. Table 3 presents the CIoT-related properties and their effect on the dimensions
of data quality.

Challenges related to device mobility, connectivity, and user interaction can impact data com-
pleteness. Inconsistent data collection intervals, missing or incomplete data due to network disrup-
tions or device failures, and limitations in capturing specific data types can affect the completeness
of CIoT data.

The accuracy of CIoT data is influenced by various factors, including device sensors, signal noise,
calibration, and environmental conditions. Robust sensor calibration, quality control measures,
and user feedback mechanisms are vital for ensuring accurate CIoT data.

Data credibility refers to the degree of trustworthiness, reliability, and authenticity of the data
collected from CIoT devices. CIoT introduces new challenges to data credibility due to the hetero-
geneity of devices, user-generated content, and the potential for data tampering.

Finally, CIoT data needs to be timely and up-to-date to support real-time decision-making and
enable dynamic applications. However, factors like device mobility, network latency, and battery
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Table 3. Influence of Properties on Data Quality

Category Property
C

o
m

p
le

te
n

e
ss

A
ccu

ra
cy

C
re

d
ib

ility

C
u

rre
n

tn
e
ss

C
o

n
siste

n
cy

Connectivity Integration flexibility [38] x x

Connectivity Communication quality [38] x x

Connectivity Connection latency [13] [32] x

Connectivity Secured device accessibility [38] x x x x

General Amount of Data collection [26][12] x x

General Device compatibility [3] x x

General Usability [35][17] x x x x

General Device Age [13] x x x x x

General Data validation option [35][21] x x

General Certification [21] x x x

Hardware Power source longevity [26][13] x x x x

Hardware Power source power supply [13] [3] x x x x

Hardware Power source time per charge [26][13] x x x x x

Hardware The tracker and sensor types [26] x x x x x

Market standpoint Application quality [3] x x

Market standpoint Manufacturer prominence [26] x x

Market standpoint Price category [3] [32] x x x x

Mobility Movement amount [13][35] x x x x

Security Security configurations [30] x x x

Security Software update currentness [3] [26] [30] x x x x x

Security Encrypted communication security [30] x x x x

longevity can impact data currentness. Inconsistencies in data formats, semantics, or standards
across different devices and platforms can affect data consistency.

4.2 Catalog Elements

The final CIoT data provider catalog has the form of a questionnaire where each question describes
a certain property of the data provider. This catalog consists of six main categories, encompassing
a total of up to six properties within each category. For ease of comprehension, each category and
property in the catalog is accompanied by a descriptive explanation. The full catalog is presented
in Table 4.

The catalog introduces a standardized method for determining the level of each property. By
offering three options with accompanying examples, users can effectively assess and rate the per-
formance and capability of each property. This enables a more accurate evaluation of the data
quality provided by CIoT devices and enhances the overall trustworthiness and reliability of the
assessment.

Once all the questions in the catalog are answered, the assigned points for each property are
aggregated to generate a trust score for the device. The trust score τ is calculated based on
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Equation (1) and aims to provide an objective measure of the data quality that can be expected
from the corresponding data provider.

The following sections describe the catalog structure, define its elements, and present the digital
assessment tool.

4.2.1 Connectivity-related Properties. The reliability of connectivity affects the consistency and
availability of data, with unreliable or intermittent connectivity leading to data loss and incomplete
or inconsistent data. Latency, or data transmission delay, can impact the timeliness and currentness
of data, especially in real-time applications. Furthermore, bandwidth limitations can affect the
speed and capacity of data transfer, potentially leading to delays and reduced data quality.

These connectivity-related factors collectively influence the overall data quality of CIoT devices
and can impact the reliability, responsiveness, and effectiveness of CIoT applications and services.
Connectivity-related properties comprise four properties: integration flexibility, communication
quality, and connection latency. Their description is presented in Table 5.

4.2.2 General Properties. General properties encompass various CIoT-specific aspects that can
significantly impact data quality. They are derived from user reviews or more sophisticated tech-
nical reviews when filling out the data provider catalog. All assigned properties and their descrip-
tions can be found in Table 6.

The age of the devices has a major impact, as older devices do not receive the same support ser-
vice and updates. Moreover, newer devices become a quality advantage due to newer technologies
used.

The competitive market in CIoT can result in different ecosystems and platforms developed
by large companies. Interoperability becomes important for seamless integration and communica-
tion between devices from different manufacturers. Incompatibility or lack of standardization can
impact data quality by introducing inconsistencies or limitations in data exchange.

Additionally, the general category takes into account the amount of fine-tuning and usability
to which those devices can be used. A wrong setup of the device does not return quality data [8],
e.g., changing indoor/outdoor location, training set, and other factors can lead to possible errors.

4.2.3 Hardware-related Properties. Regarding hardware constraints, only the most common fac-
tors including battery and sensor/tracker type are mentioned as separate properties. In general, the
previously mentioned hardware constraints regarding energy, memory, communication, storage,
processing power, and cost constraints [22, 46] are included in diverse categories, not specifically
targeting only hardware.

The hardware category includes more general properties relevant to most CIoT devices. For
example, devices are often battery-powered. When a device is not connected directly to a power
source, the battery plays a crucial role in terms of hardware. Since data can only be collected when
the device has enough energy this has a crucial impact on the data quality. Power loss plays a vital
role in long-term monitoring when interruption can affect data accuracy or lead to the loss of data
[16]. All properties and their definitions are listed in Table 7.

4.2.4 Market Standpoint-related Properties. The market standpoint category indicates the per-
spective and requirements of the consumer market. It can influence data quality by determining
the level of demand for accurate and reliable data. Higher market expectations can drive CIoT
providers to ensure better data quality to meet consumer needs. Furthermore, price, manufactur-
ers, and application quality play a significant role in defining device quality and, thus, the quality
of produced data. For instance, price category and manufacturer prominence can partly reflect the
quality of the used components, which has an influence on the performance of wearable devices
[26], completeness, and accuracy.
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Table 5. Connectivity-related Properties

Properties Description

Integration
flexibility

Describes to which extend the device is compatible with other
communication standards.

Communication
quality

Most of the devices are wireless. Describes the quality of their
wireless connection. This includes aspects like range, transfer rate,
and amount of disconnects.

Connection latency Latency for data communication. May be triggered by the connection
or the speed of data processing.

Secured device
accessibility

Describes to which extend data can be accessed over the internet.

Table 6. General Properties

Properties Description

Amount of data
collection

Describes how many different data points/sources are collected on
the device for a given function.

Device compatibility Describes if a device can be added to current IoT infrastructure, is
isolated from other manufacturers, or requires some adaptation.

Usability Describes to which extent the user can use the device with its most
accurate settings. Takes into account the learning curve,
autoconfiguration, and user interface usability.

Device Age Describes how old the device is. This takes into account if new
releases of the same device category occurred after the release.

Data validation
option

Degree to which user can alternate data before it gets used by
subprocesses.

Certification Certificates, approvals, or other commission validations.

Table 7. Hardware-related Properties

Properties Description

Power
source longevity

Describes whether a battery is used and what type of battery is used.
Takes into account the long-term longevity of the battery.

Power source power
supply

Takes into account the power provided to the given device. Describes
if the given power is sufficient for the device.

Power source time
per charge

Takes into account power supply, and usable time per charge.

The tracker and
sensor types

Describes the type of attached sensors.

The overview of the identified properties is shown in Table 8.

4.2.5 Mobility-related Properties. The mobility category includes only one property, which is
the movement amount. Nevertheless, it was added in a separate category as mobility is specific
to CIoT and has a significant effect on the final data quality. The requirement of continuously
delivering services to mobile users leads to another challenge. The description is presented in
Table 9.
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Table 8. Market Standpoint-related Properties

Properties Description

Application quality Describes the quality of the application itself. This includes firmware,
user feedback, store rating, and general quality of the applications for
the IoT devices.

Manufacturer
prominence

Describes how well the manufacturer is spread inside the IoT market
for this type of device. This takes into account marketing experience,
software design, and manufacturing experience.

Price category Describes the number of flaws by reducing costs or rushing the
product onto the market.

Table 9. Mobility-related Properties

Properties Description

Movement amount Refers to the patterns and behaviors associated with the mobility, or
lack thereof, of devices within the CIoT ecosystem.

Table 10. Security-related Properties

Properties Description

Security
configurations

Describes to which extent the security settings can be
modified or updated by the device owner.

Software update
currentness

Describes how often the device receives important updates.

Encrypted communication
security

Reduced risk of data manipulation.

The mobility of CIoT devices can affect data accuracy, particularly in scenarios where the de-
vice’s location is critical to the data’s meaning or context. For example, location-based data, such
as GPS coordinates or environmental monitoring data, relies on accurate positioning. Any inaccu-
racies in the device’s mobility tracking or positioning systems can lead to erroneous or misleading
data. Furthermore, mobility introduces challenges in maintaining a reliable and uninterrupted con-
nection between CIoT devices and the network infrastructure they rely on.

4.2.6 Security-related Properties. Security is a critical aspect of CIoT, as consumer devices often
handle sensitive personal data. The security property can greatly impact data quality by addressing
vulnerabilities and protecting against data breaches, unauthorized access, or tampering. Insecure
CIoT devices might threaten other connected devices [29]. Due to the increasing number of con-
nected devices, there are chances of exploitable cyber-physical security vulnerabilities. Ensuring
robust security measures enhances data integrity and reliability. The security category includes
properties related to security configurations, software update currentness, and encrypted commu-
nication security. The definitions are provided in Table 10.

4.3 Tool Implementation

The data provider quality catalog is accompanied by a digital assessment tool named graph-
ted.5 This tool streamlines the assessment process, allowing users to conveniently navigate and

5https://graphted.github.io/graphted/
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Fig. 3. Software-based assessment tool for the data provider quality catalog.

complete the questionnaire. By digitizing the catalog, users can easily access, track, and analyze
their assessments, further enhancing the efficiency and effectiveness of the evaluation process. The
underlying computations of trust score τ are based on the equations from Section 3.3.

To make it universally available and avoid a large setup, a web application is chosen as a target
platform. The front end of the tool was implemented as a client-side web application representing
a minimal graph editor User Interface (UI). The tool can assist in the evaluation of one device
but also supports the assessment of several connected devices, which is often the case with CIoT,
e.g., a smart home system must contain several sensors and devices to function properly. Figure 3
presents the modeling process of a smart home network consisting of several elements, where for
each element trust score τ is calculated.

The underlying IoT environment is modeled as a graph. Each vertex can represent a component
type from the corresponding meta-model as shown in Figure 1. These components were modeled
as vertices or groups of vertices inside the application, where each vertex is assigned to its corre-
sponding catalog. As an example, the CIoT data provider catalog contains categories, properties,
descriptions, options, and additional descriptions as presented in Table 4. Similar catalogs exist for
the data store component (used by both IIoT and CIoT) and the data provider component for IIoT.
The last component type, data source, represents a group of at least two elements of the aforemen-
tioned component types. The tool calculates the trust score τ based on the filled-out questionnaire
for each vertex. The calculations are based on Equations (1), (2), and (3). Multiple vertices can then
be used to calculate the overall trust score for the modeled graph. For visibility, each data source
component could be highlighted by a distinct border color.

The tool interface consists of four main sections.

— Menubar provides a collection of functionalities including saving, graph editing options, and
so on

— The left side area includes project name and icon collections for vertices to drag and drop
into the graph area.

— The section containing the graph building area is located in the center
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Fig. 4. Snippet of CIoT data provider catalog questionnaire.

— The right side area provides editing options. These options change based on the current se-
lection in the graph. This area also contains the “Metadata” tab containing the buttons for
the data source assessment.

To enable quality assessment within the tool, the following functionalities were implemented:

— Handling the questionnaire from its JSON format including loading, saving, rendering as a
form, and editing.

— Dynamic calculation of the trust score based on the selection.
— Additional interaction with the graph editor.

An exemplary snippet of evaluation of one of the properties of the data provider catalog is shown
in Figure 4. The trust score τ is shown at the top followed by the questionnaire. While the assigned
questionnaire is being filled out, the associated trust value τ is calculated dynamically. When com-
pleting the survey, additional tips are shown to facilitate the understanding of the properties.

Additionally, the tool supports the calculation of the trust score over a net of connected devices.
When several IoT elements are selected, their calculated scores are combined into an overall trust
score for multiple nodes. Consequently, the overall trust score computation can be adapted in two
ways. The first option is to change it to the selected nodes, the second option is to update or remove
the underlying questionnaires of the selection.

4.3.1 Tool Evaluation. To evaluate the usability of the tool, we conducted an experiment with
14 students and evaluated their experience afterward with a questionnaire. The subjects were
between 18 and 24 years old, and currently enrolled in a Software Engineering Master’s study
program. Participants were instructed to select the response option that best represented their ex-
perience with the provided software by choosing a number between one and six. Higher scores
indicate a stronger disagreement, while lower scores indicate a higher agreement or likelihood.
The medians of students’ responses to each question are presented in Table 11. At least half of the
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Table 11. Usability Evaluation of the Tool

Question Median

Learning to operate the diagramming tool would be easy for me. 2.00
I would find it easy to get the diagramming tool to do what I want it to do. 2.50
My interaction with the diagramming tool would be clear and understandable. 3.00
I would find the diagramming tool to be flexible to interact with. 2.00
It is easy to remember how to perform tasks using the diagramming tool. 2.00

1—Extremely likely; 6—extremely unlikely.

participants answered that it is extremely likely or quite likely to learn how to operate the tool
and remember how to use it.

During the experiment, most users could complete all task scenarios indicating that the tool is
usable, and the tasks were formulated understandably. The users found it quite likely to remember
how to perform tasks using the tool and slightly likely how to operate the tool, getting the tool
to do what they want to do and being flexible to interact with. More detailed results for every
question are shown in Table 11. Open-ended questions during and after the survey revealed that
the area where the tool can be improved the most is in the interaction with the diagram, i.e., the
unclear navigation around the diagram and unclear handling of drawing edges.

5 APPLICATION

This section presents an example of data providers’ quality catalog application and compares the
modeled results with the collected users’ experience. For this purpose, smartwatches were chosen
as one of the most widely used CIoT devices. First, we present the results of the survey designed
to collect feedback from the smartwatch users. Smartwatches with more than four responses and
high agreement scores were then modeled using the developed quality catalog and supporting tool.
The results are then compared against each other.

To ensure the anonymization of results and not promote any brands in this article, we do not pro-
vide models and brands of the examined smartwatches. Overall, our sample consisted of devices of
two brands represented by five and three models, and three other brands represented by one model.

5.1 Users’ Evaluation

Overall, the respondents reported 62 different smartwatch models. After data cleaning, elimina-
tion of outliers and invalid results, and standardizing smartwatch brand and model names, only
smartwatches with four or more answers were selected for further analysis, which resulted in 158
responses on 11 smartwatch models from five different brands. Of the respondents, 16% use the ba-
sic settings, 45% make some customizations, 23% use new user-defined functions, and 15% export
and evaluate data by themselves.

The mean results of each respondent’s answers on the same device did not show large differ-
ences. The standard deviation of each device assessment varies from 0.04 to 0.16.

The issues that were the least reported by the participants were losing complete recorded mea-
surements of an exercise and measuring different values for identical activities. More than 80% of
the participants stated that it never happened to them. The most frequently reported issues are
losing data during recordings, measuring data that does not match the performed activity, reboot-
ing automatically during a workout, and presenting unrealistic measurement outliers. More than
50% of the respondents answered that they face such problems rarely or often.

To calculate the users’ score for each device, the points for all 12 core questions were summarized
for each respondent and the mean value among the users of the same smartwatch was calculated.
With the maximum possible score of 36, the scores for different devices ranged from 27 to 31.
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Fig. 5. Smartwatch evaluation criteria.

5.2 Tool Evaluation

For the modelled sources, all premium services are assumed to be activated to enable the full
feature set. The properties “Usability,” “Secured device accessibility,” “Security configurations,”
and “Software update currentness” were used in the way they are described in the catalog from
Table 4, other properties and possible options had to be adapted to smartwatch devices. The
adapted properties and options are listed in Figure 5. The 11 devices identified from the survey
responses were individually modeled with the tool. Information about the devices was collected
from open sources and documentation. Each device was evaluated based on the defined properties
on a scale from zero to five. The trust score τ was calculated using the equations in Section 2.

The trust scores τ ranged from 0.42 to 0.76, which shows a wider range than the users’ assess-
ment. According to the catalog evaluation, none of the represented smartwatches achieved a high
trust level, all watches can be considered as devices with moderate trust level.
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Fig. 6. Comparison of the scores. Each circle represents an individual device, and the number of answers
is indicated inside the circles. The devices from the same brand are colored green and yellow. Within the
devices colored in blue, each represents a different brand.

5.3 Comparison

The results gathered from the respondents and the scores modeled using the tool were used to
create smartwatch rankings, which were then compared against each other. The change in the
ranking is presented in Figure 6. The correlation between the two rankings was measured with
Spearman’s rank correlation coefficient.

Overall, when comparing all the answers and the modeled scores, the users’ evaluation differs
as shown in Figure 6. We discovered a low correlation of 0.5 with no significance (p-value of
0.9). However, when checked for the experience of the users, i.e., question 1 of the survey (see
Table 2), we found that the correlation increases with the experience of the respondents. The
highest correlation with the CIoT catalog approach was discovered in the group of experienced
participants who export and evaluate data by themselves. The correlation coefficient in this group
equals 0.66 and is significant (p-value 0.03).

As depicted in Figure 6, there is a notable disparity between the overall rankings derived
from respondents’ scores and trust scores. Nevertheless, when we narrow our focus to the
comparison of devices from the same brand, a significant alignment emerges. Specifically, when
examining a brand comprising five distinct smartwatch models, and another brand featuring
three distinct models, the users’ ranking corresponds closely with the trust score-based ranking.
When considering solely the former brand within the ranking highlighted in green in Figure 6,
the users’ ranking follows a similar order as the catalog-based method, with only a single model
being differently positioned, i.e., a model that takes place five in both rankings. Likewise, for the
brand represented by three models highlighted in yellow, the users’ ranking aligns precisely with
the trust score-based ranking.

6 DISCUSSION

This article extends the developed approach for IIoT data source assessment [13] to the CIoT do-
main, which results in similar categories in both catalogs. However, the CIoT catalog considers
specific CIoT characteristics such as customer orientation, wireless connections, or influence of
market standpoint.

The wide variety of CIoT devices makes evaluating data sources for consumer devices a com-
plicated task. There are various products for each type of device, but their settings and software
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used change frequently. This fast-paced market makes it difficult to gather an up-to-date and so-
phisticated knowledge base, and experts for various devices are missing.

The aim was to ascertain the individual properties with maximum precision while maintaining
an abstract nature to apply to the diverse range of devices, ensuring comprehensive coverage. Since
CIoT data providers are more human-centric, in contrast to the IIoT provider type, a more detailed
examination of the nature of human input, e.g., updates and configuration, was made. The general
category takes into account the amount of fine-tuning and usability to which those devices can be
used. The developed data provider catalog for CIoT serves as a guideline for assessing consumer
devices.

Regarding the tool support, the visualization and assisted process allow for basic tool assistance
but no advanced options such as weights or trust profiles were implemented. The “ease of use”
feedback and successful creation of small example CIoT systems by the participants confirm that
a diagramming application can be used to model IoT systems and calculate their predicted data
quality. Due to the limited time and resources, we only focused on ease of use and not usability,
since the domain experts are required for the latter. Nonetheless, we collected valuable feedback
for further improvements.

When we examine the alignment between the scores given by experienced users and the trust
score ranking, we find a notable correlation of 0.66. This finding is consistent with the work of
Foidl and Federer, who identified a substantial correlation of 0.69 in their assessment of IIoT [13].
These results suggest that device characteristics identified in the catalog play a significant role
in predicting data quality. Nonetheless, it is important to acknowledge that there are additional
factors that should also be taken into account.

The evaluation of the devices using the approach does not fully match the users’ evaluation
and there might be several reasons for that. When comparing the users’ evaluation of the devices
with the CIoT catalog-based evaluation, the latter provides a ranking that is closer to the ranking of
experienced users with data knowledge. Such users are more aware of the data issues in their tools.
In contrast, the results of the regular users cannot be directly compared, since the regular users
might miss data-quality issues due to the low attention to such data or no benchmarks provided.

Another finding is the possible importance of the brand for the users. Smartwatches of promi-
nent brands can be ranked higher due to their reputation and unconscious attitudes. A similar
effect of brand familiarity on the users’ perception was described by McClure et al. [28]. As the
comparison of the rankings showed, one brand was constantly under-ranked, while the devices of
another brand were ranked two to three positions higher by users than when the catalog was ap-
plied. Thus, using the catalog for the data-quality prediction might enforce a less biased evaluation
of the devices.

6.1 Threats to Validity

One of the characteristics specific to CIoT is the large variety of devices and quick development
of new devices. Generally, the area of IoT constantly develops and new technologies are being
implemented quickly. Thus, it is hard to stay up-to-date in this ever-changing domain, and the
complete coverage of the literature is not assured. The second round of literature search focused
on the most common sub-areas, “wearable” and “smart home,” to control the identified properties
and supplement the missing ones.

A potential threat to validity arises from our exclusive reliance on white literature when con-
structing the catalog to ensure generalizability and credibility, neglecting grey literature sources.
This limitation could result in the omission of important device properties not covered in academic
research, potentially impacting the comprehensiveness of our catalog. To mitigate this potential
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limitation, future research could consider incorporating grey literature sources, industry reports,
and non-academic documents into the catalog-building process.

The categories and properties were extracted and synthesized by one researcher. The accuracy
and validity of these assessments may be influenced by subjective biases and variations in individ-
ual interpretations. To ensure the process, the categories were then iteratively overviewed by two
other researchers.

The catalog and tool developed in this study may have limitations in their applicability to all
CIoT data sources. However, we tried to cover as many general properties as possible to make the
catalog easily adaptable to different types of devices.

The application of the catalog and its comparison to users’ assessment was only considering a
limited number of smartwatch devices. Further investigations are needed to understand the factors
contributing to data quality in CIoT and to enhance the predictive capabilities of the catalog.

6.2 Future Work

Overall, the CIoT device market is wide and does not allow for a precise data provider catalog
applying granular grades to each device. The developed catalog could be merged with similar work
specific to a particular type of CIoT device, such as that used by Foidl and Felderer [13]. Observing
the behavior of different types of devices could develop the weighted scores over time, providing
insight into which features are more influential.

“Wearable” and “smart home” device groups were chosen, since they had the most information
available in relation to data quality and their device properties during the general search process.
However, the CIoT is not limited by devices from these two groups. More work can be done to
generalize it to the other categories.

The provided software is a prototype targeted towards the desktop use of the application to
achieve the minimum requirements for computing the trust score τ and creating the underlying
meta-model. Thus, the focus lies on basic graph options like navigation, basic editing, save and
load operations, and processing the given data sources. In future work, mobile application usage,
more intuitive UI, performance, and advanced options for power users could be targeted.

7 CONCLUSION

This article presents a catalog for assessing CIoT data providers and a tool to support this process
for CIoT and IIoT data sources.

A questionnaire-based catalog was developed to assess CIoT data providers and predict the qual-
ity of the produced data. This questionnaire includes device properties that could affect data quality.
Those properties were collected through a search across academic and non-academic sources for
general focus points of CIoT, followed by two individual in-depth searches using the snowballing
approach to search for device properties of “wearable” and “smart home”-related devices.

An extended diagramming application was developed to assist the data source assessment pro-
cess. The tool allows the user to model an underlying CIoT system as a graph, representing each
component as a separate node. The data source assessment for CIoT data sources was integrated
into the developed tool. During a usability experiment, ten participants positively evaluated the
“ease of use” of the tool.

The proposed approach was applied to model 11 smartwatches. The results were then compared
against the user evaluation obtained via a survey. The results do not show a significant correlation
between the regular respondents’ evaluation and catalog-based evaluation. However, the experi-
enced users ranking shows a correlation of 0.66 with the ranking based on the approach. Moreover,
there is a possible influence of brands on the users’ evaluation, which might make a catalog-based
assessment less prone to marketing-imposed biases.
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