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This article evaluates the implementation challenges of the Critical Entities Resilience (CER) Di-
rective in comparison with the Network and Information Security (NIS) Directive and the Floods
Directive (FD) within the European Union (EU). CER, which aims to enhance the resilience of
critical entities, including critical maritime infrastructure, allows for considerable interpretative
flexibility by Member States in defining critical entities and security measures. This flexibility
could lead to heterogeneous impacts, introducing inconsistencies that hinder the functioning of
the single market, and thereby resilience uniformity across the EU. In contrast, the FD’s structured
approach with clear objectives and detailed reporting requirements has led to a more consistent and
effective implementation. This paper argues that the lack of specificity in the CER Directive may
undermine its effectiveness. It suggests that adopting a more structured approach similar to the FD
could improve the implementation consistency and resilience of critical entities across the EU.
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Introduction

Critical maritime infrastructure (CMI) comprises ports, shipping lanes, undersea cables,
pipelines and offshore facilities, which are essential for trade, energy security and defence
(Bueger and Liebetrau, 2023; Center for Strategic and International Studies (CSIS), 2023;
Department of Defense, 1999; OECD, 2024; World Bank Blogs, 2024). CMI faces vari-
ous threats, including natural hazards1 and deliberate attacks2. For example, climate
change may increase the frequency and intensity of natural hazards3 and strain the global
food supply, which may increase reliance on food exports Allen et al., 2018;
Masson-Delmotte et al., 2021. The vulnerability of critical assets, defined as a function
of susceptibility and exposure (Blaikie et al., 1994; United Nations Office for Disaster
Risk Reduction (UNDRR), 2019), will increase with the growth of maritime installations
(European Commission, 2023a; Patterson and Bridgelall, 2020). The European Union
(EU) has addressed these challenges by introducing directives to enhance the resilience
of critical infrastructure. The directive on identification and designation of European Crit-
ical Infrastructures (ECIs) (2008/114/EC) was the first one to address this topic.

1Blake et al., 2013; Claremont Colleges Scholarship Repository, 2021; de Moel et al., 2013; Federal Emergency Manage-
ment Agency, 2017; Fritz et al., 2011; Kajitani et al., 2013; Knabb et al., 2005; Mori et al., 2011; National Centers for En-
vironmental Information (NCEI) and NOAA, 2023; National Oceanic and Atmospheric Administration (NOAA), 2023;
United States Geological Survey (USGS), 2023
2Bloomberg, 2021; Bueger and Liebetrau, 2023; Reuters, 2021; Statista, 2022; The Barents Observer, 2022; The Guard-
ian, 2023; The New York Times, 2021
3Allen et al., 2018; Masson-Delmotte et al., 2021
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It has now been repealed by the Critical Entities Resilience (CER) Directive (EU)
2022/2557 (European Parliament and Council of the European Union, 2022b). In parallel,
the Network and Information Security (NIS1) Directive (2016/1148) marked a first step
towards improving cybersecurity across the EU (European Parliament and Council of
the European Union, 2016). Yet its implementation faced deficiencies (European
Commission, 2020; Porcedda, 2018; Timmers, 2019), and as a response, the NIS2
Directive (2016/1148) was established to strengthen the EU’s cybersecurity framework
(European Parliament and Council of the European Union, 2022a).

For the implementation of the CER Directive, we see similar challenges that were pres-
ent during the implementation of the NIS Directive. These challenges arise from the lack
of a standardized resilience assessment framework and potential variations in criticality
criteria across Member States. A varied implementation of the CER Directive by different
Member States may lead to disparities that obstruct the operation of the single market,
thus undermining the consistency of resilience measures across the EU. The new CER Di-
rective has already been assessed by previous works (Niemi and Sill Torres, 2022;
Pursiainen and Kytömaa, 2022). This article compares these directives to the EU’s Floods
Directive (2007/60/EC) (FD), aimed to reduce flood risks (European Parliament and
Council of the European Union, 2024; Mysiak et al., 2013; Heintz et al., 2012). Whilst
it faced some limitations, such as data uncertainties and uneven implementation across
Member States (Bodoque et al., 2023; Dimitriadis et al., 2017; Priest et al., 2016;
Nones, 2016; Yannopoulos et al., 2015), the FD has evolved to emphasize climate change
adaptation and stakeholder engagement (European Commission, 2021a; Douka, 2020).

This paper is organized as follows. Section 2 further introduces the relevant EU direc-
tives, whilst Section 3 assesses differences in implementing the NIS1 and FD. Section 4
examines the potential pitfalls in implementing the CER Directive by drawing parallels to
the challenges faced by the NIS Directive and proposing measures to ensure its effective
implementation in the context of CMIs. Our assessment highlights the FD’s more focused
scope, enhanced coherence and detailed reporting requirements as advantages over the
current EU infrastructure resilience directives. Finally, Section 5 concludes this work.

I. Background on Relevant Directives

Resilience Frameworks and EU Infrastructure Resilience Directives

The Hyogo Framework for Action (HFA) (2005) was the first blueprint for disaster risk
reduction (DRR) at the country level, aiming to reduce disaster losses by 2015 (United
Nations International Strategy for Disaster Reduction, 2005). It delineates five priority
areas for action and offers guidance for achieving disaster resilience within sustainable
development. The Sendai Framework for Disaster Risk Reduction 2015–2030 builds
upon the HFA, shifting from reducing disaster losses to proactive disaster risk manage-
ment (United Nations Office for Disaster Risk Reduction, 2015). It expands the scope
of DRR to include natural and man-made hazards by introducing measurable global tar-
gets and priorities for action (United Nations Office for Disaster Risk Reduction, 2024).

The predecessor of CER, and now obsolete Directive 2008/114/EC, established the
procedure for identifying and designating ECIs (European Parliament and Council of
the European Union, 2022b). It prioritized the threat of terrorism whilst considering other
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man-made and natural disasters. It mandated a two-tiered approach for identifying ECIs
using cross-cutting and sector-specific criteria, required Operator Security Plans (OSPs)
for designated ECIs and called for the designation of Security Liaison Officers.

Amongst resilience frameworks Directive 2016/1148 (European Parliament and Coun-
cil of the European Union, 2016), NIS1 marked a first step towards enhancing the cyber-
security posture across the EU. It introduced legal measures to boost the overall level of
cybersecurity and fostered a culture of security amongst critical stakeholders. However,
the Directive 2016/1148 assessment, as presented in Annex 5 of the Impact Assessment
Report (European Commission, 2020), and the successive Directive 2022/2555 (NIS2)
(European Parliament and Council of the European Union, 2022a) have highlighted cer-
tain deficiencies.

The NIS Directive had several key deficiencies, most notably inconsistent implemen-
tation across Member States and inadequate addressing of current and emerging cyberse-
curity challenges. Other issues included divergent security and incident reporting, limited
scope in terms of covered sectors and companies and lack of alignment with international
standards (Porcedda, 2018; Timmers, 2019).

To address the shortcomings of the NIS Directive, NIS2 was established to strengthen
the EU’s cybersecurity framework. Its primary focus is on harmonizing reporting and no-
tification requirements and introducing stricter sanctions for non-compliance. NIS2 also
updates definitions and scope and ensures consistency with other regulatory frameworks
for enhanced coherence.

The FD

The FD was introduced to reduce flood risks to human health, the environment and eco-
nomic activity (European Parliament and Council of the European Union, 2024). It
allowed Member States to upgrade their flood risk practices through a three-step process
(Mysiak et al., 2013; Heintz et al., 2012). This included a preliminary flood risk assess-
ment by 2011 (Chapter II, Articles 4 and 5), identifying areas with significant flood risks.
Flood hazard and risk maps for at-risk areas were required by 2013 (Chapter III, Article
6). Flood risk management plans, co-ordinated at the river basin district level, were due
by 2015, defining objectives and measures for prevention, protection and preparedness.
These plans are subject to public participation and six-yearly updates.

The FD evolved to emphasize climate change adaptation (Douka, 2020; European
Commission, 2021a) and stakeholder engagement, leading to more participatory ap-
proaches (European Commission, 2021a). Efforts have improved public participation
and flood awareness (European Commission, 2021a). The FD is increasingly imple-
mented in co-ordination with other EU directives, particularly the WFD, ensuring policy
synergies. There has also been a shift towards sustainable flood management, including
nature-based solutions (European Commission, 2021a).

The FD has provided a context and framework for flood risk assessments, where esti-
mates remain realistic (Papaioannou et al., 2018). Its specific target objectives and con-
crete milestones have enhanced both governance and technical issues, further contributing
to the paradigm shift from flood protection to flood risk management (Adamson, 2018).
This shift represents a change in the overall policy and objectives, helping to define the
problem more clearly. The FD has thus played a role in challenging organizational
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structures by introducing performance-based regulations (Hartmann and Albrecht, 2014).
Whilst Rauter et al. (2019) question whether it introduced genuinely new disaster plans or
significantly changed the responsibilities and structure of specific organizations in an
Austrian city, they acknowledge that it has altered the behaviour of different stakeholders
and institutions, which in turn led to improved co-ordination between various bodies
(Rauter et al., 2019).

II. Differences in the Implementation of NIS1 and FD

The European Commission (EC) has developed the fitness check assessment to measure
the success of the directive’s implementation. Some of the core components include effec-
tiveness, efficiency and coherence. The FD has a more tangible scope for effectiveness
than NIS1. When the objectives outlined in Article 1 for FD and NIS1 are compared,
the FD’s clear objectives allow for more targeted implementation measures, contributing
to its effectiveness. In contrast, NIS1 aims at achieving a high standard level of network
and information security across the EU. The more abstract nature of cybersecurity and the
rapidly evolving threat landscape make it harder to define concrete implementation steps,
potentially impacting its effectiveness. Admittedly, the FD also benefits from enhanced
coherence due to the pre-existing WFD, adopted in 2000, which had already established
a framework for community action in the water policy (European Parliament and Council
of the European Union, 2000). This coherence allowed Member States to build upon
existing structures, experience and a ‘common language’ when implementing the FD.

On the other hand, NIS1 was the first piece of EU-wide legislation on cybersecurity
when it was adopted in 2016, which led to a lower baseline regarding harmonized capa-
bilities and incident response procedures across Member States. The fitness check high-
lights specific issues that affected the efficiency and coherence of implementing the
NIS Directive, such as significant differences in how Member States identified operators
of essential services. This led to a fragmented approach where the same type of entity
could be subject to different regulatory regimes across Member States, therefore
impacting the Directive’s coherence. The FD implementation has achieved a slightly
more consistent approach, with Member States following harmonized methodologies
for preliminary flood risk assessments and identifying areas of potential significant flood
risk. The FD’s detailed reporting requirements, with concrete milestones like preparing
flood hazard and risk maps and establishing flood risk management plans, also contrib-
uted to its effective implementation. NIS1 lacked similarly specific reporting obligations
in its initial iteration, which probably affected its success.

III. Overview of CER Implementation in the Context of CMIs

CER, the successor of Directive 2008/114/EC, establishes a framework to enhance the re-
silience of critical entities, including those in the maritime sector, that provide essential
services across the EU. CER encompasses CMI under various sectors, including energy,
transport and digital infrastructure. It requires Member States to identify all critical enti-
ties within their jurisdictional territories based on criteria, such as the provision of essen-
tial services and the potential disruptive effects of incidents (Article 6). CMIs must imple-
ment appropriate security and organizational measures based on risk assessments, Article
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13(1), addressing prevention, physical protection, response and recovery. They must also
have a resilience plan or equivalent documents describing these measures, Article 13(2).
Despite the clear objectives, there remains flexibility for Member States in bolstering re-
silience. Each Member State must develop a comprehensive strategy (Article 4), like con-
ducting risk assessments, which the EC describes as a systematic process involving the
identification and analysis of potential threats, vulnerabilities and hazards, and evaluating
potential consequences, Article 2(7).

However, several issues arise in the implementation of CER. Firstly, it lacks a stan-
dardized framework to measure and assess resilience, making it challenging to establish
consistent benchmarks and evaluate the effectiveness of the measures implemented by
critical entities. This will eventually need to be addressed, as was the case for ISO
31000:2009, which attempted to resolve vocabulary ambiguities in risk management
(Purdy, 2010). Secondly, whilst CER provides an annex listing sectors and categories
of critical entities, the criteria for determining criticality may vary across Member States.

For instance, Germany considers offshore wind farms (OWFs) critical once they ex-
ceed a capacity threshold of approximately 100 MW, which may differ in other countries
(Federal Ministry of the Interior and Community, 2021).

Article 5 requires Member States to conduct risk assessments following previous regu-
lations, such as (EU) 2017/1938 and (EU) 2019/941, aligningwith CER’s holistic approach
to resilience. Regardless, a pan-European policy is needed to ensure standardized practices.
The current flexibility that individual countries have during implementation (Niemi and
Sill Torres, 2022) detracts from the holistic approach to resilience. However, the CER
Directive mandates the Commission to give non-binding guidelines for Member States.
For example, the ISO 31000 standard on risk management (ISO, 2018) or ISO 22301
business continuity management (ISO, 2019) could act as a basis for such guidelines.

In the case of OWFs, the criteria and standards for mitigation measures, such as sur-
veillance radars set up as insurance requirements, are often based on cost considerations
rather than agreed-upon protocols, potentially compromising the security of the asset of
interest. CER might face pitfalls similar to those of the NIS Directive. Leaving the respon-
sibility of creating an inventory of relevant potential threats specific to each sector solely
to Member States may result in a narrow focus on what is considered critical and poten-
tially overlooks specific incidents that could have far-reaching consequences. A top-down
approach (Parsons et al., 2016), guided by a comprehensive threat inventory, could aid in
identifying and addressing potential risks that may not be immediately apparent to indi-
vidual Member States.

More specific guidance on the minimum technical and organizational measures ex-
pected for different types of critical infrastructure could be provided. This might involve
specifying requirements for physical hardening, access control and surveillance for mar-
itime assets (Bueger et al., 2022; Gabriel et al., 2022), such as setting a threshold for min-
imum radar coverage of OWFs. Similar standards could then be established for securing
ports, patrolling key shipping routes or protecting undersea cables.

Dealing with CMIs becomes increasingly complex. In this context, ‘complex’ refers to
a system that is more than the sum of its individual parts. The rules of interaction between
components may change over time and may not be well understood. These rules can be
fluid, and the interaction between the individual parts may be obscure. Complex systems
often lack a central organizing principle and respond and interact with their environment.
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Additionally, there is usually inadequate information about the state of the influencing var-
iables. Therefore, the overall behaviour of such systems cannot be simplified by examining
its individual building blocks. This is in contrast to the initial EU objectives for co-ordinate
resilience strategies (Joseph and Juncos, 2019). According tothe United Nations Conven-
tion on the Law of the Sea (UNCLOS) (Tanaka, 2019), entities are situated in different
zones, which gives countries differing legal rights and responsibilities. It is a particular fea-
ture that many CMIs cut across these zones, and this lack of clarity becomes relevant
(Halog et al., 2024). For example, OWFs are set to expand into the Exclusive Economic
Zone (EEZ) of the North and Mediterranean Seas to meet renewable energy targets (Euro-
pean Commission, 2021b; 2023b). Within the CER Directive, the existing strategies for
safeguarding critical infrastructure are sector specific, and separate policies and regulatory
agencies govern each. This fragmentation of responsibilities challenges coherence and in-
tegrated planning across various sectors under a unified critical infrastructure umbrella.

The practical implementation of co-operation between Member States, as emphasized
in Article 11, may be hindered by the different organizational structures and responsibil-
ities of competent authorities across Member States, as the systems introduced within the
directive are open for interpretation (Pursiainen and Kytömaa, 2022). Furthermore, at the
European scale, there are no standardized protocols for disaster mitigation and protection
measures, leaving the surveillance of critical entities up to the responsible stakeholders
and their willingness to invest in it. It should also be mentioned that diverse regulations
across the single market create uneven competitive conditions (Pelkmans, 2012). This
fosters a ‘race to the bottom’, as Member States hesitate to enforce stringent regulations
that may introduce an economic disadvantage. This is also applicable in the security in-
dustry (Scheerlinck et al., 2017). For example, in the security of ports, a country might
opt for minimal security investments to lower operational costs, facilitating investors’ pri-
oritization of quick entry and exit strategies.

Human capacity, which refers to the skills, knowledge and abilities of individuals in-
volved, is an integral component of maritime security (Okafor-Yarwood et al., 2024),
and its variation prevents consistent capabilities across Europe. This may hinder the im-
plementation of consistent mitigation measures and affect disaster recovery. For example,
surveillance capacity influences insurance policy, and costs fluctuate based on the protec-
tion measures in place.

The aforementioned leaves significant space for interpretation amongst Member
States. Implementation challenges of EU directives in administrative bodies are primarily
due to resource shortages, including a lack of skills at the municipal level and insufficient
capacity in organizations overseeing environmental regulation (European Union Network
for the Implementation and Enforcement of Environmental Law (IMPEL), 2024). En-
forcement mechanisms are also criticized for being ineffective, with lenient sanctions
and fines for non-compliance (Jones Day, 2024). The complexity of EU policy formula-
tion, reliance on Member States for implementation and conflicting legislation further ex-
acerbate these issues (Adam et al., 2021; Hurka and Steinebach, 2020; Hurka et al., 2022;
Zingraff-Hamed et al., 2020). Directives provide a framework and regulatory objectives
for Member States to incorporate into national laws, but this transposition process can al-
ter implementation, leading to compliance difficulties. For instance, in Sweden, economic
priorities have hindered the effective implementation of the Water Framework Directive
(WFD) (Söderberg, 2016).
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Insufficient exchange of information and co-ordination amongst various sectors or de-
partments is a significant issue that can lead to misaligned goals and inefficient resource
utilization. It can also result in poor policy integration, barriers to stakeholder engage-
ment, delayed or ineffective decision-making and knowledge gaps (Tsani et al., 2020).

Concluding Remarks

Implementing CER will likely invite challenges due to the complex and diverse landscape
of critical infrastructure governance across EU countries. The directive’s effectiveness
will depend on how well it can navigate the varying organizational structures, responsibil-
ities and stakeholders involved in ensuring the resilience of critical entities at the subna-
tional level. The cross-border nature of CMI adds another layer of complexity to the im-
plementation process. With critical infrastructure spanning multiple Member States and
extending beyond the EU’s borders, CER must foster enhanced co-operation and
co-ordination amongst relevant authorities and stakeholders across different jurisdictions.

We acknowledge the life cycle of the EU directives, which typically involves several
years of evaluation and revision. Still, the challenges faced in implementing the CER Di-
rective bear similarities to those encountered during the rollout of the NIS1, because every
critical entity faces different regulatory regimes across the EU. To effectively enhance the
resilience of critical entities, CER could benefit by following the FD template. Concrete
policy milestones, frameworks and guidance addressing the specific needs and character-
istics of different sectors and entity categories would provide each Member State with
palpable steps. Despite the foreseen problems arising with the application of CER, it
propels the enhancement of CMI resilience towards the right direction.
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