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engineering in providing efficient and effective means to develop such software.
Eventually, this must be reliably achieved in time, on budget, and in quality, using
sound and well-principled engineering approaches. Given that quantum computers
are based on fundamentally different principles than classical machines, this raises
the question if, how, and to what extent established techniques for systematically
engineering software need to be adapted. In this chapter, we analyze three paradig-
matic application scenarios for quantum software engineering from an industrial
perspective. The respective use cases center around (1) optimization and quantum
cloud services, (2) quantum simulation, and (3) embedded quantum computing.
Our aim is to provide a concise overview of the current and future applications of
quantum computing in diverse industrial settings. We derive presumed challenges
for quantum software engineering and thus provide research directions for this
emerging field.

Keywords Quantum computing · Software engineering · Quantum software
engineering · Industrial use cases · Software development

1 Introduction

Quantum computers (QCs) are a reality today, but quantum software development
is in its very infancy. Although many small-/medium-sized quantum programs have
been written over the years to demonstrate the potentials of quantum computing,
barely any of these examples can be seriously called quantum software. In other
words, there is no such thing as quantum software to date [28].

In this regard, software engineering (SE) is concerned with supporting and
improving the development, application, and maintenance of software-intensive
systems [92]. SE employs scientific methods, business principles, structured
process models, and predefined quality goals to cope with the complexity of
software as a whole. Current mainstream SE research for classical (i.e., non-
quantum) software comprises design principles (e.g., high-level modeling languages
fostering abstraction and modularity), development practices (e.g., tasks, roles,
and responsibilities), and tool support (e.g., Integrated Development Environment
(IDEs), code generation, static analysis, version control, issue tracking, unit testing,
debugging, etc.). This perspective of SE research on software development is,
however, mismatching the current status of quantum software. Zhao et al. were
some of the first to coin the term quantum software engineering (QSE) to sum-
marize any effort to adopt established SE principles and practices to make them
also work for quantum software [111]. However, in this chapter, we take on a
contrary perspective: research on QSE should, as a first step, identify, understand,
and tackle short-term engineering challenges for better support of, usually fully
manually crafted, small-/medium-scale quantum programs today (i.e., focusing on
the programming and deployment phases). More sophisticated and mature concepts
including high-level software abstraction as propagated, for instance, in the context
of requirements elicitation, object-oriented design patterns, software maintenance
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and evolution, and re-engineering are out of scope for now due to the lack of
any accessible examples and use cases. To meet the short-term goals, quantum SE
should first of all focus on the following challenges.

• Make quantum computing accessible to developers and users through appropriate
processes, methods, and tools.

• Facilitate hybrid quantum computing through a combination of classical SE and
QSE concepts based on a generic description of a computational problem and
(quantum) platform constraints.

• Provide benchmarks and benchmarking processes, methods, and tools for assess-
ing quantum advantage as well as constraints that arise from the integration of
quantum software components in an overall (hybrid) software system.

Our goal is to assess the short-term requirements and challenges of SE in the
upcoming era of quantum computing. These requirements and challenges are
already relevant to the noisy intermediate-scale quantum (NISQ) era. In contrast to
other recent works on this subject [111, 6, 101, 110], we do not follow a top-down
approach, but instead, illustrate the status quo of QSE by considering a selection
of industrial application scenarios. For each application scenario, we first provide a
short general description and then describe selected recent use cases to characterize
the common aspects of the respective scenarios. Based on these descriptions, we
derive in a bottom-up manner the key challenges for QSE with respect to these
application scenarios. Our goal is to gain a better understanding of the principles
and practices that will most likely support the development of software systems that
solve problems that, at least partly, involve quantum computations. Our claim is that,
from an SE point of view, quantum computation is not a new programming paradigm
in the first place, but, first of all, a new computational architecture. The novel
conceptual thinking required for effectively exploiting the frequently promised
quantum advantage is crosscutting all classical development phases and hierarchies
of software systems. Quantum computing will thus potentially influence SE as a
whole as we know it today [89]. Nevertheless, we argue that established solutions
developed in SE research over the past decades will not all suddenly become
inappropriate and obsolete due to the advent of quantum computing, but instead
require careful rethinking and adjustments to also cope with the key characteristics
of quantum software. Many of these characteristics and possible side effects
apparent in quantum computations have been considered before in other contexts,
whereas the inherent pervasiveness of these characteristics in a quantum setting is
indeed a novel aspect. These characteristics include, for instance, the probabilistic
nature of computational outcomes and the lack of reference architectures (although
Qiskit may be seen as a de facto standard today for the majority of computational
approaches).

“While many of quantum computing’s promised capabilities could be revolution-
ary, the realization of this promise requires breakthroughs in several areas, including
improvements in the quality of qubits, error correction, and a demonstrable set of
practical applications” [28]. The inflated expectations may result in a quantum
winter similar to what we experienced with AI, where it took a long time to
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turn promising theoretical concepts into reality. Thus, the immediately necessary
contributions of the SE community to advancing quantum computing lie in moving
from first demonstrable examples to real-world applications with practical impact.

2 Paradigmatic Application Scenarios

We next describe potential application domains of QSE by means of paradigmatic
application scenarios as illustrated in Fig. 1:

• Application Scenario 1. Provide quantum computing capabilities as a cloud
service to solve optimization problems or machine learning tasks (quantum-
computing-as-a-service).

• Application Scenario 2. Perform physical simulations with quantum programs
developed by domain experts in a machine-oriented low-level manner.

• Application Scenario 3. Embed quantum processing units (QPUs) as integrated
components into hybrid safety- or mission-critical software systems with a
special focus on nonfunctional properties.

The selection of these application scenarios is driven by industrial and academic
experiences of the authors and is aligned with the core use cases of the QUTAC
Consortium [11]. Our aim is to illustrate the diversity of application domains and
different perspectives on quantum computing, ranging from recent black-box and
white-box views to embedded quantum computing.

Fig. 1 Application scenarios
for quantum computing
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2.1 Application Scenario 1: Quantum Cloud Services

2.1.1 Use Cases and Examples

Quantum computing brings new opportunities for solving optimization problems,
which are among the first industrial applications of the technology [11]. One
example is the flight-gate assignment (FGA) problem in airport and air traffic
planning, where the assignment of incoming flights to gates shall be optimized to
minimize transfer times [94, 81]. This scheduling problem belongs to a class of
NP-hard combinatorial optimization problems. Further examples include Electronic
Design Automation (EDA) such as placement and routing on design chips and fault
detection in electrical power networks [68], trajectory optimization in air traffic
management [95], paint-shop scheduling [108], and planning problems in highly
individualized mass production [9].

NP-hardness implies that, in practice, real-world instances can only be solved by
approximation algorithms or heuristics. Here, quantum computers, taking advantage
of entanglement, superposition, and interference, could potentially speed up and
improve the optimization. One key property of the mentioned problems is that they
can be solved offline: one problem instance is solved once, usually without critical
time constraints, and the result is used to do something substantial, either conducting
further research or going in an operational state, for instance, by applying the
optimized flight schedule in an airport scenario.

2.1.2 Approaches and Challenges

A possible solution to bypass insufficient local computational power for effectively
solving hard optimization problems is to pass the work to a quantum cloud
system. For instance, D-Wave’s Leap service [23] provides connections to quantum
annealers or IBM’s Qiskit interfacing to their quantum machines [71].

It has been argued that handling the offloading of such computations does not
pose any new challenges to SE [50] as quantum computing essentially appears
as a black box with well-defined interfaces. However, an open issue is to properly
design such interfaces and to formulate optimization problems being tractable
by quantum processing units (QPUs). First, an emerging optimization problem
may be identified as computational bottlenecks within larger application contexts.
These problems are either spotted by mathematical analysis during the design phase
or during an optimization stage using a profiler; ideally, they match one of the
known quantum primitives [39]. To this end, developers have to refactor the
overall software system to isolate and replace the computational component by
calls to quantum cloud services. Yet, there may be many such components that
are closely tied to specific requirements of the overall system and which are the
result of decades’ worth of research and optimization [24]. This makes replacing
them a nontrivial endeavor. Examples include subtasks of database management
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systems like join ordering [84, 85], multi-query optimization [98] or transaction
scheduling [15].

Using quantum computing to speed up tasks previously solved by components
designed and optimized for classical computers thus requires careful analysis.
This includes understanding the underlying problem as well as exploring possible
quantum speedups under varying workloads, input data characteristics, etc., while
simultaneously retaining crucial, yet unrelated functional and nonfunctional proper-
ties of the overall system. Established SE techniques and tools (e.g., for performance
analysis and refactoring) may help.

However, it is fair to say that the understanding of what benefits quantum
computers can provide for what specific problems is far from being well
understood in comparison to the state of the art in classical algorithms, and also
in terms of system architecture.

While the potential speedups of seminal approaches [64] like Shor’s algorithm
(and, more generally, quantum phase estimation) or Grover search are rigorously
established, the impact of imperfections on these algorithms makes any practical
application considerations quickly prohibitive [43]. Likewise, even the actual
requirements on the hardware of future machines for comparatively simple co-
variables like the number of qubits is subject to discussion, and depends not
only on many low-level details of the underlying hardware, but also on the actual
payload algorithms [78]. A substantial body of the existing literature is dedicated
to establishing a comprehensive understanding of the theoretical advantages of
quantum sampling approaches [44]. Yet, concrete applications of these techniques
are thinly spread, and their practical gain especially in comparison to existing
heuristics and approximations is still under initial exploration [27].

The situation becomes even less straightforward for the more recent class of
variational quantum algorithms and quantum approximate optimization algorithm
(QAOA)-style approaches [17, 13]. While it is known that an efficient simulation
of specific variants of QAOA would have strikingly unattractive and unexpected
consequences for some of the pillars of computational complexity theory, entirely
classical replacements for other variants are also known [61]. Likewise, the
understanding of how to construct efficient classical surrogates for variational
algorithms has considerably increased recently [87, 86], and restricts potential quan-
tum advantage to increasingly narrower domains. When—unavoidable—practical
constraints are taken into account [105, 79], determining a fair basis for comparison
is a not yet satisfactorily resolved problem [12, 46], even ignoring the substantial
limitations of currently available hardware.

A major challenge is to identify, factor out, and transform optimization subtasks
suitable for quantum computers or annealers and their specific computing archi-
tectures [25, 48]. Several transformation steps usually reformat the optimization
problem. In addition, “glue” code to connect classic and quantum parts is required.
Tools like Quark [55]1 enable users to easily formulate and transform optimization

1 See also the list of contributors (link in PDF).
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problems, and to handle experiment dispatch and analysis. Likewise, approaches
for recommending solution strategies for optimization problems using quantum
approaches have been suggested [70]. However, such tools to support interacting
and experimenting with quantum computers are still subject to research [103].

2.1.3 Conclusions

We are in the phase of evaluating the potentials of quantum computing in solving
optimization problems. Providing such capabilities as reliable (black-box) services,
however, requires an improved understanding of machine properties obtained from
experiments and benchmarking. This necessitates many iterations of interactions
with the quantum hardware for parameter tuning. Software development efforts,
therefore, increase significantly when dealing with quantum hardware in contrast to
well-established classical approaches as this fine-tuning requires not only software
skills but also deeper knowledge in fundamental quantum physics. We assume this
up-front investment will eventually pay off: if a fast heuristic solution is available
and easy to access, a user will simply call quantum optimizers as a black-box cloud
service over a well-defined interface, hiding transformation complexity and specific
hardware requirements.

Summary Quantum cloud services will allow for accelerating mathematical
optimization problems. Automatic means of transforming existing formu-
lations into quantum descriptions have become available; yet, it remains
a software architecture and engineering challenge to identify appropriate
problems. Integrating quantum solvers into applications from a black-box per-
spective, including interface design, remains a minor SE challenge. However,
the underlying quantum computing software stack, including the compilation
and hybrid computing process, requires new quantum software engineering
approaches.

2.2 Application Scenario 2: Quantum Simulation

2.2.1 Use Cases and Examples

Quantum simulation is one of the most promising application scenarios for quantum
computing. It can help in understanding real-world chemistry and physics phenom-
ena, improving design methodologies and making experiments much more effective.
Simulating quantum mechanics on classical computers is a hard computational
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problem,2 and determining relevant properties of quantum systems, e.g., finding
their minimal energy, is even harder. To efficiently simulate a quantum system,
the simulator might rely on quantum-mechanical dynamics. The basic idea of a
quantum simulator is to use a controllable quantum platform to replicate dynamic
or static properties of another, usually less controllable, quantum system [51]. This
is similar to using wind tunnels for testing aerodynamic properties of reduced-scale
models in a controlled environment, and then to transfer gained information to full-
scale objects in the (uncontrolled) real world. With the rapid growth of quantum
computing capabilities, the interest in (quantum) material science has also risen
significantly. This field targets a large variety of applications ranging from the design
of more efficient batteries and catalysts to the study of innovative sensing materials
for consumer and automotive applications [66].

For the latter task, many candidate compounds have to be efficiently screened and
evaluated to select or design the best materials with respect to the desired properties.
This implies large effort and costs in terms of material procurement, measurement
equipment, and setup. Direct simulations of the material properties could drastically
reduce the required resources and significantly accelerate the discovery process
reducing time-to-market. Here, quantum systems promise a fast and more precise
simulation tool of real-world mechanisms than their conventional counterparts.

Likewise, the study of new storage materials and the development of innovative
battery technology is being pushed by several emerging and established appli-
cations, ranging from electric and light electric vehicles to solar energy storage
systems and robotics. Researchers aim at understanding the mechanisms impacting
efficiency, stability, and faster charging of battery operations to predict real-world
performance. Yet the first fundamental step, again, remains the selection of apt
chemical compounds. New families of disruptive active materials such as Lithium-
Ion (Li-ion) and Lithium-Sulfur (Li-S) offer four times higher energy density than
Li-ion batteries. From a modeling perspective, it is crucial to describe the solid
electrolyte interphase forming on the battery anode and to define its durability and
long-term performance. Classic DFT, multi-physics simulations, and measurements
have not provided satisfactory answers particularly in terms of accuracy . Quantum
computing can offer a closer characterization of the key chemical properties of
battery cells such as equilibrium cell voltages, ionic mobility, and thermal stability.

2 Problems efficiently solvable by QC belong to complexity class bounded-error quantum polyno-
mial (BQP), the quantum analog of BPP. The relation between BQP and classical classes like NP
poses many open questions. The dynamics of a quantum system (compute output of a quantum
circuit given an initial state) is BQP-hard [36], which makes it likely intractable for classical
computers, but doable for quantum machines for a class of natural Hamiltonians in BPQ. Inferring
global properties of a quantum system (given a quantum circuit, is there a state that produces a
desired output? What is the minimum energy eigenstate for a given Hamiltonian?) belong into
QMA, a probabilistic quantum analog of NP [1], and is intractable even for quantum computers .
It is even possible to give physical problems that are undecidable, at least within the limit of infinite
size [22]. Quantum SE needs to be aware of such peculiarities to properly ascertain the feasibility
of architectures and designs by avoiding illusory, inflated expectations of potential gains.
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The quantum simulation often boils down to obtaining the ground state energies of
various molecules of increasing complexity [26]; likewise, physical characteristics
like dipole moments have also been calculated [77].

2.2.2 Approaches and Challenges

Programmable universal quantum computers can simulate quantum mechanical
processes [18, 40, 7, 54, 16]. Such simulations are specified using software (e.g.,
using domain-specific languages), which takes this topic into the focus of SE.
However, different approaches to quantum simulation (analog simulation, digital
simulation, combinations thereof, and hybrid quantum-classical algorithms) differ
in their implications. In each case, and in contrast to other forms of quantum com-
putation, quantum simulation requires awareness of the Hamiltonian underlying
the task (the Hamilton operator (or Hamiltonian) of a system is, roughly speaking, a
mathematical object3 that provides information about a physical system. It is closely
related to the energy spectrum,4 and governs time-evolution of a quantum system.
The Schrödinger equation combines Hamiltonian and quantum states, which are
mathematically described by the wave function, into a differential equation).

Analog quantum simulators [18, 20] are physical systems that mimic other
quantum systems (or a class of models) by closely reproducing the system’s
characteristics. Hence, their Hamiltonian should be as similar as possible to
the simulated system. Digital quantum simulation is based on decomposing the
Hamiltonian into operations implementable in the simulator by single- and two-
qubit gate operations. This is more flexible than analog quantum simulators and
enables us to overcome the limitations of the simulator system itself. Furthermore, it
allows for quantum error correction and universality in a “fully universal” quantum

3 We have been deliberately careful to avoid confusing the physical concept of a dynamical
observable that can be measured with the mathematical operator/object to which it corresponds
in the formal description.
4 Many textbooks on quantum mechanics simply state that the Hamiltonian represents the total
energy of a system, sometimes requiring this as a fundamental postulate. There are reasons to
avoid such strong statements, both from a fundamental perspective (in the canonical approach of
replacing physical quantities in the Hamilton function H of classical mechanics with operator-
valued quantities, H is always conserved, but does, as Legendre transform of the Langrangian,
not automatically equate to the sum of potential and kinetic energy; the approach to deriving
a quantum Hamiltonian from energy-momentum relations delivers different results for the non-
relativistic and relativistic case; and approaches based on space-time symmetries need to introduce
empirical factors that relate the quantum Hamiltonian to classical energies), and from a practical
point of view that concerns the software engineering aspects of quantum simulations. It is fairly
common in this field to work with effective Hamiltonians that describe only degrees of freedom
relevant for a particular task (for instance, Spin Hamiltonians in spectroscopy, the Ligand Field
Hamiltonian of coordination chemistry, or the Hückel Hamiltonian for aromatic systems, which
all carry a certain relevance for quantum chemistry), and therefore do not deliver a complete
energy spectrum. Correctness checks, invariants, and the interpretation of results must adapt to
such circumstances, and require awareness from the software side.
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computer. If the simulator offers a universal set of perfect quantum gates, then the
model can simulate a wide class of Hamiltonians [54], albeit the computing effort
may vary depending on the types of gates. Some implementation technologies for
QCs in use today are particularly well suited for quantum simulators. An example
is Rydberg atom arrays [63, 102] that provide identical and long-lived qubits with
strong coherent interactions. To represent the physical properties of the simulated
system, the properties of the simulator correspond well to these, especially when
analog simulation steps are involved. At least for this aspect, this challenges the
idea that abstraction layers [10], despite proven useful classically, can satisfactorily
eliminate differences between implementation platforms.

Industrial experience with quantum simulation problems gained by some of the
authors shows that the exact boundary between digital simulation and optimiza-
tion is not always clear. Especially quantum-classical hybrid algorithms—most
importantly, the variational quantum eigensolver (VQE) [97]—rely on optimization
methods to determine observables like the ground state energy of molecules based
on a physical model. It is hypothesized that VQE, which at its core is independent
of the simulated problem, will provide improved modeling accuracy over classical
approaches like DFT. However, engineering challenges remain such as hardware-
dependent noise compensation, an understanding of the differences between the
many available variants of VQE [34] (requiring problem-dependent benchmark-
ing [76]), and determining optimal quantum-classical splits. Especially the latter
topics fall within the responsibilities of SE, but it might also be possible to improve
noise handling based on software-centric methods. Also, the depth reduction of
circuits generated from Hamiltonian descriptions is an important goal, in which
compilers may play a crucial role (see, e.g., [30, 49, 82]). As with other use cases,
resource usage and scalability in general need to be addressed by QSE.

Despite initial steps taken on problems of industrial scale, explorations are still
in an early phase with already important collaborations emerging between large
chemical and computing technology corporations [19]. Currently, the effort of
finding appropriate Hamiltonian models by far exceeds the software implementation
effort; knowledge of physical principles and details by far outranks the challenges
of transcribing these into the quantum framework. While the modeling task in the
classical domain is routinely reduced to a well-informed parametrization of canned
DFT software, quantum tools—even given existing frameworks support [71]—
require high manual programming effort.

2.2.3 Conclusions

SE tasks in quantum simulation include algorithm selection, determining the
influence of mathematical/physical details on nonfunctional and functional prop-
erties, and comparing quantum and hybrid architectures to classical approaches
and heuristics. Many revolve, in a broader sense, around the topic of testing.
As the goal of quantum simulation is to exceed the computational capabilities
of classical approaches, this opens up new research challenges. Testing quantum
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simulations comprises ensuring (a) model correctness and (b) correctness of circuits
generated from the model. After establishing a Hamiltonian description of the
system, empirical measurements on the actual physical system can be performed
and compared to the simulation results. The resulting circuit generator is then
trusted, and quantum simulation based on the generators can be used to explore
the properties of novel, previously unexplored materials.

From an SE point of view, recent attempts lift established techniques for end-
to-end testing of classical computations to components with probabilistic behavior
[62, 41, 35, 38]. This includes novel notions of testing oracles based on distance
measures for execution trace distributions and statistical criteria for approximating
error probability by the number of repetitions of test runs. More involved quantum
phenomena like superposition and entanglement of computational states are not yet
properly addressed by these approaches. This, first of all, requires new abstractions
concerning the notion of observations in testing reflecting the destructive nature of
quantum measurements which obstructs established testing practices like interactive
debugging [62].

Further properties of quantum states and circuits are also not suited to established
testing methods: as there are usually no classical control branches in quantum
circuits, structural code coverage criteria are not applicable, which renders well-
established, elementary software testing concepts [92] useless. Likewise, local-
ization of faults is unlike harder for quantum circuits than for classical programs,
given that entangled states can intertwine arbitrary parts of a circuit and mutually
influence each other . Not just the stochastic nature of quantum measurements but
also the impact of imperfection and noise in quantum circuits obstruct the definition
of proper test oracles. Here, we need to distinguish unavoidable variations caused
by quantum measurements from variations due to (classically) probabilistic algo-
rithmic elements from variations induced by noise and imperfection. Distinguishing
between such different probability distributions is no new challenge, but there are
quantum specifics: for instance, the amount of information to be recorded for a
meaningful statement (e.g., by estimating the required number of samples for a
desired precision and bounded error probability via Hoeffding’s inequality [65], or
randomized measurement procedures [31] that estimate quantum properties from
classical observations) requires future research in QSE. Well-principled guidelines
can eliminate the need for individual software engineers to be aware of such
statistical peculiarities.

Other verification approaches for quantum simulation include up-front correct-
ness validation of models (e.g., finding physical invariants that can be probed
with accessible measurements), equipping a model’s software representation (or the
representation of the simulation approach) with a formal semantics honors quantum
aspects (e.g., [58, 14, 21, 32]) that allows us to verify specific properties and
correctness of generated modeling circuits by decomposition techniques (see, e.g.,
[67, 99]).
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Summary Quantum simulation can benefit from established means of SE
to formulate and describe models of physical systems whose properties
can be simulated on quantum computers. Efforts evolve more around a
physical understanding of the employed models rather than programming.
Validation and verification techniques, as well as architectural decomposition
into quantum and classical aspects, will rely on established, yet to be adapted
SE approaches.

2.3 Application Scenario 3: Embedded Quantum Computing

2.3.1 Use Cases and Examples

Embedded software systems are purpose-built for specific tasks. In contrast to
general purpose and high-performance computing systems (Application Scenario
1), embedded systems operate under restricted resources, on specific hardware
platforms, and have to meet distinct quality requirements like real-time constraints
or safety guarantees. Safety measures prevent material damage and harm to
individuals and deeply influence hardware and software co-design of classical
embedded software [57].

2.3.2 Approaches and Challenges

We recently observed a convergence between embedded systems and high-
performance computing [42], for instance, in autonomous driving, avionics, and
control systems. We expect embedded systems to require even more computational
resources in future applications. Hence, quantum computing may also play an
important role in hybrid embedded scenarios by utilizing quantum accelerators
for solving particular computational tasks [105]. To the best of our knowledge, no
approaches have been investigated so far to facilitate quality assurance techniques
and tools for embedded quantum computing. Meeting these requirements in
QPU accelerated hybrid systems is complicated by the dominance of iterative,
probabilistic algorithms; yet, since almost all known quantum algorithms
that operate on perfect error-corrected quantum systems are also inherently
probabilistic [56], the problem will also extend after the NISQ area. Open research
questions include how to improve understanding of termination properties and
convergence toward sufficiently accurate results in iterative algorithms [33, 3],
as well as the role of classical optimization components [114, 96] and result
degradation. But, perhaps counter-intuitively, also possible improvements [53] by
imperfections and noise [4, 100] are important research questions.
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In many application domains, embedded co-design development processes must
achieve (safety) certifications. It is an open question how established approaches can
be adapted to quantum computing including entirely novel qualification approaches
aligned with QPU peculiarities. Therefore, we may expect that system engineering
will play a larger role in hybrid embedded quantum computing than for classical
applications.

Prior work in safety-critical embedded systems deals with probabilistic algo-
rithms and machine learning (e.g., neural networks) in the context of unreliable
hardware. Measures include redundant computation, error correction [93], as well
as more high-level concepts like safety cages [45] and static partitioning [73],
Digital Dependability Identities (DDI) [74], and Dynamic Risk Management
(DRM) [75]. It is not obvious if and how these approaches can be adopted
for quantum computing. It is also crucial to consider how to integrate QPUs
into existing embedded development processes and infrastructures. This includes
interface design (at the physical and protocol level) to ensure proper timing and
co-scheduling of computational tasks offloaded to a quantum component. The
integration of QPUs further impacts the software operating systems level and
middleware layers. Given the strong influence of imperfection of QPUs in the
near and midterm [13], QPU integration will also impact co-design of hardware
and algorithms to ensure computational advantages for a given set of problems.
The established approaches to hardware–software co-design are currently adapted
to interactions between QPUs and classical system components [52, 5], with
efforts ranging from traditional embedded systems design to integration with high-
performance computing [105, 88], all of which also pose software engineering
challenges. The feasibility of co-design decisions strongly depends on the under-
lying physical implementation technology, which influences the quality properties
of any software executed on top.

Since embedded systems are employed in industrial and cost-sensitive domains,
economic considerations are also important in a quantum setting, especially given
that even in the upcoming era of fully error-corrected quantum computers (but even
more so in the NISQ era), different physical implementations of the computational
concepts will offer different characteristics depending on their physical implementa-
tion [104]. A quantum approach with marginal improvement over existing solutions
at the expense of inflating the bill of materials (or other development costs) is neither
intellectually satisfying nor economically desirable. Embedded quantum SE must
consider these issues.

2.3.3 Conclusions

The main challenges to enable hybrid embedded quantum computing include novel
co-design principles and practices to adopt quality assurance techniques (e.g.,
embedded systems testing) and corresponding certification processes to a quantum
setting. This is particularly crucial in safety-critical application domains. In the
near term, we may expect quantum computing to find its way into large-scale
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embedded systems only (e.g., in CT scanners). In contrast, the physical size of
recent quantum computers is the main limiting factor for small-scale, mobile use
cases such as automotive Electronic Compute Units (ECU). These limitations of
first-generation QPU are not quantum inherent, and future quantum technology may
provide quantum accelerators fitting into small, well-integrated embedded systems.

Summary We expect that QPUs, given increasing miniaturization, will be
deployed as accelerators in embedded use cases. This requires applications
(and extensions) of established co-design methods from embedded SE that
also lean substantially toward systems engineering. Quality assurance, cer-
tification requirements, and economic and physical constraints will play
pronounced roles.

3 Promises and Perils of Quantum Software Engineering

3.1 Promises and Opportunities

Application scenario 1 is aligned with classical SE for developing complete software
solutions by making use of quantum cloud services, whereas application scenario
2 crosscuts classical SE and instead seeks support of craftsmanship by individual
experts. Application scenario 3 demands principles and practices similar to sys-
tems engineering for quality-aware integration of heterogeneous software/hardware
components on a computational platform. From these observations, we conclude
that the work with quantum computing is, and will be, similar to the development
process using embedded accelerators, such as GPUs or special-purpose hardware
(see Fig. 2). Similar to hardware–software co-design approaches, we expect that
hardware–software–QC co-design processes will be required to split classical from
quantum software parts [29, 69]. Likewise, a number of proposals have been made
regarding more general questions of software architecture for quantum-classical
hybrid systems, for instance [90, 80, 37].

After the diverse software parts are completed and tested as separate units (taking
into account that quantum aspects bring additional challenges to reproducibility
aspects [60]), an integration test step is required. Ideally, those steps will be
embedded into continuous engineering processes [8], e.g., by making use of
virtual hardware platforms or simulators for faster feedback cycles. We next discuss
challenges of QSE by considering the respective SE phases. While many of these
challenges have already been mentioned in recent surveys on QSE [111], our
attempt is to relate these aspects to the insights gained from all three application
scenarios described above.



QSE: Industrial Challenges 325

Fig. 2 Quantum software development process

Requirements Engineering The requirements engineering phase will not funda-
mentally change as requirements, by definition, deal with the What? and not the
How? in software projects. Hence, system-level requirements for QC do not sub-
stantially differ from classical requirements. However, new types of nonfunctional
requirements specific to quantum software in combination with quantum hardware
might become relevant.

Systems Design/Architecture (Hardware–Software–QC Co-Design) In this
phase, the problem splitting between classical and quantum tasks takes place:
the engineer decides which parts of the overall problem are solved by classical
computations and which ones by quantum solutions. This requires architectural
guidelines and patterns, as well as interface descriptions for interactions between
classical and quantum data.

Programming Languages and Implementation (Q-Circuit) In this phase, algo-
rithms need to be realized for the classical as well as for the quantum parts of
a given problem. For the classical part, programming languages and compilation
is well known. However, for implementing quantum algorithms, we currently rely
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on gate-level languages (even in case of seemingly higher-level quantum program-
ming languages like Q#). While gate-level languages are essentially the quantum
equivalent to classical assembly languages, for more efficient implementation, we
need appropriate high-level quantum programming abstractions. Furthermore, we
need programming guidelines and idioms, as well as design patterns for quantum
programming languages. [107] Design by contract for quantum software.

Compilation and Deployment (Q-Circuit) Today, each quantum hardware comes
with its own hardware specifics, e.g., gates that can be implemented easily or
at all and to which qubits these gates can apply. This requires machine-specific
compilation and transpilation techniques. OpenQASM is only becoming a de facto
standard for hardware-level quantum programming. In order to allow for more
efficient development and execution of quantum programs, we need a common
intermediate language, e.g., OpenQASM, and generic compilation techniques. This
includes instruction set selection and back-end optimization that can be easily
adapted and configured for specific hardware. Here, ideas for classical compiler-
compilers may become useful again to automatically generate hardware-specific
compilers.

This aspect naturally includes devising new methods to (statically) check desir-
able properties and guarantees of quantum programs at compile time; the first steps
in this direction have already been taken [112, 47, 106, 72].

Testing and Verification In the spirit of the V-model and similar development
models, the approaches in this phase complement the approaches of the respective
development phases. Recent techniques for testing and verification of (partly)
probabilistic hybrid software systems may provide a conceptual foundation for
ensuring that the observed output behavior of quantum components conforms to
a given specification [41, 62, 109, 35, 2]. Corresponding black-box techniques are
applicable at the functional unit level as well as the system integration level of the
hybrid system, by abstracting from any internal details of quantum components
(application scenarios 1 and 3). In contrast, in the case of a white-box setting
(application scenario 2), it is not obvious how to adopt established techniques
for software testing (e.g., interactive debugging [62]) and verification of quantum
computations. The first step in this direction may be to find sound abstractions that
properly reflect quantum-specific phenomena like superposition and entanglement
of computational states and the destructive nature of quantum measurements. As
always, testing and verification aim at improving software quality and minimizing
the number of bugs; the first steps in the direction of understanding the quantum-
specific aspects of these goals have been taken [113].

3.2 Perils

Quantum computing will benefit from established software engineering techniques.
The synthesis of both fields will likely put a few new topics on the joint research
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agenda. However, there is also good reason to predict that quantum software
engineering will (a) likely not radically change most established means of software
engineering and (b) not benefit from inapt, straightforward adaptations of existing
insights. In particular, we argue that this concerns the use of modeling languages
and adaptations of development processes.

Albeit special-purpose quantum languages are available, most development
activities in the NISQ either comprise using quantum functionalities on the API
level or constructing gate sequences that are applied on qubits. Dispatching
and orchestration aspects are embedded into a classical host scripting language,
typically Python [71, 91]. The translation between different APIs is currently near-
trivial [83]. Special-purpose quantum programming languages (or extensions to
classical languages) promise to lift the specification or verification of quantum
algorithms to more appropriate levels of abstraction that require less manual
handling of details. We are not aware of an argument as to why abstraction levels
that transcend algorithmic implementation details, and thus avoid quantum specifics,
would necessarily need to be crafted differently than in the classical case. Of course,
it is possible to use mechanisms like UML that were intended to model software
designs for describing low-level details of qubits, quantum registers, and gates. Yet
it would also be possible to model classical bits, registers and electronic gates using
UML in the same way; since we are not aware of any beneficial application of such a
technique to the best of our knowledge, this underlines the importance of not mixing
modeling techniques targeted at high levels of abstraction with low-level details.
While the design of algorithms for quantum systems is entirely different from
classical algorithms (and systematic methods range among the most challenging
unsolved problems in the field), implementation details in general almost never
concern modeling at a higher level [10], and should therefore continue not to do
so in quantum software development.

Again to the best of our knowledge, using entirely nonstandard development
processes in specific domains is not commonly reported in the literature. Likewise,
we are unaware of specially crafted software development processes—unlike
architectures—that are beneficial when components like GPU accelerators or target
domains like cloud deployments are considered. As we have argued in the use
case discussion above, GPUs can be seen as computational accelerators (in local
appliances) or cloud resources (in distributed systems), which by analogy suggests
that any such specially crafted processes will not lead to pronounced advantages.
Additionally, software engineering research often finds little to no difference [59]
when the implications of various forms of (social) process interactions between
developers are studied for software in different domains. This insight further
strengthens the hypothesis that quantum software development can be based on
existing processes, and inherit the advantages and disadvantages of each approach.

Consequently, we find it unlikely that quantum software engineering in any
of the scenarios described in this chapter will require entirely new development
processes, or nontrivial modifications of existing approaches. Since no substantial
body of quantum software exists yet, mining quantitative empirical evidence toward
one side or another will likely not be conclusive at this stage. While it cannot be
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ruled out that, for instance, UML will be an appropriate tool to design algorithms
at gate and qubit level, or that entirely new development processes will need to
be devised to implement quantum software, we call for caution before making
overly ambitious statements without conclusive evidence, which could either be
derived from sound ab initio considerations or empirically observed from mounting
industrial and academic experience with creating concrete quantum software.

4 Summary and Outlook

Quantum computing is still in a very early stage with major challenges ahead.
Many of these challenges have to be addressed by advancing quantum computing
at the hardware level. Nevertheless, quantum computing will not only be pushed by
innovations in physics, leading to advancements in quantum hardware, but progress
can also be expected by a pull effect caused by innovative future applications.
Or, according to the aforementioned quote by Deshpande [28], realizing practical
applications is indeed in the domain of SE.

Nevertheless, quantum software development will not cause a revolution in SE,
neither today nor in the foreseeable future. The overall aim of many SE principles
(e.g., separation of concerns, encapsulation, and information hiding, just to name
a few) is exactly to be agnostic to diverse (existing and future) computational
platforms. Hence, we should be more interested in those characteristics of quantum
computations which have been exotic corner cases in SE until now but will soon
become omnipresent in quantum software development.

Moreover, quantum software development today mostly happens at source code
level and reaching downwards to assembly level. Quantum programming today
mostly means to custom-tailor a quantum solution to a very specific instruction
set of a specifically developed special-purpose quantum computer. The tendency in
mainstream SE today is, however, to abstract exactly from those low-level details
and instead focus on requirements and design issues. Hence, recently outdated,
former core disciplines of mainstream SE research like compiler construction and
instruction set architecture design will become highly relevant again.
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