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Abstract— Medium frequency R-Mode is a maritime
terrestrial navigation system which supports the mariner with
alternative positioning and timing in the event of Global
Navigation Satellite Systems (GNSS) unavailability or
performance reduction. The paper presents a proposal to
increase the security of the R-Mode service by introducing a
cryptographic sighature and validation scheme for the R-Mode
navigation messages.
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l. INTRODUCTION

Ranging mode, known as R-Mode, is an alternative
maritime navigation system which utilizes existing maritime
radio infrastructure for the transmission of synchronized
ranging signals [1] [2]. Possible infrastructures are maritime
radio beacons [3] [4] [5], automatic identification system
(AIS) base stations [6] [7] and very high frequency data
exchange system (VDES) base stations [8] [9]. R-Mode is
designed as a maritime backup system for Global Navigation
Satellite Systems (GNSS), which are today the backbone of
maritime navigation at sea, in coastal areas and in ports. Man-
made GNSS interferences through jamming and spoofing are
a serious threat for shipping and, indirectly, for the
environment and economy of countries such as Germany
which depend on smoothly functioning sea trade.
Furthermore, it affects the operation of navy, federal police
and search and rescue (SAR) vessels.

This paper focuses on the maritime radio-beacon
component of the R-Mode system which operates at medium
frequencies (MF) at around 300 kHz. MF R-Mode is a system
component under development. The time signature of the R-
Mode ranging signal is well defined [10] and implemented in
three testbeds in Canada, Republic of Korea and the Baltic
Sea. Ongoing validation measurements show that MF R-
Mode has the potential to support coastal navigation with 95%
positioning accuracy of about 20 m in the daytime and 60 m
at nighttime [11].

Besides the time signature, the R-Mode signal also carries
navigation information to the user which is minimum-shift
keying (MSK) modulated [12]. It is proposed that the data are
broadcast with 100 bps in Europe and encoded with the
RTCM 10402.3 [13] and ITU M.823 [14] standards. For
compatibility with the legacy radio-beacon service, a GNSS
support with code differential GNSS (DGNSS) corrections,
both (DGNSS corrections and R-Mode) have to share the
available bandwidth which limits the available data rate for
the R-Mode navigation information to about 50 bps.
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The aforementioned man-made interferences (jamming
and spoofing) can be observed these days to GNSS in the
Baltic Sea area (Fig. 1). Because R-Mode is also a radio
navigation system, spoofing has to be properly addressed in
R-Mode as well. More precisely, any R-Mode user must be
able to verify that relevant R-Mode messages are not modified
and are from the original authorized sender. Both can be
addressed with cryptographic methods to ensure the security
of the R-Mode system on R-Mode navigation message level.

A straightforward approach would be to add a
cryptographic signature to each MF R-Mode message using a
public-private-key-based authentication mechanism.
However, this approach is not feasible for a variety of reasons,
including computationally expensive asymmetric
cryptographic algorithms, complex key management and
particularly large message sizes. Instead, we propose to use an
adaptation of the TESLA broadcast authentication protocol
[15], which has been shown to be a feasible authentication
scheme for broadcast communications in other modes of
transport, namely aviation [16]. The basic idea of TESLA is
to use a key to cryptographically sign a series of messages,
which is then published after a certain time interval. This key
is derived from a cryptographically linked key chain and only
known to the sender before publishing. The sender calculates
a Hash-based Message Authentication Code (HMAC) for
every message using symmetric functions applying the key of
the current interval, and adds that HMAC (but not the current
key) to each message. With a certain defined delay, the user
receives the required key and can then verify the integrity of
the previously received message using its attached HMAC.
Hence, combining fast symmetric cryptographic measures,

T~ L "'/

i | f
[

Sl 2

= 7 9 < >

: | >
&':’ Wl | ‘/wﬁer‘,
© Mapbox © OpenStreetMap Improve this map @
L e~ L —

Figure 1: Reduced Global Positioning System (GPS) performance in the
Gulf of Finland area for August 20" 2024 as reported by airplanes. 31
airplanes were affected by spoofing identified by the algorithms of SKAI
Data Services and the Zurich University of Applied Sciences [20].



short HMACs and properly derived key chains with a delay in
the publication of the key creates a signature-like scheme.

The paper elaborates on the details of the approach, some
of the essential parameters such as suitable key sizes, delay
between key publication and other aspects, which will ensure
the general feasibility of the approach as well as the
applicability to existing components including backward
compatibility.

Il. MFR-MoDE

The MF R-Mode system utilizes the radio-beacon DGNSS
stations which are typically distributed along the coastline of
areas with high traffic density. The distances between the sites
are usually such that the coastline in these areas is often
covered twice or more. Especially water areas partially
enclosed by land or with islands or larger bays with
dimensions of a few 100 km or less are usually well suited for
MF R-Mode, because ships can receive the signals of three or
more radio beacons. So instead of the discontinuation of the
radio-beacon DGNSS service as decided by some countries
(e.g. USA, United Kingdom, Australia and Japan), their co-
usage for MF R-Mode provides a valuable Alternative
Positioning Navigation and Time (APNT) service to the
maritime users.

R-Mode is a time of arrival (TOA)-based positioning and
timing system. Each transmitting station is synchronized to the
R-Mode System Time (RMST) and the RMST itself is
traceable to UTC. All R-Mode signals are transmitted with
respect to RMST. Any signal delays will be measured and
reported as error with respect to the RMST. A multilateration
algorithm is used to determine the position and time when at
least three R-Mode signals from different directions can be
received. This can be any combination from MF and VDES
R-Mode signals. The MF R-Mode ranging and positioning
accuracy depends particularly on the geometry of the
transmitting stations, the distance between the receiver and
transmitting stations, the electrical parameters of the Earth’s
surface along the propagation path, the radio noise in the
maritime MF frequency band and the occurrence of multipath
of the space wave at night.

The transmitted MF R-Mode signal extends the
transmitted minimum-shift keying (MSK) modulated signal
of the maritime radio beacons. Two aiding carriers at 225 Hz
below and above the carrier frequency of the radio beacon are
added to their continuous transmission. The R-Mode signal
components are aligned to the RMST by the signal definition
of ascending zero crossing of both aiding carriers and MSK
bit transition at the beginning of each second. Any deviation
from the specification will be provided by the R-Mode
navigation message. At the receiver side, the phase of the
aiding carriers will be used to perform pseudo range
estimation [3].

R-Mode extends on RTCM 10402.3, a standard to provide
differential correction data for GNSS receivers via radio
beacons which is commonly referred to as RTCM v.2.3 [13].
It adds an additional message type to the existing ones. In
order to not interfere with the existing GNSS supplementary
service, the R-Mode message was designed as follows.

RTCM 10402.3 is based on a set of fixed-length 30-bit
"words" which are combined into longer messages known as
"frames". All words end with a 6-bit "parity" code using the
same algorithm as the original GPS signals, based on

Hamming codes. This leaves 24 bits available for data per
word. The format was deliberately modelled on that of the
GPS messages, in order to maintain familiarity. Data within
the 24-bit payload are extracted into individual data and then
encoded for local transmission as strings of 6-bits of data with
a leading 1 start bit and trailing O stop bit to form a single 8-
bit value suitable for use on ASClI-based serial links and
similar. The parity bits allow for some level of forward error
detection and correction in case of single bit errors.

All of the RTCM 10402.3 frames start with a standard
two-word header. The first 24+6-bit word starts with a magic
number, a fixed 8 bit "preamble”. The next 6 bits encode the
message type, 0to 63. This is followed by a 10-bit transmitting
station ID. The second RTCM header word begins with a 13-
bit version of the modified z-count, which is the unit of time
in GPS, followed by a 3-bit frame sequence number, a 5-bit
length that counts the total number of 24+6-bit words in the
frame following the header (0..31), and a 3-bit "station health"
code. As each RTCM 10402.3 frame can consist of up to 33
words including 2 header words, the maximum length of one
frame is 33x 24+6 bits = 990 bits.

For the purpose of R-Mode, a dynamic RTCM 10402.3
message with the ID 55 was defined [12]. For compatibility
reasons, the proposed R-Mode navigation message uses the
same two RTCM header words and parity bits, the shortest
RTCM message available. The R-Mode transmitting station
then adds another 24+6-bit header with all the important R-
Mode status information that has to be provided most
frequently, i.e. with an update rate of approximately once per
5 seconds. This encodes submessage 0, which provides only
status information and timing of the transmission.

Submessage | 0= no additional information

1D 1 =RMST week, signal delays and offset (3 words)

2 = Static navigation data (3 words)

3=RMST to UTC conversion (5 words)

4 = Free running clock offset (2 words)

5 = Differential R-Mode corrections (2 words)

6 = Static navigation data for Differential R-Mode station (3
words)

7 = not used

Figure 2: R-Mode submessage types as defined in the R-Mode navigation
message proposal [12]

All other information supporting a navigation method
alternative to DGNSS is encoded in six predefined R-Mode
submessages (1 to 6 in Fig. 2), which extend the R-Mode
message by two to five words, each with a length of 30 bits,
using the same encoding scheme and which will be
transmitted with the target rates as indicated in Table 1.

The update rates were defined based on the following
assumption: The R-Mode message has to be integrated into
the DGNSS data stream. Due to the length of certain (non-R-
Mode) DGNSS messages, the next possible transmission of an
R-Mode navigation message has to wait for up to a few
seconds. To make sure that the R-Mode receiver obtains at
least one R-Mode status information within 10 s, the
transmission of R-Mode status is desirable each 5 s. In the case
of a cold start, the receiver should obtain all the information
necessary to perform R-Mode-based positioning within one
minute. Interoperability with other navigation systems should
be possible after five minutes. To not interrupt the DGNSS
correction stream for too long, the maximum length of
message 55 was therefore restricted to a total length of 240
bits, including all RTCM 10402.3 and R-Mode headers (8
words). This implies a transmission time of up to 2.4 s for 100



bit/s radio-beacon transmission bit rate or, in other words, the
DGNSS correction data stream will be interrupted for up to
2.4 s for each R-Mode message.

TABLE 1: R-MODE SUBMESSAGE TARGET RATES AND MESSAGE
SIZES AS DEFINED IN THE R-MODE MESSAGE PROPOSAL [12]

R-Mode Submessage Approx. Rate | Gross- | DGNSS
Size Interr.
0 — status 1 per 5 sec 90 bit 09s
1 - clock correction 1 per 1 min 180 bit 18s
2 — static nav data 1 per 1 min 180 bit 18s
3 —time relation 1 per 5 min 240 bit 24s
4 — clock offset 1 per 1 min 150 bit 15s
5 — differential correction (opt.) | 1 per1min 150 bit 15s
6 — diff. static nav data (opt.) 1 per 5 min 180 bit 18s

This proposed extension of radio-beacon transmission was
sent to the International Association of Marine Aids to
Navigation and Lighthouse Authorities (IALA) for MF R-
Mode standardization [12].

I1l. POTENTIAL ATTACKS TO R-MODE

Without additional protection, R-Mode is prone to a
similar range of attack vectors as GNSS. For instance,
relatively simple yet effective jamming attacks trying to
achieve R-Mode denial of service are unlikely to remain
undetected, as any strong source of noise can be relatively
easily detected by continuous monitoring of the signal-to-
noise ratio of one or several signal components even at the
receiver side. In addition, the far-field monitor as part of the
R-Mode infrastructure checks the quality of transmitted R-
Mode signals and can flag abnormal signals identified. Even
the source of such interferences is not hard to identify, as any
transmitting antennas in the MF frequency range are typically
several tens of meters in size and the transmitting power is in
the order of 100 W.

An attack on one or both aiding carriers of the R-Mode
signal can take place with signals which contain components
of one frequency or both frequencies. The superposition of the
original R-Mode signal with the interference signal for the
same frequency will generate a sum signal with the same
frequency, but different phase and amplitude. A varying
amplitude is expected depending on whether the vessel is
moving or the source of interference is moving. Accurate
tracking of the phase and signal amplitude as well as
comparison of the amplitudes of all three R-Mode signal
components can be used to detect the interference.

Whereas jamming attacks resulting in a service non-
availability are at least relatively easy to detect, all other
attacks — in particular spoofing of the R-Mode navigation
message — make it very obvious that the use of non-
authenticated data is very prone to man-made interferences
and justify the use of a feasible authentication scheme. The
potential impact of compromised data on the receiver signal
processing, pseudo ranges and position estimation can be
manifold and can lead to e.g. a vessel colliding with a sand
bank. The authentication of data is the gold standard for
detecting such attacks before they result in anything critical.

IV. TESLA BROADCAST AUTHENTICATION SCHEME

The TESLA (Timed Efficient Stream Loss-tolerant
Authentication) Broadcast Authentication Protocol [15] was

introduced in 2002 by Perrig at al. as an efficient protocol with
low communication and computation overhead, which scales
to large numbers of receivers, and tolerates packet loss.
TESLA is based on loose time synchronization between the
sender and the receivers, using purely symmetric
cryptographic functions, but achieving asymmetric properties.
The main idea of TESLA is the delayed disclosure of a key k
known only to itself that is used to calculate a key-dependent
message authentication code (MAC) from a hash of the data
to authenticate, which the sender e.g. attaches to the packet.
The receiver buffers the received packet without being able to
authenticate it right away. A short while later, the sender
discloses k which only then enables the receiver to
authenticate the packet. Consequently, a single MAC per
packet suffices to provide broadcast authentication, given that
the receiver has (roughly) synchronized its clock with the
sender ahead of time.

The keys ki to be used in each interval i of uniform duration
T are taken from a one-way chain of length | generated at the
sender with a suitable one-way hash function F by applying |
times the function F from a random start value ki, using the
output of F as input for the next round down to ko. The keys
from the chain are used in reverse order of generation. The
sequence of k; is kept secret at the sender’s side up until
publication after usage in one of the previous intervals in
reverse order as keys to calculate a key-dependent MAC of
the hash of the packet. A nice feature of this approach is that
from each newly disclosed ki any receiver can trace back to
any previously disclosed kix down to ko. This enables
verification of whether the packet has been received from the
same sender not only for the previous interval (x=1), but also
(e.g. in case of packet loss during transmission) for any
interval since the start of the chain (i=0).

The sender uses a defined disclosure time for the one-way
chain values, usually expressed as a factor d of the interval T
with d being called the disclosure delay. The sender publishes
the value after the disclosure time, e.g. along with any of the
packets. Each receiver that receives a packet containing a
newly disclosed key can check whether this key is authentic
by re-calculating up to | times F from the received newly
disclosed key. If it matches any of the previously disclosed
keys, it can be considered as having been issued by the same
source as the previous one, i.e. it belongs to the same chain
owner (which might or might not be the assumed identity at
this stage). Note that Perrig et al. [15] also introduced a second
key-derivation function F’, which is used to derive a key ki’
from each chain element k; following a best practice of not
“using the same key multiple times in different cryptographic
operations [as this] is ill-advised - it may lead to
cryptographic weaknesses”. As a result, not the keys k; of the
chain itself are used to calculate the MAC at both sides (sender
and receiver), but the derived keys ki’ applying the same
public functions F and F’.

Any receiver can check whether each packet received
during interval i was “signed” with the key ki, which is only
disclosed in the next (d=1) or any later (d>1) interval. Only if
this is the case, can the packet be considered as having been
sent by the same chain owner who published the key. Note
that the receiver can immediately use the content of any packet
(as long as it is not encrypted in addition) after reception, but
should consider the risk of an ongoing spoofing attack until
the MAC can be validated in a later interval. In particular, the
receiver has to validate the chain owner as being authentic, i.e.



the authorized identity, in addition. This can be done with an
additional asymmetric signature of any chain element in any
arbitrary way. How any necessary certificates of such an
asymmetric scheme are distributed (e.g. using a PKI) is
outside the scope of the TESLA protocol. Only after this
secondary verification step can the receiver be sure that not
only the MAC-signed packets were signed by the same, but
also the valid chain owner, eventually rendering the packet to
be authentic. Thus, to perform the TESLA authentication
scheme, the received messages have to be stored for delayed
validation, which also requires sufficient storage capacity at
the receiver side. Note that the scheme is tolerant of the loss
of single messages as from any next correctly received
message, e.g. containing a key of the chain, the full chain
down to ko can be reconstructed by the receiver. And with any
next receival of the asymmetric signature of ko, the chain
owner can be authenticated again.

The German Federal Office of Information Security (BSI)
provides an assessment of the security of state-of-the-art
cryptographic mechanisms in the light of a long-term
orientation for their use [17]. This include requirements for all
cryptographic primitives and key sizes used in TESLA. It is
strongly advisable to follow these recommendations as they
are based on the latest identified security weaknesses of the
art. The current minimum security level to be achieved by any
cryptographic mechanism shall be at least 120 bits, meaning
that there are costs associated with each possible attack against
the mechanism that breaks the mechanism’s security objective
with a high probability of success equivalent to 2" calculations
of the encryption function of an efficient block cipher. This
renders into a minimum key size of at least 120 bits for an
ideal symmetric MAC algorithm, as well as a minimum key
size of at least 240 bits for calculating the signature in an
asymmetric scheme such as Elliptic Curve Digital Signature
Algorithm (ECDSA). The latter would result in a signature
length of two times the key length, i.e. 480 bits. Other security
parameters beside the key lengths in the TESLA scheme
include the length of the digest output of the MAC algorithm
(so-called MAC tag length). According to the BSI [17],
“ldeally, a MAC should in practice be indistinguishable for an
attacker from a random function with a corresponding digest
length. As long as this criterion is met, the attacker is left with
the option of generating fake messages by guessing, with a
per-attempt probability of success of 27" when n is the tag
length. In many applications, n=96 can be considered
acceptable in such a situation.” However, as the MAC tag is
calculated on a hash of a message of arbitrary length (in turn
then called HMAC), the hash function itself should be
cryptographically strong, such as SHA-256, efficiently and
securely calculating a 256-bit “fingerprint” of any input of
arbitrary length with very low collision probability.

V. TESLA AUTHENTICATION FOR R-MODE

Following the recommendations of the BSI, we propose to
use SHA-256 as an efficient yet secure state of the art hash
function to generate a key chain at the sender out of an
arbitrary random key ki. SHA-256 works on input block sizes
of 512 bits. Any input shorter than 512 bits is padded
internally until it reaches a multiple of 512 bits. As for the
elements of the key chain, we propose to go with a key size of
128 bits to maintain the minimum security of 120 bits or more
as advised by the BSI. That means for every 0 < i < |, the
sender calculates ki = F(ki+1) using F(X) = TRUNC125(SHA-
256(x)). Here, TRUNC,(z) denotes the last y bits of the input

z. Each resulting ki with a length of 128 bits shall be assigned
to the time interval with the respective index i to be used for
calculating the HMAC before publishing in one of the later
intervals using the format illustrated in Fig. 3. Time-
synchronization required by TESLA is already part of the
underlying R-Mode core approach.

RTCM v2.3 Word 4 = TESLA Header

12 3 4 5 6 8 9 10 11 12 13 14 15 16 17 18 19 20 21 2

2324 2% 26 21 B BN

Type L-Index Spare Parity

00

RTCM v2.3 Word 5..9 = TESLA Key, g

12 3 4 5 6 T & 9 10 1112 13 M 15 16 17 1B 19 20 21 2

23024 2% 26 21 B BN

LG Parity

12 34 5 6 7T 8 9 10 1112 13 4 1516 17 1B 19 20 21 2 23 M 25 %6 A BB N
Keyssra Parity

102 3 4 5 6 7T & 9 10 1112 13 14 1516 17 18 19 20 21 22 23 24 25 26 7 28 2 3N
Kevries Parity

102 3 4 5 6 T 8 9 10 1112 13 14 1516 17 18 19 20 21 22 23 24 25 %6 A 28 2 AN
Kevarae Parity

12 3 4 5 6 7 & 9 10 112 13 M 1516 17 18 19 20 21 2 23 M4 2% %6 A 282X N
Keyzss Parity

Figure 3: R-Mode TESLA key publication message format

To enable any R-Mode user to distinguish authentic, non-
modified messages (navigation and/or authentication) from
intentionally or unintentionally modified messages, including
those from misbehaving senders, we propose to adopt the
TESLA scheme as already proposed by Lazaro et al. [18] for
VDES R-Mode. However, we do deviate from Léazaro et al.
[18] in several aspects to further strengthen the approach from
the security perspective while addressing the lower available
data rate of MF R-Mode at the same time. Therefore, instead
of adding an individual 15-20-bit MAC tag to each single R-
Mode message as proposed by Lazaro et al. [18], we follow
the recommendations of the BSI, as described above, by
calculating an HMAC of one or more R-Mode messages with
a tag length of 96 bits, which shall be transmitted as an
individual TESLA message after the R-Mode message(s). For
this purpose, we propose to use a spare submessage type 7 of
the R-Mode header (see Fig. 2) to introduce a new R-Mode
TESLA message following the general RTCM 10402.3
message format. This TESLA message starts with a header
indicating one out of four different TESLA message types,
here “01” being the signature message (see Fig. 4).

To account for the flexibility of indicating which of the last
R-Mode navigation message(s) shall be protected with the
current signature and are thus included in the calculation of
the MAC tag, a respective bit field (“inclusion”) is provided.
Note that each TESLA message is preceded by the R-Mode
header and, thus, the latest R-Mode status information
(submessage type 0 if sent individually) is always included,
updating any status provided with any other R-Mode
navigation message of subtypes 0..7 provided before. Thus,
the latest status as represented in the R-Mode header of the
actual signature message is always included and the inclusion
field consists of 7 bits to be used to mark the last instance of
any other R-Mode submessage 1..7 to be included or not.



RTCM v2.3 Word 4 = TESLA Header

102 3 4 5 B 7 8 9 0 1112 13 14 15 16 17 18 19 20 21 2 23 24 25 26 27 28 2 30

Type L-Index Inclusion Ht| Spare Parity

0000011

RTCM v2.3 Word 5..8 = TESLA Signaturegg

102 3 4 5 6 7T 8 9 10 112 13 M 15 16 17 18 19 20 21 2 23 24 26 2% 27 2 29 30

‘ HMACss.72 ‘ Parity ‘

12 3 4 5 6 7T 8 8 10 1112 131 1516 17 1819 20 21 2 23 24 26 2% 21 20 2 30

‘ HMAC:1.is ‘ Parity ‘

1 2 3 4 5 6 7T B 9 W 112 13 14 15 16 17 18 19 20 21 2 23 M 26 26 271 B 23 N
HMAC 7.4 Parity

1 2 3 4 5 6 7T B 9 W 112 13 14 15 16 17 18 19 20 21 2 23 M 26 26 21 B 23 N
HMAC3.5 Parity

Figure 4: R-Mode TESLA signature HMAC message format

Following the good practice of not using the same key
multiple times in two independent cryptographic operations as
already foreseen in the original TESLA proposal [15], we do
not directly use the output of the hash function F to calculate
the MAC tag, but a key k’; derived from ki on both sides
(sender and receiver) using F’(ki) = ki = SHA-256(ki). The
HMAC itself is the last 96 bits of the operation

HMACg = TRUNCgs( SHA-256 (
k’i || for all s=0..7: submsg(s) * inclusion(s) ))

The sender (respectively their authority) can define which
R-Mode messages shall be signed individually or collectively
and how often the signatures shall be distributed. Future
versions of the proposed protocol may use a different key
derivation function for F’(k;) (and maybe even F(k;)) such as
HKDF [19]; however, as there appears to be no security
advantage for the time being, we build upon the wide support
of SHA-256 on any platform.

From a security perspective, it would be ideal to send a
signature after every single R-Mode navigation message,
minimizing the need to correctly receive more than one
message to perform an HMAC validation. However, this also
consumes the highest share of the available data rate. To the
other extreme, the sender could generate HMAC tags of the
latest instance of all different R-Mode navigation message
types or even skip some instances before transmitting a new
HMAC tag. In particular the latter would significantly weaken
the security of the authentication approach, but minimizes the
share of the data rate required by the protocol.

The signature message format accounts for additional
header information, such as whether the net data (24 bits) or
the gross data (30 bits) of all RTCM words of the protected
messages are taken as input for the HMAC calculation. The
net version would also allow authenticity verification of re-
constructed messages after some kind of forward error
correction applied to a limited amount of bit errors using the
parity bits of the original RTCM stream, whereas the gross
version is a little less complex in handling.

To finally verify that the owner of the chain is authentic,
we propose to use the R-Mode TESLA message to publish an
ECDSA signature of ko of the current chain using a private
ECDSA key of 256 bits once in a while. ko can be derived by
the receiver from any correctly received ki. How
private/public ECDSA keys are generated, distributed and

updated (usually involving some Public Key Infrastructure) is
outside the scope of this paper and does not affect the TESLA
scheme. Every ECDSA signature is twice as long as the key
used, i.e. 512 bits following our proposal, and consists of two
parts called r-value and s-value. We propose to send both parts
with individual R-Mode TESLA messages according to Fig.
5.

RTCMv2.3 Word 4 = TESLA Header

12 3 4 5 6 7T B 9 10 1112 13 14 15 16 17 18 19 20 21 22 23 24 25 % A % 28 30

-5i0Nss 240

Type Spare Parity
0

RTCM v2.3 Word 5..14 = TESLA ChainSign
(256bit ECDSA r-value of signature of L,-key)

1 2 3 4 5 6 7 B % 10 1112 13 W 1516 17 1819 20 2122 23 M 35 2% ¥ 2B 28 30

r-SigNzsszze Parity

1 2 3 4 5 6 7T B 9 W 112 13U 151617 1819 2022 23 M 5B A BB/

r-Signzs.s ‘ Parity ‘

Figure 5: R-Mode TESLA ECDSA signature r-value with type 10" (I-
value analogue with type "11", not shown)

R-Mode TESLA messages containing an ECDSA
signature are sized as 2x 14 words and thus much longer than
any of the other R-Mode TESLA messages. However, they
need to be known to the receiver only once to validate an entire
key chain. Thus, the main driver of the required repetition rate
is an acceptable time to a first full authentication after starting
a receiver, receiving a new radio beacon for the first time or
starting a new key chain.

VI. POSSIBLE ATTACKS TO TESLA-PROTECTED R-MODE

A deliberate choice of adequate cryptographic primitives
and key sizes have been chosen to withstand cyber-attacks of
the art. For the generation and use of the key chain central to
TESLA, this includes, in particular, a sufficiently strong hash
function (SHA-256), key sizes greater than or equal to the
current recommended minimum security level of 120 bits, and
a MAC tag length of > 96 bits. A sufficiently strong
asymmetric mechanism for chain-ownership validation has
been proposed. However, any cryptographic approach is as
strong as the primitives behind it. Also, the choice of
transmission rates of the different R-Mode TESLA messages
as well as the referred R-Mode navigation messages
contribute to the level of achievable security.

One possible attack on a TESLA-protected R-Mode could
aim at entrapping the receiver to accept a key from an attacker
as being part of the key-chain of a valid transmitter, published
during the interval i+d, e.g. using a fake transmitter with
dominant power mimicking most of the data of the original
transmitter. Any receiver can trace back whether the newly
arrived (false) key can be used to calculate any of the previous
chain elements down to ko. If that is not the case, the newly
arrived key must not be accepted, the attack is detected and
any data received from the associated transmitter since
interval i must be deemed invalid. The only way to evade
detection would be if the attacker finds a colliding input for
the underlying hash function used during key chain
generation, which is extremely unlikely due to the design of
SHA-256.
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Figure 6: RTCM stream outline containing R-Mode navigation and TESLA messages

Another possible attack could be in finding a MAC which
satisfies F’=H(K’i[|[M’)) given a “plausible” M’ which is
content-wise similar to an original M; to be transmitted in
interval i, even without the need to know k’;. Again, this is
very unlikely to be possible, given the construction of F’. For
non-plausible M’; it is very likely that the attack can be easily
detected (e.g. big “jumps” in the position calculation).

Replay attacks, i.e. re-transmitting stored received original
TESLA messages, are non-harmful, given that each message
already contains a timestamp of the message as part of the
RTCM 10402.3 header. Of course, any receiver of RTCM
messages has to check whether any received message is
related to the current time, including any TESLA message —
and if not, discard the message. A little trickier is what could
be called a re-located re-usage attack. Here, a malicious user
could receive and store a valid key from an original transmitter
after key release, and use that key in a different geographical
area, i.e. outside the reception area of the original user, to
mimic authentic messages originating from the original user
in that other area, but with malicious content. The risk of
immediate detection at the receiver without further measures
is limited in regions without centralized communication. This
urges the need to provide (and co-sign) not only ko by the
chain owner, but also the point in time of starting the chain
and the duration of the interval, so that any receiver can
calculate whether a key received at a certain time is really due
in the current interval. This is again considered to be a
mechanism aligned to the private/public ECDSA key
distribution and thus out of scope for this paper.

VIl. OPERATIONAL ASPECTS

One important boundary condition for MF R-Mode is that
the existing legacy service, to provide code differential GNSS
correction and integrity information, should continue to be
available without restrictions. It is expected that R-Mode can
use up to 50% of the available data channel. This value can be
different depending on the data rate of the radio beacon
(100 bps or 200 bps), the number of supported GNSS
constellations and the used message types. If the R-Mode
navigation message is implemented as given in Table 1, it will
cause a utilization of around 30% of a 100 bps data channel,
which is typical for a radio beacon in Europe.

One possible schedule for R-Mode with TESLA extension
could be the following. It assumes a DGNSS data channel
utilization of 60%. A minute of RTCM 10402.3 message
stream containing R-Mode navigation and R-Mode TESLA
messages may look similar to Fig. 6 if, for example, HMACs
are sent roughly every 15s, keys published roughly every
minute and ECDSA signatures repeated roughly every 4
minutes. Note that there is no need for submessage 0 R-Mode
messages, as they are subsumed by all R-Mode navigation and
TESLA messages.

This scheme consumes a further 23% of the available
bandwidth for the TESLA extension. However, as all TESLA

messages include the R-Mode header, there is significantly
less need for additional submessage 0. The example in Fig. 6
illustrates that 10 out of 12 submessage 0 can already be
omitted without losing any update, resulting in a combined
data rate share of 38% for TESLA-protected R-Mode, i.e. well
below the 50% threshold.

Backward compatibility to R-Mode as well as RTCM
10402.3 is fully given; however, as every HMAC is also a
checksum of the data hashed, parity bits could be traded for a
more efficient encoding of HMAC, keys and signatures, but
losing backward compatibility.

VII1.CONCLUSION

In this paper, we used a spare submessage type in the MF
R-Mode specification to introduce a new R-Mode TESLA
message to sign one or more previous R-Mode message(s)
with an HMAC and a key derived from a not-yet published
element of a TESLA key chain (step 1), to publish the element
of the chain used to calculate the HMACs in the previous
interval (step 2) and to validate the chain owner with an
asymmetric signature (step 3).

All BSI criteria on secure algorithm selection, key sizes
and MAC tag sizes are met. Single R-Mode messages may be
lost without affecting the ranging or authentication of future
successful transmissions.

The approach is currently at a conceptual level; reference
implementation and tests are yet to come. A future extension
of the approach is to authenticate not only R-Mode navigation
messages, but any kind of RTCM 10402.3 messages, in
particular also DGNSS correction messages.
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