
Focus on HILF Events

• Use method for probabilistic modeling of high-impact, low-
frequency events proposed by PNNL [2]

• Stratified random sampling of events triggered by natural 
hazards and malicious attacks (Monte Carlo method)

Hazard and Threat Modeling

• Use realistic parametric models for various hazards and 
threats

• Draw parameter values from probability distributions based 
on historic data (earthquakes, hurricanes)

• Each component characterized by
hazard-specific fragility curve [2]
“Capacity to withstand stressor”

Demo Application

• IEEE RTS-GMLC grid model, implemented in PowerFactory® [6]

Risk Analysis

• Compute ENS using contingency-constrained DC-OPF

• Compute EENS by aggregating ENS per initiating event

• Consider component restoration times to describe the 
complete recovery of the system (resilience assessment)

• Ranking of scenarios and initiating events by their contribution 
to the global risk

• Ranking of
assets/asset
classes possible
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Monte-Carlo-based all-hazard risk assessment process
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System Performance Metrics
• Energy Not Served (ENS) (single scenario) [GWh/y] [4]
• Expected Energy Not Served (EENS) [GWh/y] [1]
• Loss of Load Expectation (LOLE) [h/y] [1]
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Outlook

• Results can be used to inform a risk treatment phase

• Application to DESYS grid model of NW Germany
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→ Latin Hypercube Sampling (LHS)

Motivation

• Critical infrastructure is vulnerable to various hazards and 

threats that can result in the failure of one or multiple 

components, endangering the stable operation of the system.

• According to EU Regulation [1], the competent authority of each 

Member State should submit a risk-preparedness plan including 

national, regional, and bilateral measures to prevent, prepare 

for and mitigate electricity crises.

• There is a need for an all-hazard, integrated assessment of risk 

and resilience to assess the impact of natural hazards and man-

made threats on electric power systems.
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