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Abstract—This paper investigates the use of a fuzzy system
to evaluate vulnerability with performance indicators. First, the
use of fuzzy logic and performance indicators for vulnerability
assessment are shown, then the fuzzy systems used in this
study are described, using different examples. This is followed
by a comprehensive comparison carried out to investigate how
different vulnerability values change depending on the exam-
ples. Results indicates that the shape and the number of the
membership functions have a strong influence on the resulting
vulnerability. Hence, the shape and the number of the member-
ship functions should be considered carefully. Further, the use of
various inference methods has no impact on the vulnerability.

Index Terms—Fuzzy Logic, Vulnerability Evaluation, Con-
tainer Terminal

I. INTRODUCTION

Maritime transportation has become the most dominant
mode of transportation in international trade nowadays, cov-
ering around 80% of international trade and playing a vital
role in the world economy [1]. Maritime container terminals
play a vital role in this system. This raises a concern about
how vulnerable these terminals are and how they behave under
disturbances [2], [3]. Such assessment can be executed, for
example, by analysing the vulnerability of a shipping network
when exposed to disruptions [4].

Vulnerability is defined as the susceptibility of a critical
infrastructure to disruptions in functionality in relation to
a specific hazardous event [5]. For vulnerability evaluation,
indicators are commonly used. Such indicators are for example
used to describe characteristics which impact the vulnerability
of humans, institutions, or organisations [6]. The researchers
in [7] investigated the vulnerability of a hospital considering
the performance of patients, stations etc.. Authors in [8] and
[9] show that performance evaluation can also be carried out
considering vulnerability as the measure [8], [9].

Vulnerability is always associated with uncertainties, which
also results from the fuzziness of the indicator values em-
ployed for vulnerability assessment. One way to deal with
such uncertainties is fuzzy logic, which provides the use of

qualitative statements, like "high" or "medium" vulnerability
[10]. With further advancements, it was also used as a means
of incorporating expert knowledge into a system [11]. There
exists different application examples for the use of fuzzy-logic
in vulnerability or risk assessment such as use of fuzzy logic
for the assessment of groundwater vulnerability [12], [13],
risk assessment of underground power distribution network
cables [13] and vulnerability of marine fishes [14]. For the
risk assessment, the risk is calculated as a combination of
fault vulnerability and fault consequences using fuzzy logic
[13]. The researchers in these examples see the advantage
in using fuzzy logic to handle uncertainties when describing
vulnerability in linguistic terms.

However, there is a lack of methods based on fuzzy logic for
the vulnerability assessment of maritime container terminals,
which motivates the present study. The main contributions of
this investigation can be summarised as follows:

1) Choosing an appropriate performance indicator for the

vulnerability evaluation of maritime container terminals.

2) Definition of the fuzzy system for the vulnerability

evaluation of maritime container terminals.

3) Detailed description and analysis on the influence of

different variations of fuzzy systems on the vulnerability.

This paper is organised as follows. Section II briefly de-
scribes the fuzzy system and calculation of the vulnerability.
Section III shows the obtained results and in Section IV results
are discussed, limitations of the present study and future
directions are given, with concluding remarks in Section V.

II. FUZZY SYSTEM AND ESTIMATION OF THE
VULNERABILITY
The following section introduces the performance indicator
and fuzzy systems.
A. Performance

Vulnerability is closely related with performance, which
indicates the likeliness for the disruption of functionality. The



term functionality is used to describe a fulfillment of a process
or task where the term performance describes the resource
utilisation to carry out such a process task. In this study,
productivity is chosen as the performance indicator.

Let us look at an example of a container terminal in an
import-export terminal, with ships, trains and trucks. The main
processes of the terminal could be summed up as transporta-
tion, loading, unloading and storage of the containers. In order
to move the containers, container handling equipment (CHE),
like quay cranes (QCs), straddle carriers (SCs), etc., are used.
The productivity of the CHE is calculated as follows:

Number of Cyclesqyg

Productivity g = Work Timecyg
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Where a cycle is defined as the CHE handling process of
a container which starts with picking up a container and ends
with delivery of the container [15]. For the vulnerability eval-
uation, the productivity is associated with cycle times found
in literature [16], [17]. Normal productivity and Normalised
productivity for a CHE are defined as:

1
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B. Fuzzy System

This subsection briefly describe the fuzzy system used for
the vulnerability assessment for the sake of completeness. A
fuzzy system consists of following basic elements:

1) A fuzzyfier, which transfers a numerical input (e.g.
Productivity P = «), into a fuzzy value (e.g. Function-
ality(F)) using membership functions (e.g. Functionality
(F)=u(P = o) = B);

2) A knowledge base, which defines IF-THEN rules;

3) A fuzzy inference engine, where the rules of the knowl-
edge base are used to approximate reasoning to derive
an output fuzzy set;

4) A defuzzyfier, which transfers a fuzzy output into a
numerical value.

The interested reader can find more details in [11].

In the fuzzy system for vulnerability evaluation proposed in
this paper, the numerical input is the normalised productivity
(P) and the output is the vulnerability (V). The functionality
(F) is calculated using the productivity (see equation 3). For
the functionality a linear relationship with the productivity is
assumed, so the productivity degree could directly be assigned
to the linguistic values of the functionality. This is a fair
assumption given that only working times are used to calculate
productivity, which is normalised with an average value that
is free from delays. For example the time when a CHE waits
for the supply of a container is not considered in this study.

Vulnerability is obtained using the following steps. First,
the productivity degree is fuzzificated into linguistic values of
functionality. Secondly, the fuzzy inference engine is applied
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Figure 1: Membership Functions of the Fuzzy System.
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Figure 2: Points in Membership Functions for the Shape
Description for Different Linguistic Values.

to the fuzzified values. Finally a vulnerability value is the
result of the defuzzification. In this study, the linguistic values
for functionality (F) and vulnerability (V) are low and high or
low, medium and high. The membership functions for three
values are described in Figure la, as there is only one input
variable and the number of the input and output values are
varied together, the rules show a direct connection of the
functionality to the vulnerability. Fuzzy rules are defined as:

1) IF F is low THEN V is high
2) IF F is medium THEN V is medium
3) and IF F is high THEN V is low

For the transfer of the rules in the fuzzy system, two
different inference methods are used namely Mamdani-Assilan
method which is also referred to as max-min-inference [11]
and the max-prod-inference method [18]. The former uses
minimum-function for the evaluation of the IF-THEN rule and
the maximum-function to summarise all applied rules. For the
latter, IF-THEN rules are the product of the IF part value with
the membership function of the output value.

C. Calculation of Vulnerability and Examples

For the calculation of vulnerability values, four spreadsheet
maps are created using Microsoft Excel. The first map is for
two linguistic values with max-prod-inference, the second for
three linguistic values with max-prod-inference, the third for
two values with max-min-inference and the fourth for three
values with max-min-inference. All these maps provide a value
for the vulnerability when a normalised productivity is given
as a input.

The examples defined for membership functions are the
same for functionality and vulnerability where the range for
the values is from 0 to 100. For two linguistic values, there are
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Figure 3: Output Set for the Described Example.

two trapeze shaped membership functions, which are described
using x1, x2, 3,4 shown in Figure 2a. For three linguistic
values, a triangular function is included in the middle between
the two trapezoids, where the functions are described using
T1,%2,23,%4,T5,Te, T7 (see Figure 2b). The membership
functions are varied in terms of the size of the overlap and
plateau and in the orientation of the plateaus and overlap.
Note that, plateau in this context describes the part of the
trapezoid shaped function which is constant. Refer to Table
I for a selection of examples used in this study, for different
variations.

To calculate the vulnerability for the variations of the
functionality membership functions, fixed values for the form
of the vulnerability membership functions are required. There-
fore, medium values have been chosen. For the fixed values of
the functionality membership functions, while the vulnerability
membership functions are varied, the results from the variation
of the functionality membership function are used to find a
variation where the functionality does not have a big influence
on the vulnerability. Out of these combinations, variation with
medium overlap, small plateau and orientation in the middle
is chosen as they form linear relationships.

Let us consider an example of a QC in a container terminal
that has a cycle time of 2 minutes. During the last two
hours QC finished 25 cycles (completed 25 tasks) within 100
minutes. Normalised productivity for this QC is calculated as:

25

NormalisedProductivityoe = 9% % 100 = 50%
2

Then this normalised productivity is inserted into the Excel
sheet for calculation of vulnerability. Example 12 from Table
I is used for the functionality membership function and for
vulnerability function fixed values are used. For a productivity
of 50% the membership of F low is 0.333, of F medium
0.667 and of F high 0. Then, max-min-inference is applied
to calculate the vulnerability output set as shown in Figure 3.
Then this fuzzy output is defuzzified to get a numerical output
for the vulnerability. For this example with a productivity of
50% the vulnerability of the loading and unloading QC process
is 61.75.

III. RESULTS

This section discusses the results using the examples of
variation described in Subsection II-C and listed in Table

I. First, the vulnerability is calculated for the normalised
productivity from 5 to 100 in steps of 5 for different examples
of the membership functions. This means that there are 20
vulnerability values for every variation, which are compared
visually by plotting them in diagrams. The diagrams are cre-
ated using the max-min-inference and membership functions
of the functionality are varied. In the resulting diagrams, if
there is a "v" behind the example number, the membership
function of the vulnerability is varied and if there is a "Prod"
behind the example number in the graph name, the max-prod-
inference is used.

Comparison of the linguistic values are conducted for all
membership variations and considering both inference meth-
ods. The membership functions could be varied in terms of
the size of the overlap, size of the plateau and the orientation
of the plateau and overlap such as the overlap size is varied
while all the other factors are fixed.

First, the comparisons for having two or three options for
linguistic values are carried out and results are shown in Figure
4. From the figure, it can be seen that for variations with
a small overlap, linguistic number influences the number of
sectors where the values are concentrated. For all variations
of functionality, membership functions with a medium overlap
and a large plateau, the shape for both variations is the same,
only with a small value difference between two and three
values. For all other variations there is a shape in between the
two cases described above which could not be categorised.

A comparison of different membership functions influence
on the course of the vulnerability is done in the next step. The
overlap size is varied for different examples and results are
shown in Figure 5. Figure 5a, indicates that a small overlap
with a small plateau leads to two sectors where values are
concentrated for two linguistic values and the medium and
large overlap leads to a approximate uniform decrease of
progression. For three linguistic values, small overlap leads
to three sectors where the values are concentrated, in contrast
to medium and large overlap where the values are spread over
a large range. Further, in Figure 5b, for variations with a
large plateau, sectors where the values are concentrated can
be observed for the small and medium overlap.

Then, the plateau size is varied for different examples and
results are shown in Figure 6. From Figure 6a, it can be
seen that, for two value variations with small or large overlap,
plateau size does not have an impact. However, for three value
variations with small overlap, a sector where the values are
concentrated is visible for large and small plateau, as shown in
Figure 6b. For a medium overlap, there is a large sector where
the values are concentrated in the output for big plateau and for
small plateau, there is only a very small value concentration
(see Figure 6¢).

The variation in orientation is most visible for the variations
that lead to a large sector where the values are concentrated
and results are shown in Figure 7. In Figure 7a, the value
concentration is stronger to the sides or to the center depending
on whether the alignment is right, left or centre. For variations
with two linguistic values and large or small overlap with
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Table I: Selection of Analysed Examples.

No. Overlap  Plateau  Orientation  x T2 T3 e Ts5 g x7
1. Small Small Middle 5 47 53 95 - - -
2. Medium Small Middle 5 5 95 95 - - -
3. Large Small Middle 5 0 100 95 - - -
4. Large Large Middle 30 0 100 70 - - -
5. Medium  Small Right 10 10 95 95 - - -
6. Small Large Right 40 67 73 95 - - -
7. Medium  Large Right 40 40 95 95 - - -
8. Large Large Right 40 0 100 95 - - -
9. Medium Small Left 5 5 90 90 - - -
10. Small Small Middle 5 245 305 50 695 755 95
11. Small Large Middle 30 37 43 50 57 73 70
12.  Medium  Small Right 10 10 70 70 70 95 95
13. Small Large Right 40 52 58 70 795 855 95
14. Medium Large Right 40 40 70 70 70 95 95
15. Small Large Left 5 145 205 30 42 48 60
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Figure 6: Examples for Variation of Plateau.

small plateau, the orientation does not have an influence on
vulnerability (see Figure 7b).

Finally, the vulnerability membership functions and the
inference methods are varied and results are shown in Figure 8.
From Figure 8a, it can be seen that variation of the membership
functions of the vulnerability shows more variation in the
value range and not in the form of the curve. The value
range difference is the strongest in the peripheral areas for
the most variations, so it can be used to reach specific limits
of vulnerability. Overall, it could be concluded that the number
of linguistic values influences the course of the vulnerability
strongly, depending on the used membership functions. As
there is a connection between the number of linguistic values
and the form of membership functions, especially for the
input, they must be considered together to find a fitting
description for the vulnerability. As it is seen in Figure 8b,
inference method has no influence on vulnerability. However, a
distinction can be made here about the implementation effort.
For the max-min-inference with three values there are three
more cases for the output function to take into account for the
calculation, thus it is numerically expensive.

IV. DISCUSSION

In this study, there are only two and three linguistic variables
used. However, as fuzzy sets allow to make a partially assign-
ment to the sets, there are more sets of resulting vulnerabilities
than three. The range of values of vulnerabilities depends on

the variation of functionalities. This is a common practice in
the literature (see [19] and [20]), where authors have only used
three input variables, but for the output four to five values
were extracted. As explained in [19] and [20], fuzzy system
are used to combine multiple inputs in order to have different
input combinations to investigate diverse output values. In
other cases, the number of values for the input and output
variables can also be defined using the systems different
stakeholders. For example, there can be four different classes
of categorisation risk for the security management because
security management classifies its measures in four classes.

One of the limitations of the present study is that the
proposed fuzzy system can only be used if the productivity
consist of working time without other times, like waiting time
for another process. Otherwise the functionality has to be cal-
culated through another fuzzy system where the productivity
and the functionality are the input and output, respectively,
then functionality has to be used as an input for a second
fuzzy system where vulnerability is the output. Further, the
information about how the shape of the membership functions
influences the output set of the fuzzy system can also be used
in this extended system, as it contains two systems of the same
type, similar to the system considered in this study. This could
be subjected to future study.

Fuzzy systems are not the only way to estimate vulnera-
bility. There are other alternative procedures to calculate the
vulnerability from the productivity, like the use of classes with
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Figure 8: Examples for Variation of Membership Functions and Inference Method.

sharp borders. For example a productivity degree from O to 0.3
corresponds to a low class functionality and that corresponds
to a high vulnerability. One of the other ways is to represent
the relationship between productivity and functionality and the
functionality and vulnerability using mathematical functions.
For the fuzzy system used in this study, there is a linear
relation between the productivity and functionality, so rep-
resenting it mathematically is straightforward. By comparing
these two alternative methods with the fuzzy system method,
it can be clearly seen that, in terms of the accuracy and
the complexity, use of functions is preferred, but at the cost
of higher expenditure. However, use of classes with sharp
borders leads to less accuracy and only results in very general
statements about the vulnerability. By weighing these pros
and cons, it can be concluded that fuzzy systems are lower
in accuracy compared to mathematical functions, but more
accurate than classes with sharp borders. Also the expenditure
is higher compared to classes with sharp borders. In practical
applications, a final decision must be made after carefully
considering all the information and the use case. One of the
common examples is that the effort for the creation of a fuzzy
system is high compared to accuracy gain of when there are
only between five to ten varying values, so that sharp borders
are preferred.

V. CONCLUSION

This paper investigated the use of fuzzy systems to evaluate
vulnerability with performance indicators. First, the use of
fuzzy logic and performance indicators in vulnerability as-
sessment where shown, then the fuzzy systems used in this
study were described, using different examples. Afterwards
a comprehensive comparison was carried out to investigate
how different vulnerability values change depending on the
examples. Results show that the shape and the number of
the membership functions have a strong influence on the
resulting vulnerability. Hence, the shape and the number of the
membership functions should be considered carefully. Further,
the use of various inference methods had no impact on the
vulnerability. The described fuzzy system is to be implemented
in a disruption simulation in order to investigate the suitability
of vulnerability evaluation for a container terminal which is
subjected to future research.
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