
Dr. Elena Hoemann, Dr.-Ing. Sven Hallerbach

Institute for AI Safety & Security – AI Engineering

IMPROVING SYNTHETIC DATA QUALITY 
FOR SAFE AI ENGINEERING APPLYING GENAI

Conference Quantifying Simulation Quality

Session Verification of Tool Chains



2

Institute for AI Safety & Security
Sankt Augustin and Ulm – Germany – www.dlr.de/ki

Dr. Elena Hoemann, Dr.-Ing. Sven Hallerbach, 11.09.2024

Integrated Management of Safety & Security during the

Design | Development & Implementation | Operation | Improvement of AI-based Solutions/Systems

for ambitious/advanced Applications.

▪ Safe and Standard-Compliant AI
▪ Guaranteeing safety and security as well as ensuring standard-compliant 

design of AI algorithms throughout their entire lifecycle. 

▪ Approval and certification of AI-based systems that are continuously 

updated or learn.

▪ Cyber-Security and -Resilience for AI and Data/Service Ecosystems
▪ Secure management and trustful utilization of sensitive data in open 

data – e.g. in automotive and rail applications. 

▪ Protection of data, AI-components and -algorithms, as well as complex 

AI-based systems against cyberattacks.

▪ Autonomous Mobility and Logistics Facilitation
▪ AI-based assistance and automated services to support the introduction 

and maintenance of advanced mobility and logistics solutions in the 

market as well as their scalability – e.g. for road, rail, and the 

maritime domain.

Algorithms & Hybrid 
Solutions

Safety-Critical Data 
Infrastructures

Execution Environ. & 
Innovative Computing 
Methods
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AI Engineering – Using the DevOps cycle to provide AI safety

→ to provide AI safety
Dr. Elena Hoemann, Dr.-Ing. Sven Hallerbach, 11.09.2024

Implement function

or prepare training and

validation Data

Collect and refine 

requirements – e.g. 

identify scenarios 

and define ODD

Test – e.g. contribute

to safety approval

Release

Deploy – following a 

deployment strategy

Operate & collect 

field and performance 

data

Plan following

increment

Post-process field and 

performance data

Monitor, assess and 

evaluate the function’s or 

AI‘s performance
Overall quality

management and

process improvement

Compile for

target-system

or build AI based

on training and

validation

data
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AI Engineering – Simulation-based Engineering | Processes & Itemization Core Dimensions

Dr. Elena Hoemann, Dr.-Ing. Sven Hallerbach, 11.09.2024



Institute for AI Safety & Security 

Digital
Twin

DT

…

Subsystem

Overall
System

System of 
Systems

Component

System

Plan Test ReleaseCode Build

O
p

e
ra

ti
o

n
a
l

E
n

v
ir

o
n

m
e

n
t

System-Under-
Test

Component

Subsystem

System

System of Systems

Overall System

Deploy Operate Monitor

5

AI Engineering – Simulation-based Engineering | Processes & Itemization Core Dimensions

traffic

AI System
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AI Engineering – How to generate data in the required quality?

Overall question
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Providing safe AI systems

Difficult to get sufficient training

data

How to generate data in the

required quality?

Example: Automated driving
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AI Engineering – Problem: discrepancy between relevant and available scenarios 

possible scenarios

relevant scenarios

available scenarios

scenarios in training and 

validation data set



Institute for AI Safety & Security 

8
Dr. Elena Hoemann, Dr.-Ing. Sven Hallerbach, 11.09.2024

AI Engineering – Probability of scenario occurrence defines relevancy
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AI Engineering – Corner cases

possible scenarios

relevant scenarios

available scenarios

corner cases
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AI Engineering – Corner case example

possible scenarios

relevant scenarios

corner cases

available scenarios

Pedestrian is suddenly 

crossing the road, nearly 

invisible due to bad lighting.
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AI Engineering – Discrepancy between relevant scenarios and available scenarios

possible scenarios

relevant scenarios

available scenarios
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possible scenarios

12

relevant scenarios

Dr. Elena Hoemann, Dr.-Ing. Sven Hallerbach, 11.09.2024

AI Engineering – Available scenarios need to cover relevant scenarios

available scenarios

cover relevant scenarios 

with available scenarios

possible realization 

→ different kinds of data generation
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AI Engineering – Trade-off between data quality and accesability

reality

real data

hybr. data

synth. data

availabilityquality
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AI Engineering – GenAI can close the gab to more data quality

reality

real data

hybr. data

synth. data

availabilityquality

+ GenAI

+ GenAI

+ GenAI
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GenAI may be used to enhance datasets by

▪ Refining images to make them more realistic

▪ Applying domain adaptation

▪ Increase variation

▪ …
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AI Engineering – GenAI is used to enhance datasets

[Y. Jila et al.,2024, arXiv:2312.03048, CC BY-NC-SA 4.0]

Query Night Day Rain Sunset Winter Autumn

https://arxiv.org/abs/2312.03048
https://creativecommons.org/licenses/by-nc-sa/4.0/
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AI Engineering – For every scenario a necessary data quality needs to be provided

possible scenarios

relevant scenarios

available scenarios

x

necessary quality
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AI Engineering – Scenarios with corresponding quality need to be provided

relevant scenarios

necessary quality
available scenarios

scenario plane quality plane

synth. data

+ GenAI

real data
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AI Engineering – Reaction to inssuficent coverage of senacrios/quality  

available scenarios

relevant scenarios

more scenarios needed

real 

data

necessary quality

synth. data

+ GenAI

real data

different quality needed
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possible scenarios

19

AI Engineering – Reaction to insufficient coverage of scenarios/quality 

relevant scenarios

more scenarios needed different quality needed

Bild real vs 

simulation

Viele 

simulationsbilder

[M. Cordts et al. 2016, arXiv:1604.01685]

+ GenAI

https://arxiv.org/abs/1604.01685
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AI Engineering – System release for sufficient coverage

possible scenarios

available scenarios

relevant scenarios

scenario plane quality plane

x

x
concrete 

scenario
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AI Engineering – Monitor operation to update dataset

possible scenarios

available scenarios

relevant scenarios

scenario plane quality plane

x

xconcrete 

scenario

update
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AI Engineering – Simulation example
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▪ Generic Open Testing Architecture

▪ Setup based on Data- and Service-
Ecosystems

▪ Ensures Modularity

▪ Independent: Domain / System 
Modeling / Execution Environment

▪ Modules based 
on Standards
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AI Engineering – PEGASUS + SET-Level + V&V Methods
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AI Engineering – Simulation-Based Engineering Embedded in Data Spaces and Service-Ecosystems

Eco-System 

– Core Services

Use Cases

Immateriell

Entity

Institute for AI Safety 

& Security / Departments

Projects / Cooperation & 

Collaboration with external 

Partners

Future Entities

…

Other DLR Institutes
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AI Engineering – Conclusion & Outlook

Combine different techniques to 

gain sufficient data quality.

Use DevOps to continously 

improve your data coverage.

Ongoing: Implementation in CARLA
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