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A methodology for transforming a
local safety-critical cyber-physical system into a
distributed safety-critical solution



TRANSACT Reference Architecture
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Transition methodology execution
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Approach for Validation & Verification 
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How to derive a distributed & trustworthy solution and 
exploit that a trustworthy initial system has been developed?



Development Approach for the Transition 
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Exploiting the New & the Old
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- Structured Design Space
Exploration & Documentation

- Design Space: Architecture &
Solutions (Off-The-Shelf)

- Verification & Validation
- Front-Loading: Model-Based

Design
- Reuse of Previously Established

Results

T&V Methodology

+
requirements
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Stepwise Development of Requirements
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Stepwise Development of Requirements

4/06/2024 EuCloudEdgeIoT Webinar, K. Oborzynski, A. Rakow: Transforming a local safety-critical CPS into a distributed solution 11



In a Nutshell:
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• Structures 
• design space exploration &
• documentation / recertification 

• Early identification 
• of what to offload and
• whether offloading is feasible

• Supporting the design of
• interfaces and
• mitigation strategies 

• Verification & Validation
• front-loading: models & contracts
• reuse of “old“ results
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Development of the technical solution as part of the transition

Requirements on the migration activities



Development of the technical solution as part of the transition

4/06/2024 EuCloudEdgeIoT Webinar, K. Oborzynski, A. Rakow: Transforming a local safety-critical CPS into a distributed solution 14

• Strategy for design space exploration:
• Check realizability of most critical decision first.

• Criticality
• Criticality depends on multiple dimensions.
• The dominant dimension(s) may vary for different design steps/solutions/companies.

• Verification
• Evidences do not only refer to technical properties but also to the other dimensions.



◦ Proposed transition methodologies are complementing the TRANSACT 
Reference Architecture

◦ Transformation from on-device safety critical CPS towards a distributed 
solution involves not only architecture but also business and organization
aspects

◦ T&V methodology
– helps ensuring trustworthiness of the new distributed solution

– emphasizes the multidimensional strategic aspects of the transition

Conclusions
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