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Abstract. We show that the code-based signature scheme Fuleeca is
vulnerable to lattice-based cryptanalysis. A classical attack using lattice-
basis reduction lowers the claimed security levels significantly, whereas
learning techniques allow to recover the secret key from the leakage of less
than 175,000 signatures in practice. The exploitation of ideal structures
and efficient quantum algorithms further yields a full quantum break.
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FulLeeca is the first signature scheme based on Lee-metric codes and was
presented at CBCrypto 2023 [4]. Moreover, FulLeeca was submitted [3] to the
additional call for digital signatures, that NIST announced in 2022 after three
rounds of their first standardization project for post-quantum cryptography had
led to little diversity in the used security primitives. Even though Fuleeca is
code-based, we show that it is closely related to known lattice schemes such as
NTRUSIGN. This proximity allows us to mount multiple key-recovery attacks
that exploit techniques from lattice-based cryptography and fully break the sys-
tem for all proposed parameter sets.

The Lee weight of an element x € I, can be defined as wty,(x) := |z|, if we
identify the finite field ), of odd prime order with the set {—%, cee p%l} The
Lee weight extends additively to a vector € F) and induces the Lee metric
between two vectors @,y € F as dr(x,y) = wtr(z —y) = D1y wtr(zi — yi).
Let us consider a Lee-metric code C C ]Fg and define the full-rank lattice £ :=
C + pZ™ C R™. Any codeword ¢ € C can implicitly be lifted to ¢ € £; and, in
particular, wty(c) = ||€|l; := >_I, |¢i| applies. The ¢;-norm is further closely
related to the Euclidean /5-norm, and therefore, shortness and closeness in terms
of the Lee metric on C translate more or less directly into shortness and closeness
in terms of the Euclidean /5-metric on L.

Fuleeca can be interpreted as a hash-and-sign scheme which uses the hashed
message as an erroneous codeword of a quasi-cyclic code and a decoded low-
weight codeword as the signature. The secret key is a generator matrix Ggec €
F’;X" with n = 2k and can be fully described by means of the secret vector
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g = (a|b) with a,b € F£. The i-th row of Gy is (shift'”"(a) | shift'~' (b)),
where shift(x) = (zg,z1,...,25_1) denotes the circular shift of a vector & =
(z1,...,2k). The goal for key-recovery attacks is thus to find the secret vector
g or any of its quasi-circular shifts, which we consider equivalent for simplicity.

It is vital to the signing procedure that g has low Lee weight and is thus short
in the lattice £1. We can use lattice-reduction algorithms such as BKZ [5] to find
a short vector in £; of similar Lee weight and potentially use it as an equiva-
lent secret key to forge signatures. For these parameters BKZ has a heuristic
runtime of 20-2926+0(") for 3 > 0.95n. This attack was already considered in the
Fuleeca specification and performs worse than code-based approaches. However,
the same idea can be improved by considering a sublattice of lower dimension
in which the secret vector g is unusually short and thus uniquely and more ef-
ficiently recoverable. The key observation is that no wrapping modulo p takes
place during Fuleeca’s signing step, due to the very large modulus p = 65,521
that is chosen for all proposed parameter sets. As a result, all FulLeeca signa-
tures lie in the sublattice Lo C £; that is generated by the rows of the secret
generator matrix Gge.. Even though we have a-priori no access to a basis of Lo,
a small sample of Fuleeca signatures of size, say, 100 is enough to construct one
and proceed with the BKZ attack. Note further that £4 has rank n/2 and that
the Euclidean length of g is approximately 15% of the Gaussian heuristic of £
and thus unusually short. This allows to heuristically reduce the cost of BKZ
to find g down to 254 +o(n) and hence the security levels of the parameter
sets Fuleeca-I, FulLeeca-III, and Fuleeca-V from 160, 224, and 288 bits to 111,
155, and 199 bits, respectively. A full break of Fuleeca with the same amount
of signatures is feasible in quantum-polynomial time, when the ideal structure
of L5 is exploited even further.

We further derived a polynomial-time learning attack that recovers the secret
key with less than 175,000 available Fuleeca signatures for every parameter
set. Learning attacks originate from the break of the lattice-based GGH and
NTRUSIGN schemes [2]. There, they abuse the fact that all signatures lie in
the parallelepiped spanned by the short vectors of the secret basis. With enough
signatures at hand, one can thus learn the outline of this parallelepiped and
hence recover the secret.

In the Fuleeca setting, a similar bias is introduced by the con-
centration step within the signing algorithm. This part tries to

alter the signature such that its Lee weight and the number of .

sign matches with the message hash lie in prescribed intervals. 7’0 o
The trial-and-error process successively adds or subtracts the ° 1_.
rows of Ggec and checks for improvements. However, the first oo &
row is always considered first, then the second row, and so on. ¢

This introduces a bias in the signature distribution that is vi-

sualized for two dimensions in We average over the Fig. 1:
outer product of the signature vectors and exploit some prop- Signature bias
erties of the scheme to recover the Fuleeca keys in polynomial in dimension 2.
time. A sample of 175,000 FuLeeca signatures is enough to break

instances of every parameter set.
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In summary, FuLeeca is not secure for any parameter set proposed in [3]|. The
described attacks show once more that code- and lattice-based cryptography
are indeed closely related, even though they seem different at first sight. Thus,
attacks from both sides should be taken into account whenever a new scheme is
suggested to ensure reliable security estimates.
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