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1 Introduction

In the following bachelor thesis, the topic of Blockchain (BC) application in the field of Urban Mining
(UM) is adressed. The introduction serves as an overview of the following consideration. First, in
section 1.1 the relevance of the topic is presented. Then, section 1.2 presents the objective and outlines
which methodology will be applied. In the following, section 1.3 gives an overview about the contents
of this bachelor thesis.

1.1 Relevance

The Corona pandemic has led to changes in public life and private consumption worldwide. Lockdowns
imposed by some countries during the pandemic have led to an increase in household waste consump-
tion. In particular, the amount of packaging waste has increased due to the increased consumption of
packaged products and packaged foods (Filho et al. 2021, p. 1). This development is not only due to
the pandemic. Even before, statistics on waste and resource consumption have shown an increasing
trend, which comes with environmental problems. At the same time, the prevailing production and
consumption logic of "take, make, waste”, sometimes also described as a "throwaway society”, is in-
creasingly pushing the planet’s limits (Kadner et al. 2021, p. 7). As a result, the stocks of raw materials
in natural deposits continue to decline. But at the same time, it is precisely this consumption that is
causing the stock of so-called secondary raw materials to grow rapidly. In lights of increasing scarcity
and cost of resources, especially densely populated regions and cities in particular are increasingly be-
ing recognized as a huge source of raw materials. This is where the strategy that has become popular
in recent years comes in - Urban Mining (UM) (Miiller et al. 2017, p. 5). What is this term referring
to?

In this perspective of interactions with the environment, the Circular Economy (Circular Economy
(CE)) already offers a higher-level model, which supposed to be an answer to this new development
- combining economic and environmental policy in order to decouple economic growth and resource
consumption and thus to minimize the negative environmental consequences of a growing economy.
The first steps have already been taken with the Circular Economy Action Plan and regulations on
waste prevention (EC 2020, p. 3). However, the development of the CE is associated with further
challenges. One of them is the necessary flow of information about the production, composition and
treatment of materials and products inside and outside the value chain (Wilts and Berg 2017, p. 5).

There is always mention of BC technology, which as a distributed ledger technology, could be the next
big breakthrough technology (Swan 2015, p. 89). The technology of BC comes with the promise to store
data transparently, efficiently, immutably and share across a company’s entire supply chain without
concerns and involving an intermediary (K. Zhang and Jacobsen 2018, p. 1337). There has already
been research on BC applications in the CE. Studies by Kouhizadeh and Sarkis (2018), Kouhizadeh,
Zhu, and Sarkis (2020), and Kouhizadeh, Saberi, and Sarkis (2021) have shown that BC technology can
support the development of a common information structure supporting the CE. However, examination
of some practical research has shown that the few projects have not progressed beyond the pilot phase
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(Kouhizadeh, Zhu, and Sarkis 2020, p. 963). In addition, Bockel, Nuzum, and Weissbrod (2021) has
undertaken many studies on BC application for CE in their research. There too, it was found that
there are mainly few practical implementation attempts but rather than theoretical approaches.

1.2 Objective and Methods

The core topic of this thesis is therefore to find out to what extent BC technology can contribute
to support the concept and the idea of UM. As UM is some kind of a new trending topic, first it
is necessary to gain some deeper knowledge about this trending term of UM. Based on literature
research, it will be analyzed what considerations are taken under the term of UM and whether there
are efforts which already have been made in this field. Following the literature review, discussion will
focus on what extent BC technology can support the concept of UM.

Therefore assuming that UM is somehow linked to CE, this thesis builds on the findings of the research
by Bockel, Nuzum, and Weissbrod (2021), in which the gap between research and practice in the area
of BC applications in the CE has been investigated. Their research found that most applications
of BC were in the area to promote reduce, reuse and recycling strategy in the CE (Bockel, Nuzum,
and Weissbrod 2021, p. 533). Kouhizadeh, Zhu, and Sarkis (2020) has also noted that while there
are some practical approaches to the application of BC technology in the CE sector, they have not
been progressed beyond the pilot stage of projects. Therefore, the following work aims to explore the
barriers of BC technology in the field of CE through literature review, possibly to highlight them and
review new literature if available.

As mentioned, the main topic of this thesis is to elaborate on the topic of BC applications in the field
of UM. Although the concept of UM can be understood as an integrated concept in the CE model
somehow, the main focus and interest of UM and CE should just differ as they are proclaimed under
different topics. So the challenge on gaining common understanding of UM and CE;, it is important to
distinguish between the specific interest and requirements of UM and CE and to highlight and discuss
them. Literary analysing those terms it should be clear that they go with different expectations.
Therefore, also based on the research results of Kouhizadeh, Zhu, and Sarkis (2020) and Bockel,
Nuzum, and Weissbrod (2021), it will be analyzed whether applications can be found which especially
could support the concept of UM while lacking in CE. Again, literature review will be used to analyze
whether there are any new concepts in sight to support UM.

1.3 Structure

Since the concept of UM and the CE model are relatively new terms, chapter 2 provides the theoretical
background for the concept of UM and the CE model. Section 2.1 deals on the clarification of terms
on the topic specific to UM. Section 2.2 looks at the background and motivation behind the concept
of UM. Section 2.3 takes up with the model of the CE, deals with the basic concepts and then shows
possible relations to the concept of UM. Section 2.4 discusses the challenges for CE and UM - the
common challenges, and the ones specific to their focus.

Chapter 3 deals with the theoretical foundations of BC technology. Section 3.1 is dedicated to the
basic concepts and principles of the BC-Technology following by section 3.2 describing the technical
core characteristics behind BC-Technology and the underlying functions. Section 3.3 addresses the
potential applications of BC technology.
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This chapter introduces the concept of UM. To get a basic understanding of the concept and the
idea behind it, the most important elements are discussed. In the further progress of this chapter,
other aspects related to the concept of UM will also be considered. In this way, a theoretical basis is
created to present the possibilities and limitations of UM from different perspectives. As the chapter
continues, it becomes more apparent that UM and the CE share some common interests. Therefore,
the principles of CE will also be discussed to understand the challenges that need to be adressed.

2.1 The Term Urban Mining

Already 61 years ago (1961), the then visionary Jane Jacobs from the research field of urbanism
predicted in her book "The Death and Life of Great American Cities” that cities would be the mines
of the future. Her forward-looking assessment was based on facts that are even more relevant today
than they were at the time:

e Traditional mining activities to extract of resources involve high energy consumption and there-
fore causes problems for the environment.

e The concentration of mineral resources in the earth’s crust is decreasing due to mining activities.
To meet the demand, the extraction rate will rise.

e Most of the metal mined in this way flows into the cities. There, the metals are used in buildings,
for the expansion of transport infrastructure and many other products to make modern life
possible.

e In this way, the city itself becomes a rich mine of raw materials and thus represents an alternative
to the traditional mining activities (Graedel 2011, p. 43).

This circumstance, which was announced years ago, is now trying to be used by the concept of UM.
Literally, the term Urban Mining is composed of the word "urban” and "mining” and metaphoric
describes the extraction of raw materials from urban areas. The special aspect here, is that UM
describes the extraction of resources from secondary raw materials and currently a topic that is being
researched worldwide (L. Zhang, Zhong, and Geng 2019, p. 1). In order to understand the basic idea
and a first general understanding of the concept, the definition of the different types of raw materials
will be discussed again at this point. In general, raw materials can be divided into two types with
regard to their extraction, the primary raw materials and the secondary raw materials.

Primary raw materials
Primary raw materials are natural raw materials that are obtained directly from nature (Schebek
and Becker 2014, p. 6). Apart from the steps necessary to extract them, they are not processed.
Primary raw materials are exhaustible and have limited availability on earth. An example of
the utilization of primary raw materials is the use of fresh wood from trees for the production of

paper.
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Secondary raw materials
This type of raw material does not come directly from natural sources. Secondary raw materials
are obtained by reprocessing (recycling) of disposed material (Schebek and Becker 2014, p. 6).
As such, they are materials that have already been processed and serve as starting materials for
new products. For paper production from secondary raw materials, fibers from waste paper are
used. These are recycled and processed and hence represent an alternative to the use of virgin
wood.

However, yet this is not sufficient to explanin the the concept of UM. So far, there is no general
agreement on the term of UM (Paul H. Brunner 2011, p. 339). The term UM so far has been mentioned
in connection with different aspects, depending on the topic, industry and research area in which it
is being discussed (Krook and Baas 2013, p. 9). For this reason, a brief overview of the various
descriptions will be given in order to see where the differences in the approaches can be found.

A rough description can be found in Specht and Braunisch (2008). In the article, secondary raw
materials are discussed in terms of the logistical processes that are necessary for their restoration.
There, UM is described as a concept that uses decomposition and utilization of civilization waste and
residual materials from production in order to obtain secondary raw materials after their recycling. For
example,another definition of UM concretizes the type of civilization waste and describes the concept
UM as a process of effective management of resource recycling and environmental improvement in
regard to extraction and purification of valuable precious metals from waste streams (Zeng, Mathews,
and Li 2018, p.4835). In this paper Zeng, Mathews, and Li (2018) the possibility of cost-effectiveness
on recycling of materials from Waste of Electrical and Electronic Equipment (WEEE) is discussed and
the need for them to take reuse for the utilization in Electrical and Electronic Equipment (EEE).

In turn, Bender and Bilotta (2019) describe the concept of UM as a process for recovering materials
from the anthropogenic stockpile while highlighting materials from the construction sector. They point
out that the construction sector is responsible for a high proportion of natural resource extraction and
consumption. Unlike the previous definitions, in this context of UM not only the waste is considered,
but also the resources currently in circulation are included in the consideration of UM. The wastes to-
gether with the resources in circulation result together in the so-called anthropogenic stockpile (Bender
and Bilotta 2019, p. 6).

These definitions basically apply - since, as already mentioned, there is no generally valid definition
for UM. The terms presented so far, use the term UM to describe the extraction of resources that are
either still in circulation or are available already in the form of waste. Others use it to describe the
reprocessing of waste materials such as construction scrap or WEEE. Fig. 1 shows the basic principle
of UM, which considers the entire anthropogenic stockpile as source of secondary raw materials.

Urban Mining
Mining /
GEOLOGICAL DEPOSITS ANTHROPOGENIC STOCKS -

Figure 2.1: Principle of Urban Mining (Tercero Espinoza et al. 2020, p. 10)

To illustrate the differences between the various terms used to describe UM, Cossu and Williams
(2015) provide an overview and definition of the terms as they relate to the recovery, recycling, and
reclamation of resources from waste. Many use UM to describe recycling itself.
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Landfill Mining
Landfill mining describes the operations to extract and process waste that has already been
stored in special repositories, such as municipal landfills or underground waste dumps.

Urban Mining
UM builds on landfill mining and refers to the recovery of materials and elements from any
kind of man-made stockpile. This includes in particular stocks from buildings, infrastructure,
manufacturing and all products. In contrast to landfill mining, UM also considers stocks from
the aforementioned list that are still in use and in circulation. The material stocks stored in the
consideration of urban mining represent a source of resources that should not be underestimated.

Recycling
Recycling describes the process and technology for reprocessing selected wastes and materials
already in circulation to make new products. Packaging waste (e.g. plastic, paper, cans, glass),
WEEE and end-of-life vehicles are common waste streams that fall under the recycling strategy.
After appropriate processing, they are available as secondary raw materials and can thus be
reintroduced into the production cycle (Cossu and Williams 2015, p. 1).

Fig. 2 shows how the terms are categorized with each other to get a better understanding about the
relationships.

........

Urban Mining

- =

[
.

/' Landin
v Mining

@

Figure 2.2: Categorisation of Urban Mining, based on (Cossu and Williams 2015, p. 1)

This definition makes the difference of UM to already similar concepts of recycling as well as landfill
mining apparent. UM is not a new recycling method, but a change in approach. While landfill mining
only sees already existing waste as a source of secondary raw materials and recycling describes a process
of reprocessing the waste to produce new products, the concept of UM considers the whole city as a
possible source of raw materials. UM thus involves the total stock of materials for use as secondary raw
materials, it does not matter whether the materials are at the beginning of their usage, are currently
being used or already at the end of their life cycle (Mettke, Arnold, and Schmidt 2019, p. 117).

Nonetheless, to achieve the goal of a universally accepted strategy of resource recovery and use as a
secondary raw material, agreement on the term is required (Cossu and Williams 2015, p. 1). Since
politics is responsible for regulating the affairs of the community, a definition from the political sphere
will also be used at this point for the sake of completeness. This definition does not exclude the
previous definitions, but expands the concept of UM to be more comprehensive and thus more generic.
The German Federal Environmental Agency describes the concept of UM in detail as follows:

"Urban Mining is the integral management of the anthropogenic stockpile with the aim of
extracting secondary raw materials from durable goods. It is not relevant whether the goods
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are still in active use, will only be released in the predictable future, or are no longer in use.
This includes consumer goods such as EEE and cars, but also infrastructure, buildings and
deposits in landfills. Similarly, it does not matter whether the goods are stationary (e.g.
wind turbines) or mobile (e.g. vehicles). The goods and products are all part within the
consideration of Urban Mining" (Miiller et al. 2017, p. 17).

The particular feature of this definition by the Federal Environment Agency is that it focuses on
durable goods. Durable goods are defined as goods that are used for one year or longer on average.
(Miiller et al. 2017, p. 17). The focus on durable goods is needed because they show significantly
different behavior in anthropogenic stockpile than short-lived goods. They also occur on a larger scale
than short-lived goods. (Miiller et al. 2017, p. 18). Short-lived goods such as food, packaging and
fuels can also be registered as waste and emissions in the very short term. The quantity circulating is
therefore at an almost constant level (Miiller et al. 2017, p. 20).

The previous descriptions of UM essentially consider the use and reprocessing of waste materials from
different types of materials to obtain secondary raw materials. In order to fully capture the issue
and significance of the concept of UM, it is important to underline that UM is more than just waste
management. It represents a new way of thinking about the systematic identification and recovery of
secondary raw materials. These are not only found in the waste of urban areas, but also in buildings,
infrastructure and products (Kranner 2015, online).

It can be noted that there are different views on the concept of UM. These differences are based
on the different ways of thinking and approaches to the recovery of secondary raw materials. As the
respective interest groups view and evaluate the numerous technical, economic, political as well as
ecological aspects from different angles (Cossu and Williams 2015, p. 1). The concept of UM is based
on managing the materials that will be available in the future and making them usable as a source of
secondary raw materials. It is regardless in UM considerations, whether the materials are currently
already available as waste for reprocessing or are released in the future. UM therefore is not an entirely
separate approach from waste management, rather it complements and supports it methodically and
conceptually (Miiller et al. 2017, p. 17). The difference between UM and waste management concerns
the system boundaries. Waste management is essentially concerned with the volume of waste itself,
whereas UM takes account of the total stock of durable goods prior to the materials being generated
as waste.

2.2 The Potential of Urban Mining

In this part of the thesis, the objectives of the concept of UM will be presented and the benefits that
can be expected from a successful application of the concept. The backgrounds proposing the use
of secondary raw materials are many and varied. At this section, these will be explored in order to
explain the motivations behind the concept of UM.

Today, about half of humanity lives in urban areas. If looking back at the allocation in 1950, it was
only 30% of the population that settled in the city. United Nations forecasts predict that by 2050
the ratio between urban and rural populations will be reversed. Only 30% of the world’s population
will still live in rural environments, while 70% will live in cities (United Nations 2019, p. 21). The
evolution of urbanization means that major cities are facing increasingly urgent and complex challenges
(Miiller-Seitz, Seiter, and Wenz 2016, p. 1).
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The high number of people within the city boundaries goes hand in hand with an increased consumption
of resources, which inevitably lead to an increased amount of waste being generated. However, it is
exactly here that the opportunity of UM emerges. Due to the higher inventory of the anthropogenic
stockpile, especially in big cities there is the chance to recover the increasing waste in order to extract
secondary raw materials. In order to show the importance and the extent of the anthropogenic stock
for the extraction of secondary raw materials and thus of the concept of UM, it is crucial to first
consider the total stock of materials.

2.2.1 Total Stock of the Anthropogenic Stock in Germany

The world’s industrialized countries in particular have accumulated a considerable amount of resources
over time in the form of buildings, infrastructure, and many other durable goods, which is reflected
in considerable material assets (Schiller, Miiller, and Ortlepp 2017, p. 1). In order to provide a basis
for the calculation of the total stock of the anthropogenic stock, a differentiation between materials
has to be made in advance. It is necessary to distinguish between man-made and natural resources.
These on the other hand, are differentiated into stock resources and flow resources (Cossu and Williams
2015, p. 1). Annual stocks of commodities in geological deposits, groundwater reservoirs, households,
and infrastructure do not vary greatly over time. This includes the durable goods. However, annual
material flows can change significantly from year to year depending on the state of the economy, fashion,
technological innovations, and similar changing conditions. These include the short-lived goods. The
classification between long-lived and short-lived goods was described in the previous subchapter 2.1.
Anthropogenic stocks as well as anthropogenic material flows are available for secondary raw material
extraction. To keep the complex calculation of the available resources in the anthropogenic stock in
mind, they have different effects on the calculation. The fig. 2.3 shows the different streams and their
relation to each other.

Natural Anthropogenic
Flow Materials Flow Materials
~
Renewable Secondary
] materials raw materials f Sorting/
Generation Recycling
Reuse
2
Material Production
Construction
Resources Use
s - A
Eitraci Urban
xtraction i |
minin;
JPrr'mary Secondary £
raw materials raw materials

v

Natural Anthropogenic
Stock Materials Stock Materials

Figure 2.3: Overview of material types (Cossu and Williams 2015, p. 2)

There are two different methods to estimate the total stock of the anthropogenic stock. The top-down
and the bottom-up method (Graedel 2011, p. 44). Fig. 2.4 shows the different approaches as well
as the basic principles. The top-down approach performs analyses that describe the stock and flows
of commodities starting from macroeconomic data. The bottom-up approach uses commodity-based
material indicators for the stocks and flows of commodities (Schiller, Miiller, and Ortlepp 2017, p. 3).
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Advantage of the top-down analysis is that material quantities are fully captured. In order to capture
a more profound breakdown of the material quantities, the bottom-up analysis is more suitable.

- + high degree of differentiation
tﬂp down + stocks and flows

- incomplete

overall economic data (flows)

- economic environmental accounts, exlemal frade,
trade assoziations' data, wasie stalistics, ...

- metric, menetary, mass

indicators | | reference

deduction

differentiation conversion - material compositions parameters
- flow characteristics - conversion from ] single goods / - functional unit
{in-, output, flow-through} | metric dimensions good's repesentatives {area, langth,
- groups of goods | into mass pleces, inhabiiants)

sectors  materials

induction

basket of goods (stocks / flows)

- from official statistics (buildings)

- from geodata (e.g. sireets)

- further sources | estimatable modsls (goods)

+ complete
= mainly flows

~ limits of differentiation bottom-up

Figure 2.4: Top-down and bottom-up perspectives (Schiller, Miiller, and Ortlepp 2017, p. 4)

The total stock of the anthropogenic stock in Germany can only be determined indirectly. The re-
maining amount of raw materials can only be represented as a residual figure in the balance sheet by
means of economic material flow calculations. From the difference of domestic withdrawals in addition
to imports and exports in addition to charges to the environment, Net Additions to Stock (NAS) of
the anthropogenic stock can be roughly determined by this way (Miiller et al. 2017, p. 29).

For the year 2010, an increase of NAS of around 820 million tons of material has been determined. This
corresponds to an increase of the anthropogenic stockpile by approximately ten tons of material per
year and inhabitant. A net stock increase of this scale has been observed since 1960. The total stock of
the anthropogenic stockpile of the Federal Republic of Germany can thus be estimated at 51.7 billion
tons of material for the year 2010. Since 1960, about 42 billion tons of material have accumulated,
which means an increase of 80% only in the last 50 years alone (Schiller, Miiller, and Ortlepp 2017,
p. 7). In order to be able to put this figure into a proper context, it should be mentioned that this
sum corresponds to all of the raw materials extracted worldwide in the year 2000 (Miiller et al. 2017,
p. 29). The calculation was carried out on the basis of the top-down method.

From an economic and ecological point of view, a much more detailed breakdown of the structure of
goods and materials is necessary, however. The calculation of the total stock of the anthropogenic
stock through the bottom-up analysis is done by extrapolations of individual goods and commodity
groups. The challenge is to estimate the categories of goods as comprehensively as possible in terms of
their number, length, area and similar, and to offset these with material coefficients. Not always and
not for all goods the calculation can be done, therefore the extrapolations from bottom-up analyses
usually turn out lower than the top-down analyse (Miiller et al. 2017, p. 29).

For 2010, the bottom-up analyses of the durable goods groups buildings, grid-based infrastructures,
building services and durable capital and consumer goods resulted in a total material volume of 28
billion tons. Within this, mineral materials clearly dominate with approximately 26 billion tons. The
remaining approx. 2 billion tons are made up of approx. 1.2 billion tons of metals, approx. 250 million
tons of plastics, approx. 350 million tons of wood and approx. 200 million tons of other, classifiable
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Table 2.1: Comparison of approaches

Amount [t] Calculation Data
domestic extraction, imports incl. waste
51,7bn top-down domestic disposals, exports incl. waste

recycled material backflow

technical infrastructure

28,0bn buttom-up buildings and buildings services
capital goods, durable consumer goods
23,7bn difference ..

materials (Schiller, Ortlepp, et al. 2015, p. 168). In tbl. 2.1 the differences between the two types of
analysis and which data were considered is shown.

The pure material value of the anthropogenic stockpile amounts to an estimated total of 1300 billion
euros across the various groups of goods (Miiller et al. 2017, p. 33). In comparison to each individual
inhabitant, this results in a total of 341 tonnes of material. 317 tonnes of these are mineral materials,
which together are worth 350 billion euros. The class of minerals includes materials such as concrete,
sand or rock. These raw materials are found in residential and non-residential buildings, industrial
buildings, infrastructure as well as sewer and wastewater systems. Metals follow with 14 tonnes of
mass with a value of 650 billion. Many of the metals are found in heating systems, pipes or consumer
goods. In addition, there are four tonnes of wood and three tonnes of plastics, each worth 150 billion
euros.

To summarises the results of the bottom-up analysis in terms of value, quantity and goods, tbl. 2.2
gives an overview.

Table 2.2: Results of buttom-up approach

Categorie Overall Value [€] Overall quantity [t] Quantity per citizen [t]

Minerals 350m 26bn 317
Metals 650m 1,2bn 14
Wood 150m 350m 4

Plastics 150m 250m 3
Other /- 200m 2

Total 1300bn 28bn 341

The calculations on the total stock of the anthropogenic stockpile illustrate how the stockpile has
increased over the last decades and meanwhile forms a gigantic raw material repository, with an
estimated material value of 1300 billion euros. To be able to carry out the calculations, the Federal
Environment Agency initiated the research series "Mapping the Anthropogenic Stockpile". The goal
was to take the first steps towards building a knowledge base on the size and composition of the
material stockpile. Without this research project, it would have been difficult to explore the material
stockpile. It is noteworthy, that the category of metals offers the highest overall Value even though
the category is much higher in overall quantity.
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2.2.2 Opportunities for Urban Mining

After the concept of UM has been explained and the total stock of the anthropogenic stock has been
illustrated. This section is dedicated to the opportunities offered by the concept of UM. On the basis of
six aspects, the chances of a successful implementation of UM are shown. UM as a strategic approach
to material flow management can support in bringing together different interests (Miiller et al. 2017,

p. 6).

Exploiting the potential of secondary raw materials and reducing dependence on imports
Germany has a domestic mining industry for building materials, minerals and lignite but for
metals and ores it relies exclusively on imports from other countries. These imports have a long
way to go before they reach Germany. Almost 77% of the metals and ores are sourced from the
Asia-Pacific region and America (Lutter et al. 2018, p. 28). The reduction of imports can be
shown by the example of copper and steel, 30% of the copper semi-finished product and copper
casting production can be produced from copper scrap. In steel production, the use of scrap and
scrap waste is already up to 50% (Miiller et al. 2017, p. 35). As stated in the previous section
2.2.1, the share of metals in the anthropogenic stockpile in Germany has the highest monetary
value. The chance to use UM here is particularly high. In the future, other metals can also be
recovered selectively and the dependence on imports can be reduced.

Overcoming shortages of raw materials

Many future technologies are based on critical technology metals; they are risky and at the same
time indispensable. For some elements, such as gold, tin and antimony, a progressive increase
in demand would exceed the current technically mineable deposits in just three to four decades
(Miiller et al. 2017, p. 6). It should be particularly emphasized that the valuable material content
in products already in circulation has much higher concentrations than ore from traditional
mining. One meter of copper from copper wire from local power grids has a concentration
similar to that of 2.5 tons of ore (Krook, Carlsson, et al. 2011, p. 1054). The circuit boards
(pcb) of cell phones contain as much gold as 16 kg of gold ore (Bookhagen et al. 2020, p. 9). The
resulting shortages of raw materials could be counteracted by UM.

Overcoming shortages of raw materials
In 2007, the German secondary raw materials industry provided copper and steel worth a total of
8.6 billion euros. This results in cost savings of 1.5 billion euros compared with primary metals.
UM will help to further increase domestic value creation through recycling. Already, recycling
activities are an important component for raw material supply, with €29.1 billion in sales in 2014
and annual growth of 3.5 percent (Miiller et al. 2017, p. 6).

Contribution to global distribution justice
At around 16 tons per person per year, direct domestic material use in Germany is three to
four times higher than in emerging countries such as India and about twice as high as in China
(Miiller et al. 2017, p. 6). UM can help to reduce the demand for primary raw materials and
thus facilitate access to raw materials for other countries and favor their development.

Waste Management
In 2014, the net volume of waste generated in Germany was around 350 million metric tons,
or around 4.3 tons of waste per person. Only one seventh of this is so-called household-typical
municipal waste such as household waste, packaging, paper and glass. These are short-lived
goods. UM brings into focus the question of what happens to the remaining 3.7 tons and the
long-lived goods (Miiller et al. 2017, p. 6).
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Ecological discharge

The recycling of copper, steel and aluminum alone saves 406 petajoules of primary energy input
in Germany, which accounts for three percent of Germany’s annual primary energy consumption.
This is equivalent to the annual fuel input of two large lignite-fired power plants. In addition,
recycling is associated with global raw material savings of 181 million metric tons annually,
including the other environmental impacts from their refinement and further processing (Miiller
et al. 2017, p. 7). A strategic expansion of secondary raw material extraction through UM could
increase these savings considerably.

The listed points in many aspects describe important considerations in handling of raw materials and
resources. The reduction of resource intensity and the relief of the environment are currently a wide
addressed topic and also take place in other discussions. It is in favor of conserving resources, discussing
processes such as recycling, material recovery, alternative raw material extraction and waste avoidance.
These terms are increasingly being used by politics, industry and business to close loops and rethink
the use of resources. These aspects are all topics that are also widely used in the so-called CE (Cossu
and Williams 2015, p. 1).

Section 2.2

2.3 Linking Urban Mining to Circular Economy

CE is currently a term that is gaining attraction in many discussions and has many intersections with
the concept of UM. This section explains how the UM concept can be integrated into the CE. So far,
the concept of UM has been treated in the context of waste management as well as the use of raw
materials. For this purpose, first, it is explained what is meant by the CE model. Then, it will be
described how UM is embedded in the CE model.

Earth Overshoot Day last year has fallen on 29.02.2022 The day marks the day when humanity has
consumed all natural resources than the Earth can restore and sustainably provide within one year.
Thus, as of July 29, 2022, humanity has consumed more resources than are available. At current
levels of consumption, we would need 1.7 Earths for resource consumption. If looking back at the first
recorded Earth Overshoot Day, it happened still late on Dec. 30, 1970 (EarthOvershoot 2022). The
immense consumption of resources is fueled by many developments and calls for an increasing need for
alternatives.

The current global economy is based on a linear model, which consumes resources according to the
"take-make-waste" pattern. Manufacturing companies extract resources, process them to make prod-
ucts. Consumers use these products and discard them after use (Ellen MacArthur 2015, p. 3). Increas-
ing urbanization, industrialization and high consumption of primary raw materials lead to increasing
raw material prices, limited resources and serious consequences for the environment (L. Zhang, Zhong,
and Geng 2019, p. 3). The emerging CE model around waste and resource management promises to
offer an alternative to the current linear pattern (Blomsma and Brennan 2017, p. 603).

Politics has also embraced the subject of an alternative and sustainable approach to handle resources.
With this in mind, the European Commission is attempting to move forward on the topic of a sus-
tainable transformation for the economy and society by announcing the Clircular economy action plan,
an initiative of the EU’s Furopean Green Deal. In addition to the principal objectives of the Furopean
Green Deal to promote a modern, fair and competitive economy and to achieve greenhouse gas neutral-
ity by 2050, economic growth should be decoupled from massive resource consumption and therefore
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resource efficiency should also be significantly strengthened, too. The Circular economy action plan
proposes a forward-looking agenda for a cleaner and more competitive Europe, driven collectively by
a chain consisting of economic actors, consumers, citizens and organizations (EC 2020, p. 3).

The strategies to develop the CE include numerous initiatives and measures that are intended to have
an impact at various action levels. Also the action plan highlights a CE that will provide citizens with
high quality, functional and safe products. These products would also be efficient, affordable, more
durable and designed for reuse, repair as well as high-quality recycling (EC 2020, p. 3). In addition, the
plan focuses on specific value chains. These are electronics, information and communication technology
(EC 2020, p. 8), batteries and vehicles, packaging (EC 2020, p. 9), plastics (EC 2020, p. 10), textiles,
construction and buildings (EC 2020, p. 12), as well as food, water and nutrients (EC 2020, p. 14).
In addition, chapter 4 (EC 2020, p. 14) addresses the subject of waste. In general, it is about waste
prevention and proper waste separation in order to create a basis for a functioning EU market for
secondary raw materials. The action plan describes itself as a framework for sustainable product
policy, and thus does not pursue a resource policy in the narrower sense with binding measures and
targets.

The United Nations also adopted an agenda in 2016. UN (2016) has the goal of achieving sustainable
development on an economic, social and ecological level by the year of 2030. The centerpiece of
the agenda is formed by the 17 Sustainable Development Goals. Every Sustainable Development
Goal (SDG) has some more underlying and more specific measures to act on. All the goals are
presented in fig. 2.5.
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Figure 2.5: The 17 Sustainable Development Goals (SDGs) (UN 2016, p. 14)

The CE principles relating to waste management are particularly addressed under SDG 12 - "Ensure
sustainable consumption and production patterns" (UN, p.26). When it comes to resource manage-
ment, SDG 8 additionally is adressed by promoting sustainable economic growth (UN 2016, p. 23).
For a short overview, the relevant specific measures of SDG 12 are presented:

SDG 12.2
Goal: Achieve sustainable management and efficient use of natural resources by 2030

SDG 12.3
Goal: Halving global food waste in trade and consumption by 2030
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SDG 12.4

Goal: Environmentally friendly management of chemicals and waste and minimisation of envi-
ronmental impacts by 2020

SDG 12.6
Goal: Significantly reduce waste generation through prevention, recycling and reuse by 2030.

It can be concluded that the transformation of global production and consumption patterns towards
a CE is high on the political agenda (Wilts and Berg 2017, p. 23).

As with UM, there is no clear definition of the CE so far. Kirchherr, Reike, and Hekkert (2017) has
analysed 114 different definitions on CE and finds that there are many different ideas and opinions on
the concept of the CE. However, one direction can be identified - the one which goes along with a
system change of the previous linear economic model. An analysis was undertaken by Prieto-Sandoval,
Jaca, and Ormazabal (2018) that shows different definitions of the CE. Fig. 2.6 shows the many
different approaches to defining the CE.

Explicit definition of circular economy

*A circular economy describes an economic system that is based on business models which replace the ‘end-of-life’ concept with
reducing, alternatively reusing, recycling and recovering matenals in production/distribution and consumption processes, thus
operating at the micro level (products, companies, consumers), meso level (eco-industrial parks) and macmo level (dty, region,
nation and beyond), with the aim to accomplish sustainable development, which implies creating environmen tal quality, economic
prosperity and social equity, to the benefit of current and future generations.”

*a regenerative system in which resource input and waste, emission, and energy leakage are minimised by slowing, closing, and
narrowing material and energy loops. This can be achieved through long-lasting design, maintenance, repair, reuse,
remanufacturing, refurbishing, and recycling. Second, we define sustainability as the balanced integration of economic performance,
socal inclusiveness, and environmental resilience, to the benefit of current and future generations.”

“Circular economy is defined by Charonis (2012), in line with The Ellen Macarthur Foundation vision (2012, as a system that is
designed to be restorative and regenerative.”

“#A ‘drcular economy’ would turn goods that are at the end of their service life into resources for others, closing loops in industrial
ecosysterns and minimizing waste, It would change economic logic because it replaces production with sufficiency: reuse what you
can, recycle what cannot be reused, repair what is broken, remanufacture what cannot be repaired.”

“The circular economy seeks to stretch the economic life of goods and materials by retdeving them from post-production consumer
phases, This approach too valorizes closing loops, but does so by imagining object ends in their design and by seeing ends as
beginnings for new objects.”

“The circular economy (CE) isa simple, but convincing, strategy, which aims at reducing both input of virgin materials and output of
wastes by dosing economic and ecological loops of resource flows.”

“CE, materal flows are either made up of biological nutrients designed to re-enter the biosphere, or matenals designed to arculate
within the economy (reuse and recyding) (GEOS 2012)."

*A circular economy is a mode of economic development that aims to protect the envirmonment and prevent pollution, thereby
faclitating sustainable economic development.”

“The CE policy seeks to integrate economic growth with environmental sustainability, with one element relying on new practices
and technological developments, similar to the application of environmental modernization technology.”

*Circular economy is the outcome of over a decade's efforts to practice sustainable development by the international communities,
and iz the detailed apprmoach towards sustainable development {Monguchi, 2007)."

Circular economy is an abbreviation of “Cosed Materials Cyde Economy or Resources Circulated Economy” (-..) “The fundamental
goal of circular economy is to avoid and reduce waste s from sources of an economic process, so reusing and recycding are based on
reducing.”

“mean the realization of a closed loop of materals flow in the whole economic system.” (._.) “implying a closed-loop of materials,
energy and waste flows"

“The central idea is to close material loops, reduce inputs, and reuse or recycle products and waste to achieve a higher quality of life
through increased resource efficiency.”

Figure 2.6: Overview of approaches defining circular economy (Prieto-Sandoval, Jaca, and Ormaza-
bal 2018, p. 608)
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As there is no clear definition that provides the framework for CE - there is, however, a clear direction
to change the linear economic system. Therefore, here is a brief summary of what has been learned so
far about the basic idea of the CE.

The basic idea of the CE is to preserve the value of products and components as best as possible at
the end of their use phase (Wilts and Berg 2017, p. 2). The goal of the CE is to preserve the value
of resources and materials once used for as long as possible, to use them as often as possible and to
generate as little waste as possible. Ideally, no waste is produced (Wilts and Gries 2017, p. 2). Another
goal of the CE is to decouple economic value creation from material resource consumption in order
to achieve an absolute reduction in physical material flows and the associated environmental impacts
(Ramesohl, Berg, and Wirtz 2022, p. 3).

The concept covers all economic sectors, from resource extraction to production, storage and con-
sumption, as well as disposal and recycling. Essential components are the "three Rs”: Reduce, Reuse
and Recycle. Reduce is intended to reduce the need and consumption of raw materials, materials and
products in general. Reuse refers to the reuse and repeated use of materials and products. Recycle
describes the reintroduction of materials into the material cycle (Kirchherr, Reike, and Hekkert 2017,
p. 226). By closing loops, waste is supposed to be turned into a resource again (Wilts and Berg 2017,
p. 2). In a simplified way, fig. 2.7 shows the concept of closing the ressource cycle, described as CE.

CONSUMPTION
AND STOCK

L

MATERIALS RECYCLING WASTE

SNOISSIWG

INCINERATION LANDFILL

EXTRACTION AND IMPORT OF NATURAL
RESOURCES, INCLUDING ENERGY CARRIERS

Figure 2.7: Circular Economy principle (EEA 2016, p. 10)

The Ellen MacArthur Foundation, established in 2010, aims to accelerate the transition to a CE. The
Foundation acts as a global thought leader in the field of CE and works together with decision-makers
from business, government and academia. To accelerate transition, Ellen MacArthur (2015) developed
a system diagram known as the "Butterfly Diagram”. Fig. 2.8 illustrates the physical material flows
across the various economic sectors.

From production to recycling with the intermediate steps of reduce, maintain and repair. These steps
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represent, concrete possibilities of the Reduce strategy. The aim is to reduce the need for raw materials
and to extend the lifetime of products. A distinction is made between the technical cycle of products
and the biological cycle of biodegradable materials. Due to the subject matter of this paper, only the
right-hand side of the product cycles is relevant.

RENEWABLES é FINITE MATERIALS
ES FLOW M. T - STOCK MANAGEMENT

o

PARTS MANUFACTURER

Vool

PRODUCT MANUFACTURER

Voo

SERVICE PROVIDER

CASCADES
ANAEROBIC
DIGESTION

COLLECTION COLLECTION

MING/COLLECTION'

BIOCHEMICAL
FEEDSTOCK

REGENERATION BIOSPHERE RECYCLE

ISH/
UFACTURE

REMAI
REUSE/REDISTRIBUTE

MAINTAIN/PROLONG

EXTRACTION OF
BIOCHEMICAL
FEEDSTOCK?
1 Hunting and fishing
2 Can take both post-harvest and post-consumer waste as an input
SOURCE
Ellen MacArthur Foundation .
Circular economy systems diagram (February 2019) ¢ MINIMISE SYSTEMATIC .
www.ellenmacarthurfoundation.org ; LEAKAGE AND NEGATIVE . EgLEN xAgARTHUR
Drawing based on Braungart & McDonough, ; EXTERNALITIES FOUNDATION
Cradle to Cradle (C2C) H

Figure 2.8: Butterfly Diagram (Ellen MacArthur 2015, p. 6)

The goals pursued by the diagram can also be reconciled with the analysis of Kirchherr, Reike, and
Hekkert (2017). Many definitions equate the CE model with recycling.

Reuse is the second most frequently mentioned in the literature, followed by Reduce. Furthermore, it
can be noted that only 12% of the existing literature links the concept of the CE with the topic of
sustainability. The dimension of sustainability plays a significant role especially for the next generation.
The CE model replaces the previous "End of Life" concept. In CE the materials of products find a new
use through recycling, thus closing the cycle (Kirchherr, Reike, and Hekkert 2017, p. 229). In order to
consider not only the product view but also the resource view, the following should be added. With
regard to resources, it can be said that the CE model is a "resource life extension strategy” (Blomsma
and Brennan 2017, p. 606).

This is where the link to the concept of UM comes in. The concept of UM marks the transition
from a linear economic concept to a CE concept. Raw materials are extracted from the waste stream
through recycling and recovery and are then available as secondary raw materials (Arora et al. 2017,
p. 215). This is where the concept of UM fits into the CE model - as the final cycle that captures
discarded products and returns them to the economy as secondary raw materials (Tercero, p.12).
UM is an important and pragmatic concept that needs to be further developed as part of the CE
strategy. It is an integral part of the circuCElar economy model. For this reason, it is important to
maintain the discussion on UM in order to better define terminology, goals, technologies, challenges
and opportunities (Cossu, p. 2). Fig. 2.9. shows how it is integrated into the CE model. UM supports
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the CE by identifying recycling the materials of the anthropogenic stockpile to make them possible to
be recycled. By using the anthropogenic stockpile as source secondary raw materials, UM supports
resource recovery and reinforces waste minimisation.

Figure 2.9: Relationship of Urban Mining and Circular Economy (Cossu and Williams 2015, p. 2)

2.4 Challenges of Urban Mining and the Circular Economy

So far, it can be seen that there are many approaches and perspectives to both the concept of UM
and the CE model. The concept of UM deals specifically with the handling of raw materials, the
size and composition of the material stock, in order to contribute to material low management as a
strategic approach. The CE model deals with a rethinking of the previous economic model and the goal
of moving away from a throwaway society to a circular management of products and services, using
different approaches. These different challenges are discussed in this section to highlight differences
and commonalities.

2.4.1 Challenges of the Circular Economy

As has been established so far, the basic concept of the CE is based on maintaining the value of products
and components for as long as possible and generating as little waste as possible. High expectations go
hand in hand with the concept of the CE; it is desired to reduce the burden on the environment by us-
ing raw materials in a way that conserves resources. A rethinking of the previous traditional economic
system will be the basis for this. So far, the model of the CE seems to be only a collection of vague
and isolated ideas from different and not yet fully developed scientific concepts (Korhonen, Honkasalo,
and Seppéld 2018, p. 37). At this point, the concepts of previous experience of the CE will be discussed.

ReSOLVE Framework

Through case studies and expert interviews, Ellen MacArthur (2015) has identified six areas of action
to facilitate the transition to a CE. Together, these six action points form the ReSOLVE Framework
and will be discussed.
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REgenerate
Switch to renewable energies and materials

Share
Share products to maximise benefits.
Extend the life of products through reuse and second hand.

Optimise
Increase the performance and efficiency of the products.
Avoid as much waste as possible.
Apply Big Data and automation where it promises potential potential.

Loop
Make use of remanufacturing and recycling for products and components.

Virtualise
Dematerialise products and services.

Exchange
Replace old products with newer, modern products.
Apply new technologies such as 3D printing.

As can be seen from the recommendations, the CE does not exclude the consumption of natural
resources for sustainable development (Wilts 2020, p. 37).

In order to sustainably achieve the transformation to a CE, several dimensions are required. The
guiding principle consists of three goals, which must be achieved simultaneously: The dimensions of
environmental quality, economic development and social justice (Kirchherr, Reike, and Hekkert 2017,
p. 224). Change requires profound changes in many different areas of the current socio-economic sys-
tem with fundamental and complex processes. There are crucial areas in the technical, economic and
social spheres that favour change towards this objective. These are described as "enablers" of the CE
and describe business model innovations that guide and accelerate the transformation to a functioning
CE (EEA 2016, p. 13). Only the three most common innovations are being discussed here.

Circular Product Design
It helps to make products more durable and also easy to repair, refurbish or upgrade. The goal
here is to ensure that valuable materials and components are easily accessible during disassembly
and enable recycling (Wilts and Gries 2017, p. 3). It is necessary to consider this idea already in
the design phase (Wilts and Berg 2017, p. 2).

Service-oriented business models
New business models that are based on closed cycles and at the same time are resource efficient
will be one of the strong drivers for the CE. The main principle will be to use products instead
of owning them (Wilts and Berg 2017, p. 4). There are three main types of services. Product-
oriented services focus on customer service, maintenance and repair (EEA 2016, p. 15). User-
oriented services focus on product leasing and sharing (EEA 2016, p. 15). The result-oriented
service focuses on the service of the product (EEA 2016, p. 15).

Extending the life of products
This measure starts during and after the initial use phase of products. Repair and maintenance
enable users to keep their products and goods in use for as long as possible. This is also the
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starting point for political measures to extend the service life of products, such as the right of
users to repair , guaranteed minimum service lives or the obligation of manufacturers to provide
spare parts (Ramesohl, Berg, and Wirtz 2022, p. 18).

In conclusion, the CE is an economic system that requires a multi-level paradigm shift. The CE replaces
the concept of the "end-of-life" product through reduction, alternative reuse and recycling and recovery
of materials in the previously known production, distribution and consumption processes. It starts at
the micro level (products, companies, consumers) as well as at the meso level (actors integrated in
symbiosis) and the macro level (city, region and beyond) (Kirchherr, Reike, and Hekkert 2017, p. 610).

2.4.2 Challenges of Urban Mining

There are also challenges to be met in the field of UM. As noted in the previous chapter 2.1, UM goes
far beyond waste management and recycling. Previous approaches involved building the framework
for the concept of UM and demonstrating the potential of the concept, However, ways can already be
found to help UM succeed in order to fully realise its potential.

To this purpose, P. H. Brunner and Kral (2013) has developed a strategy consisting of four pillars :

Design for Urban Mining

Design of products and components according to perspectives of long-term multiple use. Today’s
goods are complex mixtures of materials. They can often only be broken down into individual
substances with difficulty and thus hard to be efficiently reused. In the future, the aspects of a
second and multiple material cycle should already be taken into account in the design and built
into the product. The goal is to have the products and components converted into materially
uniform, recyclable secondary raw materials with a low expenditure of energy and material
resources (P. H. Brunner and Kral 2013, p. 251).

Resource Directory

Especially in the case of goods with a long service life, information on the type, quantity and
composition of the goods is lacking at the end of the service life. In the future, the information
available during production must be documented so that it is available for easier recycling at the
end of the service life. Product passports and resource inventories at regional level, especially for
buildings, are conceivable. They provide information on which substances are installed where,
in which concentrations they occur and when they have reached their technical lifetime (P. H.
Brunner and Kral 2013, p. 251).

Urban Prospection
As in mining, geological, geophysical and geochemical methods of prospecting to search for and
explore new deposits in order to make UM economically competitive with primary resource
extraction (P. H. Brunner and Kral 2013, p. 251).

High-tech for Separation and Recovery
Substances and the worthless and pollutants from the existing secondary resources. What matters
here is cost-effectiveness, there is a big shortcoming in this area. It is necessary to develop
new high-tech processes that separate the complex mixtures and make them available for the
secondary materials industry. To this end, physical, physical-chemical and chemical processes
must be developed that allow the recovery of valuable, clean products with little material and
energy input (P. H. Brunner and Kral 2013, p. 251). This can be seen, For this, it can exampled
in case of mobile phones, which today consist of up to 60 chemical elements. In 2009, the recycling
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potential worldwide was 80,000 tonnes, of which only about 2000 tonnes were properly recycled
in real terms (Koschnik 2011, p. 16).

2.4.3 Common Challenges

Digitalisation

What both the concept of UM and the CE model benefit from is digitalization. Digitalisation and
data availability on existing raw materials are the most important prerequisites for a successful CE
and UM. Good recording and documentation of existing and future raw material sources as well as the
composition of these materials is of great importance for a successful implementation of UM (Koschnik
2011, p. 17). The information needed for this extends over various stages, ranging from production
through the use phase to the end of use (P. H. Brunner and Kral 2013, p. 339). The transition to UM
and the CE will require material flows and information flows to be coordinated more closely in order
to address the problems mentioned. Information on quantities and especially qualities of products and
the raw materials and toxins they contain must be collected and maintained. A key challenge here is
to effectively generate, collect, process and subsequently make available again the mass of information
on the material composition of each individual product, its use patterns and its disposition in the cycle
(Wilts and Berg 2017, p. 5).

In order to substitute the highest possible proportion of the natural resources used to create secondary
raw materials, functioning and well-scalable markets for recycled materials are necessary. For this,
secondary raw materials must be available in sufficient quantity, quality and in a plausible time frame,
and they must be communicated to the corresponding demand. Digital trading platforms offer new
opportunities for the marketing of quality-tested and certified secondary materials (so far in the form
of recirculates and are becoming increasingly important (Ramesohl, Berg, and Wirtz 2022, p. 15). The
relationships of companies within a value chain or sectors are changing, partnerships and cooperations
are gaining importance in order to create new structures for digital interactions and data flows between
the different actors. Finally, political framework conditions and incentive systems must be created to
adapt to the new challenges and design tasks (Ramesohl, Berg, and Wirtz 2022, p. 21). So far, the
perception by potential customers is distorted, as they generally perceive secondary materials as being
of lower value and the knowledge about the general usability of secondary materials is not yet there
(Wilts and Berg 2017, p. 4).

Reverse Logistics

In addition, a common challenge is reverse logistics. Logistics generally includes all tasks for the
integrated planning, coordination, implementation and control of the flows of goods as well as the
goods-related information from the origin sink to the consumption sinks (Specht and Braunisch 2008,
p. 876). The challenge here arises from the fact that the materials and material flows are now made
available again as secondary raw materials. In recent times, different terms have emerged for these new
systems of logistics, such as disposal logistics, resource logistics or reverse logistics. This encompasses
the process of effectively and efficiently planning, implementing and controlling incoming secondary
material flows, their storage and the associated information flows that flow in the opposite direction
to the traditional direction of a supply chain. The intention of reverse logistics is to close the material
cycle and to preserve or increase their value or to ensure appropriate disposal. Reverse logistics also
includes repair and reuse at the product level (Specht and Braunisch 2008, p. 876). Consumers play a
central role in secondary raw material logistics. Through their consumption behaviour, they determine
the type of end-of-life products, through their use behaviour the condition and through their return
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behaviour the quantities as well as the time of return. Planning, control and optimisation are needed
for these changed planning, control and optimisation approaches still need to be developed to support
the CE and UM (Specht and Braunisch 2008, p. 879).

Consumer’s Role

Active role and engagement in the CE and UM model is the essential challenge. The challenge is to
encourage consumers to choose circular products. This choice is made at the point of sale, during the
use phase and at the end of life through the proper disposal of products and equipment (Bressanelli
et al. 2021, p. 4). Among all the actors in the circular chain, the consumer is the most important actor.
He decides on the disposal route and the destination of the waste (Li et al. 2015, p. 7097).
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3 Blockchain Technology

This chapter provides an overview of the basics of BC technology. It serves to understand the func-
tioning mechanism of the technology. In the course of the chapter, the most significant aspects and
the most important applications are discussed. These basics create the technological framework for
this elaboration.

3.1 The Term Blockchain

The emergence of the BC is closely linked to the development of the cryptocurrency Bitcoin. In a
white paper "Bitcoin: A Peer-to-Peer Electronic Cash System", Nakamoto (2008) introduced Bitcoin
as the first electronic payment system. It is based on a decentralised peer-to-peer network and solves
the double-spending problem without the need for a trusted third party. Double-spending describes
the problem of the same token being issued more than once in a digital money systems.

The BC itself is a database in which all transactions are stored. As part of the validation process for
transactions "mining”, transactions are grouped into blocks. Each block refers to the valid block that
came before it, creating a tamper-proof chain, the "blockchain". Some network participants, called
"miners”, compete to create new transaction blocks. The first miner to find a new block receives a
reward in the form of new tokens. To find a block, a calculation must be performed or another action
must be taken depending on the consensus mechanism (K. Zhang and Jacobsen 2018, p. 2).

In general, the underlying BC architecture can be divided into three core layers (Hileman and Rauchs
2017, p. 33). In Fig. 3.1 the three different are layers shown.

Application
layer

Network | Network | Network | Network Network

Al A2 B1 B2 layer
e Prlomml
ayer

Figure 3.1: The blockchain Layers (Hileman and Rauchs 2017, p. 26)

Protocol Layer
The protocol layer comprises the core software that forms the backbone of a distributed ledger
system. It can be considered as the infrastructure on which networks and applications are built
on. The protocol layer itself provides no value without a network.
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Network Layer
The network layer consists of the actual P2P network that brings a distributed ledger to life by
connecting participants. When people talk about a specific BC solution running in manufactur-
ing, they usually mean a specific network. Networks can be industry-specific, use case-specific or
company-specific.

Application layer
The application layer represents the primary user interface for BC technology. It is built on
distributed ledger networks and offers products and services (Hileman and Rauchs 2017, p. 33).

BC technology can be broken down into a few key dimensions:

e Distributed:
The distributed character of the network requires that untrusted together participants reach a
consensus.

e Transparency:
The records can be reviewed by a permissioned group of participants, whereby the group can be
more or less public.

e Immutability:
Immutability makes arrangements redundant and provides a historical, unique and coordinated
version of the truth.

e Security:
BC operate on the principle of non-repudiation and irreversible of records. BC is a shared,
tamper-proof, replicated ledger where records are irreversible and secure thanks to cryptography
one-way hash functions and community consensus (Tasca and Tessone 2018, p. 6).

The following chapter 3.2 aims to show how these key dimensions of BC technology are implemented
from a technical point of view.

3.2 Blockchain Core Characteristics

The following subsections complement the BC technology with its technical aspects. The explanations
aim to provide a better insight into the possible applications of BC technology. The decentralised
nature of the ledger structure is described, followed by an overview of the transaction mechanism.
Next, the cryptography and consensus of the network will be explained. Finally, the different forms of
BC are presented.

3.2.1 Distributed Network Architecture

The network of BC technology is represented by the decentralised peer-to-peer network. BC technology
is a specific form of distributed ledger technology (DLT). The DLT, or translated distributed ledger,
simply describes a decentralised distributed database that puts many different participants on an equal
level and makes centralised instances redundant. The technology enables a peer-to-peer (P2P) network
in which the equal participants ("peers”) decide on data updates by reaching a consensus. The type
and nature of the data can be arbitrary, for example, proof of origin of certain products or even simple
transaction data. Since there is no intermediary entity, new data sets can be added by the participants

22



3 Blockchain Technology

themselves (Urban 2020, p. 15). Fig. 3.2 illustrates the differences between a decentralised and
centralised network structure. In a centralised structure, there is a central authority that determines
how the individual actors should communicate with each other. The interaction between other network
participants is handled by this entity (Urban 2020, p. 16).

(a) Centralized Network (b) Decentralized Network

Figure 3.2: Decentralised and centralised networks (Morabito 2018, p. 66)

Due to its characteristics, BC technology can process transactions in a decentralised manner between
different actors without the need for centralised instances. Each participant in the BC network can
store its own local copy of the BC ("shared ledger”) and thus verify and validate it. This structure,
is protected against individual failures of the participants and hacker attacks, as there is no central
vulnerability and consequently more than half of the network nodes would have to be manipulated.
This possible manipulation is also known as 51%-Attack (Urban 2020, p.16).

3.2.2 Transaction Mechanism of Blockchain

The functionality of BC technology is based on asymmetric encryption on the one side and on a
cryptographic hash function on the other.

Asymmetric encryption enables the exchange of keys between actors by generating different keys for
encryption and decryption. These are also called a key pair because they form complementary keys.
The key pair consists of a "public key” and a "private key”. The mathematical basis of asymmetric
encryption is based on a simple calculation in one direction, but an almost impossible calculation in the
opposite direction.The opposite calculation takes a lot of time and computing power. This principle is
also referred to as a one-way function (Adam 2020, p.53).

A transaction between two participants in a BC network starts with encrypting the transaction infor-
mation by generating a hash value of the information. Afterwards, the transaction is encrypted with
the recipient’s public key and thus addressed to him. At the same time, he signs them with his own
private key to authenticate himself to the recipient. A hash function is used to generate a unique hash
value for both. The transaction can only be decrypted with the recipient’s private key and thus its
content can be read. In addition, the recipient can use the visible public key of the sender to determine
whether the transaction was actually sent by the sender. To do this, the same hash function is used
to generate a hash value from the transaction information after the transaction has been decrypted
with the sender’s public key. The self-generated hash value is now compared with the hash value
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generated by the sender. If the values are identical, it can be assumed that the information has not
been manipulated and does not originate from an unauthorised third party. Fig. 3.3 shows the process
of a transaction between two participants.
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Figure 3.3: Transactions on blockchain (Belotti et al. 2019, p. 3823)

Hash functions are important components of the BC that can, among other things, verify the integrity
of transaction data and quickly locate data. They map large amounts of data, such as data from a
transaction in the BC, to a finite number. This number, which has a fixed size, is also called a hash
value or checksum (Fill and Meier 2020, p. 6). The hash value is constructed in such a way that a
small change in the input value results in a completely new and different hash value. This property is
also referred to as the diffusion principle. The diffusion principle makes it possible to quickly detect
changes in the input data without having to look at the data in detail. A comparison of the hash
values is sufficient to determine whether a manipulation of the input data has taken place or not. If
the two hash values match, manipulation would a manipulation would be almost impossible. It is
important that the hash value is a one-way function, so that an inverse function cannot be determined.
It is therefore not possible to calculate the input data back on the basis of the hash value (Fill and
Meier 2020, p. 6). The hash functions are central mechanisms in the BC and are used, for example, to
convert each block and transaction into a hash value. In addition, the chaining of blocks is also done
by referencing a block to the hash value of the previous block. A change within any block of the chain
would change the hash value and thus stop the chaining, as the reference is no longer given (Fill and
Meier 2020, p. 7).

The hash functions are also used to build data structures with large amounts of data. The inventor
Ralph C. Merkle makes it possible with the so-called hash trees or Merkle trees to make a large number
of data verifiable and to store them so that one can efficiently check certain data in the data set. The
logic is to successively combine two hash values in order to obtain only one hash value at the end of
the combination. This last hash value is also called the root of the tree (("Merkle Root Hash "), as the
procedure resembles a tree structure (Fill and Meier 2020, p. 8). Fig. 3.4 shows the data structure of
a block, the associated transactions and the process of chaining.

The transaction mechanism of the blockchain network through the peer-to-peer network can be divided
into 5 phases (Belotti et al. 2019, p. 3800).
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Figure 3.4: Chaining-structure of blocks (K. Zhang and Jacobsen 2018, p. 4)

Transaction Creation
The sender creates a transaction and sends it to the network. This transaction contains the
recipient’s public address, the value of the transaction and a cryptographic digital signature that
proves the authenticity of the transaction

Transactions propagation
After the transaction is sent to the network, it is received by the nodes, which authenticate the
validity of the message by decrypting the digital signature. The authenticated transaction waits
in a pool of pending transactions until a block is created

Block Validation
The outstanding transactions are summarised by one of the nodes in the network in an updated
version of the ledger, called a block. At a certain time interval, the node sends the block to
the network for validation. The different BC networks use different validation techniques. The
Bitcoin BC uses a technique called proof-of-work and Ethereum uses the proof-of-stake concept

Block Propagation
The block with the valid transactions is broadcast throughout the network so that all nodes can
update their own copy

Block Confirmation
Transaction blocks only lead to a real transfer of assets if they are confirmed in the final version
of the ledger after they have been validated and published in the BC. They can no longer be
removed from this. To become part of it, the consensus process must come to an end, the nodes
must agree on a single chain of blocks

Fig. 3.5 shows the sequence of the 5 steps of the transaction mechanism with the involved actors.
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Figure 3.5: Transaction mechanism of blockchain (Belotti et al. 2019, p. 3801)

3.2.3 Consensus Mechanisms

This chapter presents three different consensus mechanisms that are widely used in BC-based systems.
First, the challenges and problems in the BC are mentioned, which the consensus mechanisms try to
solve.

A major challenge with BC networks is agreeing on an appropriate consensus or order of transactions
to be processed, as well as the execution of content on the network (Meinel and Gayvoronskaya 2020,
p. 31). The consensus mechanism is to be constructed in such a way that the network participants
accept and promote the rules out of their own motivation (Himmer 2019, p. 7). Often, a reward is
offered as an incentive to act according to the rules. In a decentralised network with many participants,
the risk always remains that individual users will act contrary to the rules and want to cause damage.
Two problems in particular need to be eliminated - Double spending and byzantine fault.

Double Spending, which has already been mentioned in section 3.1, refers to a problem of multiple ac-
counting. Here, a digital file is used and executed in more than one transaction. This can be prevented
by having several nodes verify the transaction at certain time intervals. In contrast, a Byzantine error
means that transaction content has been manipulated. In this case, nodes are attacked with malicious
intent during data exchange. To reduce the danger and consequences of such an attack, manipulated
transactions must be quickly identified (Adam 2020, p. 49). The consensus mechanisms in the BC
therefore have the task and goal of ensuring the correctness of transactions and finding agreement on
the same block despite disagreements between network participants. This block is to be accepted by
all network participants as the only valid version and distributed as a copy (Himmer 2019, p. 7).

Proof of Work (PoW)

The PoW mechanism is the first functioning and probably best-known consensus mechanism used in
BC systems. It was first described in Nakamoto (2008)’s white paper and is still used in the Bitcoin BC
today. The logic is based on the fact that all network participants of the BC can participate and there
is competition in solving a computationally intensive and elaborate mathematical task (Kaucher 2020,
p. 3). The hash value is formed, described in a simplified way, from the set input parameters. Among
other things, this contains the known hash value of the previous block. In addition, the transactions
that are to be contained in the new block to be created are included for the formation of the hash
value. Another input parameter is the timestamp of the new block to be created (Himmer 2019, p. 19).

The approach is based on the fact that the more computing power is available for finding the solution,
the higher the probability of being the first to find the hash value (Hinckeldeyn 2019, p. 14). The
high and necessary computing power should prevent a manipulation attempt and guarantee security.
If the hash value was found by a miner, it has permission to form the block and then sends it to all
participants in the P2P network. They can now confirm the validity of the block on the basis of the
nonce value found and the other known input parameters. (Hinckeldeyn 2019, p. 14). In addition,
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the miner receives a reward and possibly also a share of the transaction fees, which is intended to
compensate for the computing capacity used (Hinckeldeyn 2019, p. 14).

The probability of having more than 50% the computing capacity to attempt manipulation is low.
Nevertheless, there is a risk that this is possible. The risk is also referred to as a "51 % attack”. The
computationally intensive task also requires high computing power and thus also causes high energy
consumption or power consumption. It is often criticised that many emissions are emitted and there-
fore contribute negatively to Climate change (Hinckeldeyn 2019, p. 12).

Proof of Stake (PoS)

To counteract the high energy consumption caused by computationally intensive tasks, the PoS mech-
anism was developed. Preference is given to requesting nodes with a high input (("stake”) that have
to solve less computationally intensive tasks for the creation of a block. In contrast to PoW, these are
not called miners, but "validators” or "stakeholders" and are usually remunerated through transaction
fees. Instead of spending money on the required hardware and resources as in PoW, the money can
be used as a deposit to participate in the consensus process. The probability of being selected as
a validator depends on the invested assets and the total share of the cryptocurrency in the system
(Himmer 2019, p. 10).

Accordingly, the basic idea of PoS is based on the fact that the wealthy validators strive for the integrity
of the data and the further development of the BC due to the high invested deposit. Therefore, they
are responsible for the correct creation of blocks and are liable at the same time with their invested
assets. There are benefits from the PoS mechanism that come from relying on the validators. As a
result, the tasks to be solved for the creation of a block can be approached in a less computationally
intensive manner. At the same time, this leads to a faster and more resource-efficient formation of a
block, which is much more environmentally friendly compared to PoW. Moreover, more than 50% of
the total coins would have to be bought to carry out a manipulation of the blocks. The market would
react with inflation and thus increase the costs of the attack. Linked to this, the attacker himself would
be affected with a devaluation of the coins, as he owns the largest number of coins (BitFury Group
2015, p. 17).

Disadvantages of the PoS approach included the fact that initial PoS deployments struggled to incen-
tivise positive behaviour. The reason for this was that misbehaviour did not result in any consequences
for the validators. This problem is also known as the "Nothing at Stake Problem”. In addition, there
could be targeted attacks on the digital wallet ("wallets”) with the deposits used, since the deposit is
online and known (Baliga 2020, p. 17).

Proof of Authority (PoA)

The PoA mechanism is mainly used with private or consortium blockchains. Reliable and trustwor-
thy validators are selected who are responsible for checking the transactions and ultimately for block
creation. It needs to be assessed that the validator is suitable for this. For this purpose, their trust-
worthiness is tested in advance and their identity is revealed. The number of validators is limited to a
small group, in which one validator proposes a block for generation on a turn-based basis, which must
then be accepted by the majority of the group (Hinckeldeyn 2019, p. 16).

The advantages of PoA over a centralised database are that the network cannot be completely taken
over in the event of an attack. Another advantage is that no computationally intensive tasks have
to be solved as with PoW. Therefore, it is significantly more performant and resource-efficient than
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the previously described consensus mechanisms PoW and PoS. This allows for high-throughput and
efficient work (Hinckeldeyn 2019, p. 16).

The disadvantage is the high reliance on a small group of validators. These can exploit the power and
thus influence the network, which contradicts a decentralised network system. For this reason, public
BC use other consensus mechanisms. PoA is preferred for private BC on the corporate side, where the
validates correspond to physical authorities (Kaucher 2020, p. 17).

3.2.4 Blockchain Variants

As already noted, it is not possible to speak about "the” BC, as there are many different forms and
variants, which are selected depending on the question of what the BC is to be used for. Different
forms of BC can be classified in terms of access to the system and access to the data. There is a
distinction between public and private BC, which determine access to the network and the handling
of transaction dat (Hileman and Rauchs 2017, p. 18).

With public BC, anyone can participate in the network system, whether as a node or miner or validator.
Proof of Identity is not necessary to make transactions and to view transaction data on the network.
Private BC, on the other hand, have limited access to the BC and therefore a limited number of
participants. These are determined by a central authority and are selected on the basis of their
trustworthiness. For this purpose, the identity is announced (Hileman and Rauchs 2017, p. 19).

Besides the question of who can participate in the network system and view the transaction data, there
are also restrictions in the context of consensus participation. In this context, it is important to know
who is authorised to validate and create blocks and who is granted or denied permission to do so.
A distinction is made between permission-based permissioned and permissionless BC. Permissionless
BC allow all network participants to take part in consensus building as well as validation and creation
of blocks. In contrast, with a permissioned BC, these activities are only granted to certain network
participants who are selected by a central authority (Hileman and Rauchs 2017, p. 19). Fig. 3.6 shows
the different BC and their rights.
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Figure 3.6: Overview of blockchain variants (Hileman and Rauchs 2017, p. 20)
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3.3 Application Layer

This section describes the application layer, which is built on top of the protocol and network layer.
These applications are connected to the core infrastructure of the blockchain. The aim of this section
is to give an overview of the possible Blockchain applications, the concepts of smart contracts, the
Internet of Things and Oracles are described.

3.3.1 Smart Contracts

The BC technology not only allows the transmission of transactions but also the decentralised automatic
execution of programming code. As early as 1997, Nick Szabo had the idea of letting contracts run
automatically. He called these automated contracts, which were possible by connecting programmable
code, interfaces and protocols, "smart contracts" (Adam 2020, p. 54). The Smart Contracts describe
an if-then relationship that only executes on an agreed condition when a certain event occurs or a
certain state is reached. The non-repudiation and immutability of BC technologies offer a high level
of security and transparency, so that subsequent changes to the programmed code are not possible.
Since the smart contracts are also distributed to all network nodes and are validated, audibility and
feasibility are guaranteed at all times.

One well-known BC that has integrated smart contracts into its system is the open-source BC is
Ethereum, which is accessible to everyone. It is not just a single BC but rather a holistic BC platform
that contains its own cryptocurrency called Ether. It also contains BC based applications, which are
known as Decentralised Applications, referred to as "DApps”. They are not limited to the BC but can
also be used in a P2P network. DApps use smart contracts that can offer music streaming services,
financial services or even computer games among other things (Valenta and Sandner 2017, p. 7).

3.3.2 Internet of Things

The Internet of Things (IoT) is currently experiencing growth in research and industry. However, the
technology still suffers from privacy and security vulnerabilities. These problems can be solved with a
scalable, trustless peer-to-peer technology that works in a transparent and secure environment. There-
fore, BC technology is seen by many stakeholders as having the potential to become the technological
platform that will enable IoT implementation. Three BC features exist that turn this technology into
a potential for the connected internet of things, namely - decentralisation, anonymity and security.
The decentralised aspect of BC technology ensures scalability and robustness by avoiding the problem
of a single point of failure within the network. The anonymity and security of the technology ensures
the privacy of device users and protection from untrusted parties who can access sensitive personal
information (Dorri, Kanhere, and Jurdak 2017, p. 178).

3.3.3 Oracles

If a smart contract is dependent on events or states that take place outside the blockchain, then
this required information from an external component must be transferred to the blockchain and
processed. The external component is also referred to as Oracle. It enables the blockchain to be linked
to information from the real world. This data can be inputs from digital platforms, but also sensors
for temperature measurement. They verify the data from the real world and make it available to the
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smart contract. In this way, the if-then condition can be constantly checked based on the data collected
from outside. For example, if the goods reach a previously defined temperature, then they should be
delivered to the customer (Wust and Gervais 2018, p. 5).
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So far, the topics of UM and BC have been treated separately. In this chapter, the two topics are
brought together. With regard to a find reasonable use case of BC Technology in the field of UM,
exploratory literature search is conducted. Assuming there is no specific BC application in UM vis-
ible, potential BC use cases in CE serve as starting point. Literature also serves to provide a basic
understanding of the claimed use cases of BC and how the characteristics of the technology might be
applied.

4.1 Literature Review

Due to the given structure in chapter 1.2, the respective literature will be presented and discussed at
this point. Subsequently, suitable literature from further literature research will be discussed.

Research by Kouhizadeh, Zhu, and Sarkis (2020) is chosen as practical reference to BC technology and
CE model existed. Also research by Bockel, Nuzum, and Weissbrod (2021) is chosen as many reports
were analysed and there provide solid foundation. In the following, the key takeaways will be shown
and discussed for analysing proper use cases of BC in UM.

e "Blockchain and the circular economy: potential tensions and critical reflections
from practice" by Kouhizadeh, Zhu, and Sarkis (2020)

BC technology and the CE are essentially contested concepts and address the diverse definitions,
views and expectations of stakeholders and actors. To address this, the authors try to give more
focused descriptions of the two topics.

The circular economy aims to increase the usage of products and materials, extend their lifespan
and recycle them at the end. Modern digital technologies support this transformation through
data collection, analysis and integration. Therefore, the authors make the basic assumption that
BC technology is an emerging technology that may support the circular economy model. In BC
technology, they see the possibilities of making information available in a transparent, reliable
and automated way. Available Information on the BC could be about provenance of materials
and products, the actors involved and energy consumption (Kouhizadeh, Zhu, and Sarkis 2020,
p. 950).

The authors evaluate the relationship between CE and BC by applying the ReSOLVE model,
which was mentioned earlier in this thesis under section 2.4.1.

The six principles are: Regenerate, Share Optimise, Loop, Virtualise and Exchange.
Blockchain technology has been described by the following capabilities: transparency-traceability,
reliability-security, smart execution and financial incentivization.
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— Transparency-Traceability
Based on the BC technology providing a platform for recordkeeping and sharing of data.
These DLT5s ledgers contain all entries and transactions and are available to all the net-
work’s authorised participants. Either the entries are generated manually by the users or
automatically by supportive devices such as radio frequency identification (RFID) and and
the Internet of Things (IoT).

— Reliability - Security
Based on information on the platform being encrypted and secure. The technology relies
on cryptography and distributed consensus mechanism. In addition, the system structure is
unique as only information can be added to the ledgers. Under the append-only principle,
the information cannot be deleted or edited. All together, this makes up the property of
immutability.

— Smart Execution
Based on users exchange of information on the platform and execute digital transactions
without the need of trusted third party. The digital and intelligent execution of transactions
is based on smart contracts, which run decentralised on the BC.

— Financial Incentivization

Based on withdrawals of bitcoins, tokens and cryptocurrencies. Rewards and incentives are
paid out to motivate the network to validate information and transactions and to promote
performance (Kouhizadeh, Zhu, and Sarkis 2020, p. 952).

Methodology: Inductive theory building based on multiple case studies. The Author identified
ten use cases from five different industries.

Agriculture, Forestry and Fishing Industrie

1. Bumblee Bee Foods, seafood company
Use case: Tracking yellowfin tuna from origins to sale point.

Mining Industrie

2. BHP Billiton, mining company
Use case 1: Supply chain tracking
Use case 2: Node Developing on Interplanetary File System (IPFS)

Manufacturing Industrie

3. Toyota, car manufacturer
Use case: Internal operations, marketing communications and supply chain network

4. BASF, chemical manufacturer
Use Case: Pilot platform lifecycle management

Transportation, communications, utilities services Industrie

5. Maersk, logistics and transport
Use case: Global trade digitalisation, different use cases

6. United Parcel Service (UPS), parcel service
Use case: consortium for developing standards frameworks and blockchain applications in
the shipping industry
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7. ABB, electrical engineering and energy company
Use Case: pilot project to investigate the potentials for solar energy trading

8. Wien Energy, energy provider
Use case: customer relationship tool

Retail, Trade Industrie

9. Walmart, retail company
Use case: Tracking food supply chain

10. Alibaba, e-commerce
Use case: Retail ecosystem

Outcomings: Most BC applications are related to Optimise activities of the ReSOLVE framework
supported by transparency and traceability capabilities of BC. Optimise activity as probably
the most commonly agreed has the one of the least blockchain supported activities, possible
due to organisations not focussing on End-of-Life activities. Just one of the projects (UPS)have
reached implemented status. No projects have made use of the smart erecution and financial
incentivization capability of BC (Kouhizadeh, Zhu, and Sarkis 2020, p. 962).

"Blockchain for the Circular Economy: Analysis of the Research-Practice Gap"
by Béckel, Nuzum, and Weissbrod (2021)

In this paper the emerging research field of BC for a circular economy has been studied to examine
current developments in research and practice. For the study, 57 articles have been analysed.

The circular economy is challenged by many issues, and the BC can basically only contribute
to one part of this. The potential then is to solve the shortcomings of information symmetries.
The potential of BC is providing uniform information for all participants in a given network.
Regardless of the form this takes - whether it is in a manufacturing process, along the supply chain
and logistics or in the shape of a business platform to exchange different products and services. In
most cases, the role of smart contracts is to increase the efficiency and traceability of information.
The benefits of BC applications are essentially to increase traceability and transparency, as follows
(Bockel, Nuzum, and Weissbrod 2021, p. 528).

Methodology: Extended systematic literature review on BC for the cCE.

Following their methodology, the results were ordered according to 6 dimensions. The Dimensions
have been: Technical properties, context and use case from the part of Blockchain and benefits,
challenges and r-strategies from the side of CE.

The BC and CE was mentioned in 21 different contexts: Supply chain, logistics, plastics, con-
struction, manufacturing, waste management, audit, certificates, various, agriculture, food, smart
cities, mining metals, sharing economy, small/medium companies, electronics, retail, green mar-
keting, accounting, life cycle analysis, government, energy, clothing.

In the process 12 use cases of BC in the field of CE were identified: material passports, smart
contracts, asset tracking, incentivization, cryptocurrency, product deletion, token, credit rating,
trust mechanisms, distributed ledger, leasing, escrow (Bockel, Nuzum, and Weissbrod 2021,
p. 532). Fig. 4.1 shows an overview of the dimensions and categories.

The authors found out, the technical properties has not been discussed and in practice not even
mentioned. The only properties that have been discussed, is the variant of public or private BC.
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Structural dimensions Analytical coding categories ordered by frequency

Technical properties 1) permissions and data rights, 2) technical properties of specific use case, 3) combination with other technologies, 4) data
processing, 5) brief information about blockchain type

1) supply chain, 2) logistics, 3) plastics, 4) construction, 5) manufacturing, 6) waste management, 7) audit, certificates, 8)
various, 9) agriculture, food, 10) smart cities, 11) mining, metals, 12) sharing economy, 13) small, medium companies, 14)
electronics, 15) retail, 16) green marketing, 17) accounting, 18) life cycle analysis, 19) government, 20) energy, 21) clothing
1) material passports, 2) smart contracts, 3) asset tracking, 4) incentivization, 5) cryptocurrency, 6) product deletion, 7)
token, 8) credit rating, 9) trust mechanisms, 10) distributed ledger, 11) leasing, 12) escrow

1) traceability, 2) security and privacy, 3) multiple, 4) transparency, 5) immutability, 6) efficiency, 7) cost reduction/
profitability, 8) decentralization, 9) new business models, 10) trust/ verification, 11) streamlining/ automatization, 12)
increased sustainability, 12) no intermediary, 13) other

1) accessibility/ complexity, 2) energy use, 3) security/ privacy, 4) acceptance of the technology, 5) false initial information,
6) scalability, 7) reluctance of sharing information, 8) inefficiency, 9) lacking regulation, 10) lacking maturity of the
technology, 11) high costs, 12) risk of centralization, 13) interoperability/ standardization, 14) other

1) reduce, 2) reuse, 3) recycle, 4) recover

Contexts

Use Case

Benefits

Challenges

R-Strategies

Figure 4.1: Structural dimensions and analytical categories (Bockel, Nuzum, and Weissbrod 2021,
p. 533)

Only 3 papers were not superficial and went into more depth. In some cases, the various forms
and variants of BC technology were not discussed. In some cases, distributed ledgers, BC and
smart contracts were mentioned without any functional reference to each other (Béckel, Nuzum,
and Weissbrod 2021, p. 532).

The most mentioned use cases were about material passports, enabling tracking information about
product related for the possibility of reuse and recycling. not only needed to address physical
material but also for the possibility of reuse and recycling. Smart contracts are refferred to
increase efficiency and traceability of information (Bockel, Nuzum, and Weissbrod 2021, p. 533).
Benefits of using BC are traceability, transparency, trust and verification. Challenges are the
lack of technical understanding the technology to apply it for CE. In addition, a comprehensive
evaluation in the form of advantages and disadvantages of the application of BC for the circular
economy was lacking. This is still needed for the various use cases and framework conditions.
The overview of research-practise gap is illustrated in fig. 4.2.

Overview of research-pracrice gaps.

Nor addressed in research
2. Inspiration for research

Addressed in research

Addressed in practice 1. Focus in research and practice

-+ How can wrust and verification benefirs be achieved? Can a
rechnology as blockchain enable trust if there is none in the
social system?

= To whar degree is false dara entry a challenge? How can it
be overcome?

-+ Blockchain applicarions in the context of the energy.
government, and clathing sector

= Supply chain management and plastics as conrext
= Smart conmracts and marerial passports as use cases
= Traceability and rransparency as main benefits

Mot addressed in
practice

3. Opportunities for practice 4. Blind spots

= Clear distincrion between nested conceprs needs o be made =+

(disrribured ledger, blockchain, smarr conrraces)

= Experimentarion with blockchain in the conrexrs of logistics,
construction, and certification schemes, among others

= Crirical self-evaluation of blockchain developers and
supporters with possible downsides, e.g. high energy use

= Security and privacy as a benefit and challenge

=3

=3

Specificarion of blockchain ypology in the discussion (e.g.
public, privare, decencralized. cenrralized)

Systemaric assessment of rechnical properries, use cases and
conrexts and the resulting benefirs

Challenge of understandability and accessibiliry is
underexplored

Implications of blockchain applications in the circular
economy regarding sustainabiliry, in parricular social
sustainabiliny

Disruprive porential of blockchain rechnology

Figure 4.2: Research-practice gap (Bockel, Nuzum, and Weissbrod 2021, p. 535)
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4.1.1 Material Passports for Urban Mining

Since Miiller et al. (2017) declare that Material Passports are a forward-looking and suitable tool for
UM and analysis of Bockel, Nuzum, and Weissbrod (2021) constitute Material Passports as a use case,
a literature review on material passes will be done here.

In the context of buildings, the concept of the material passport is often used for the quantitative
and qualitative documentation of material composition, recycling potential and environmental impact
(Honic, Kovacic, and Rechberger 2019, p. 796). It also can be seen as an active value tracking tool to
determine the value of a product at the end of its life cycle and to obtain a fair value for it. While
material passports has originated in the construction sector, they have evolved and now are used
for various materials, products and systems regardless of industry. As a generalised tool, they are
supposed to support the practical implementation of the circular economy (Luscuere 2017, p. 25). In
general, it should be noted that there are quite a few similar terms. Apart from terminology, whether
it is "Passports", "Product Passport", "Resource Passport" or "Environmental Product Declaration"
- they describe the same principle (Miu 2020, p. 2).

Material passports therefore provide information on materials, products or systems for all phases - from
production through use and maintenance to dismantling. A single material pass therefore contains a
range of information and consists of multiple sources of information. Operations at each life cycle
have specific impact on products and systems and their potential to recover value. In addition, each
stakeholder or context requires different information. A crucial part of the functionality of passports
is therefore to provide the necessary information for each user. Also, not all stakeholders need the
information at the same time (Luscuere 2017, p. 26). This assigns different roles to actors for material
documentation. While some groups of people benefit from the information collected according to their
respective information needs, others are requested to add information. Fig. 4.3 shows an schematic
diagram of a material passport, collecting data from different sources to provide specific information.
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Figure 4.3: Data collection for the Material Passport (Luscuere 2017, p. 27)

Information exchange plays an important role in decision-making, including decisions and processes in
product and material cycles to meet the goals and concept of the circular economy. A manufacturer
is interested in information about possible use cases of a product from consumers in order to make
design changes for a longer lifetime of products. Repair service providers need information about the
condition of a product and disassembly details from the manufacturer. In terms of reverse logistics,
information about the condition and location of products also plays an important role to be prepared
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for returns and remanufacturing. As a link between the phases and actors, logistics is essential for the
implementation of cycles (Preut, Kopka, and Clausen 2021, p. 2).

The material passport is therefore a useful communication system to be used by all stakeholders along
the value chain of a product. The aim is to document and track the full potential of materials,
products and systems by providing all stakeholders with the most accurate information possible on
various aspects related to the circular design of products, including but not limited to their composition
(Luscuere 2017, p. 28).In this framework, the Material Passport represents an important step towards
improving the circular economy and provides a platform for the implementation of urban mining
strategies, where existing stockpiles serve as a source of secondary raw materials (Honic, Kovacic,
and Rechberger 2019, p. 796). In the authors’ paper, a scheme can be found for generating such
a material passport for buildings. The schematic representation is shown in Fig. 4.4. Based on
the modelling of building plans and the forwarding through an interface to a database, the material
passport is generated on the basis of this data. In this database Eco2soft the corresponding data on the
material composition and the recycling potential are stored. The corresponding material passport is
then generated. As material passports are a tool that are able to record data on referenced and linked
materials throughout their life cycle, they can be considered as a kind of digital twin to buildings.
Changes to the physical object during the life cycle should therefore also be digitally transferred to
the digital twin (Heinrich and Lang 2019, p. 50).

BIM
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residential building
T Areas of
Concrete clements
building
catalogue . Eco2soft Name of B i
Name of . materials/layers, Generating multi-
g banbook materials/layers Matching lifespan, densi y
i s e ifespan, density, layered elements and
g thicknessesof matcrials/layers, | recycling weight, linking the required
CLT layers generating multi- | Gwp, AP, PEI parameters;
building " Byeues] Eheuiey P compilation of MP
catalogue ——————
a dataholz l

[ Material Passport ]

Figure 4.4: Methodology for generating the Material Passport (Honic, Kovacic, and Rechberger
2019, p. 790)

The "Circular Economy Action Plan" from 2020 has now given an incentive. The European Commis-
sion’s strategy paper refers to an electronic or digital product passport an essential tool for a resource-
efficient economy (EC 2020, p. 5). Further information on this is not mentioned there the Initiative
European Green Deal provides more information about it. An electronic product passport is intended
to give information about the origin, material composition, repair and dismantling opportunities of
a product as well as its treatment at the end of its lifecycle (EC 2019, p. 8). It therefore should
serve all relevant groups of actors, from companies to facilitate reporting obligations, to consumers for
sustainable consumption decisions, to repair companies and companies of the recycling economy. The
most detailed information on a product passport can be found at national level. The topic of a "digital
product passport” is also being discussed further at the German national level and is mentioned as a
central action particularly in the Digital Agenda for Environmental Policy of the Federal Ministry for
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the Environment. According to BMU (2020), the digital product passport is defined as data set that
summarises the components, materials and chemical substances and also information on repairability,
spare parts or proper disposal for a product. The data originates from all phases of the product life
cycle and should be able to be used as a digital twin to optimise design, production, use and disposal.
The structure of all relevant data is to be standardised, comparable format should enable all actors
in the value and supply chain to work together towards a circular economy. At the same time, the
digital product passport is also an important source of more reliable consumer information and sus-
tainable and sustainable consumption in both stationary and e-commerce and should make it easier
for companies to carry out obligatory reporting. BC is mentioned as a digital technology to document
corresponding data in a trustworthy and tamper-proof way.
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In this chapter, a concept of the DPP is created, which is based on blockchain technology. To evaluate
the concept, the requirements from the previous chapter are referenced and a transfer is attempted.

5.1 Requirements of the Digital Product Passport

5.1.1 Information Exchange

So far, there is no uniform approach that provides a cross-sectoral Digital Product Passport (DPP)
(Walden, Steinbrecher, and Marinkovic 2021, p. 1722), as it is still in the pre-conceptual phase befindet
(Adisorn, Tholen, and Gotz 2021, p. 8). There is therefore little information present in the literature
about the requirements that must be met for a DPP. There is just one reference found. In 2012 Damen
(2012) found that five aspects need to be considered in order for the exchange of information within a
resource passport to work successfully. The author has consulted scientific literature, analysed similar
information exchange systems and expert interviews from the practice of seven companies. These
aspects are: provision, storage, access, quality and presentation of the information (Damen 2012,
p. 31). For this purpose, further possible requirements from the literature are consulted, which can be
assigned to the aspects.

Provision of the information
The provision of the respective related information, which forms the content of the passport,
should be taken over by each actor itself. The information on this should be reviewed regularly
(Damen 2012, p. 63). The owners of data should have direct control over their data, including
the material or product information they provide (Berg et al. 2022, p. 12). In addition, the costs
and technical hurdles should not be too high so that as many actors as possible can participate
(Guth-Orlowski 2022, online).

Storage of the information
The information should be stored online on the company’s internal servers. The relevant informa-
tion will be forwarded to the central repository upon request. For this purpose, the central system
generates a pull function and requests this information (Damen 2012, p. 63). The information
should be stored in a decentralised manner to avoid risks and a single point of failure (Berg et al.
2022, p. 12), and also so secure that no unauthorised access takes place (Guth-Orlowski 2022,
online).

Access to the information
Confidentiality issues related to access to this information are one of the most important issues
and require the most discussion. Security concerns are one of the biggest obstacles, especially if
the information exchange is to take place in a competitive supply chain and direct competitors
are involved (Damen 2012, p. 63). Privacy on business secrets must be safeguarded (Berg et al.
2022, p. 12). Controlled access has to be possible, which should be provided by access control
mechanisms (Guth-Orlowski 2022, online).
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Quality of the information

The quality of information is one of the most important elements and refers to the accuracy,
timeliness, appropriateness as well as credibility of the information. The quality of information
improves when the supply chain has a shared vision and all participants are conscious about it
(Damen 2012, p. 64). The data schemas must be standardised to enable common understanding
and should be accepted by all participants (Berg et al. 2022, p. 13). It is only effective if the
data is correct and verifiable, if necessary through verification by other independent institutions
(Guth-Orlowski 2022, online).

Presentation of the information
Unification and standardisation of information is essential as there needs to be a common under-
standing across all stages of the supply chain. As there is no central authority and decision-making
is decentralised, it is important that information is presented in a consistent manner (Damen
2012, p. 65). The information must be discoverable by all authorised participants and must also
be expandable so that information from other possible sources can be integrated (Berg et al.
2022, p. 13).

Overall, it should be noted that the shared vision and understanding of the DPP is the biggest enabler
of information sharing. Requirements do not only arise from government regulations. There are also
requirements from the actors in the value chain, which have their own needs and interests. These

must also be taken into account in order to increase the acceptance of the digital product passport
(Guth-Orlowski 2022, online).

5.1.2 Self-Sovereign Identities

Since the DPP addresses various actors along the supply chain and as previously described, requires
access authorisations for certain information, the products and actors must be clearly assignable.
Unique digital identities are one way of doing this, in order to be able to clearly assign and identify
products and actors (Berg et al. 2022, p. 11).

One possibility to assign unique digital identities to actors and products is by the concept of Self
Sovereign Identities (SSI). The concept of SSI is based on standards of Decentralised Identifiers (DID)
and Verifiable Credentials (VC). They allow the flexible exchange of tamper-proof digital creden-
tials between users, products and systems and therefore provide the foundation for establishing trust
relationships in digital spaces (Ehrlich et al. 2021, p. 247). Ehrlich et al. (2021) explains the basic
principles of SSI, at this point the explanation will be used to understand the basic principles of SSI.

For a consistent approach to identity management through SSI, it is necessary to differentiate between
the different roles. The issuer is responsible for the proper and trustworthy creation of DID and
confirmation of validity of claimed VC. The holder receives these credentials and manages them
digitally in a wallet, the holder has full control over this credentials. The subject is the entity to which
the credential refers to, the subject in this case represents an actor or a product. The verifier is an
organisation, online application or authority in the physical world that requests evidence of certain
characteristics from the holder in order to verify their DID and VC (Ehrlich et al. 2021, p. 250).

The actor or a product is assigned a unique DID, entitlements and information describing the actor
or product are issued in the form of cryptographically secured digital VC. The DID and VC can be
managed independently by means of a digital wallet. The actor or the product can identify itself to
verifiers, thereby it is only necessary to present the required VC stored in the wallet, which can be
verified without direct contact with the issuer (Ehrlich et al. 2021, p. 254).
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Decentralised databases are often used to register, update and store DID and VC. The literature on
the concept of SSI gives the impression that decentralised ledger technology like BC technology are a
necessary part of the solution. In order to achieve a high level of trust, this DID and VC data storage
has to be resistant to manipulation attempts. Therefore, BC are a commonly used technology due to
their immutable transaction history. Fig. 5.1 shows the pattern of interaction for the concept of SSI
(Ehrlich et al. 2021, p. 259).
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Figure 5.1: Concept of Self Sovereign identities (Ehrlich et al. 2021, p. 254)
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5.2 Concept of a Digital Product Passport

The conceptual model was designed considering the aspects of provision, storage, access, quality and
presentation of the information of a DPP. In order to explain this conceptual model, the model is
presented in terms of the individual aspects. The central element of this model is the DPP, which
represents all potential stakeholders along the life cycle of a CE product. The underlying BC technology
serves as a common information infrastructure. The possibility of overcoming information asymmetries
is to provide uniform information for all participants in the network. The conceptual model is illustrated

in fig. 5.2.
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Figure 5.2: Concept of a Digital Product Passport

The digital product passport has implications for the entire product cycle.

The DPP allows raw material producers to enter data on production. This data would include, for
example, the place of origin of the raw materials and the conditions under which the raw materials
were extracted. This plays a major role, especially with regard to the issue of sustainability.

This benefits the manufacturers, who receive the information from the raw material producers. In
addition, they have the opportunity to receive feedback on the quality of products and components from
retailers and consumers. This would open up the option of producing products even more efficiently
and adapting and optimising them to meet consumer requirements. In turn, they provide information
on raw materials and manufacturing. This would include the composition of materials, the exact
composition of the products and information on repair and procurement of spare parts.

Retailers would benefit from the information provided by manufacturers. By providing information on
the raw materials and on the products and intended use of products, they would support consumers
in their purchasing decisions. In addition, they can pass on information on specific handling from the
producers. In turn, retailers also send feedback from customers to producers.

The product users would probably be the actors who benefit the most. They receive information from
the manufacturers on the environmental impacts, better handling of the products as well as repair
options and information on the correct disposal of the products after use.

Repairers would receive targeted information from manufacturers to enforce better repair options.
They would be informed about the possibilities of spare parts procurement and benefit from special
repair advice from the manufacturers. In return, they send feedback on repair experiences to the
manufacturers so that they work hand in hand on manufacturing to enable the longest possible service
life of products.
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Waste management companies would receive information on the material composition and its quality
to enable the best possible recycling routes. This would support recycling activities and also facilitate
processing into secondary raw materials for UM activities (Preut, Kopka, and Clausen 2021, p. 9-12).

For the government, the digital product passport should also be seen in the context of an economic
substance inventory. Data collected for the product passport can also enrich such an inventory (Gotz,
Adisorn, and Tholen 2021, p. 20). As was seen in chapter 2.2.1, the calculation of the anthropogenic
stock with the materials in circulation is only carried out under difficult circumstances. So far, these
figures have been estimated using projections, and even the projections are subject to large differences.

Provision of the information

Through the concept of SSI, every company, every stakeholder, every product and every user is
theoretically uniquely identifiable (Berg et al. 2022, p. 13). In this context, the direct linking
of a DID to a product makes it possible that the respective actors involved can independently
add the associated data to the DPP. Through the concept of SSI, the DID also maintain control
over their identity, which means that only authorised identities are able to add information and
unauthorised parties are excluded from doing so. Every piece of information that is added to
the DPP and every change that is made, is stored on the BC. Since the BC is transparent and
every transaction can be tracked, it is clear who is responsible for the transaction. This can
also be seen as a kind of social control, which enables incentives for good behaviour. The BC
makes it possible to reward incentives through cryptocurrencies or similar assets. This is further
supported by the concept of SSI, in which the DID of companies or products collect more VC,
the more testimonials from VC, the more trustworthy the DID is (Berg et al. 2022, p. 14).

Storage of the information

The databases of the companies and stakeholders are not revealed, only the required information
is stored in the DPP. By storing the information on the BC, it is stored in a decentralised
manner, which means there is no possibility of a single point of failure. Each node within
a BC network also stores copies of current transactions so that transactions can be recorded
continuously. Moreover, with regard to the SSI concept, the DID and VC do not belong to any
central entity. They belong to the subject of the DID and are also stored decentrally, so the
possibility of manipulation is also excluded. (Berg et al. 2022, p. 14). The SSI system also rules
out the possibility of unauthorised access to the files, access to the information is clearly defined
through VC.

Access to the Information

Access to the respective information is provided under control mechanisms. They are structured
in such a way that only authorised parties can view the information. The owners of the product
or the data, can decide for whom the information can be viewed and can request for authorisation.
Since the actors store the information decentrally on the BC, they also have the possibility to
control access to it. This way, the actor can ensure that competitors do not have access to
trade secrets. Access can also be based on the concept of SSI and the associated DID and VC.
Credentials in the form of VC must be presented to gain access to specific data that cannot be
seen by all. For example, the Federal Environment Agency must present its credentials to view
all-inclusive information (Guth-Orlowski 2022, online). In addition, BC technology provides the
framework that theoretically every actor has the possibility to access the same information and
that this information is not manipulated.

Quality of the Information
The quality of the DPP data is the most important element; without suitable data, there is no
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added value for the actors involved. Since the underlying BC technology makes all transactions
transparent, it is at least possible to identify incorrect and poor-quality information. In order
to increase the accuracy and thus the quality of the information provided by a DPP, it may be
necessary to involve a third-party auditing organisation. The auditing organisation verifies the
correctness of the information with its signature; the BC only supports the transparent storage
of the signature.

Presentation of the Information
The information presented by the DPP should be based on a standardised form. In order for
all actors to understand, process and make sense of the information, a standardised form of
presentation is essential. Further research is needed on how to design a meaningful presentation
of the DPP.
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6 Summary and conclusion

At the end of this paper, the previous content is summarised in section 6.1 once again. The insights
gained are used to arrive at a final conclusion in section 6.2 regarding the question mentioned in section
1.2.

6.1 Summary

In chapter 2, two underlying themes of the thesis were introduced. The terms of UM and CE are both
emerging concepts. Especially in today’s times, when urbanisation is steadily increasing, causing high
consumption of raw materials and leading to higher amounts of waste, a rethinking is necessary. This
rethinking is applied under the concept of UM and model of the CE. However, so far there are different
views especially on the term of UM in literature. Many consider it to be the same as recycling itself.
In general, it can be said that no precise definition of the term has yet been established. Broadly
speaking, the concept of UM sees the anthropogenic stockpile as a source of secondary raw materials.
However, the German Federal Environment Agency has been working intensively on the topic. In
contrast to waste management, UM takes the entire stock of durable goods into account, whose stock
is difficult to record so far. The aim of UM is to be able to forecast future material flows as early
as possible and to derive and establish the best possible recycling paths even before the materials are
generated as waste. UM focuses on material flow management and is interested in knowledge about
the size and composition of the anthropogenic stockpile against the background of economic efficiency
considerations. In terms of the CE model, it is the final process that captures the discarded products
and returns them to the economy as secondary raw materials and closes the cycle.

The CE itself, has somewhat broader goals, however. The circular economy is concerned with keeping
products themselves in circulation for as long as possible, minimising waste generation as such. The
CE pursues the strategy of reducing, reusing and recycling resources. In doing so, the CE also aims
to establish new business models, such as the sharing economy and those where the focus is no longer
on owning a product, but where products are to be perceived as a service - in the sense of product as
service.

In chapter 3, the BC technology was introduced and explained. Essentially, the BC is a decentralised
register that manages transactions transparently, immutably and securely. Transactions are collected
in blocks, which are confirmed and verified by a decentralised network. The verified blocks are linked
one after the other so that an unchangeable transaction history is created. Communication in the
decentralised network is peer-to-peer and means that communication takes place through equal nodes
and without a middleman or central authority. The transactions that have been verified are trans-
parently visible to the whole network. The BC is secure in the sense that the algorithm is based on
cryptography and all participating nodes each store copies of the registers. This avoids a single point
of failure and prevents subsequent attempts at manipulation. Therefore, many use cases are suggested
for BC technology.

In chapter 4, a literature review was conducted to provide an overview of BC applications in the field of
UM and the CE. As BC itself and the circular economy are still relatively new concepts, there are many

44



6 Summary and conclusion

theoretical approaches and ideas on how these approaches can support each other. In practice, there
are few used intersections so far, except that the BC could provide a common information structure
for the CE.

An interesting approach, especially for UM, was found in the form of material passports. The idea of
material passports is that products are provided with such a passport. Information about the materials
used in a product should be fed into these material passports. In this way, a kind of register is created,
which at the end of the life cycle of a product should provide information about the quantity and
composition of the raw materials used. This information is to be used so that the resources can be
specifically reused for UM at the end of the life cycle. The idea of the material passports originally
emerged in the construction sector. Building on this and to promote the circular economy in general,
the policies build on this idea. However, there the Material Passport is called the DPP in order to
provide all actors in the supply chain with additional information. The aim is to keep products in
the cycle for as long as possible. Information is to be fed in for all actors along a product life cycle.
However, the development of a DPP is still in the pre-conceptual phase.

In chapter 5 therefore, an attempt was made to present a concept of a DPP based on BC technology
in order to provide all actors with a common information infrastructure. The DPP should be analysed
in the aspects of provision, storage, access, quality and presentation of information.

6.2 Conclusion

In section 1.2, the objective of the thesis was outlined. The aim was to identify the extent to which
BC technology can contribute to promote the concept of UM and to a certain degree that model of
the CE. In order to answer this question, a literature review was conducted, as BC, the concept of
UM and the CE model are still in their early stages both in research and in practice.

The potential is that BC technology can support the DPP format. Through its immutable, tamper-
proof and transparent database, it can strengthen the trust of the actors involved and provide a
common information infrastructure. For the concept of UM under the responsibility of the state, the
DPP is also valuable in the context of an economic material resource inventory. Data obtained for the
product passport can provide a basis for advancing knowledge about the size and composition of the
anthropogenic stockpile and therefore supports the material flow calculation. Until now, the inventory
could only be estimated by extrapolation. Depending on the method Top Down or Buttom Up, huge
differences in quantities have been found.

However, further research is needed in all three topics of UM, the CE and BC. The BC is always said
to have the potential of transparency, immutability and security. Since there are not even definitions
for the terms mentioned, a first step would be to create clarity in terms of terminology. The potential
of the BC remains to provide a secure, tamper-proof and transparent information infrastructure for
applications.
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