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Abstract
According to current European regulations, most common drone operations are limited to a maximum altitude
of 120m above ground. However, a direct measurement of the height above ground is usually not available for
small drones. Consequently, ensuring compliance to height above ground constraints may prove to be difficult
for many scenarios, especially when flying over complex terrain or beyond the visual line-of-sight of a remote
pilot. In this work, we investigate the use of a satellite-based navigation and digital terrain maps to estimate
the height above ground. We propose to integrate this estimation into a runtime assurance architecture with
a safe operation monitor ensuring compliance to the maximum height above ground imposed by regulatory or
operational constraints. We assess the feasibility and limitations of the approach, by analyzing sources of errors
including navigation uncertainty and elevation data accuracy. We present the design and implementation details
of a height above ground estimation and monitoring system and show results from flight tests with a multicopter
drone. The presented results indicate the practicability and current limitations of a map-based height above
ground estimation for drones operated in very low level airspaces.
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1. INTRODUCTION

According to current European regulations, most
types of drone operations are limited to a maximum
altitude of 120m above ground [1]. However, most
common drones rely solely on Global Navigation
Satellite Systems (GNSS) for navigation. A direct
measurement of the height above ground (HAG) is
usually not available in these systems. For operations
within visual line of sight, the HAG can be either
visually estimated by a pilot on the ground or as-
sessed by comparing GNSS altitude before and after
take-off, e.g. from telemetry data at the ground control
station. However, for more challenging scenarios,
it may prove difficult to obtain the current HAG, for
example when flying over uneven or hilly terrain, when
operating beyond visual line of sight, or in the case
of autonomous flight where a visual judgement of a
pilot on the ground is not available. Consequently,
ensuring compliance with HAG constraints may prove
to be difficult for many scenarios. Therefore, we
propose the use of digital elevation models (DEMs)
for unmanned aircraft, which can be used to estimate
the HAG by comparing the GNSS altitude readings
with the local map terrain elevation information. This
approach is consistent with manned aviation, which
already uses such maps for terrain awareness and
warning systems (TAWS).

In this work, we investigate the integration of a GNSS-
and map-based HAG estimation for an onboard Safe
Operation Monitor for unmanned aircraft. By monitor-
ing the minimum and maximum HAG limits, the sys-
tem improves the situational awareness and – in case
of autonomous flight – increases the onboard situa-
tional intelligence required to maintain the safety of the
operation. We assess the feasibility and limitations of
the approach, by analyzing sources of errors including
GNSS uncertainty, projection and transformation er-
rors and DEM accuracy. Furthermore, we discuss the
definitions of very low level (VLL) airspaces and HAG
constraints provided by current EU drone regulations.
We present the design and implementation details of a
HAG estimator and show results from flight tests with
a multicopter drone running the HAG estimator on its
onboard computer. The presented results indicate the
practicability and limitations of a HAG estimation for
safe operation monitoring of drones in VLL airspaces.

2. RELATED WORK

The problem of height estimation for drones has been
discussed in literature and media. As described in
[2], the drone operator community has recognized the
problem of acquiring the correct HAG for VLL opera-
tions and the need to differentiate between the height
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reported by the drone after take-off, the actual HAG,
and altitude above mean sea level as used by manned
aviation as a primary vertical reference.
In [3], a study regarding the capability of drone pilots
to estimate their drone’s height is presented with the
conclusion that pilots are “poor at judging the altitude
of their ownship”. Hence, even for operations within
visual line of sight, the use of a HAG indication is
advisable. In [4], the height estimation accuracy
of an off-the-shelf multicopter drone is assessed in
the context of remote sensing applications. Both
GNSS-based and barometric altitude measurements
were used. While height estimates proved to be
more accurate when the drone was reset in between
measurements, the measurements in continuous
flight showed errors in the range of a few meters.
Both, GNSS-based and barometric HAG estimation,
require a reference measurement to compare to. In
locally constrained operations above even terrain, the
estimation can be initialized on the ground, however,
when over-flying uneven terrain this poses a problem.
Other approaches to directly measure the HAG have
been discussed in the literature. In [5], a small-scale
pulse correlation radar device is evaluated and com-
pared to an off-the-shelf LiDAR sensor to directly mea-
sure the HAG. The radar-based approach is found to
be more robust in detecting the ground below sparse
vegetation. While the LiDAR sensor was limited to a
range of approximately 15m, the range of the radar
device can be scaled up to 80m, hence, providing suf-
ficient range to safe-guard many VLL operations. In
[6], a monocular vision-based approach is described
using only a single downward-looking camera and ex-
ploiting optical flow of features detected in the camera
images. The results indicate that the relative error of
the monocular height estimation stays within 20% rel-
ative error. A similar approach is described in [7]. The
authors point out the general challenge of implement-
ing a vision-based estimation that performs well over
a broad range of altitudes and environments. While
radar- or vision-based methods provide a direct mea-
surement of HAG, thus solving the problem of over-
flying uneven terrain, these methods require sensors
that are not commonly part of navigation systems of
small drones.
In manned aviation, radio altimetry, i.e. the use of
radar sensors to measure altitude above-ground-level
(AGL), has been a key measure to prevent controlled
flight into terrain for decades. The avionics systems
that integrate the automated terrain warning and
avoidance capabilities are named Ground Proximity
Warning System (GPWS) or Terrain Awareness and
Warning System (TAWS) and similar. Besides the
radar sensor, DEMs are used by these technologies
to predict the evolution of the aircraft’s altitude above
ground on the current flight track and to issue warn-
ings before entering safety-critical situations [8]. The
US Air Force, NASA, and Lockheed Martin have de-
veloped and deployed the Automatic Ground Collision
Avoidance System (Auto-GCAS) on the Air Force’s
F-16 and F-35 fleets. This system uses a DEM of the

terrain in its terrain sensing and collision prediction
algorithm. Of particular interest to this paper is the
work of those NASA researchers in the development
of the Dryden Remotely Operated Integrated Drone
(DROID) Small-UAV Auto-GCAS, a small (less than
55 lbs or 25 kg) unmanned aircraft equipped with a
Piccolo autopilot where the Auto-GCAS software was
integrated into an Android smartphone [9]. The work
on Small-UAV Auto-GCAS shows how DEMs can be
useful in estimating HAG, but the focus lies in the
use of this data for a ground collision prediction and
avoidance system. Whereas this work focuses on the
use of HAG estimation using DEMs to maintain com-
pliance to regulatory requirements of altitude above
ground for operation of small unmanned aircraft. The
authors also believe that this work can provide more
benefit for small UAS that are intended to operate
continuously within a certain band of altitude or HAG,
such as for aerial surveying or agricultural missions.

3. ANALYSIS OF GNSS- AND MAP-BASED HAG

The concept of GNSS- and map-based HAG estima-
tion is simple: the current HAG value is the difference
between the current position provided by a GNSS and
the terrain elevation obtained by querying the map.
Unfortunately, there are many technical details that
must be considered before implementing such a con-
cept. For instance, the GNSS comes with inaccura-
cies of its readings and themap provides only a limited
spatial resolution. Moreover, there are even different
definitions of HAG.
In the following, we address such important details re-
garding the map-based HAG estimation to further re-
fine and also validate the concept. First, we compare
various definitions of the HAG that are found in the re-
search literature and legal documents. Then, we dis-
cuss the availability and accuracy of DEMs and give a
qualitative error analysis accounting for the limited ac-
curacy of GNSS measurements and elevation data.

3.1. Height Above Ground Definitions and Limita-
tions

The main goal to impose an upper HAG limit for
drone operation is to establish a separation between
unmanned and manned air traffic. The Standardized
European Rules of the Air state that aircraft flown
under visual flight rules (VFR) are to maintain heights
of “150m (500 ft) above the ground or water, or 150m
(500 ft) above the highest obstacle within a radius
of 150m (500 ft) from the aircraft” [10, sect. IV /
p.57ff.]. Exceptions to this rule exist for special type of
aircraft such as gliders and of course for take-off and
landings. More conservative, i.e. higher HAG limits
for manned aviation exist for flight over congested
areas or flight under instrument flight rules (IFR).
The definition of the HAG lower limit for manned avia-
tion can be interpreted in a geometric way as a cylindri-
cal constraint where the axis of the cylinder is vertical
and the radius of the cylinder is 150m. The minimum
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altitude above uneven terrain can be obtained by shift-
ing the cylinder upwards from the ground until terrain
and obstacles are beneath its lower surface. The up-
per surface of the cylinder corresponds to the HAG
lower limit.
As stated in [1], “in general, manned aircraft do not
use very low level (VLL) airspace, as it is below the
minimum safe height to perform an emergency pro-
cedure”. This is the reasoning leading to the limita-
tion of drone operations to a maximum HAG. Conse-
quently, the 150m (500 ft) limit, which serves as the
lowest possible HAG limit for manned aircraft, is used
as a reference to establish an air risk buffer of 100 ft
between manned and unmanned air traffic leading to
the upper HAG limit of 120m for drones. However,
the exact definition of this upper limit is different to the
cylindrical constraint defined for manned aircraft.
For operations in the EASA open category, the re-
mote pilot must keep the UA “at a distance less than
120m (400 ft) from the terrain” such that “the maxi-
mum height that the UA may reach changes accord-
ing to the topography of the terrain” [1, p. 249]. For
operations in the EASA specific category, which en-
compasses more complex operational scenarios, no
general HAG limit is specified. However, the intrin-
sic air risk class assessment is higher for operations
conducted above 500 ft or 150m (this is excluding ad-
ditional air risk buffers) for most cases [1, p. 55]. A
higher air risk class may require additional means to
mitigate the risk of mid-air collisions. In contrast to the
open category, no additional information is given on
how to assess the HAG for operations in the specific
category. In this work, the point on the ground directly
below the drone is used as a reference to measure
HAG for specific category operations. Also, an air risk
buffer of ca. 100 ft is assumed resulting in an upper
HAG limit of 120m. Other, more specialized rules for
specific category operations including Standard Sce-
narios, Predefined Risk Assessments (PDRAs), and
rules related to flight nearby man-made obstacles are
not considered in this work.
Fig. 1 illustrates the different HAG limits. It can be
seen that the cylindrical constraint for manned aircraft
leads to an vertical buffer between manned and un-
manned traffic that increases with the slope of the ter-
rain. Also, the point-wise vertical measurement as
used for the specific category gives a more conser-
vative upper limit than the distance measure from the
closest terrain point as used for the open category.

3.2. DEM Availability and Accuracy

The proposed approach for HAG estimation depends
on the availability of a DEM, more specifically a digital
terrain model (DTM) as described in [11], with suffi-
cient accuracy within the area of operation. In the fol-
lowing, we give an overview over available DEM prod-
ucts and their properties, most importantly their verti-
cal accuracy. After discussing DEMs with global cov-
erage, a focus is set on DEMs covering Germany due
to the authors’ residency. An analysis of availability

and accuracy of DEMs for other nations is beyond the
scope of this work. Also, commercially available DEM
products (e.g. [12]) are not considered in the following.
A set of global DEMs exist and are freely available that
are based on data from the Shuttle Radar Topography
Mission (SRTM) and Advanced Spaceborne Ther-
mal Emission and Reflection Radiometer (ASTER)
satellite missions [13] [14]. An overview and analysis
of such DEMs can be found in [15, 16]. Also, the
EU-DEM, which was created within the Copernicus
program and covers the European Union, is mainly
based on SRTM and ASTER data [17]. In [15]), an
overview of global DEMs based on SRTM and ASTER
data is given including a comparison of their accuracy.
Although different error metrics are given, including
root mean square error (RMSE), mean average error
(MAE) and linear error with 90% confidence (LE90),
which forbids a direct comparison, it can be seen
that the overall vertical accuracy is in the range of
4-10 m. Considering an exemplary drone operation
within VLL airspace, where the desired HAG range
may be between 50 m and 120 m, this may not be
sufficiently accurate, hence limiting the usefulness of
SRTM- or ASTER-based DEMs for HAG estimation.
However, as discussed in [18] for the EU-DEM the
local terrain complexity has a significant impact on
the accuracy. Therefore, for operations over mostly
flat terrain, accuracy, and resolution of these DEMs
may be sufficient. Public availability and a substantial
number of validation studies are positive aspects to
be mentioned.
Another DEM based on satellite data acquisition is the
TanDEM-X DEM [19]. Compared to SRTM data which
covers latitudes of roughly +/- 60° and ASTER data
with coverage of +/- 83°, TanDEM-X has a global cov-
erage including polar regions [20]. Its vertical accu-
racy is specified at 10m with a 90% linear error at a
horizontal resolution of 0.4 arc seconds (which corre-
sponds to 12m at the equator). However, it has been
shown that the vertical accuracy for moderate terrain
is below 2m absolute error.
For certain regions, DEMs based on LiDAR data
are available with much higher accuracy than
SRTM/ASTER-based DEMs. For example, the
LiDAR Composite DTM 2022 is “a raster elevation
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FIG 1. Illustration of different maximum/minimum HAG
limits

3

Deutscher Luft- und Raumfahrtkongress 2023

CC BY 4.0

https://creativecommons.org/licenses/by/4.0/


model covering >95% of England at 1m spatial
resolution” with very recent data collected between
2020 and 2022 [21]. It is accessible publicly under
an open data license. In Germany, LiDAR-based
DEMs are accessible for all federal states individually.
They are available under open data licenses for
North-Rhine-Westphalia, Bavaria, Thuringia, Hessen,
Saxony-Anhalt, Schleswig-Holstein, Berlin, Bran-
denburg, and Saxony. In contrast, Lower Saxony,
Baden-Württemberg, Mecklenburg-Pomerania, Bre-
men, Saarland, Rhineland-Palatinate, and Hamburg
offer them for a fee. Most of these LiDAR-based
DEMs are regularly updated, e.g. Saxony-Anhalt
performs annual airborne laser scanning and North-
Rhine-Westphalia updates a fifth of its data each year.
LiDAR-based DEMs usually feature a sub-meter ver-
tical accuracy at high resolutions, e.g. the DEM
provided by [22] is specified with a vertical accuracy
of around 0.3m RMSE, and in even terrains up to
0.15m RMSE at 1m horizontal resolution. As each
federal state offers its own DEM product, data formats
and map projections vary. For example, Saxony-
Anhalt’s DEM is provided as ASCII-based xyz-files
where the data is given as a point list and coordinates
are given in reference to UTM zone 32. In contrast,
the Bavarian DEM is provided as GeoTIFF [23], the
Saxony DEM uses UTM zone 33 coordinates.
Another factor to be considered with high resolution
LiDAR-basedDEMs is data storage requirements. For
example, the DEM covering Bavaria provided by [23]
would amount to 240GB. For an onboard HAG esti-
mation it would be advisable to tailor the elevation data
to match the area of operation or - at the least - to stay
below the storage capacity available. For example,
the Pixhawk autopilot running the NuttX realtime op-
erating is limited to memory cards storage capacity of
32GB [24].

3.3. Qualitative Error Analysis

When estimating the HAG based solely on the current
3D position of a drone and a DEM, several error
sources must be accounted for. With a thorough error
analysis, a sensible upper bound of the total error
EHAG can be derived which must then be subtracted
from the maximum HAG limit as an additional safety
buffer in order to ensure compliance with the oper-
ational constraint of a maximum HAG. The vertical
extent of the operational volume in typical VLL op-
erations of only 120m underlines the importance of
approximating the maximum error as closely as pos-
sible to avoid unnecessarily conservative limitations.
As calculating HAG essentially means to subtract
the terrain elevation from the drone’s altitude, the
error may be decomposed into a navigation error
EHAG,NAV and a terrain elevation error due to limited
DEM accuracy EHAG,DEM such that

(1) EHAG = EHAG,NAV + EHAG,DEM .

These two main sources of errors are investigated in
more detail in the following.

Navigation Error

For the HAG estimation, the earth-referenced posi-
tion of the drone is used. For most drones, GNSS
stands as the sole method for determining the abso-
lute position. Hence, the accuracy of the GNSS nav-
igation solution is considered the main factor in re-
gard to the navigation error. Commercial off-the-shelf
GNSS receivers, as commonly integrated in autopilot
systems, are usually rated with an accuracy of several
meters. Due to the fact that the position is obtained us-
ing trilateration of satellite positions, the reported alti-
tude is usually less accurate than the horizontal po-
sition. In obstructed environments accuracy may de-
crease due to multi-path reception of the GNSS sig-
nal. However, for the use-case of estimating the HAG,
this error source is assumed to be neglected as spe-
cial rules apply when flying in close vicinity of obsta-
cles. There are several technologies to increase ac-
curacy of GNSS such as RTK, SBAS, or GBAS, how-
ever, these are not commonly integrated in drones as
for most use-cases GNSS accuracy is sufficient.
The impact of the GNSS position error on the HAG
estimation is twofold. Firstly, the vertical error ENAV,z

directly influences the accuracy of the HAG estimate.
Secondly, the horizontal error ENAV,xy can signifi-
cantly impact the estimate in uneven terrain, as it may
lead to incorrect terrain height lookup in the DEM. The
impact of the horizontal error on the HAG estimate
depends on the terrain slope ΘT , such that the HAG
error due to GNSS position errors accumulates to:

(2) EHAG,NAV = ENAV,z + ENAV,xy sin ΘT

Terrain Elevation Error

As elaborated in 3.2, the accuracy of DEMs is of-
ten assessed in terms of statistical models derived
from sampled validation points. Care must be taken
when interpreting such statistical vertical accuracy
metrics, e.g. RMSE. The vertical accuracy models
incorporate a set of errors from different sources. A
primary source of errors stems from the raw data
measurement which have limited accuracy and res-
olution. Additionally, extracting terrain elevation from
measurement points can be erroneous in regions
with dense vegetation, man-made structures or com-
plex terrain. Also, there are different approaches
of validating DEMs that may affect the outcome of
the accuracy assessment [11]. The expected error
from a DEM’s inherent limited accuracy is given by
EDEM,acc.
For uneven or rough terrain, horizontal and vertical ac-
curacy of DEMs are systematically coupled as the ter-
rain height is averaged over each grid cell. Assum-
ing adequate interpolation techniques are used when
evaluating the DEM, terrain features spanning multi-
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ple grid cells can be well represented. It is worth not-
ing, that using interpolation during the DEM validation
process is common practice in order to minimize the
impact of rasterisation on the accuracy model [11]. To
estimate the remaining error from terrain features that
are not well modelled due to the limited DEM resolu-
tion, several terrain properties, such as slope, rough-
ness or curvature may be analyzed. In [25] for exam-
ple, a conservative error estimate that varies locally
based on these properties is added to a DEM to re-
trieve a conservative – in the sense of the addressed
use-case – elevation estimate. In the context of the
HAG estimation addressed in this work, we propose
to model this error based on the horizontal resolution
and the local terrain slope as “an indication of terrain
complexity level” [26]. Given the horizontal resolution
∆x, i.e. the edge length of each grid cell, the error may
be modeled as a function EDEM,res = f(∆x,ΘT ).
Additional errors may arise due to the potential re-
quirement for transforming the vertical datum and
applying map projections in the HAG estimation
process. Commonly, DEMs deliver an orthographic
terrain height, i.e. the height above a reference geoid.
In order to compare this height to an ellipsoidal
height, as used by GNSS and consequently by
common drone autopilot systems, the geoid height
must be known. At first glance, this may appear to
be a solvable or even trivial issue; however, vertical
datums are a complex subject in the field of geodesy.
Vertical reference systems are regularly updated to
accommodate for changes like inter-continental drift.
Also, not all vertical reference systems are publicly
available. For example, the EU-DEM v1.1 uses the
European Vertical Reference System EVRS2000
which has never been published [15, 17]. Potential
errors that stem from vertical datum transformations
or map projections are denoted as EDEM,T/P .
Given these error sources, the total elevation error
sums up to:

(3) EHAG,DEM =

EDEM,acc + EDEM,res(∆x,ΘT ) + EDEM,T/P

4. RUNTIME ASSURANCE ARCHITECTURE

When operating a drone within VLL airspaces, infor-
mation about the HAG is crucial. Yet, the map-based
HAG estimator is based on two main sources of un-
certainty: GNSS altitude and position which is used
to look up the local terrain elevation on one hand and
the accuracy and availability of the DEM on the other
hand. These uncertainties must be managed during
flight before decisions are made based on HAG esti-
mates.
To manage the uncertainties, we propose to integrate
the HAG estimation into a runtime assurance architec-
ture as described in [27,28]. As shown in Figure 2, the
HAG estimation is integrated as one of many functions
of the drone’s Autonomy Stack. As it deals with un-

trusted information (GNSS, DEM elevation) and may
involve complex functions (e.g. database look-ups) it
is monitored by a Safe Operation Monitor(SOM) which
checks both inputs and outputs of the HAG Estimator
andmay switch to a recovery function at any time such
as alerting a safety pilot.
Regarding the assessment of untrusted function of the
autonomy stack, the safe operation monitor is respon-
sible to check the availability and validity of any ex-
ternal data source used by the function. In the case
of the HAG estimation, this would include for example
the number of GNSS satellites used to calculate the
navigation solutions, any accuracy and validity infor-
mation of the GNSS receiver itself, and the availability
of the DEM at the current position. Also, input data
could be validated using cross-checks between sen-
sors, e.g. jumps in the GNSS position could be de-
tected by comparison with INS sensor data. Further-
more, the outputs of untrusted functions are analysed
by the monitor to see whether they are within valid
bounds and consistent. For example, the expected
HAG range for a specific mission could be limited to
sensible values a priori to catch cases of faulty esti-
mation leading to a large HAG discrepancy.

5. EXPERIMENTAL SETUP

In this section, we describe the setup of the ex-
periment to validate the GNSS- and map-based
HAG-Estimation approach. Also, we present the
overall software and hardware architecture. Experi-
mental results are presented in the next section.

5.1. Flight Test Demonstrator

For the experimental validation, a modified version of
a DJI Matrice 600 Pro hexacopter was used that is
depicted in Fig. 3. The copter was equipped with a
Pixhawk autopilot that computes a navigation solution
based on GNSS and INS sensor data. The navigation
solution is then forwarded to a Nvidia Jetson compan-
ion computer that provides a ROS2 environment for
software modules such as the HAG estimation and the
Safe Operation Monitor. Further, a LiDAR sensor was
integrated to provide a reference measurement to val-

External Data

Safe Operation Monitor

HAG Estimator

Autonomy Stack

Alert Safety Pilot

Switch

FIG 2. Simplified runtime assurance architecture for
our DLR-Demonstrator. The HAG Estimator is
part of the autonomy software stack, the SafeOp-
eration Monitor checks validity of software stack
and decides whether to activate a recovery func-
tion such as alerting a safety pilot.
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FIG 3. DLR flight test demonstrator CDO equipped with
GNSS and LiDAR sensors.

idate the estimated HAG. As the range of this sensor
is limited to ca. 30m, the flight altitude was limited by
the range of the sensor. All flights were conducted at
a height above the take-off point of roughly 20m.

5.2. Software Considerations

The companion computer hosted two ROS2 nodes:
the HAG Estimator and the Safe Operation Monitor.
The HAG Estimator provides altitude information,
while the Safe Operation Monitor first checks the
validity of the HAG estimate and then uses the infor-
mation to activate safety measures should operational
limits be violated. We present the two ROS2 nodes
next.

HAG Estimation

For our experiments, we used publicly available DEM
based on LiDAR measurements with a horizontal
resolution of 2m available at [22]. The HAG Esti-
mator uses information about the current position
to look up the current terrain elevation in the DEM.
The component is depicted in Fig. 4. First, the HAG
estimator receives GNSS position information and
transforms these into coordinates used by the DEM.
Next, it queries the value of the DEM raster at these
coordinates. No interpolation was used in our tests to
simplify the experiment setup. For flights over uneven
terrain, a linear interpolation may be used to increase
the terrain elevation accuracy and provide a smooth
HAG estimate in forward flight. After the terrain
elevation query, the HAG estimate is calculated as
the difference between the given GNSS altitude and
the DEM terrain elevation. Finally, the HAG estimate
is published.

Safe Operation Monitor

The task of the Safe Operation Monitor is to assess
if the current flight is safe in regards to regulatory or
operational constraints such as a maximum HAG.
Therefore, the Safe Operation Monitor is one of the
safety critical components of the aircraft. As such, it

DEM

Estimator

Query
GNSS
Position

Height
above
ground

FIG 4. Data Flow Diagram of the map-based HAG Esti-
mator.

needs to be implemented to strict safety standards.
In our experimental setup, we used the formal spec-
ification language RTLola to capture properties that
shall be monitored. An RTLola specification supports
real-time language features [29], static analysis of the
specification [30], and the automatic generation of
executable monitors that provide guarantees for their
correctness [31], for example. In general, RTLola
strives for closing the gap between high-level natural
language requirements and low-level executable
code. An RTLola specification consists of input
streams, output streams, and triggers. Input streams
are data that are received by the monitor such as
sensor readings. Output streams represent compu-
tations of the monitor. These computations can be
either event-based, i.e. computations are executed
whenever new inputs arrive, or periodic, i.e. each
output has its own frequency at which it computes
new values. Finally, triggers are notifications that
some condition is satisfied.

input hag : Float32
const min_HAG : Float32 := 10.0
const max_HAG : Float32 := 20.0

output ∆_min := hag - min_HAG // violation if < 0
output ∆_max := max_HAG - hag // violation if < 0

output pctl_min @ 10Hz :=
∆_min.aggregate(over: 2s, using: pctl(95))

output pctl_max @ 10Hz :=
∆_max.aggregate(over: 2s, using: pctl(95))

trigger 0.0 ≤ pctl_min ≤ 1.0 "WARNING: lower bound"
trigger 0.0 ≤ pctl_max ≤ 1.0 "WARNING: upper bound"
trigger pctl_min < 0.0 "VIOLATION: lower bound"
trigger pctl_max < 0.0 "VIOLATION: upper bound"

Listing 1. An RTLola specification is given that checks
if the received HAG is within its limits.
The periodic outputs pctl_min and pctl_max
compute the 95th percentile over a two-
second window of the distances to the limits.
This allows outliers to be filtered out and to
take a robust decision on whether to activate
a recovery function or not.

As an RTLola example consider Listing 1. The Listing
shows how RTLola is used to check the outputs of the
HAG Estimator as suggested in Section 4. Here, as
single input, the HAG hag is received. Next, two con-
stants are specified that represent the limits of hag.
These limits are used by the outputs ∆_min and ∆
_max to compute the distance of the current hag to its
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FIG 5. Container cluster that is flown over during the
mission.

limits. Note that a negative value indicates that a limit
is violated. So far, the outputs are event-based, mean-
ing they are evaluated each time a new value of hag
arrives; the next outputs pctl_min and pctl_max are
periodic and therefore have a specified frequency at
which they are evaluated. The outputs pctl_min and
pctl_max compute the 95th percentile of the ∆_min
and ∆_max, respectively. Finally, there are four trig-
gers, two of which represent warnings when the 95th
percentile is close to being exceeded and the other
two represent an exceedance of the limits.
How RTLola can be used to monitor the inputs of the
HAG Estimator, we refer to [29]. In Figure 5 of this
work, an RTLola specification that monitors GNSS
sensor data is provided.

5.3. Mission

The flights were conducted at the DLRNational Exper-
imental Test Center for Unmanned Aircraft Systems1,
located at the airfield Magdeburg-Cochstedt. As typ-
ical for airfields, the operational area has a very flat
terrain profile. After a manual take-off, a round-trip
waypoint mission of approximately 160m length was
flown three times, at 15m, 20m, and 25m above the
take-off position. Finally, the drone landed at the ini-
tial take-off position. During each round trip mission,
a container cluster on the apron was overflown that is
depicted in Figure 5.

6. RESULTS

We separated the mission into three segments ac-
cording to the different altitudes described in 5.3. The
first segment depicted in Fig. 6a shows the take-off
and the round trip flight at 15 meters altitude. The
second segment depicted in Fig. 6b shows the round
trip flight at 20 meters altitude. The third segment
depicted in Fig. 6c shows the round trip flight at 25
meters altitude as well as the landing. In all figures,
the target altitude is shown as dotted line as reference.

1https://www.dlr.de/en/dlr/locations-and-offices/cochstedt

(a) Flight at an altitude of 15m.
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(b) Flight at an altitude of 20m.
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(c) Flight at an altitude of 25m.
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FIG 6. HAG data for flights at different altitudes. The
plots show received data from the onboard
GNSS, Sensor, LiDAR sensor, and map-based
HAG estimator. The dashed line corresponds to
the target HAG which has been specified in the
waypoint mission.
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Further, the LiDAR values, the GNSS altitude, and
the unfiltered HAG estimation outcomes are depicted.
The depicted LiDAR HAG is computed based on the
smallest distance to a point in the range image of the
LiDAR. This corresponds to the minimum distance to
the ground, i.e. the current HAG. To account for noise
in the LiDAR data as well as small objects on the
ground, a block filter of size five is used to smooth the
range image before calculating the minimal distance.
Observation 1 When overflying the container clus-

ter, the HAG estimation stays approximately constant,
however, the LiDAR HAG measurement changes in
respect to the height the container cluster. This is ex-
pected behavior, as a digital terrain model should not
account for man-made structures and the LiDARmea-
sures against the surface of the container. This indi-
cates that a map-based HAG estimation may actually
be preferred over a direct sensor-based HAG mea-
surement for the addressed use-case. When relying
solely on distancemeasurements to the overflown sur-
face, any man-made structures such as buildings will
result in an underestimation of the HAG, hence, pos-
sibly leading to a violation of the maximum HAG which
is in reference to the local terrain elevation. It should
be noted that the DEM used here, although labelled as
a digital terrain model, does show the footprints of per-
manent buildings. To avoid underestimating the HAG,
a DTM that does not account for any man-made struc-
tures should be used.
Observation 2 Since the flights were performed

over very flat terrain, the GNSS-based altitude above
the take-off point coincides closely to the map-based
HAG estimation. Hence, the common practice among
drone pilots tomonitor the HAG solely based onGNSS
altitude is a valid approach for flight above flat terrain.
The proposed map-based HAG estimation is targeted
towards cases where the elevation difference of the
overflown terrain is significant in respect to the maxi-
mum HAG limit.
Observation 3 In the first two flights, the LiDAR-

based HAG estimation coincides closely with the map-
based estimation. Only for the third flight, a constant
bias between the two estimations can be observed.
This offset can be largely attributed to the GNSS verti-
cal accuracy, i.e. ENAV,z. To analyze with confidence
which other factors contribute to the error, more exten-
sive experiments would have to be conducted.

7. CONCLUSIONS AND OUTLOOK

With increasing accuracy, resolution, and availability
of DEMs, it becomes feasible to estimate the HAG
onboard and in real-time solely relying on GNSS
position information available as commonly available
in autopilot systems. More specifically, the use of
DEMs enables an accurate HAG estimation over
uneven and complex terrain where the elevation of
the take-off position cannot be used as a reference.
Our assessment indicates that error margins in the
range of 10 m may be feasible for operations over
moderate, pre-dominantly flat terrain, given the use

of high-accuracy LiDAR-based DEMs. This implies
that VLL operations, commonly limited to 120m HAG,
could be safe-guarded based on the map-based HAG
estimation. Experimental results from flight tests
where the HAG estimation was validated against
LiDAR measurements support this claim. With the
integration into a system architecture that leverages
runtime monitoring to safeguard the operation, we
have given an example of how unassured system
components can be safely integrated into drones to
increase onboard capabilities.
In this work, we addressed a general HAG upper limit
only. In future, for flight in the vicinity of man-made
structures or obstacles, European regulations for
drone operations provides a specific set of rules
which extends the VLL airspace to be used by
drones, e.g. as described for the EASA open cate-
gory in [1, p.249f]. Given a database with obstacles,
such as tall buildings, power-lines etc., the proposed
approach could be extended to monitor these rules
as well, i.e. to assess the vicinity to obstacles and
the resulting specific HAG limit. Also, it could be
assessed if the proposed runtime assurance architec-
ture could be used to facilitate operations using the
HAG range between 120m and 150m which imposes
additional requirements as described in [1]. Regard-
ing the experimental assessment, further flight tests
in more challenging terrain should be performed to
quantify and validate the error margins and to further
demonstrate the feasibility of the proposed approach.

Contact address:

simon.schopferer@dlr.de
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