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Abstract—Towards the end of the 20th century, the aviation
industry started to adopt the Integrated Modular Avionics (IMA)
architecture. It describes an airborne system with a unified
design and standardized components. This allows application
software to be used on various hardware modules that share
common features. The previously established federated avionics
architecture, which describes the self-containment of avionics
functions as Line-Replaceable-Units, would therefore gradually
become obsolete. A major advancement of IMA is its computing
paradigm. With the allocation of multiple functions to single
processing units, IMA systems show a higher efficiency, modu-
larity, and maintainability compared to the federated systems.
This paper motivates the journey to the next generation of IMA
systems. For this new generation of avionics systems, highly
adaptive and integrated structures, i.e., computing platforms, are
being developed and implemented. The novel design enables the
reconfiguration and reassignment of safety-critical applications
to counter total system failures. The deployment of advanced
airborne applications is enabled due to to more powerful pro-
cessing units and wireless technologies. The study presents the
state-of-the-art in designing ARINC 653-compliant IMA systems
as well as development efforts for future IMA architectures.
Three major points are discussed in the paper. First, IMA as a
technology is presented. Second, the status quo and development
efforts for IMA systems are discussed. This refers mainly to the
research performed for state-of-the-art avionics systems. Third,
the requirements for next generation IMA with some potential
implementations are discussed. The research shows that IMA
is invaluable for aviation systems and there will be a major
shift to more advanced software and hardware technologies with
future IMA systems. Nevertheless, there are many emerging
requirements yet to be met with this next generation of IMA.

Index Terms—Integrated Modular Avionics, space and time
partitioning, avionics full-duplex switched ethernet, ARINC 653
dynamic reconfiguration, avionics wireless network

I. INTRODUCTION

Integrated Modular Avionics (IMA) is a technology that
has revolutionized the aerospace industry. It is an advanced
avionics architecture that has been replacing the traditional
federated architecture used in aircraft since the 1970s [1]]. In
IMA, multiple avionics applications are consolidated onto a

common computing platform, which allows for more efficient
system integration and management. The concept of IMA
was first proposed in the 1990s by the Aircraft Electronics
Association (AEA) and the Radio Technical Commission for
Aeronautics (RTCA). It was developed as a response to the
increasing complexity of avionics systems in aircraft and
the need for a more flexible and scalable architecture. The
goal was to create a modularized architecture that could be
easily upgraded, maintained, and customized without requiring
extensive reconfiguration or redesign. Since the proposal,
several guidances and standards for the development of IMA
have been introduced. Some relevant examples are [2, |3, 4]
issued and published by the Airlines Electronic Engineering
Committee (AEEC), RTCA, Federal Aviation Administration
(FAA), and European Union Aviation Safety Agency (EASA).
Today, IMA is used in various aircraft, including commercial
airliners, military aircraft, and business jets. It has become
the industry standard for avionics architecture and has led
to significant improvements in system integration, reliability,
and maintenance. Using IMA, manufacturers can reduce the
time and cost associated with aircraft design and development,
while also improving safety and performance |5} |6]].

IMA architectures provide multiple benefits over traditional
federated avionics architectures. One major advantage is the
ability to consolidate multiple avionics applications onto a
common computing platform. Applications are processed in
partitions, with multiple partitions sharing the same hardware
resources. This is an improvement to the federated avionics ar-
chitecture, which describes the less efficient self-containment
of avionics applications as Line-Replaceable-Units (LRUs).
While increasing efficiency concerning hardware utilization
and avionics modularity, the modular avionics architecture
provides a spatial and temporal separation during computation.
Thus, as specified in the ARINC standard 653[]_] [12]], a sufficient

ISoftware specification for space and time partitioning in safety-critical
avionics real-time operating systems (RTOS).
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degree of safety for use in aircraft is also ensured. The
partitioning concept is illustrated in Fig.
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Fig. 1: Application allocation in a federated compared to a
modular avionics architecture (right)

The modular design of IMA also facilitates easy upgrades,
customization, and reconfiguration by replacing or adding
modules without requiring extensive rewiring or redesign. One
of the most significant features of IMA is its capability to
support integrated, advanced system features, such as flight
management systems, cockpit display alerts, and navigation
databases.

Over the years, IMA developed further into reconfigurable
IMA. Reconfigurable IMA is capable of changing the al-
location of system applications to partitions, leveraging an
even higher degree of system flexibility and efficiency [7].
The next generation of IMA systems will be deployed in an
even more integrated and complex system environment with
advanced flight applications. Besides the integration of multi-
core processors [8[], versatile application interfaces [9] and
functionalities such as Graphics Processing Units (GPUs) for
advanced flight assistance will be implemented on a homoge-
neous platform. Integration of these additional functionalities
supports the development of more elaborate and complex func-
tions such as automated collision avoidance or autonomous
flight [[10} [11]]. However, these developments also come with
increased system complexity, and challenges with reliability,
certifiability, and safety. One of the key challenges is ensuring
that the system components can be integrated and reconfigured
dynamically to meet the changing needs of the system and
meet safety requirements [10, 12} |13} [14]. On the other hand,
the inclusion of wireless network technologies requires more
vigilant cybersecurity measures. These challenges need to be
addressed with development efforts from research institutions
and the industry [6]].

This paper makes a contribution to the development efforts
for the next generation of IMA. Specifically the adoption of
new technologies for safe IMA architectures with increased
computational and dynamic reconfiguration capabilities are
discussed. The remaining paper is structured as follows: In
chapter the background on IMA as a technology is pre-
sented. The status quo in IMA development is discussed in
chapter|[[TI] The main part of the paper is chapter[[V] discussing
the requirements for the next generation of IMA. The paper
is concluded with chapter

II. BACKGROUND ON IMA

IMA architectures consist of several components, most of
which are standardized. The essential components are Core
Processing Input/Output Modules (CPIOMs), or more gen-
erally General Processing Modules (GPMs), Remote Data
Concentrators (RDCs), and the network interface connecting
all components for communication. The general parts of an
IMA systems are discussed in more detail in the following
subsections.

A. General Processing Module

GPMs are computing modules found in IMA systems. They
run application software and have the ability to be replaced
without any necessary changes to the software or hardware
interfaces to the other modules in the IMA network. This
flexibility makes the design and maintenance of IMA systems
easier, as GPMs can be easily swapped out to upgrade or
repair specific functions within the avionics suite. GPMs
have high safety standards in their construction and adhere
to strict design processes such as DO—178Cﬂ (15[, DO—254E]
[16]], and DO—297E] [3]. In this context the two guidelines for
development and safety assessment on civil airborne systems,
ARP4754A [17] and ARP4761 [18], are noteworthy. An
illustration of such a GPM is shown in Fig. 2]
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Fig. 2: High-level illustration of a General Processing Module
(GPM) in an Integrated Modular Avionics (IMA) system

In its most basic form, a GPM in an IMA system contains
a CPU, a hypervisor, an end system, and a real time operating
system (RTOS). The end system is an interface serving as
a source or receptor of data on a network. A hypervisor is
software that creates and runs virtual machines (VMs) and
allows a single host to have multiple VMs running on it, each
with its own operating system and applications. The hypervisor

2Software development standard for safety-critical avionics software with
a focus on safety, reliability, and performance considerations.

3Standard for the design assurance of avionics hardware applying to
the entire hardware development life cycle, from initial planning to final
certification.

4Standard for the certification and development of IMA systems regarding
system architecture, software development, and verification.



sits between the physical hardware and the operating system of
each VM, effectively decoupling the hardware from the soft-
ware [[19]. Depending on the type of hypervisor, an OS layer
may be implemented between hypervisor and the hardware,
representing the type-2 hypervisor. For simplicity reasons, the
GPMs discussed in this paper assume the use of type-1, bare-
metal hypervisors. Through virtualization, partitions can be
created, which run applications. Depending on the system
complexity, several tasks belonging to one application can be
executed within a partition. Fig. [3] shows a basic partitioning
architecture with two partitions in one GPM. Partition 1 runs
task 1.1 and partition 2 runs tasks 2.1 and 2.2.

GPM
Partition 1 Partition 2
[Task 1.1] [Task 2.1] [Task 2.2]
A A
\ 4 4
RTOS/Hypervisor + Hardware

Fig. 3: Basic partitioning scheme for a GPM in an IMA system

Each partition receives a designated time on the CPU for
computing. The computing of all partitions in one GPM
happens in the time of one major frame. The major frame
in a GPM can be divided into partition time windows of
arbitrary length for each partition, but at most the length of
one major frame. The partition schedule is enforced by the
RTOS which dictates the partition access for executing tasks
on the processor. Once the partition schedule is finished, it
starts from the beginning. This process is repeated indefinitely
until some stopping criterion takes effect [20]. Due to the
spatial and temporal separation of partitions being guaranteed
according to ARINC 653 [2], applications of mixed critically
can be run on one GPM. Spatial separation refers to tasks
or processes not interfering with one another by running
them in different memory locations or addressing spaces. An
exemplary illustration for the partition time windows of two
partitions in one major frame is shown in Fig.
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Fig. 4: Computing times for two partitions in a GPM

The tasks inside a partition are running within the time

frame of the partition time window. If no task is executed,
the CPU is idle. An illustration of the designated computing
times for tasks inside a partition is illustrated in Fig. [

Partition 2

| Task21 |

t

< task 2.1 ——]=— idle —~]~ task 2.2 ~J~ >|
partition window

Fig. 5: Computing times of two tasks in a partition

One more component of GPMs are the end systems, which
communicate between Input/Output Modules (IOMs), such as
GPMs, and the switches in the IMA system. The network
along with its relation to the IOMs is discussed in the next
subsection.

B. Network

In IMA systems, the network interface serves as a vital
component in facilitating communication between avionics
modules. The ARINC 664 standard [[21]] describes the network
of IMA alongside the general network architecture of the
whole aircraft. The network is also known as the Avionics
Full-Duplex Switched Ethernet (AFDX) and provides high-
speed data transfer between avionics subsystems. The protocol
offers determinism, prioritization, and redundancy features that
are necessary for safety-critical systems. Avionics architec-
tures need to be capable of hosting legacy systems, such
as LRUs. The use of standard software interfaces simplifies
the communication between interface modules with legacy
avionics systems. Overall, the network interface plays a critical
role in ensuring communication between computing modules
and aircraft subsystems is safe, efficient and reliable. An
illustration of an AFDX network is shown in Fig. [6]

The main components of an AFDX network are switches
and the end systems. End systems serve as a source or
receptor of data on the network and increase interoperability
by means of standardized input and output interfaces [21,
22]. End systems are deployed in any IOM, such as the
GPM or RDC, which is connected with the AFDX network.
The information sent and received between IOMs is routed
through switches. Designated input and output paths ensure a
redundant information flow and eliminate two-way collisions,
which can occur in other network technologies such as stan-
dard Ethernet [21]]. Besides AFDX, there are the ARINC 429
and 629 communication standards which are commonly used
in aircraft. There are two major advantages of the ARINC
664 network compared to 429 and 629. First, dual active
redundancy is guaranteed, because data is transmitted on two
buses while the receiver decides which of the two incoming
packets is used. Second, AFDX offers higher throughput, with
speeds of up to 100 Mb/s compared to 100 kb/s in ARINC
429 and 2 Mb/s in ARINC 629 [23].
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Fig. 6: High-level illustration of AFDX in an IMA System

C. Supplementary Components

IMA incorporates Remote Data concentrators (RDCs) to
connect multiple other units to the IMA architecture and relay
data to various modules. Some legacy hardware, such as LRUs,
might be required for IMA system functionality and can be
incorporated as “plug and play” units through RDCs. Sensors
are critical components that provide real-time data to assist
with flight control and other vital functions. Lastly, effectors
and actuators enable the mechanical execution of actions, for
instance on the wings. Interoperability of these components is
increased with RDCs acting as interfaces between them and
other modules in the system. RDCs, sensors, and effectors are
essential hardware components in IMA systems that ensure
safe and dependable operation aboard modern aircraft [22].
An illustration of a high-level IMA architecture is shown in
Fig.[/] For reasons of simplicity, the end systems in the RDCs
are ommited in this illustration.
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Fig. 7: High-level illustration of an IMA architecture

As described in the previous subsections, the IOMs are
connected through a network with end systems and switches.
Additional information, such as sensor data which may be
used in the computation of certain applications, is processed
in RDCs and routed to the GPMs.

III. RELATED WORK

The research presented in this section poses a selection of
important publications throughout the last decades posing the
state-of-the-art in developing IMA. In an effort to tackle the
high complexity of IMA, a lot of research has been done
on model-based engineering for IMA, which constitutes a
significant part of the related work presented. Besides general
model-based design for IMA, the content can further be
categorized into requirements and general development efforts
for IMA systems, and specifically ARINC 653 compliant im-
plementations of processing modules with robust partitioning
capabilities. Networks are treated as a part of the state-of-the-
art IMA systems without setting particular focus on them.

Some of the earlier papers introducing the concept of
IMA come from Prisaznuk. In the paper [24] the author
introduces the concept of IMA and its benefits for the aviation
industry. A highly-integrated digital avionics architecture that
allows for substantial cost savings compared to earlier avion-
ics implementations is demonstrated. In a later paper [25],
Prisaznuk refers to the ARINC specification 653 and its role
in the development of IMA. The author identifies the interface
boundary between avionics software applications and the core
executive software. ARINC 653 represents a paradigm shift
for avionics development as it recognizes the RTOS as a key
component of an IMA system. In his publications [26, [27]]
Watkins provides guidance for developing the methodology
and tools to efficiently manage the set of shared intersystem
resources. The author proposes that all platform properties
can be organized into three categories: Interface/service defini-
tions, Interface/service operating characteristics, and Resource
allocations. Modular Avionics and the AFDX network can
improve software design, fault isolation, and configuration
management. However, component certification is needed for
its use. Some other relevant research on IMA as a general
technology comes from Fraboul [28]] and Lopez [[12].

The publication [29] by Jafer and Durak shows the chal-
lenges of designing, developing, and testing avionics software.
The authors propose model-based approaches and agile devel-
opment practices as major advancements that can help over-
come these and also some of the aforementioned challenges.



The book chapter presents an overview of avionic systems
and software, advances in avionics software development with
a special emphasis on agile development, and model-based
approaches as an enabler.

Significant research on the development of next generation
IMA comes from Halle and Thielecke. In multiple publications
[30, [31} [32], the authors discuss the challenges of avionics
platform development, integration, and testing. As a result
they propose a custom tool chain, AvioNet, as a solution.
The papers highlight that model-based systems engineering
(MBSE) methods are essential to cope with the increas-
ing complexity of avionics systems. They also suggest that
domain-specific models help to structure and express artifacts
of different aspects. Modeling tools applicable to avionic
systems are available but there are shortcomings for avionics
specific parameters, constraints, and automation. The papers
also highlight the importance of standardization of system tests
including avionics, and how to formalize data formats and data
management.

Bjorn Annighofer et al. published several papers [33| 34}
35, [36] on model driven development and simulation of IMA
architectures along with a framework for configuration and de-
velopment of IMA systems. The main findings are that model-
driven development (MDD) can provide a structured approach
to modeling and simulation, which can help to reduce the
complexity of system development. The study also showed
that MDD can improve the quality of system design, reduce
development time, and increase productivity. Moreover, the
authors emphasize the importance of finding an architecture
that is compliant with requirements and optimal in terms of
quality measures like cost and weight. Concluding, MDD can
be successfully implemented for developing and simulating a
computer-integrated manufacturing and management system.

An important contribution to the next generation of IMA
comes from Gaska [6]. The paper highlights the challenges
that IMA systems will face going forward and the need to
develop an IMA architecture that can incrementally improve
both data fusion and autonomy. The paper also discusses
emerging challenges in performing effective change contain-
ment in the IMA environment through architectural features
and structure of the certification artifacts. Additionally, the
need for refinement in criteria for IMA cybersecurity in con-
nected aircraft and the emergence of ARINC 653-independent
hybrid architectures is addressed. The contribution of Gaska
for the next generation of IMA is the basis for some of the
technological advancements discussed in the next section, with
some concrete examples for their implementation.

IV. NEXT GENERATION IMA

Next generation IMA systems are characterized by better
maintainability, higher modularity, and better system inte-
gration while increasing functionality. The system domain
capability requirements are met by an IMA network consisting
of computing modules that communicate with each other in
real-time. Some of the upcoming technological advances in

IMA systems include multi-core processing, dynamic recon-
figuration capabilities, and wireless networks.

There are many requirements which need to be met for this
new generation of IMA system to be certifiable and usable
in commercial aircraft. Some of the requirements are listed in
[3]] and [4]]. The technologies with their challenges are further
discussed in the next subsections.

A. Computational Capabilities

In the foreseeable future, avionics will deploy new func-
tionalities which require high computing power and may not
be achievable with current processors. Rather, special GPMs
for computationally intensive applications will be developed
and integrated in IMA architectures. While model-based en-
gineering can facilitate the development of designated GPMs
for computationally demanding applications, the main require-
ments for their implementation are software- and hardware-
based.

Due to strict certification and regulatory requirements in
aviation, processing modules in aircraft have generally been
developed with single-core CPUs. The rigorous testing and
verification of avionics systems required by certification au-
thorities can be more complex and time-consuming with multi-
core processors. Additionally, software running on multi-core
processors must be carefully designed and tested to prevent is-
sues such as race conditions and priority inversions, which can
cause safety-critical problems [37} 38]]. However, the switch
to multi-core processing will be inevitable in the future when
considering the surge in complexity of avionics applications
and decreasing availability of single-core processors [39].

Multiple nonbinding guidances discussing the use of multi-
core processors in airborne systems were published, such as
[37, 38} 40]. With supplements 4 and 5 of ARINC standard
653 part 1, official guidelines supporting the use of multi-
core processors in aviation were provided. There are currently
two multi-core scheduling models [20} 40]. Symmetric multi-
processing (SMP) refers to multiple cores simultaneously
running different tasks from the same partition. The SMP
scheme is shown in Fig. [§] In this example, some tasks in
partition 1 have dependencies. Tasks 1.4 and 1.5 can only be
executed after task 1.3, which in turn can only be executed
after tasks 1.1 and 1.2. The tasks in partition 2 don’t have
dependencies.
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Task 2.1| [Task 2.2
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Fig. 8: Symmetric multi-processing scheme with two cores



As illustrated, SMP allows for parallel computation of
different tasks from one partition on different cores, such as
tasks 1.1 and 1.2 from partition 1. An advantage of SMP is that
it obeys temporal and spatial separation according to ARINC
653 eliminating the need for changing existing guidelines.
However, while this scheduling scheme is highly applicable for
some airborne applications like the flight management system,
computation of legacy applications might be prone to ineffi-
ciency [40]. The second scheduling model, asymmetric multi-
processing (AMP), describes multiple cores simultaneously
running different partitions with each partition only utilizing
one core at a time. The AMP scheme is illustrated in Fig. [0
Here, two additional partitions, partition 3 and partition 4, are
added for completeness.

Core 1

(Task 1.1 |[Task 1.2 |(Task 1.3 |[Task 1.4 |[Task 1.5

Core 2 E[Task 2.1](Task 2.3 [ Task 22}

(] Partition 1 (] Partition 2
(] Partition 3 (] Partition 4

Fig. 9: Asymmetric multi-processing scheme with two cores

In AMP, single partitions are still executed inside a single-
core, thus legacy application compatibility is close to the
classical single-core GPM configuration. Further, AMP scales
with the number of cores deployed. The biggest drawback of
this scheduling model is that robust partitioning might not be
guaranteed at the highest level of criticality due to potential
inter-core interference [40].

Besides multi-core processors, the research on GPU in
safety-critical applications in aviation is becoming more preva-
lent. With the advance of technology, processing units with
superior performance and processing power are required. One
example is the use of machine learning applications for object
detection in aircraft, as described in [11]]. GPUs with their
strong parallel computation capabilities greatly outperform
CPUs concerning tasks which involve a large number of simple
calculations, such as graphics processing [41} 42]. Graphical
processors are in some form already in use for less stringent
safety-critical applications in aircraft today [43[], for instance
for display and surveillance systems. A subset of the Open
Graphics Library (OpenGL), the OpenGL Safety Critical (SC)
standards 1.0 and 2.0, is provided for graphics-based general-
purpose computing techniques [44]]. Two non-binding guid-
ances [45| 143]] were published discussing the use of graphical
processors in airborne systems. The use of GPUs for safety
critical applications, such as flight advisories based on object
detection, however, is not yet intended. Concerns have been
expressed regarding the use of graphics processors in airborne
applications [46], with one example being the incompatibility
of GPU programming languages with the safety standards
imposed by DO-178C, especially in the highest criticality level
DAL A. Most of these programming languages, like CUDA
and OpenCL, rely on dynamic features such as dynamic
memory allocation, pointers, and on-the-fly code compilation

[44}, 47]. In fact, even in the less stringent automotive domain
GPU programming languages have proven not to be certifiable
yet [47]]. A viable alternative to GPUs for graphics processing
is the Field Programmable Gate Array (FPGA). An FPGA is
an integrated circuit that can be programmed using a hard-
ware description language or schematic design. Determinism
is given by ensuring a consistent execution workflow and
producing identical outputs for identical inputs, which makes
certification for these processors simpler. Additionally, FPGAs
have shown higher performance than GPUs in the past [48].
Despite the difficulties concerning certification, graphics
processors will, just like multi-core CPUs, be of high im-
portance and inevitable for next generation aircraft. The use
of dedicated processing modules with nonstandard processing
units in a hybrid architecture [|6] should be considered. These
processing modules could be integrated in an advanced IMA
architecture as isolated units with additional safety and re-
dundancy measures. It should be noted that currently such
configurations are speculative and their implementation in
modern avionics architectures requires further research.

B. ARINC 653 Compliant Dynamic Reconfiguration

Dynamically reconfigurable IMA describes the dynamic
reconfiguration of computing units in IMA systems. The
reconfiguration happens during runtime and prevents catas-
trophic system failures. In the context of ARINC 653, this
refers to the partitioning configurations in GPMs being recon-
figured either with predefined configurations or just in time.
In case applications are faulty, certain redundancy mechanisms
guarantee that required functionalities can be provided. This
safety concept ensures that necessary applications, such as
flight control, can continue to be computed.

There are currently three reconfiguration principles, which
are discussed shortly in [49]] and presented exemplary in [[10].
The first option is to have a spare partition per GPM alongside
active partitions. In case a partition is faulty, the spare partition
can be activated and take over required functionality. An
illustration of such a reconfiguration can be seen in Fig.

Another option for reconfiguration is for each partition
to contain all required applications. In case an application
in a partition is faulty, a redundant application with the
same functionality can be used instead of the faulty one, as
illustrated in Fig. [IT}

A third option is to run all partitions at all times and
have functionality redundant partitions act as hot spares. This
ensures an even transition from one partition to another in
case of reconfiguration and that all partitions can be monitored
while not having to be active. This third approach, however,
requires a high amount of resource allocation to redundant
partitions.

Dynamic reconfiguration has certain implications. Config-
uration tables are required for the system to look up valid
configurations of the system. This implies one of two things:
Either, all possible (valid) configurations of the IMA system
need to be tested and certified according to DO-178C during
design time. Or, each reconfiguration needs to be validated
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Fig. 10: Reconfiguration of one GPM due to partition failure

during runtime and certified just in time, as mentioned in
[50]. Both approaches are complex and come with significant
development work. Besides the reconfiguration for compu-
tation of applications, the changing communication paths
after reconfiguration need to be considered. This and other
additional challenges are discussed in more detail in [[10].

C. Networks and Security

The aviation industry is putting significant effort into de-
veloping new network technologies [51} [52], with one major
technology being Avionics Wireless Networks (AWN). In
general, wireless networks pose an important technology in
the transportation industry. Reducing the amount of wiring
and thus the weight of vehicles increases efficiency and can
contribute to significant operating cost savings [53]]. Specif-
ically in the complex aviation systems, technologies such as
Wireless Avionics Intra-Communication (WAIC) reduce the
wire installation complexity and contribute to safety critical
concepts such as dissimilar component redundancy and im-
proved system reconfigurability [54].

WALIC is an aircraft network connecting its different com-
ponents using wireless technology. It does not consider air-
to-satellite, air-to-ground, or in-flight entertainment services.
WAIC is currently developed by the Aerospace Vehicle
Systems Institute [55] and documented in recommendations
[56, 57] from the International Telecommunication Union,
Radiocommunication Sector (ITU-R) and other partners. In
the final agreement [58|], the 4.2-4.4 GHz frequency band
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Fig. 11: Reconfiguration of one application due to application
failure

has been allotted as the primary spectrum band for WAIC.
EUROCAE published an additional design guidance [59] for
the coexistence of WAIC in aircraft and is working tightly
with ITU-R on its compliance standards and certification.
The wireless network allows for a transfer range of up to
100 m and transfer rates of up to 200 Mb/s, with the latter
significantly exceeding the established AFDX network. This
arguably makes WAIC suitable for IMA architectures and
for its integration between remote peripherals and the core
IMA system, with AFDX acting as the network backbone
[60, 22]. Route segregation and redundant radio links provide
dissimilar redundancy and mitigate risks of single points of
failure [54]. An applicable use case is spatially distributed
controllers, actuators, and sensors that use WAIC instead of



current fieldbus technologies. The analogy are advanced IMA
architectures with WAIC transponders and receivers deployed
in remote components such as RDCs and Sensors. A visionary
implementation is shown in Fig. [I2]
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Fig. 12: High-level illustration of an advanced IMA Ar-
chitecture with WAIC for communication between remote
components and the core system using transmitters (T) and
receivers (R)

Albeit WAIC comes with many advantages, there are major
security and safety concerns. Safety concerns stem from
wireless networks not being able to deliver safety guarantees
according to current certification standards. Security concers
stem from attacks on the wireless nodes of the network. Some
examples are spoofing, replay, man in the middle, and denial
of service attacks, as explained in [61} 62} 63|]. Secure channel
protocols, addressing some potential attacks were presented in
the past [64} 65] with further research on mitigation of major
security breaches in AWNSs still ongoing.

V. CONCLUSION

The leap to the next generation of IMA is a highly topical
matter. Many new technologies, such as multi-core processors,
wireless networks, and highly adaptable processing modules
are enablers for advanced airborne applications. The most
promising technologies for next generation IMA, which were
identified in this paper, are multi-core and graphical pro-
cessors, dynamically reconfigurable processing modules, and
wireless networks.

As pointed out in the main section, these technologies
have major benefits by improving the efficiency of aircraft
and enabling advanced applications like automatic takeoff
and landing. While the implementation of these technologies
is advantageous and desired, they adhere to strict certifica-
tion standards like DO-178C, DO-254, and DO-297. Their
development with formal methods and thorough testing for
verification, validation, and certification will be inevitable. The
duration of those development efforts and the time of adoption
and transition to the next generation of IMA is not certain.

This is particularly evident when considering that many of the
novel technologies are not even certifiable in the less stringent
automotive industry yet.

It is up to the research institutions and aviation industry
as a whole to address these challenges and guarantee safety
and security with the transition to the next generation of
IMA. Some of the research presented in this paper will
be picked up in future research on ARINC 653-compliant
avionics architectures. A focus will be set on model-based
engineering as a formal method for developing safe and robust
next generation avionics. The establishment of formal safety
guarantees and simulation of prospective IMA architectures
will be essential.
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