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Abstract 

The development of data-driven maintenance service providers considering “Industrie 4.0” components re-
quires intensive research into the implementation of lifecycle data, advanced processes and their workflows, 
intelligent communication architectures, and smart interoperable systems with semantic capabilities. To this 
end, DLR-MO is operating an implementation and test environment that emulates maintenance service pro-
viders and supports future investigations, for example, self-determined interacting assets or agent-based ex-
ecution systems in a cyber-physical-social system (CPSS). This model will be used to develop and improve 
data-driven process flows and their management, data processing and storage, automation and human-ma-
chine interactions. 
 

1. INTRODUCTION 

In recent decades, several standards have emerged in the 
manufacturing industry to design, build and operate efficient 
enterprises. More recently, these standards have been re-
vised or supplemented to support the realization of a digi-
talized industry, with activities being summarized under the 
term “Industrie 4.0”. The paper describes the initial results 
of a feasibility research on the extent to which Industrie 4.0 
architectures and their standards can be applied to MRO 
service providers, because they were primarily developed 
for the digital transformation of the manufacturing industry. 
The question arose because there are significant differ-
ences between the two industry sectors: Unlike a manufac-
turer, an MRO provider's product is mostly intangible, since 
the product is the MRO service itself, which cannot be 
stored. Unlike a conventional manufacturer, where the pro-
cesses are linear and repeatable and the work content is 
clearly defined, a maintenance service provider must man-
age variable processes and work contents depending on 
the input conditions of the maintenance-receiving assets. 
These agile responses require flexible and adaptable skills 
as well as tacit knowledge provided by experienced staff, 
which underlines the importance of humans involved in 
MRO services. 

However, these characteristics of MRO service providers 
show strong similarities with the capabilities of future man-
ufacturers envisaged in the Industrie 4.0 standards and rec-
ommendations, namely flexible production on demand. Ap-
plying these standards means transforming established 
structures, especially from very hierarchical structures (e.g. 
automation pyramid) to extremely flexible, self-organized 
levels. The latter is realized by so-called cyber-physical-
production systems (CPPS) based on the Internet of Things 
(IoT). The IoT is „a dynamic global network infrastructure 
with self-configuring capabilities based on standard and in-
teroperable communication protocols where physical and 
virtual “things” have identities, physical attributes, and vir-
tual personalities and use intelligent interfaces, and are 

seamlessly integrated into the information network” as 
stated by the European Research Cluster on the Internet of 
Things (IERC) in [1]. As described in [3] humans and ma-
chines as well as other resources should interact just as 
naturally in CPPS as they do in social networks. Thus, the 
digital transformation is more than just digitizing analogues 
processes or systems to increase their efficiency by auto-
mation or a seamless communication in a network. It is a 
comprehensive socio-technical change, a change in the 
way peoples, machines and systems work together, not in 
CPPS but in Cyber-Physical-Social Systems (CPSS). All 
these features of CPSS fit well with the requirements of an 
MRO service provider, namely to be flexible and adaptable 
to different inputs, considering human skills and tacit 
knowledge. In this context, standards have been published, 
such as the "Reference Architectural Model Industrie 4.0 
(RAMI 4.0)" [12] for supporting the creation of CPSS and 
the "Asset Administration Shell for Industrial Applications" 
[27] as data-driven replications in these CPSS. Since these 
standards relate to the manufacturing sector, our research 
focuses mainly on the following questions: 

1. What could a CPSS architecture of data-driven 
maintenance service providers look like, build-
ing on the insights of Industrie 4.0, which has 
its origins in the manufacturing sector? 

2. To what extent can the standards and recom-
mendations of Industrie 4.0 be applied to data-
driven maintenance service providers, includ-
ing humans? 

3. What might an overarching supervisory sys-
tem look like in a CPSS of a data-driven 
maintenance service provider, with one focus 
on tacit-knowledge of humans? 

To answer these questions, a multi-scale hardware mainte-
nance simulation model was developed. The model helps 
to explore the limitations, opportunities, and requirements 
for implementing, adapting, and enhancing Industrie 4.0 
components for a data-driven MRO service provider. A 
CPSS network was first derived that considers the specific 
characteristics of an MRO service provider and draws on 
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The above goal of IT-OT convergence will be achieved 
through the merging of IoT and CPSS affecting all industrial 
levels and processes. In this context, a challenge is to de-
velop a reference architectural model to provide descrip-
tions and standards for integration and implementation on 
a common ground. As a comprehensive literature review in 
[11] shows, “[…] many studies have been carried out from 
the CPS perspective in the scope of I4.0, standardizing 
ideal frameworks for its use in the industry”. Finally, the au-
thors identified three main architectural concepts based on 
their frequency of use, namely the Reference Architectural 
Model Industrie 4.0 (RAMI 4.0, DIN SPEC 91345 [12]), In-
dustrial Internet Reference Architecture (IIRA) and 5C Ar-
chitecture. These reference models are neither blueprints 
nor a substitute for a CPSS construction manual [20], and 
some authors also criticize inconsistencies or unclear defi-
nitions [5]. Nevertheless, here they provide valuable guide-
lines for its initialization, setup and design on a common 
basis between different stakeholders. 

The IIRA has been developed by the “Industrial Internet 
Consortium” (IIC)1, “the world’s leading organization that 
serves to transform business and society by accelerating 
the adoption of IIoT” [13], RAMI 4.0 has been introduced by 
the German industrial network “Plattform Industrie 4.0” 
(PI4.0)2. Although the goal of both is the guided conver-
gence of IT and OT, the scopes, objectives and approaches 
differ: While the IIC addresses the application of the indus-
trial internet of things (IIoT) across industrial sectors (En-
ergy, Transport, Manufacturing, Health Care, Public) and 
emphasizes cross-sector commonalities and interoperabil-
ity, the PI4.0 focuses primarily on production in detail. Thus, 
both architectural models have complementary and similar 
elements or perspectives that are worth combining by ena-
bling “interoperability among IoT systems that are built 
based on these reference architectures” [13]. Unlike IIRA, 
RAMI 4.0 provides a service-oriented architecture (SOA) 
that combines data and services through a “horizontal inte-
gration among factory networks and plants” and through a 
“vertical integration within a factory, with products at one 
end and the Cloud at another” [11]. In parallel “lifecycle 
management, end-to-end engineering and human beings 
orchestrating the value stream” [13] are considered. In con-
trast to the IIRA, RAMI 4.0 framework includes specific rec-
ommendations for standards and technologies to design 
the IIoT. In this context, RAMI 4.0 offers a structured 

                                                           
1 https://www.iiconsortium.org (accessed on 21.08.2022) 

description of the main elements of an asset using a layer 
model consisting of three axes, as shown in Figure 2 (a). 

Applying these reference architectures to data-driven MRO 
service providers requires some consideration of integra-
tion, as they target manufacturing companies. The main dif-
ferences concern the product and the process flow. In con-
trast to the manufacturer, the product here is an intangible 
service with an asset as input, which is also the output of 
the process. By comparison, manufacturers use several 
components as inputs to their processes and receive a 
product as output. Transferred to MRO service providers, 
one can assume that these multiple inputs are different ser-
vices on an asset in order to check and improve its condi-
tion. However, these reference architectural models de-
scribe the structure of future, fully digitized manufacturers 
whose intended capabilities are non-linear, variable pro-
cess flows to quickly adapt production, including content, to 
customer demand. Furthermore, RAMI 4.0 is based on a 
service-oriented system architecture, but focuses less on 
the functionalities and more on the communication and 
data-driven interoperability between the different layers - 
this is described in an industry-independent way. These 
features are strongly related to the requirements of 
data-driven MRO service providers, which suggests the 
use of the reference architecture models. 

A standardized communication architecture enables the 
central capability of CPSS, namely seamless interoperabil-
ity between all embedded systems, elements and humans. 
The comparison of both reference architectures shows that 
the layer structure of RAMI 4.0 has the greatest similarities 
to the domains in the "Functional View" of IIRA.  Here also 
the communication capabilities are located such as the 
“communication layer”, the “information layer” and the “con-
nectivity cross-function” respectively. In this context, both 
reference models rely on the Open Systems Interconnec-
tion model (ISO/OSI model; ISO/IEC 7498 1:1994) to de-
scribe their communication architecture in more detail. For 
example, Figure 2 (a) shows the decomposition of the com-
munication layer of RAMI 4.0 through its extension to the 
ISO/OSI layers. So, the vertical and horizontal communica-
tion is ensured by applying standardized protocols. Conclu-
sively, for setting up a network of CPSS there are several 
communication standards available. However, there is a 
convergent picture between the major industry and re-
search initiatives of IIoT, as they recommend, for example, 

2 https://www.plattform-i40.de (accessed on 21.08.2022)  

 
(a) (b) 

Figure 2: (a) RAMI 4.0 hierarchy levels (based on [18]), (b) Core IT-network infrastructure of MaSiMO, linked to (a) 
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machines respectively. These complex interactions and op-
erative intercorrelations are investigated by applying a hy-
brid solution:  

On the one side the whole enterprise level is simulated by 
a down scaled model-based hardware (Table 2: top pic-
ture); on the other side the work center levels are imple-
mented in laboratories or hangars (Table 2: middle/bottom 
picture), which are digitally interconnected with the before-
mentioned enterprise level. The latter receives requests 
and manages the logistics as well as the commands to the 
different workshops, receives their responses and acts 
properly. Thus, developing and testing suitable communi-
cation formats as well as command algorithms to execute 
all digital requests and responses between the stations and 
process steps, is one essential task. With the experimental 
platform scaled data, resembling a real company, can be 
experimentally generated and forwarded to other optimiza-
tion tools (e.g. ERP, MES) or researchers. The results of 
these tools or the researcher’s knowledge can be returned. 
Thus, an iteration is possible. 

2.2. Asset Administration Shell in the CPSS 

Before assets can be considered in the CPSS of a data-
driven maintenance service provider (e.g. in MaSiMO), they 
have to be connected to it. Therefore, both suitable physical 
interfaces and a comprehensive digital description of the 
properties or functions of the assets over the lifecycle are 
required – available and accessible everywhere in the IoT, 
at real-time or historically. In this context, the Plattform In-
dustrie 4.0 (PI4.0) consortium introduced the concept of the 
Asset Administration Shell (AAS) as a cornerstone of in-
teroperability in its reference architecture of IoT. An AAS is 
a data-driven representation of an asset that has emerged 
in an industrial context. The AAS contains information about 
the asset, including documents, properties, parameters and 
functionalities, embedded in a 2022 standardized architec-
ture (DIN EN IEC 63278-1, 2022, [27]). Together with the 
asset, they form a so-called Industry 4.0 component. In its 
most advanced form, it interacts self-determined with other 
AAS in the network, creating smart CPSS. The information 
provided by an AAS is updated throughout the lifecycle of 
the asset, from its development to its disposal. The ques-
tion is to what extent these Industrie 4.0 components 
are suitable for use in the CPSS of MRO service provid-
ers? 

An important feature of data-driven MRO is the implemen-
tation of humans interacting with all other system compo-
nents in the CPSS by providing their "services" in the form 
of tacit knowledge and other skills. The draft IEC 63278-1 
[28] explicitly emphasizes the use of AAS to embed 

humans in a data-driven environment. In [28] it is high-
lighted that in a “data-driven economy, the potential for 
value creation can be fully exploited […]” if, above all, the 
vertical and horizontal interactions in the networks, with dig-
ital consistency and the “human being as a conductor for 
added value” are understood. Thus, the AAS gives hu-
mans a virtual identity with individual skills that allow them 
to interact with other intangible or tangible assets involved 
in the CPSS. 

As shown in Figure 3 (a), the AAS structure follows a stand-
ardized information model defined by the top-level AAS at-
tributes, followed by the definition of their associated sub-
models, which are further characterized by elements such 
as collections, operation and property instances, which re-
fer to individual information and functions. "Details of the 
Asset Administration Shell – Part 1" [14] introduces this in-
formation model in UML and thus provides a practical ap-
proach for the implementation in various formats, including 
XML, JSON, AutomationML, RDF and OPC UA. 

One of the most important aspects of the information model 
is the proper identification of the AAS elements by giving 
them an identifier (ID) in order to uniquely recognize them. 
The explicitness of the elements results from a chain of 
identifiers. An important feature of the identification concept 
is that it takes semantic identifications into account, 
which are essential for data-driven communications 
with a correct data interpretation. In this context and as 
shown in Figure 3 (a), so-called “semanticIDs” refer to doc-
uments or other sources that are linked in the abstract class 
“HasSemantics”. These sources provide a unique descrip-
tion of the meaning of the submodels and their elements or 
properties, especially designed for machine-based clear in-
terpretations. For an exclusive semantic, the usage of com-
prehensive and standardized dictionaries like ECLASS, 
“the only worldwide ISO/IEC-compliant data standard for 
goods and services”, or IEC 61360 is strongly recom-
mended whenever possible. Otherwise individual semantic 
content with ID can be defined. 

In Figure 3 (b) a concept is shown, how the design of such 
a pro-active AAS and thus a simplified server architecture 
could look like. In the present work, the drawn concept is a 
merged result of different proposals on this topic, in partic-
ular by [21][23][24]. In general, and as introduced in 
[16][18][19], a component manager realizes the overall 
administration of the datasets and considers, if available, 
algorithms for AAS internal data processing. For that, the 
component manager links the data and functional elements 
and triggers further process steps, for example in response 
to the algorithm results or other requests (external/internal). 
To store documents, objects, time series, or other AAS’s 

 
(a) (b) 

Figure 3:  Structure of passive (a) and active (b) administration shell → AAS Server 
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elements, a persistence manager is suggested in e.g. [23] 
and [24] that is responsible for bidirectional data exchange 
to one or more databases. The databases can either be part 
of the AAS server environment or be connected externally. 
In the suggested approach shown in Figure 3 (b), the data 
are collected or even pre-processed in the component man-
ager before being sent to the persistence manager and vice 
versa. For the interoperation between multiple AASs in the 
CPSS – one of the most important features of an I4.0 net-
work – an interaction manager of each AAS, recom-
mended in [21], is responsible for establishing a communi-
cation by following common interaction patterns. The goal 
is an autonomous interoperation of all assets involved in the 
use case, from the self-initiated requests to the final deliv-
ery, which requires a certain degree of standardization of 
communication. “The interaction manager uses state ma-
chines to implement various semantic interaction protocols 
for calling up the necessary decision algorithms” [22]. Ac-
cording to VDI/VDE 2193:2020 part 1 and 2 [25][27], these 
flows are not linear, but include feedback loops of negotia-
tions, clarifications, withdrawals, or rejections. As interface 
and responsible for the message transport a messenger 
service is implemented into the AAS Server. 

For initial tests of the Asset Administration Shell concept in 
the data-driven maintenance environment, some compo-
nents in the simulation platform were already equipped with 
AAS. From the preliminary findings, it follows that the con-
cept of the AAS provides the necessary flexibility, commu-
nication capability and intelligent response behavior re-
quired for a data-driven maintenance system. While the DIN 
EN IEC 63278-1, 2022 [27] focuses on the manufacturing 
perspective, the standard provides a quite open format to 
apply the concept to service providers as well. In particular, 
[28] states that AAS consist of assets that “may be material 
or immaterial, and of various natures such as: 

• services, 
• physical objects, 
• information, 

• humans, 
• documents, 
• software […].”  

In addition, as described above, an AAS has mechanisms 
to uniquely identify all descriptive elements and to replace, 
delete, or add these elements during the lifecycle of the as-
set. Both unique identification and modifiability are essen-
tial for a successful implementation in an MRO environment 
for both the MRO provider and customer assets. Further-
more, a customized AAS data storage system ensures that 
data are preserved throughout its lifetime.  

In RAMI 4.0, the AAS is also referred to as a digital twin of 
industry. A comparison of the AAS of PI4.0 with the digital 
twin concept of US-IIC led to the joint conclusion of both 
consortia that “the Asset Administration Shell provides a 
comprehensive support to the key requirements for digital 
twins as described and characterized by the IIC” [15] and 
that the “suitability of the Asset Administration Shell to sup-
port digital twins is not limited to manufacturing use 
cases” [15].  

The reviewed characteristics of the AAS and the fact that it 
is standardized (DIN EN IEC 63278 [27], VDI/VDE 2193 
[25][26]) allow the following conclusion: It is proposed that 
the CPSS of data-driven MRO service providers consisting 
of tangible and intangible assets, such as maintenance-re-
ceiving objects or -providing services by humans and sup-
porting infrastructures, are equipped with AAS as data-
driven representations. The question of the compatibility 
of Industrie 4.0 components for data-driven service 

providers can thus be answered positively at the cur-
rent research stage. 

2.3. Supervision of the CPSS 

Even with a decentralized architecture of networked hu-
mans, self-managed maintenance units or other data-
driven services in the MRO CPSS, controlling and to some 
extent coordinating services are required, like execution 
systems provide. They receive the orders, in the simplest 
case trigger the start and return the results, between the 
different levels of the CPSS. The enterprise's operations 
are thus based on a hybrid execution of self-organized sys-
tems and superior units that control and supervise the MRO 
process flows both in the overarching CPSS and in its sub-
segments according to maintenance tasks and require-
ments. A module that meets these requirements is realized 
in the manufacturing industry as a Manufacturing Execution 
System (MES). According to the VDI 5600:  

 “Traditionally, MES are used to plan, control, and monitor 
all manufacturing processes and thus support important 
tasks such as order management, detailed scheduling and 
process control of production, equipment management, 
materials, energy and human resources management as 
well as data acquisition and performance analysis.” 

The question is to what extent these MES are suitable 
for use in the CPSS of data-driven MRO service provid-
ers as an execution system? 

To approach this question, the tasks of such an execution 
system is first outlined if it is to be used by an MRO service 
provider: The upper level and the logical operational flows 
in the CPSS depend strongly on the process flows, how the 
assets are processed outside and especially inside the 
MRO enterprise. At this top level, it's about guiding, tracking 
and monitoring both assets and their data-driven counter-
parts as AAS along a path of task-dependent, flexible pro-
cess flows and corresponding locations such as hangars, 
shop floors (work centers) and stations. It is about taking 
the shop floors or stations skills, capacities, availabilities 
and overall efficiencies into account, while allowing the 
shop floors and their stations themselves to work inde-
pendently (see Figure 5: sub-CPSS connected to parent 
CPSS): Each of these shop floors and stations can be 
its own CPSS composed of other CPSS and so on 
(Figure 5 (b)). Although the floors and stations in the CPSS 
operate independently, each participant needs to know the 
general flowchart of the overall task in order to (e.g. auto-
matically) initiate a push or pull of the next process step(s). 
The top process flow and the associated top-level se-
quences are provided, monitored, and partially controlled 
and optimized by a parent execution system. In addition, 
shop floors or stations can have their own and, to a certain 
extent, self-determined execution systems that are subordi-
nate to the parent system. However, the basic structure and 
functionality is more or less identical in all of them, they dif-
fer mainly in content and scope.  

However, unlike classic command-and-control structures, 
such as a classic MES, execution systems in CPSS cannot 
be a central monolithic application, but a system of distrib-
uted microservices in the CPSS. An execution system in a 
CPSS architecture will be more a system of networked 
agents – a holon of microservices. The VDI 5600-7:2021 
defines that the “MES as a monolithic software application 
will in future disintegrate into individual independent appli-
cations/apps and will also use and integrate external 
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services. These will be interconnected and communicate 
with each other decentral via standardized interfaces” [30]. 
Basically, it is a continuation of the definition of the above 
architecture of interconnected, independently operating 
AAS in the CPSS that solve an upstream task as agents 
(micro-services). According to [32], the “automation pyra-
mid is dissolving and manufacturing IT is moving towards 
service-orientation and app-orientation”, which corre-
sponds to the description of VDI 5600 quoted at the begin-
ning. In this context, the authors of [33] note that the re-
search literature on this topic often refers to the multi-agent 
system (MAS) approach as a promising solution. “The 
multi-agent system (MAS) can be regarded as a set of 
agents that play different roles, but work (act) together in 
order to reach the common goal” [34].  

Although there is no standardized definition [36], agents are 
software programs that can be considered intelligent enti-
ties ("intelligent agents") if they behave (1.) autonomously, 
(2.) reactively and (3.) proactively and possess (4.) social 
and (5.) learning capabilities [38][39]. With other words, an 
intelligent agent (IA) works autonomously by initiating its 
own actions and adapting to its environment, interoperates 

with other agents and using its growing knowledge in deci-
sion-making. 

The proactive AASs, described in chapter 2.2, have similar 
features to intelligent agents, namely the intended capabil-
ities for autonomous decision-making, interoperability, re-
activity or persistence management. In [33], [36], [37] , [41] 
and [42], current approaches to building agent-based Asset 
Administration Shells are presented with the general intent 
of improving the intelligence of AASs in the areas of deci-
sion making, coordination, and collaboration to prepare 
them for their integration as entities in a MAS. More or less 
similar is the idea to design the AAS component manager 
(compare Figure 3 (b), page 5) as an industrial agent based 
on the three subagents: Process Agent (PA), Resource 
Agent (RA), Communication Agent (CA). While [42] mainly 
presents “a generic and reusable approach for the imple-
mentation of AASs for the production phase based on in-
dustrial agents”, [41] extends the framework by also consid-
ering the design of MAS patterns with an Agent Manage-
ment System (AMS). Just as the VDI 5600 standard em-
phasizes "services" as an essential feature of future MES, 
the above approaches consider a service-oriented architec-
ture (SOA). These services are offered in the CPSS and 

 
(a) (b) 

Figure 4. (a) Distributed execution and supervisory system with traditional and advanced tasks, (b) solved by supervised 
service agents in a CPSS with multi-services (agents) architecture; pictures based on (a): [30], (b): [37]   

 
(a)                         (b)                                                     (c) 

Figure 5 (a) Exemplary replication of a work center consisting of several stations, based on a real laboratory. (b) Con-
necting the work center to the enterprise CPSS with a suggested proactive AAS “Work Center Broker” which implements 
(c) stations and an (sub-)execution system 
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“can be reached using discovery services mechanisms by 
other entities, e.g., other agent-based AASs or external us-
ers” [37], which is similar to the discovery process between 
proactive AASs (e.g. in “Plug & Produce” systems [29]).  

Besides their traditional functions, future MES will have to 
cover several advanced tasks provided by specialized ser-
vices, whose domains are partially shown in Figure 4 (a). 
Related to the demands of data-driven MRO service provid-
ers, these are in particular the comprehensive management 
of improving, applying and conserving tacit-knowledge of 
both involved humans and artificial systems. Consequently, 
microservices which collect, manage and provide 
knowledge across the CPSS are mandatory. For implemen-
tation, the authors of [37] propose to build agent-based 
AASs as systems of microservices, like Figure 4 (b) shows, 
in which the different services are executed individually or 
collectively, depending on the task and features of the AAS, 
e.g., for data acquisition, analysis, control, or monitoring. 

From this, initial requirements for the design of an execution 
system in a CPSS of a data-driven MRO service provider or 
MaSiMO are derived. It follows that a Maintenance Super-
vision System (MSS), as we call it, comprises the following 
features: 

• A Maintenance Supervision Systems in a CPSS will re-
main responsible for planning, controlling and mon-
itoring all top maintenance processes in the future.  

• The future structures are expected to change from 
centralized to decentralized systems, i.e. from a 
monolithic software suite to a platform. Thus, mainte-
nance supervisory will be realized by distributed but 
collectively working microservices (agents). 

• Microservices can be realized with agent-based Asset 
Administration Shells. 

In summary, the currently embedded execution system in 
the simulation platform’s CPSS is a promising basis for its 
extension to future multi-agent-based systems, one of 
the most current research topics. It initializes a preliminary 
master instance in a kind of "Maintenance Interoperability 
Manager", whose idea is oriented towards the concepts of 
a future MES as "Manufacturing Operations Management" 
[31] or "Manufacturing Interoperability Manager" of the VDI 
5600-7 [30]. It already takes first advantages of the distrib-
uted microservices concept. Nevertheless, many improve-
ments and further developments are still necessary to adapt 
its functionalities and organization to a “MRO Supervision 
System” (MSS) architecture with agent-based AAS as de-
scribed above. 

3. CONCLUSION 

Recently, several standards and guidelines have emerged 
that support the realization of a data-driven industry. These 
focus mainly on the manufacturing sector, with activities be-
ing grouped under the term Industrie 4.0. The extent to 
which the findings of Industrie 4.0 can be transferred to 
MRO service providers, as they differ from manufacturers, 
is discussed in this paper. Their intangible, non-storable 
products, their flexible processes and work content depend-
ent on variable input conditions, or the intensive use of tacit 
knowledge and skills of the humans involved contrast with 
the production of conventional manufacturers. The latter 
have clearly defined, repeatable processes with fixed work 
contents and generate a tangible product as output from 
several components as input.  

However, Industrie 4.0 offers solutions for the transfor-
mation of conventional to data-driven manufacturing, with a 
high degree of flexibility in processes and work contents 
and the goal of continuously adapting products to customer 
demands (input). It is a long-term and comprehensive so-
cio-technical transformation, a change in the way humans, 
machines and systems work together in so-called cyber-
physical-social systems (CPSS). Thus, all the features of 
CPSS fit well with the requirements of an MRO service pro-
vider, namely to be very flexible and adaptable to different 
inputs, considering human skills and tacit knowledge. 
Standards have been published, e.g., RAMI 4.0 [12] as a 
guide for creating the CPSS and the complementary Asset 
Administration Shell (AAS) for creating data-driven replica-
tions [27]. Among other things, RAMI 4.0 describes a stand-
ardized and sector-independent communication architec-
ture as backbone of a service-oriented CPSS that, together 
with AAS of humans or other assets, enables seamless in-
teroperability between them. It should be noted that the 
AAS can be applied to intangible products [27] and that its 
application is not limited to manufacturing [15], which is a 
requirement for its use by MRO service providers. 

The applicability of the Industrie 4.0 solutions for data-
driven MRO service provider is practically demonstrated us-
ing a maintenance simulation model (MaSiMO). The reason 
for using MaSiMO is the limited accessibility to industrial 
environments and the fact that it is difficult to change or 
modify running processes in a “brownfield” to test or imple-
ment new technologies. MaSiMO consists of a superordi-
nate CPSS level (enterprise logistics) and a subordinate 
CPSS level with real workshops with stations (including fur-
ther sublevels). All levels are connected vertically and hori-
zontally via Ethernet and the main communication pattern 
is standardized by OPC UA, which enables the IoT of the 
CPSS. To complete the CPSS, simplified AASs were imple-
mented as data-driven representations for a limited number 
of assets. The application of the standard showed that the 
AAS includes all the functions required for use in a data-
driven MRO service provider: Among other things, AAS can 
represent humans, services, or tangible products, provide 
a standardized interface, proactive behaviors, persistence 
management, scalability, and lifecycle considerations. In 
summary, the use of the RAMI 4.0 communication architec-
ture and the Industrie 4.0 component (AAS + asset) for 
building data-driven MRO service providers is recom-
mended. 

Finally, the question of how to design an overarching exe-
cution and supervisory system of the CPSS was answered: 
In the CPSS, a distributed system of multi-microservices is 
recommended. The microservices can be realized with 
agent-based Asset Administration Shells. Thus, the mainte-
nance execution and supervisory system will be realized by 
distributed but collectively working agents, responsible for 
planning, controlling and monitoring all maintenance pro-
cesses. Besides their traditional functions, the system will 
have to cover several advanced tasks provided by special-
ized services. Related to the demands of data-driven MRO 
service providers, these are in particular the comprehensive 
management of improving, applying and conserving tacit-
knowledge of both involved humans and artificial systems. 
Consequently, microservices which gather, administer and 
provide knowledge across the CPSS are mandatory. 

The outlook focuses on the implementation of various re-
search and use cases in the experimental platform MaSiMO 
to enhance MRO I4.0 capabilities in general. Therefore, re-
search and development efforts are needed to establish 
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seamless interoperability between data-driven representa-
tions by developing smart applications and integrating them 
into the CPSS as microservices (agents). For example, 
lifecycle management tools or intelligent inspection and re-
pair systems will be encapsulated step by step with asset 
administration shells (AAS) to make them CPSS-integrable. 
To monitor and orchestrate all these microservices in the 
CPSS, some kind of agent-based "MRO Supervision Sys-
tem" is required, the development of which is another long-
term research activity here. 

4. ABBREVIATIONS 

AAS Asset Administration Shell 
CPPS Cyber-Physical-Production System 
CPS Cyber-Physical System 
CPSS Cyber-Physical-Social System 
IIC Industrial Internet Consortium 
IIoT Industrial Internet of Things 
IIRA Industrial Internet Reference Architecture 
IoT Internet of Things 
IT Information Technology 
MAS Multi-Agent System 
MES Manufacturing Execution System 
MRO Maintenance, Repair and Overhaul 
MSS Maintenance Supervision System 
OPC UA Open Platform Communication UA 
OT Operational Technology 
PI4.0 Plattform Industrie 4.0 
RAMI 4.0 Reference Architectural Model Industrie 4.0 
SCADA Supervisory Control and Data Acquisition 
SOA Service-oriented architecture 
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