
Space Hardware Workshop

Space Mission and Hardware Design: From the Idea to a Successful 

Demonstration in Space

27th of April 2022, IEEE WAMICON, Clearwater

Jan Budroweit

German Aerospace Center

Institute of Space System



About the author

DLR.de  •  Chart 2

Jan Budroweit

• Studied Communication and Information Technologies 

• Since 2013 at DLR as research and communication 

subsystem engineer

• Responsible engineer for the communication subsystem at the 

Eu:CROPIS mission (launched in 2018 – second satellite 

mission fully supported by DLR)

• Research activities

• Future radio systems for space missions (communications 

and RF payload)

• Radiation effects on electronics and systems



• Background and Motivation

• Risk Assessment for Space Hardware Design

• Excursion: Standards for Space Missions

• Best practice and experience on a Software-Defined Radio

• Conclusion

• Backup-Slides

Outline

DLR.de  •  Chart 3



Background and Motivation



• Radio systems for spacecraft/satellites are usually designed and develop for one specific application:

➢ GPS-Receiver

➢ TV-Broadcasting

➢ Satellite communication (TM&TC)

➢ Radio and RF Payloads (e.g. AIS, ADS-B, …)

➢ …

• In the beginning, such radio systems were designed discretely

✓ Very robust and reliable

− No flexibility

− Very large systems

• Software-Defined Radio (SDR) systems were already established over the past decades in space

✓ More flexibility in terms of data/signal processing adaption

✓ Smaller systems

− Just for a single application (e.g. GPS receiver)

Background and Motivation

State of the art radio systems for space missions
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• A SDR usually defines the signal processing in software:

o Implementation on a DSP or FPGA

• Also consist of:

o ADC and DAC

o RF Front-End 

➢ RF Front-End mostly untouched and tailored to specific application requirements

Background and Motivation

What is a Software-Defined Radio (SDR)?
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• RF Front-Ends can now be configure by software thanks to RF Integrated Circuits (RFIC)

➢ A single hardware (radio) for operating multiple applications (two/three/four in one)

o 10%: TM&TC SatCom <->  90%: RF payload (ADS-B receiver, AIS receiver, spectral 

monitoring, …)

➢ Better utilization of limited resources (size, weight, power, …) on a spacecraft

Background and Motivation

The Generic Software-Defined Radio (GSDR)
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RFIC devices (e.g. AD9361) for SDR systems

Pros

✓ Commercial off-the-shelf

✓ Frequency selection: 70 MHz to 6 GHz

✓ Adaptive sample rates: up to 64 MSPS

✓ Integrated RF technology (e.g. amplifiers, filter, ...).

✓ Small device

✓ “Low” power consumption

Cons

− Limited availability and manufacturers

− Very complex and highly integrated ICs

− High requirements (power, noise, stability, …)

− Compatibility to FPGAs or processors

− Not designed for the use in space!

Background and Motivation

Constraints with RFICs
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Use of COTS devices 
for space applications?

How about Qualification?

Are there standards?
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Risk Assessment for Space Hardware Design



Risk Assessment for Space Hardware Design

Space mission survey (then)
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Qtum’s CubeSat , source: Qtum FoundationEu:CROPIS, source: DLR

Traditional space missions

• High costs

• Low risk acceptance

• Intense QA

• Avoidance of COTS

• Long development time

• Standardization (ECSS)

➢ High success

CubeSat space missions

• Low costs

• High risk acceptance

• No or minor QA

• COTS only

• Fast development time

• No standardization

➢ Low success

Huge gap between both mission approaches



Huge gap between both mission approaches

Risk Assessment for Space Hardware Design

Space mission survey (now)
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Qtum’s CubeSat , source: Qtum FoundationEu:CROPIS, source: DLR SpaceX StarLink Satellite(s), source: GunterSpace

Traditional space missions

• High costs

• Low risk acceptance

• Intense QA

• Avoidance of COTS

• Long development time

• Standardization (ECSS)

➢ High success

CubeSat space missions

• Low costs

• High risk acceptance

• No or minor QA

• COTS only

• Fast development time

• No standardization

➢ Low success

NewSpace missions

• Lower costs

• Medium risk acceptance

• COTS usage preferred

• Faster development time

New Approach, no standards 

defined yet 



Risk Assessment for Space Hardware Design

Considerations for the use of COTS
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STRENGTHS

• Functional performance
• Latest technologies
• Availability on stock (usually)
• Fast proof-of-concept
• Competitive market
• Low costs compared to space EEE parts
• No export regulations (ITAR)

WEAKNESSES / ISSUES

• Poor control of supply chain
• Obsolescence and counterfeit
• Limited technology insight
• Limited qualification from manufacturer
• Testability of devices
• Unknown reliability for space environment



• Environmental conditions

▪ Mechanical stress

➢ Vibration: Relative short duration during launch

➢ Shock: By separation of upper stage, often way lower 

that qualified for (but can be amplified by structure)

▪ Vacuum

➢ Thermal issues: becomes critical for external units 

(facing cold space or sun, e.g. solar panels)

➢ Outgassing: Oxygen can be released (e.g. from 

plastic) and can condensate on sensitive optics 

(camera)

▪ Radiation

➢ X-Ray

➢ Gamma-Rays

➢ Particles

o Protons

o Heavy Ions

Risk Assessment for Space Hardware Design

Considerations for space
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• Now we have a feeling about the environmental conditions we need to 

considered for our space hardware design:

➢ Mechanical stresses

➢ Environmental stresses

➢ Radiation effects

• But what kind of standards do we have to qualify and test them?

Risk Assessment for Space Hardware Design

What about Standards?
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Excursion:

Standards for Space Missions



• Standards are mandatory to establish a common methodology and procedure

• They are important in terms of quality assurance and risk reduction

• They don’t give any warranty

• More seen as guideline and recommendation

• Space manufacturers and project managers

are not required to follow any standards, 

however, due to risk and costs standards are

very meaningful.

• Following standards often means a lot of

more effort (paper work!)

Standards for Space Missions

What are standards for?
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Source: https://ecss.nl/standards/ecss-document-tree-and-status/ 



• ECSS – European Cooperation for Space Standardization

• Example: Testing, ECSS-E-ST-10-03C

• Founded in 1993

• Standardization of space segment in Europe

• Members:

• Agencies

• Industries (Eurospace as representative)

• Goal: Development of space standards for Europe

• Comprehensive and uniform

• One set of standards

• Used for (all) European space projects

• User friendly

• Needs to be fulfill by ESA mission

➢ www.ecss.nl

Standards for Space Missions

What standards are available?

DLR.de  •  Chart 19

http://www.asi.it/
http://www.ukspaceagency.bis.gov.uk/default.aspx
http://www.cnes.fr/
http://www.space.gc.ca/
http://www.esa.int/
http://www.nivr.nl/
http://www.eurospace.org/


• NASA General Environmental Verification Standard (GSFC-STD-7000)

• Status: 2013 (revised in 2019)

• Provides requirements and guidelines for environmental verification programs for 

GSFC payloads, subsystems and components and describes methods for 

implementing those requirements.

• Contains a baseline for demonstrating by test or analysis the satisfactory performance 

of hardware in the expected mission environments, and that minimum workmanship 

standards have been met. 

• Elaborates on those requirements, gives guideline test levels, provides guidance in the 

choice of test options, and describes acceptable test and analytical methods for 

implementing the requirements.

➢ https://standards.nasa.gov/standard/gsfc/gsfc-std-7000 

Standards for Space Missions

What standards are available?
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• Standards from component-level qualification 

up to system-level (unit or spacecraft)

➢ For component the qualification levels 

are extremely high (often not suitable for 

COTS)

➢ Testing is generally very expensive

➢ Automotive qualification (AEC-Q) follows 

a similar evaluation flow (except 

radiation) but only qualifies the process 

not the waver/parts itself

➢ But: Is that really mandatory? 

(we will see another approach later)

Standards for Space Missions

Issue with given standards
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• Standards from component-level qualification up to system-level (unit or spacecraft)

➢ For component the qualification levels are extremely high (often not suitable for COTS)

For unit qualification:

• Different model and qualification strategies (durations, level etc.)

• Acceptance, proto-flight and qualification procedures

• Different rankings and orders of testing between ECSS and NASA

• Usually: Test as you fly (launch (sinus + random), separation (shock), in-orbit (thermal vacuum 

and radiation).

• Levels are often not specified by standards (e.g. Temperature ratings), Shock and Vibration 

loads -> Test against what if the launcher is not know yet?

• At least NASA GEVS has a meaningful set of test levels that are not totally overloaded. ECSS 

had also a equation to 

Standards for Space Missions

Issue with given standards
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Standards for Space Missions

Issue with given standards
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- ECSS Test sequence

- NASA does not recommend a sequence

- NASA duration and loads for different Models

- ECSS has similar loads and duration 



Standards for Space Missions

Issue with given standards
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• Example: Radom Vibration:

• NASA GEVS has a meaningful set of Test levels that are not totally overloaded (14.1 

Grms @ EUT < 50lb, or 22.7kg)

• ECSS had also a equation to in revision ECSS-ST-E-10-03A (2003), that leaded to 

extreme loads the smaller the weight of the EUT is:

• According to ECSS, a 5kg unit will see >25 Grms



Back to:

Risk Assessment for Space Hardware Design



Risk Assessment for Space Hardware Design

Radiation Hardness Assurance (RHA) for COTS
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• Using COTS in space is not new, but becomes more and more important due to NewSpace approach

• Usually, for traditional space missions, those COTS devices were completely up-screened (e.g., according to 

ECSS)

➢ Not unlikely that up-screening costs are higher than a comparable space-qualified EEE part

• To avoid the expensive up-screening, RHA can be mainly considered since radiation is the most critical 

environmental stress.

✓ Certain publications were published for RHA on COTS (also given as guidelines from NASA).

− RHA approaches mainly based on engineering judgment or does not cover a system-point of view (in 

terms of failure propagation)

➢ A numerical-based criticality analysis for RHA would be beneficial

➢ A RHA approach that also covers the system perspective of view

➢ A guidance on how to select between COTS and RadHard / space-qualified EEE parts



Best practice and experience on a Software-Defined 

Radio



System-Level Verification

Generic Software-Defined Radio
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PhD thesis, source: Budroweit

• Radio system that allows simple re-use and modification from mission 

to mission

• Small and integrated design with low power and mechanical properties 

suitable to operate on small satellites

Novel Aspects

• Independencies from frequency band limitations for TM&TC (VHF, 

UHF,L S/C-Band…) 

• Single radio platform for multiple applications (two/three/four in one)

• Reconfiguration and operation of multiple applications (e.g. TM&TC 

or/and ADS-B or/and AIS or/and Spectral Monitoring)

• Better utilization of given resources (power, weight, …)



System-Level Verification

GSDR: Final system design
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COTSCOTS

COTS COTS +
RadHard

COTSRadHard

RadHard

• Hybrid system design of COTS and RadHard devices
• Selected by the FMECA-based RHA approach (see backup slides)
• An essential part of the system functionality is the software and 

the operating system:
➢ General functionality
➢ Control of system
➢ Detection of failures and recovery mechanism

PhD thesis, source: Budroweit



System-Level Verification

Qualification and verification workflow
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PhD thesis, source: Budroweit

• Usually: Test as you fly (in order)

• According to ECSS-ST-10-03C (and NASA GEVS)

• Additional Radiation Test

Physical Properies

Full Function & 
Performance Test

Sinus and Random 
Vibration Test

Shock Test

Thermal Vaccum and 
Thermal Cycle Test

EMC / ESD
Test

Radiation 
Test

Full Function & 
Performance Test



System-Level Verification

Functional and performance test
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• The full functional and performance test shall verify the intended operation prior test stress to the device

• For the software-defined radio we tracked:

• Voltage and current values (from power supply up to internally measured data)

• The RF performance, e.g. output power and frequency stability

• Functional capabilities (e.g. command and control of the unit)

• The performance test shall include the necessary information that may change by environmental stresses

• Due to self-heating, the performance test shall conduct as long as a stable condition is achieved



System-Level Verification

Mechanical qualification: sine and random vibration
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• Sinus and random vibration tests are applied to simulated the behavior during launch

• Based on the device structure it could be possible that resonance frequency can be achieved by the 

mechanical stress from the rocket that may lead to a destructive phenomena of the device (and can 

potentially destruct the rocket itself).



System-Level Verification

Mechanical qualification: sine and random vibration
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• Sinus and random vibration are tested 

an all the axis.

• To observed non-visible defects, a 

resonance survey is conducted after 

every run (2-2000Hz)



System-Level Verification

Mechanical qualification: sine and random vibration
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• Sinus test looks very stressful to the device but the smaller the EUT that less are sinusoidal stress critical 

(imagine a flat and long structure, e.g. solar panel)



System-Level Verification

Mechanical qualification: sine and random vibration
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• Random vibration is actually noise over 

the frequency spectrum from 20-

2000Hz.

• The load that is integrated is 14.1 Grms

• ASD level is take von GEVS:



System-Level Verification

Mechanical qualification: shock test
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• Shocks apply during separation from the rocket and upper stage. 

• Usually the separation mechanism from the upper stage is followed 

by a pyro injection.

• The shock can propagate through the structure and can cause 

critical damages.

• The loads are frequency depending and usually given by the 

launch provider.

• Best practice was applied for the SDR using loads of 40g at 100Hz 

and 1500g for frequency >1500Hz

• Shock tests needs to applied on all three axis 



System-Level Verification

Thermal qualification: thermal vacuum chamber
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• According to ECSS-ST-10-03C

• Pressure: 1E-5 mbar

• 1x Non-Op Cycle (Tstorage +/- 10°C)

• 8x Op. Cycle (Tnominal +/- 10°C)

• Tolerance: +/- 10% on voltage and current, +/- 5ppm on freq. and 

+/- 10% output power



System-Level Verification

Thermal qualification: thermal vacuum chamber
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System-Level Verification

Thermal qualification: thermal vacuum chamber
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System-Level Verification

EMC qualification
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• The EMC test shall be performed in conformance with ECSS‐E‐ST‐20‐07 clause 5. For acceptance stage, the 

space segment equipment shall be subjected to the following tests, as per ECSS‐E‐ST‐20‐07:

1. bonding verification;

2. power lines isolation;

3. inrush current;

4. conducted emission time domain (ripple and spikes) on power lines in the   operating mode, which 

produces maximum emissions;

5. conducted emission frequency domain on power lines in the operating mode, which produces maximum 

emissions.

• For RF space segment equipment sniff or spray test shall be performed at one or several frequencies used 

by the space segment equipment under test or in mission critical receive bands. Sniff or spray test should be 

performed with a guide to coax transitions at a controlled distance.



System-Level Verification

EMC qualification
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System-Level Verification

EMC qualification
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• Conducted emissions:

• Measured on the power lines

• Issues also observed by non-ideal grounding of connector/cable

• Issues observed potentially due to problems with missing EMI Filter

• Power regulators on-board of GSDR are causing this peak by their switching 

frequency

Grounded measurementNon-grounded measurement



System-Level Verification

EMC qualification
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• Radiated emissions:

• Issues observed due to problems with non-shielded cables / connectors

• Issues mainly caused by data lines

Non-shielded measurement



System-Level Verification

EMC qualification
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• Radiated emissions:

• Issues observed due to problems with non-shielded cables / connectors

• Issues mainly caused by data lines

• Additional shielding and grounding fixed that issue

Non-shielded measurement Shielded measurement



System-Level Verification

EMC qualification
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• Radiated and conducted susceptibility:

• Conducted: Additional voltage stress (noise and overvoltage) will be added to the 

regular power supply of the DUT

• Radiated: EM power will emitted by the antennas towards the DUT

• During the tests, the DUT shall keep its operations nominal and no failure or 

malfunction shall appear

• For qualification, emissions are more critical since they can cause failures to other 

systems and could lead into issues for the whole mission (e.g. interferences in 

sensitive RF bands, e.g. GPS or the reception of telecommands



System-Level Verification

Radiation testing
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• Radiation testing is not part of the ECSS nor NASA GFSC standard. 

• One reason is that system-level testing is not defined yet to establish them in such standards

• Another reason is that such high-class mission which are working according the ECSS uses space-

qualified EEE parts which are not susceptible to radiation.

• With the use of COTS parts, system-level testing could be very meaningful instead of part-level testing, 

especially if many of them are used.

• However, radiation testing on system-level is quite complex (depending on the complexity of the system 

itself) and test capabilities are limited (specifically for single event effects – suitable accelerator)

• Total Ionizing Dose (TID) testing on the other hand is feasible even on bigger system using cobald-60 

sources (and they are not expensive)



System-Level Verification

Radiation testing
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Purpose of system-level verification:

• Different task forms the overall system functionality

• A single failures can cause functional losses of the system

• Verification of failure detection and potentially recovery

For TID: 

✓ Co60-Source can be used (no limitation in space)

For SEE: 

− Particle accelerators have only a narrow beam (<100 mm diameter)

− Local irradiation (single devices or groups of the system)

− Failure propagation unclear

➢ How to test on system-level that exceed the narrow beam?

➢ What about multi-point of failures?

Possible solution for (soft) SEE: 

✓ CHARM - Mixed-Field Radiation Facility (Neutron, Protons, Electrons)

System

CHARM, source: CERN



System-Level Verification

Radiation testing: System-level verification for TID (Co60)
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• TID degradation effects of devices are caused by charged 

particles and gamma rays that create critical ionization

• Prototype consist of major parts of the GSDR design (Zynq, 

RFIC, DDR3)

• Goal of this test was to observe degradation effects of several 

devices

• Focus of this test were made on: 

• The analog, digital and RF signal constraints

• The performance of the RFIC was monitored

• Health checks and memory status reports were performed 

• No degradation or malfunction >30krad

• Typical 2 year LEO mission: 5-10 krad



System-Level Verification

Radiation testing: System-level verification at CHARM
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• Similar differential flux compared to LEO mission (800 km, SSA)

PhD thesis, source: Budroweit, CERN



System-Level Verification

Radiation testing: System-level verification at CHARM
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• Similar differential flux compared to LEO mission (800 km, SSA)

• 2x GSDR prototypes (Rev B.)

• Complete autonomous setup

➢ Exchange of RF and digital data

➢ On-board data processing (e.g. for RF data)

➢ Overvoltage and current detection and protection

➢ System-Watchdog executes reset if heart-beat disappears

➢ Time-Out of command response (power-cycle)

➢ Soft-Watchdog (on program/application level)

➢ Memory scrubbing (NAND boot device)

➢ RFIC verification

➢ …

• Two types of major failures

➢ Self-recovered SEFI event

➢ Power-cycle SEFI event

PhD thesis, source: Budroweit



System-Level Verification

Radiation testing: System-level verification at CHARM
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• System(s) run with multiple tasks on request

➢ HK-Data, RF-Data aq., Spectrogram, …

✓ No degradation of voltage and current due to TID

✓ No SELs or destructive failures (not expected)

✓ Ability to perform self-recovery verified

✓ 100 % recovery from failure to valid system operation

➢ 95 % of all failures were system crashes (Zynq + DDR3)

➢ 98 % self-recovered SEFI events

✓ No interrupted boot-processes observed (process takes ~15 s)

✓ No invalid data on boot devices (NAND flash) 

✓ Minor errors observed on RFICs

But:

− Data fly-by storage on SD-Card critical (SD-Card broken)

➢ SUT#2 (partially) not able to response on requested tasks

PhD thesis, source: Budroweit



System-Level Verification

Radiation testing: System-Level verification at KVI
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• GSDR system has been irradiated to Protons (max. 194 MeV) 

➢ Two test campaigns

➢ Focusing on sensitive parts (Zynq, DDR3 SDRAM, NAND 

and RFIC)

➢ Same configuration and software were used as in CHARM 

(only exception: SD-Card removed)

➢ Fluence: 

o GSDR Rev B.: 5.0 × 108 #/cm2

o GSDR Rev C.: 2.5 × 109 #/cm2
GSDR. Rev B, source: Budroweit

GSDR. Rev C, source: Budroweit



System-Level Verification

Radiation testing: System-Level verification at KVI & CHARM
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• Comparable saturation of cross-section (for self-

recovery)

➢ ~1.9 × 10−8 cm2/device (proton #1)

➢ ~2.6 × 10−8 cm2/device (proton #2)

➢ 2.45 × 10−8 cm2/device (CHARM)

PhD thesis, source: Budroweit

• GSDR system has been irradiated to Protons (max. 194 MeV) 

➢ Two test campaigns

➢ Focusing on sensitive parts (Zynq, DDR3 SDRAM, NAND 

and RFIC)

➢ Same configuration and software were used as in 

CHARM (only exception: SD-Card removed)

➢ Fluence: 

o GSDR Rev B.: 5.0 × 108 #/cm2

o GSDR Rev C.: 2.5 × 109 #/cm2



Conclusion



Conclusion

DLR.de  •  Chart 55

• Different environmental conditions needs to be considered by designing hardware for space

• Some of them can be less critical (e.g. thermal or mechanical stress) depending on the constraints of 

your hardware being used

• Qualification, Acceptance or Proto-Flight testing for space systems is not straight forward (especially 

of considering lower budgets)

• There are two major standards which are mandatory to be used by space managers, engineers and 

technicians (NASA GFSC and ECSS).

• However, levels, durations and the sequences differs and its often hard determine what to test for, 

especially if required input such as the launch service provider is not given.

• EMC should not be underestimated and cabling can be quite critical

• Tailoring should always be an option and one has to keep in mind that those standards are more 

recommendations that requirements

• But, in terms of risk, cost and time it is mandatory to work in accordance to such standards
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Risk Assessment for Space Hardware Design

Radiation Hardness Assurance (RHA) for COTS
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• Using COTS in space is not new, but becomes more and more important due to NewSpace approach

• Usually, for traditional space missions, those COTS devices were completely up-screened (e.g., according to 

ECSS)

➢ Not unlikely that up-screening costs are higher than a comparable space-qualified EEE part

• To avoid the expensive up-screening, RHA can be mainly considered since radiation is the most critical 

environmental stress.

✓ Certain publications were published for RHA on COTS (also given as guidelines from NASA).

− RHA approaches mainly based on engineering judgment or does not cover a system-point of view (in 

terms of failure propagation)

➢ A numerical-based criticality analysis for RHA would be beneficial

➢ A RHA approach that also covers the system perspective of view

➢ A guidance on how to select between COTS and RadHard / space-qualified EEE parts



Risk Assessment for the Use of COTS

FMECA-based RHA approach
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• The proposed RHA approach is based on the Failure Mode, Effects and Criticality Analysis (FMECA)

• Well known tool in space quality assurance for criticality analysis

• Based on three parameter:



Risk Assessment for the Use of COTS

FMECA-based RHA approach
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• The proposed RHA approach is based on the Failure Mode, Effects and Criticality Analysis (FMECA)
• Well known tool in space quality assurance for criticality analysis
• Based on three parameter:

➢ Severity Number (SN)



Risk Assessment for the Use of COTS

FMECA-based RHA approach
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• The proposed RHA approach is based on the Failure Mode, Effects and Criticality Analysis (FMECA)
• Well known tool in space quality assurance for criticality analysis
• Based on three parameter:

➢ Severity Number (SN)
➢ Probability Number (PN)
➢ Detection Number (DN)



Risk Assessment for the Use of COTS

FMECA-based RHA approach
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• The proposed RHA approach is based on the Failure Mode, Effects and Criticality Analysis (FMECA)
• Well known tool in space quality assurance for criticality analysis
• Based on three parameter:

➢ Severity Number (SN)
➢ Probability Number (PN)
➢ Detection Number (DN)

10.3390/electronics10091008, 
source: Budroweit et. al



Risk Assessment for the Use of COTS

FMECA-based RHA approach
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• The FMECA-based RHA approach follows the 
following stages:
➢ Step 1: System level breakdown structure into 

functional block design
➢ Step 2: FMECA-based severity analysis performed 

on functional blocks
➢ Step 3: Technology assessment and rating on 

functional blocks
➢ Step 4: Evaluation of the FMECA-based criticality 

of selected devices.

10.3390/electronics10091008, 
source: Budroweit et. al
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• The FMECA-based RHA approach follows the 
following stages:
➢ Step 1: System level breakdown structure into 

functional block design
➢ Step 2: FMECA-based severity analysis performed 

on functional blocks
➢ Step 3: Technology assessment and rating on 

functional blocks
➢ Step 4: Evaluation of the FMECA-based criticality 

of selected devices.

10.3390/electronics10091008, 
source: Budroweit et. al
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Step 2: Severity analysis

PhD thesis, source: Budroweit

• Data interface represents a direct connection to the 
spacecraft (bus)
➢ Severity number: 4
➢ Space-Qualified / RadHard device recommended
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• The FMECA-based RHA approach follows the 
following stages:
➢ Step 1: System level breakdown structure into 

functional block design
➢ Step 2: FMECA-based severity analysis performed 

on functional blocks
➢ Step 3: Technology assessment and rating on 

functional blocks
➢ Step 4: Evaluation of the FMECA-based criticality 

of selected devices.

10.3390/electronics10091008, 
source: Budroweit et. al
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Step 2: Severity analysis Step 3: Technology and device survey

PhD thesis, source: Budroweit

• Baseband processor does not directly affecting 
external systems 
➢ Severity number: < 4
➢ COTS can be considered
➢ Review of potential technologies and the 

manufacturing processes
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Step 3-4: Device survey and criticality analysis 

PhD thesis, source: Budroweit

• Baseband processor does not directly affecting 
external systems 
➢ Severity number: < 4
➢ COTS can be considered
➢ Review of potential technologies and the 

manufacturing processes
➢ Radiation test data availability and validity
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Step 4: Criticality analysis

PhD thesis, source: Budroweit
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Step 4: Criticality analysis

PhD thesis, source: Budroweit
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