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German Aerospace Center — Distributed Research Faciljtty

* More than 10000 employees work in 54 institutes and
facilities at 30 sites across Germany

Hannover

| Braunschweig

* Only few institutes dedicated to software, but most
engineering fields will require at least some domain
specific software development (e.g. control algorithms)
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 Large projects require collaboration between institutes helnbach f Eonn §

» Software easier to move than facilities like wind tunnel
or clean rooms
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Reusability Flight Experiment (ReFEXx) — General Overview
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Challenges for the Software Development

The Situation:
« Small development teams distributed across DLR

* Many newly developed hardware and algorithms
 Tight development schedule
 Traditional V-model for development infeasible

* Need to develop different levels of software stack
simultaneously
» Development against moving target

=

Packaged
binaries and
sources

Issues

——
Integration tests

Flight software

Domain Experts

Issues and
Feature requests

Issues and
Feature requests

AIT Experts
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Develop Flight Software using CI/CD

|s that really something new?
Technically not, but how common is:

» Version Control System used I I
* Regular build jobs : :
Review Review
e Uni M M )
. 32:: :22:2 executed regularly | MASTER | vl I ~ I ~ B

Automatic static analysis




DLR.de < Chart9 > Flight Software Workshop 2022 > Jan Sommer > 2022-02-09

Develop flight software using CI/CD

Key: Communication and Automation

Issues

Issues and
Feature requests

 Central tool for communication regarding S/W
« Accessible for all developers

» CI/CD system to help with day-to-day tasks raciages Domain Experts
- - - - Issues and
‘Feature requests
 DLR Gitlab:

» Maintained by IT department
* Most members generally familiar

- - —
» Provides many features to build upon Integration tests

Flight software

AIT Experts

-
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Requirements for the Software Development Infrastructure

« Manage access to repositories

» Provide central place for issue tracking

» Facilitate code reviews, milestone planning,
developer documentation

Domain Experts _ _ _
« Continuous Iintegration setup

» Release management

y - - Use the DLR Gitlab instance
AIT Experts -
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Repository Organization

Mirrors of external and internal projects
 Collect related repositories into groups
» Monitor changes of upstream projects
* Internal issue tracking and release management
* Integration with internal Cl subsystem

Central package repository for ReFEX

Central Wiki for software related information

Repositories for ReFEX software development

| i DLR

~ P9 @ RTEMS &1 Owner

A @ rtems (&

¥
W d rtems-libbsd &

[2]

rtems-source-builder &
Mirrar of the RTEMS source build repository

rtems-release &
15T

Meta-repository which collects all RTEMS related sources and allows compreh..,

A

rtems-tools &
[ R Mirror of the tems-tools repository.
Used as a base for automatic testsuite execution on target

e ?ﬁm outpost & Owner (3]

Repositories which are related to outpost

scons-build-tools &
A et Collection of 5Cons based build Tools. Useful for outpost, but also in general.
Mirrar of RY-AVS scons-build-tools repository.

outpost-core (8
| OUTPOST - Open modUlar sofTware PlatfOrm for SpacecrafT
Mirrar of the RY-AVS outpost-core repository

0 Posy outpost-platform-posix &
© Mirror of the outpost posix repasitory
outpost-platform-x86
N %86 specific outpost classes
Mirror of the RY-AVS outpost-platform-arm repository

0 hns-flightsw (&

The main development repository for the HNS flight software
A "'I| Tasking &
0 Package Repository &

Central Package repository for GNC related software packages.

[l R ReFEx-wiki &
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Reuse of Existing Software

» Mirrors of external and internal projects
» Have all software repositories in on place
» Ensure that all project members have access
» Branches for project specific modifications

Institute for Space
Systems

[ RTEMS ] [ Outpost ]

Institute for Software
Technology

Tasking
Framework

Mirror
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Reuse of Existing Software

» Mirrors of external and projects
» Have all software repositories in on place
» Ensure that all project members have access
» Branches for project specific modifications

» Contribute back relevant improvements to upstream
» Assign a developer responsible for coordination
for each mirrored repository
» Go the extra-mile, polish changes and submit
» Get a “free” review for submitted patches

i DLR

Institute for Space

Institute for Software

Systems Technology

Taskin

[ RTEMS J Outpost Framewgrk

7'y 4 ‘

5 2 5| 2 5| £

= & = Y = o

\ 4 \ 4 \ 4

Tasking

[ RTEMS J Outpost Framework
ReFEX
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Continuous Integration — Start small and extend
Pipeline #137673 triggered 11 months ago by '3 Sommer, Jan

Add basic Cl

- Currently only builds

* Build job checks for compilation without issues
* Provide pre-compiled binaries as artifacts
» Avoids “works-on-my-machine” errors

(O 2 )obsfor 2-add-ci-pipeline in 21 seconds (queued for 1 second)
© 68e31c76 [}

i) Mo related merge requests found.

Pipeline Meeds Jobs 2 Tests 0

Build

() build-debua

- T
@ build-release L9
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Pipeline Meeds lJobs 5 Tests 0

Continuous Integration — Start small and extend

Group jobs by  Stage  Job dependencies

Build Dynamic_test

 Build job checking compilation without issues (%) base_sw_linuxbuild
* Provide pre-compiled binaries as artifacts

@ unit_tests:run_all i

Q

@ base_sw_rtems:build i
» Execute unit tests and check test execution (¥) integration testsibuild
» Collect and display detailed test statistics =
@ unit_tests:build s
@ Detached merge request pipeline 278741 passed for 93592852 39 seconds ago @ @ &y v
av Requires 1 approval from eligible users.
* \iew eligible approvers
@ Test summary contained no changed test results out of 36 total tests [ view full report Expand

® IMerge  Merge blocked: merge request must be marked as ready. It's still marked as draft. Mark as ready

# p Closes issue #33
DLR Fir: i e
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| | @ hns-flightsw &
Continuous Integration — Start small and extend Project ID: 9225

<135 Commits ¥ 9Branches < 1Tag [Z 1.6 A

The main development repository for the HNS flight

coverage 54.00%
GCC Code Coverage Report

* Build job checking compilation without issues
» Provide pre-compiled binaries as artifacts

Directory: hal/src/gnc/hal/ Exec Total Coverage

_ _ Date: 2021-12-08 095515 Lines | 276 | 201 | 04.8%

e Execute unit tests and check test execution Legend: [GWEESI9E medium: == 75.0% |high: == 90.0% Branches = 106 | 126 84 1%
» Collect and display detailed test statistics :

| File |  Lines | Branches |

| 100.0% 38/38 60.0% 12/20
] 100.0% 38/38 68.8% 11/16

fors gyro.cpp
peak pcan.cpp

[

[
° I I I - serial dummy.cpp | 0.0% 0/14 % o/0
Compile gnd run unit tests with goc_:ie coverage T 00%  0/1 %  0/0
» Publish generated html statistics as artifact Sl | | 100.0% 198/198 92.2% 83/90
sjal000.h | ] 100.0% 2712 -% 0/0

Generated by: GCOVR _(Version 5.0)
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Continuous Integration — Start small and extend

v C« sw/base_sw/modules/can/src/gn

#include "can_open_manage

* Build job checking compilation without issues S e
 Provide pre-compiled binaries as artifacts #include coutpost/rtos/m
using outpost::rtos: :Mute
- Execute unit tests and check test execution | conopenvanagerscancpens
» Collect and display detailed test statistics |-
void
. . . o Manager: : sentietw
« Compile and run unit tests with code-coverage L
« Publish generate html statistics as artifact = - | —
* Integrate the code-coverage into code review I ¢
mCanbus.write(msg
1
|- :
« Compile documentation (if any) |- conoperaragers sente
{

| sentNetworkManagemeni
1
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Continuous Integration — Extend even further

. Request to merge 33-Fsw-2822 [ into mast Open inWeb IDE Check out branch 4 v
« Check for correct code formatting X e penin e kot branch
@ Detached merge request pipeline #271858 passed for 5631d75F 19 seconds ago @ @ @ &

Test coverage 94.00% (0.00%) from 1 job @

Run static analyzer
* Provide results in code review

fafdl Approve Requires 1 approval from eligible users.

° Run memChECk »  View eligible approvers
* Provide results in code review
@ Code quality degraded Collapse
® Create and pu blISh release # Critical - Array 'bug[4]' accessed at index 4, which is out of bounds. (CWE-7&8)

in sw/base_sw/modules/hal/sre/gnc/hal/peak_pcan.cpp:33

* Prepare packages

Minaor - The scope of the variable 'bug' can be reduced. (CWE-338)
in sw/base_sw/modules/hal/src/gnc/hal/peak_pcan.cpp:2?

Minaor - Variable 'bug[4]' is assigned a value that is never used. (CWE-583)
in sw/base_sw/modules/hal/src/gnc/hal/peak_pcan.cpp:33
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Conan: Dependency Management and Package Delivery

« Works similar to a Linux package manager with
recursive dependency resolution

RTEMS Cross-Compiler

RTEMSS Kernel

RTEMSS Network Stack

Build System: Custom

Build System: autotools

Build System: waf

Integrated in Gitlab (some features missing) A
» Easy to upload from Gitlab-CI job
e Same access management as for repositories

Outpost

Also allows easy delivery of cross-compiler tools Build System: SCons

Upload binaries for different HW platforms

Supports different channels, e.g. release, latest

» Agnostic to build system for producer and consumer

GNC Application Software

Build System: SCons

Tasking Framework

Build System: SCons
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Conan: Dependency Management in Practice

[/ conanfile.txt [ 135 Byees

« conanfile.txt as part of the repository replace  Delete 3 B &
» Trace the required version for each
dependency at every point in time I [requires]
. . 2 gnc-1386-rtems5-gocc/3.8. L@0NC/release
« Switch to latest development version by - gnc-rtemsS/3.6.16GNC/ release

Chang|ng the Channel (eg Iatest) . gnc-rtems5-1ibbsd/3.8.1@6GNC/release

[generators]

SCOoNs
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Conan: Dependency Management in Practice

« conanfile.txt as part of the repository
» Trace the required version for each
dependency at every point in time
« Switch to latest development version by
changing the channel (e.g. latest)

: Retrieving from server ‘gitlab’

* Integrate into build system: gner
» Check Conan dependencies, update if needed [ R oS

gnc-rtems5/3.0.1@GNC/release from 'gitlab’ - Cache
gnc-rtems5-1ibbsd/3.0.1@GNC/release from 'gitlab® - Downloaded

« Consume generated configuration file, e.q.: Packages

gnc-i386-rtems5- gec/ /3.0.1@GNC/release:24647d9fe8ec489125dfbaedb3ebefaf7581674c - Cache
. H gnc-rtems5/3.0. 1¢ /release: fbd406adablca324f54d11285bb4ceb859556476 - Cache
b Scons. Sconscrlpt Conan gnc-rtems5-1ibbsd/3.0.1@GNC/release:24647d9feBecd489125dfbaedb3ebefaf7581674c - Download

® CMake: ConanbU|Id|nf0.Cmake i - = 26 .- '. ; = package 24647d9feB8ec489125dfbaedb3ebefaf7581674c from remote 'gitlab’

Instulllng package

 No detailed knowledge about dependencies needed HSEEREETREE  Douniaadsd package revision 8
. . . gnc-i38 e " ] zase: Already }nstu @
- Install cross-compiler toolchain automatically SR R A -
. : Generator txt created conanbuildinfo.txt
fi Aggregating env generators

t: Generated conaninfo.txt
: Generated graphinfo

[PASS] Installed dependencies via conan!
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Lessons Learned

* Don’t expect getting it “right” the first time
« Start with the low hanging fruits
« Compile test
» Code formatting check

» Expect spending a significant amount of time at first
» Setting up CI pipeline scripts
* Integration into build system
« Writing package recipes
« Automatic release publication

« Continuous maintenance
« Infrastructure changes (e.g. updates of Gitlab)
* New tools emerge
* Priorities change

i DLR
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Summary

Need to develop flight software for ReFEX
« Support newly developed hardware
« Concurrent development in different S/W layers
 Limited resources in time and developers

Issues

-

Issues and
Feature requests

Teams are distributed in institutes across Germany

* Nearly 100% home office since March 2020 rackaged_ Domain Experts
sources Issues and
» Setup a central tool for S/W development - - - e
« Cl for code checks and package delivery AIT Experts

m—

ntegratlon tests

Next step: Containerization Flight software - - -
i DLR
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