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I. CHALLENGE

Over the past years, software conquered a growing number
of application areas. Particularly in research, where software
is already an important innovation factor and integral part.
This statement is substantiated by the results of a survey
that we conducted DLR'-wide in 2018 [1]. It shows that
many researchers develop software in their daily work. It even
indicates that researchers, who are already involved in software
development, are interested in investing even more time in
software related activities.

The increasing role of software in research, in combination
with the increase of complexity in scientific fields, has led to
the necessity of complex software solutions. Thus intensifying
the need to ensure the quality, reliability, and trustworthiness
of software systems in research. Especially in safety-critical
areas, where small software errors can lead to serious failures.
In order to be able to make an assurance about quality,
reliability, and trustworthiness of a software product, it is
necessary to have a comprehensive and detailed understanding
of a software project. The large amount of heterogeneous
data, which is generated before, during, and after the devel-
opment in so-called software repositories can serve as data
sources [2]. These repositories already contain information
about the source code and the software development process.
One approach to explore this data is to analyse their prove-
nance.

As stated by Moreau in 2010 in “The Foundations for
Provenance on the Web”:

“Provenance [...] is becoming an important concern
for several research communities in computer sci-
ence, since it offers the means to verify data prod-
ucts, to infer their quality, to analyze the processes
that led to them, and to decide whether they can be
trusted.” [3, Page 3]

Today, provenance [4] is used to verify data products and
to analyze processes that led to them. Our work aims to
standardize, generate, and use provenance of software artifacts
and provenance of software development processes by defining
a general provenance data model for software development
processes. Our goal is to be able to trace and determine the
origin of artifacts such as issues, source code files, build
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results, or documentation, and to understand and get insights
into the process as a whole using analysis and dashboards.

II. OPPORTUNITY

Software development is a creative and complex process
based on human decisions. Consequently, developing software
as error-free as possible is a challenging task. To assess
the reliability and trustworthiness of software systems, the
provenance of the development process and the produced
software artifacts can be recorded and analyzed.

The aforementioned increase of complexity in software
solutions results in the need of more extensive development
processes. Thus, resulting in very large and complex prove-
nance graphs, which are difficult to manually understand,
interpret, and verify.

Visual analysis is an opportunity to easily and quickly verify
a software project, since the human brain is an amazing pattern
matching machine. Thus enabling it to process large amount of
visual information at once. Our idea is to create an interactive
dashboard solution based on a data set of provenance describ-
ing software development processes. This allows developers
to easily and quickly get an overview about a software status
regarding it’s quality, reliability, and trustworthiness. For this,
different metrics are visualised using appropriate visualisa-
tion methods, like graph visualizations, metrics visualizations
(e.g., bar charts), time-oriented visualizations (e.g., Sankey
charts), task-oriented and work process-oriented visualizations
(e.g., Gantt charts), or hierarchy-oriented visualizations (e.g.,
treemap charts).

As first step, we developed a dashboard prototype that
contains individual visualizations with interactive controls
(Figure 1) [5]. For our prototype we used Python and the
libraries PLOTLY, and DASH?. Before visualizing the data we
query it with the libraryPY2NEO from a Neo4j graph database
instance® and use PANDAS to prepare the data and temporary
store query results.

Since not all popular software metrics and information are
of equal importance to the user, we are conducting a focus
group interview to identify what requirements users have for
such a visualization. As a next step a first version of a dash-
board will be developed which takes the user’s requirements

Zhttps://dash.plotly.com/
3https:/meodj.com/product/neodj- graph-database/
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Fig. 1. Provenance visualization flow: querying the Neo4j database with
CYPHER queries, storing query results and filtering and data cleansing with
Pandas, visualizing with Python and PLOTLY, and displaying in the web-based
dashboard with PLOTLY DASH [5].

into consideration. Finally, the resulting dashboard will be
evaluated through real-world tests, to ensure that it provides
an intuitive way to understand software projects.

III. TIMELINESS OR MATURITY

Due to the complexity and diversity of today’s software sys-
tems, numerous development tools are used to support the the
developer in his daily work. A typical tool suite consists of at
least an integrated development environment (IDE), a version
control system, an issue tracker, a continuous integration and
continuous deployment infrastructure, and a documentation
system. During the software development process, all these
tools produce a large amount of different data. We use this
heterogeneous data to extract the complete provenance of all
process steps using W3C PROV Data Model.

The W3C specification PROV [6], which among other def-
initions defines the Provenance Data Model (PROV-DM) [7],
allows to collect and record provenance in a well defined and
machine readable formats.

Using the W3C PROV data model, we designed a general
provenance model to extract retrospective provenance [8]
about software development processes [9]. This includes
provenance information of the underlying version control sys-
tem as well as provenance of the respective issue trackers and
release systems. The resulting provenance data then contains
all activities (e.g., commits, issues changes, releases), the
generated or changed entities (e.g., source code files or issues),
and involved agents (e.g., developers, testers, or users) along
with their relations.

Using our tool GitLab2Prov [10], [11] this information can
already be collected from the web-based DevOps life-cycle

tool GitLab*. The tool uses the GitLab API to generate the
provenance information in the form of the text representation
PROV-JSON, which is converted to other formats for further
analysis and can be imported as a labeled property graph into
the graph database Neo4j’ using the tool prov2neo. These
tools were already successfully applied to collect provenance
information of inner-source and open source project [10], [12].

AVAILABILITY

GitLab2Prov is available as Open Source software under the
MIT license: https://github.com/DLR-SC/gitlab2prov.

The tool prov2neo is available under the MIT license at
https://github.com/DLR-SC/prov2neo.
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