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1. Challenge

box for most users. The quality and correctness for the
The typical development of scientific software begins as new conditions is and was not checked, so possibly unnoa prototype for own needs, or those of the own organi- ticed wrong results are produced (cf. Vogel et al., 2019).
zational unit. For such prototypical development, devel- This issue is called the “oracle problem” and “large variopers often forgo recognized techniques from professional ability”, see Vogel et al., 2019.
software development, such as requirements analysis, user
stories, documentation of use cases, development of an S3: Productivity
appropriate architecture, and consultation with poten- Where quality was not given sustained attention in scetial users. This leaves issues such as IT security, quality, nario S2, the focus here is on usability. The software was
usability, maintainability and scalability out of consider- developed for the initial task. Exactly for this purpose
ation. Complicating matters further, scientific software the software is usable ideally. Over time, more scientists,
is often developed by scientists from all disciplines with- also from other disciplines, work with it. This gradually
out the necessary training and support (cf. Haupt et al., changes the use case. This can lead to lower productivity
2018). At the same time, scientists working as software compared to the original use case (cf. Macaulay et al.,
developers cannot be expected to become computer sci- 2009).
entists in parallel. After all, the challenges in computer
science are so complex that computer scientists spend S4: Blackbox
a lifetime working and researching on them every day.
For most scientists, universities are transit stations on
In consequence of these conditions, so-called “technical
their careers. In countries such as Germany, the maxidebt” arises, see also Besker et al., 2019; the following
mum duration of stay is even regulated by law, for exfour symptoms (S1 to S4) might result from the described
ample by the “Wissenschaftszeitvertragsgesetz” of 1999.
situation.
Under these conditions, the prototypical development described at the beginning is a problem that becomes apS1: IT Security
parent in the medium and long term. During the iniDuring early development, IT security is deliberately ig- tial development, no or inadequate documentation is pronored. The initial aim is to demonstrate feasibility or to duced. In the best case there are publications about the
solve a problem under high time pressure. Years later, software. Years later, after the original developers are no
the program continues to be used without the security longer part of the organization, the knowledge about the
aspects ever having been checked and implemented (cf. implementation is lost. The scientific HPC community
Siavvas et al., 2020). Ultimately, this leads to the over- has already recognized this issue for themselves and is
all IT security of the research organization being weak- trying to counteract it (Anzt and Flegar, 2019). Howened.
ever, this issue also occurs in a similar form when scientists spend a lifetime developing software and then retire.
S2: Oracle Problem
Further development becomes expensive or even imposIn early development, quality was laid out for the one sible in both cases.
immediate use case that needed to be solved. Under the
conditions of this first use case, the software has always 2. Opportunity
worked and produced correct results. After years of use,
Nowadays, a common method to make these challenges
the software finds more users and gradually becomes a
manageable is the introduction of software development
product. The original developer is no longer part of the
guidelines (cf. Haupt et al., 2018). Three of the four
organization, therefore the knowledge of how the softsymptoms described here are thereby mitigated, but not
ware works has been lost; the software is now a black
eliminated. In particular S2 cannot be mitigated in this
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the other three symptoms. For example, no developer
can know what IT security attacks unknown today will
occur in the future.

exists so that the framework considered here can be implemented. In addition, thanks to open source, the worldwide software engineering ecosystem has now reached a
state in which not only the own code but almost all of
In support of the software development guidelines, I its external dependencies can be analyzed by means of
therefore propose the development of a generic framework repository mining, so that a holistic overall picture can
that uses repository and process mining to interactively obtained with the approach presented here.
support developers. Repository mining uses data science
methods to, for example, derive information about the
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Process mining can be used to derive information about
processes and thus also about their use. In the software
domain, there is the approach of working with telemetry
data. The software under investigation sends user events
to a server. By evaluating these user events, insight can
be gained into the use of software and the emerging issues,
for example in the area of usability.
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Combining these approaches results in a solution that
scales to any number of scientific software and can be
applied to both new and legacy software. Symptom S1
can thus be completely eliminated. In the case of S2,
telemetry can at least detect when new use cases make
inputs that potentially lead to incorrect results so that
scientists can be warned. Likewise, the loss of productivity in the case of S3 can be detected so that new requirements can be assessed and the software can be adjusted
in terms of its usability. In the sense of the black box in
S4, repository mining can be used to recognize retrospectively how the software was created step by step in order
to gain knowledge about its implementation. Additionally, an unknown software architecture can be visualized
in such a way that the viewer can explore the architecture
to improve its understanding (cf. Schreiber and Misiak,
2018).
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In order to achieve this goal, the framework to be developed would have to be able to handle the most common
programming languages, such as C, C++, C#, Python
and Java. The repository mining part of the framework must be able to analyze these languages in order
to identify e.g. IT security vulnerabilities and programming flaws. For the process mining aspect, the framework needs an embedded web server. For maximum interoperability, language-neutral interfaces would then be
provided using the OpenAPI standard, allowing integration into new and existing scientific software with little
effort. If such a generic framework would be maintained
as an open source solution by the scientific community, it
could establish itself as a standard for scientific software
development in the future.
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3. Timeliness
Approaches such as repository and process mining are
relatively recent. In the meantime, enough experience
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