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Nowadays mobility companies have to deal with the digitization of analog products and services. A central scope
of interest is the design of mobile access systems, intended to replace the physical key. However, these systems do
not only involve new use cases but also risks that place safety and security issues in the foreground of the system
design. To ensure protection against safety and security risks, a procedure that allows multilevel system evaluation
is necessary. Practical experience in risk assessment (SRA) shows field-specific approaches widely used. In order
to facilitate an embedded safe and secure system design, this paper introduces a generic assessment method, which
considers different system configurations and multilevel safety and security risks. Within this procedure, previously
identified technical requirements are mapped in a Morphological Box (MB) to describe the configuration space (CS)
of the system. In order to evaluate the system, use cases and sequences as well as misuse cases are mapped using
UML. Identified threats and attack paths are transferred into fault and attack trees. The results of the fault tree
analysis (FTA) and attack tree analysis (ATA) allows the definition of security requirements. Additionally, the
process reveals non-standard scenarios that demand further detailed analysis. The proposed approach is applied to
the example of an automotive mobile access system.
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1. Introduction

Nowadays, Cyber Physical Systems (CPS) have
become increasingly relevant in business and
everyday use. By linking informational units to
physical elements, these systems enhance the
functional space of conventional, analog systems
and are able to communicate with other CPS.
According to Meyer (2019) and Schelewsky
(2013), CPS offer advantages in the form of
accelerating and facilitating processes. They are
used in different fields of application, i.e.
networked automotive systems (Lee 2008) or
smart homes (Geisberger & Broy 2012),

This paper focuses on the application of mobile
access systems (MAS) for vehicles. Here, the
concept of CPS plays a key role in digitizing fleet
and driver management (flinkey 2020). In the case
of MAS, a user utilizes an application on a mobile
device to interact with the locking device using a
digital key that is transmitted by a backend (Fazel
2013). Additionally, MAS use cases can be
extended by using software interfaces like the
Software Development Kit (SDK) and the
Application Programming Interface (API).

However, these systems also create new risks that
place both safety and physical as well as
information security issues in the foreground of
the system design. A primary challenge is to
maintain safe and secure conditions without
functional limitations within the scope of
application (Wheeler 2011), since safety and
security are key factors to support social
acceptance by reducing operational risks (Meyer
2019); (Prokein 2011).

If several networked MAS are considered
simultaneously, the task to maintain safe and
secure operations gets even more complex
because this potentially involves a high number of
MAS configurations and use cases, respectively.
Recently, MAS research focuses especially on
standardization approaches that allow consistent
system design. Current research shows that the
evaluation of MAS while meeting individual
boundary conditions, e.g. bring-your-own-device
(BYOD) policies and offline functionalities, is a
major challenge (Kim et al. 2014); (Knight 2007);
(Sarijari et al. 2014).

In this regard, the paper introduces a generic risk
assessment method (GRAM) which considers
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different MAS configurations and use cases in
consideration of boundary conditions. It
introduces an UML-based method, which is
applied to MAS in order to enable both safe and
secure design. Via this method, use cases and
sequences are examined regarding potential
threats. Threat scenarios are identified to design
the system. The proposed method is subsequently
developed and demonstrated for the example of
MAS. With the suggested method, an evaluation
of safety and security for MAS is possible.
Finally, results are summarized and discussed.

2. Background

Due to the increasing computerization, a growing
number of security requirements have to be
fulfilled by system functions and questions about
privacy and compatibility have to be considered
in the design of the system as well (Kofler et al
2018,).

The business model (BM) of CPS often faces goal
conflicts (Hoffmeister 2015). A growing number
of use cases has to be fulfilled by the CPS while
users demand high-level safety and security
(Gerling 2017); (Steidl 2012). At the same time,
meeting security and safety requirements is
important for business growth, since a BM can
thrive or drop in sales due to security or safety-
related risks (Becker et al 2018).

In contrast to classic analog business models
(ABM) (Hoffmeister 2015), digital business
models (DBM) are either offered digitally or in
the form of a hybrid approach (Hoffmeister 2015).
MAS can be categorized into these hybrid
business models (HBM). As there are different
configurations and individual use cases of such
hybrid systems, a generic assessment method
considering physical and information risks can be
helpful to ensure safe and secure design.

In order to support decision making by meeting
both comfortability as well as safety and security
requirements, the CPS analysis should focus on
the description of interfaces of the system
components (Cockburn 2015). In order to reach
an acceptable level of safety and security in MAS,
different methods and approaches can be used,
e.g. risk analysis, checklists according to BSI
basic protection guidelines (BSI 2020) or
Common Criteria (CC) (CC Portal 2020).
Although there are several approaches,
simultaneous consideration of both safety and
security requirements in system design remains a
difficult task (Lichte et al. 2016).

A use case based approach for the assessment of
CPS was introduced by Nicklas et al. (2016) for
the example of smart homes. Still, there is no
standardized method for assessing MAS in its
specific application contexts (Schwerdtfeger
2018). However, security gaps in CPS still
emerge years after market entry of the systems.

These gaps are often detected only by security
incidents (Kofler et al. 2018). As a result,
customers trust gets lost despite updates because
they are not willing to install them (Moller et al.
2012).

Gaps in the system performance can be analyzed
from different perspectives. From the safety point
of view, it is analyzed how the MAS affects the
environment, people or nature (Beyerer et al
2010). Accidents are caused by events due to
hazardous (sub)system conditions. Ostrom and
Wilhelmsen (2019) recommend the FT to identify
and define areas of hazard that potentially can
lead to damages (Ostrom and Wilhemsen 2019, p.
185). Generally, accident vectors can be mutually
dependent on each other.

In contrast to safety, security analyzes the impact
of the environment (attacker) on the system
(Wheeler 2011). According to Kofler et al (2018),
threat vectors on the infrastructure of a CPS can
occur physically or digitally (compare Fig. 4).
Since MAS are categorized as CPS, both threat
vectors apply to these systems.

In order to identify critical system units, fault tree
analysis (FTA) and attack tree analysis (ATA) can
be used for safety and security, respectively (Zio
2012); (Schneider 1999). In a FTA, the event is
described by the detected error of a component
(i.e. lack of availability according to the task) (Zio
2012). The ATA was introduced by Schneider
(1999) and focusses on the intention of the
potential attacker achieving a target (i.e.
impairment of the availability of a unit according
to the task) (Ingolsby 2016). The goal of the FTA
is to find out a cause of failure, while the ATA
examines the paths that are sufficiently attractive
for an attacker. FT and AT show implicitly how
to deal with threats as well (Wheeler 2011).

The consequences of risks are similar in safety
and security cases. In the safety case,
consequences are, for example, technical errors.
This failure type is stochastic and the probability
of occurrence can be determined for example by
fatigue tests (Bertsche et al. 2004). Failure
behavior can be represented by reliability
respectively failure curves (Zio 2012). Human
errors due to incorrect operation (misuse) are
another cause for failures. This failure type is not
consistently stochastic. In this case, experiments
can be used to estimate how likely such errors are.
(Ritz 2015).

In security cases, there are premeditated attacks
on a technical system or an entity (Wheeler 2011).
Here, the estimation of frequencies is not as
predictable as in the safety case due to the
intention of the attacker, which may be
determined by many factors, i.e. threat situation
or attacker properties (Wheeler 2011).

Practice has also shown that the calculation of
probabilities, i.e. using Bayesian statistics, are
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challenging in security-related assessments
because probabilities cannot be determined from
evidence (event has not occurred yet) or not
estimated accurately enough (due to multilevel
attacks) (Wheeler 2011). As a result, high
uncertainties have to be considered. For this
reason, common approaches for the calculation of
the probability of an attack cannot be applied for
security assessments.

In this case, analysts use semi-quantitative
techniques to predict the target preference of a
particular attacker (Ingolsby 2016). The skill
parameters of an attacker (time, skill level,
necessary equipment, profit, etc.) are analyzed
considering the needed resources for a specific
attack. In general, attacks which are near or above
the abilities of an attacker are less preferred than
attacks which are fast, easy and cost-efficient
(Wheeler 2011). With this, attack paths of MAS
can be estimated sufficiently. However, this
approach has not been applied to MAS yet.

A generic approach for multi-level and dynamic
risk assessment of MAS would be helpful to
support the targeted implementation of safety and
security measures (Wheeler 2011).

3. Approach

In this paper, we propose a generic approach to
assess safety and security risks. It allows
analyzing MAS considering different
configurations and use cases. The basic principles
are illustrated in Fig. 1. Within this approach, a
safety and security risk assessment (SSRA) of
MAS is conducted. Initially, the configuration
space of the system is derived from a previous
technical requirement analysis and mapped in a
Morphological Box (MB). The MB allows
developing consistent system configurations.

In a first step, the system under examination
(SUE) is categorized in the MB, thus enabling its
analysis and evaluation. The categorization shows
the scope of units, interfaces and general system
requirements. The definition of use cases and
sequences is possible by using the unified
modeling language (UML) (Kecher et al. 2017).
Within the scope of SSRA, the use cases are
examined for possible security- and safety-related
threats. The identified threat vectors are
transferred into misuse cases. They point out the
interdependencies between a threat and the
functions of the MAS. The identified threats are
then analyzed in detail by using attack trees (AT)
for security and fault trees (FT) for safety.

Using the results of FTA and ATA, safety and
security requirements can be defined. The results
extend the requirements which are already
defined in standards and guidelines.

Furthermore, these standards and guidelines can
be used to check which measures are appropriate
to meet safety and security requirements in the

context of the misuse case and which are not.
With this comparison, non-standard attack
scenarios can be revealed that demand further
detailed analysis. This second-last and are out of
scope of this paper.

In the following, the approach will be explained
by considering an example of a MAS.

[ method ] procedure ]
— 1
» Step 1:
Definition of technical
frequirements
# Step 2:
Building the

configuration space

! » Step 3:*
i Derivation of use cases
| and sequences

2 7 Step 4:*
‘ Tdentification of threats
=

with misuse diagrams

# Step 5:*
Risk Analysis with FTA
(safety) and AT (security)

» Step 6:*
Definition of safety
and security
requirements

\ 4 v

Fig. 1. Generic Approach

* Exemplified Realization

3.1 MAS definition

The first step for a safe and secure MAS design is
the system definition. For this, basic functions
have to be identified that are characteristic for
every possible configuration. This can be done by
interviews or the Delphi method (Klipper 2015).
In general, each MAS has to fulfill the following
requirements:

e  User interaction with the locking device.
e  Control mechanism for user permissions.

e Interface that is accessible to the user and
allows the input of user commands.
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Table 1. Configuration Space of MAS

Spec 1 2 3 4 5 6 7
Unit
Device Smartphone Smartwatch In-house
Development
Operating System Android i0S Android,
iO0S
combined
Mobile App Native Web Hybrid
Authentication 1-Factor 2-Factor n-Factor
Control Interface Direct radio NFC BLE Radio, Radio, WLAN RFID
from key NFC BLE
combined  combined
User Only executing Executing and
rights administrative
rights
Authorization Concept | No concept Role concept Firm role
assignment
Key Assignment Mobile — real Mobile — Immobile — Immobile
time certain time certain time —real
time
Assignment Request Communication  Systematic
channel not integrated
system communication
integrated channel
Update Update and Update and Foreground,
synchronization ~ synchronization  background
in the in the combined
background foreground by
using
Protocol User, time User, position User, time Time
stamp stamp, stamp,
position position
(Trust) Service Centralized Decentralized

Authentication in the app

Hierarchical rights for users (in the form of a
simple user permission (open/close) only or
with administrative role (assign new users to
the locking device) additionally.

User request for locking device authorization
via a channel.

Delivery of digital keys.

Revocation feature for ending authorization
periods or invalid digital keys.

If an authorization is time-restricted (this
includes time-restrictive keys) and / or should
be available offline: Option to update the
device or locking device.

Documentation of access authorizations at a
central point for the traceability and
transparency of user events.

Definition of the service for secure key
transmission.

3.2 MAS configuration space (CS)

In order to be able to build the general CS of
MAS, it is necessary to structure the MAS in such
a way that configurations emerge for elementary
use cases. Therefore, the previously defined
general technical requirements can be mapped in
a MB in order to create the CS of MAS (compare
Table 1). A MAS use case scenario is generated
by combining one configuration of every system
unit.

3.3 Definition of use cases and sequences

As shown in Sec. 3.2, every MAS configuration
is based on use cases. They are needed to analyze
the interfaces between the MAS units.
Application-specific use cases demand a further
detailed analysis. The CS of MAS can be
described as an ecosystem consisting of the three
scalable elements vehicle, backend and user with
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mobile device. The communication between all
three elements is carried out via interfaces.

The connections between backend and device or
backend and vehicle are intended to facilitate the
mutual authentication and can be realized via
different channels and methods (compare Fig. 2).

Backend | Mobile App (User) | Lock Device
I I I

1 1
L Request Access to App (1) )

I Challenge (1.1)

P Response (1.2) N

| Grant Access to App (L.3) |
—_—
I I

! Load Assignments (2.1) !

= .

| Request Service (3)

| I Challenge (3.1) 1

! Request Digital Key (3.2 ! :
I Load Key (3.3) I |
1 I Authorized Request (4) »l

] 1 Grant Service (5
| | (open / close car) |

In the scope of this paper, an exemplarily MAS is
assumed that consists of the triplet mobile app,
access and key management (compare Fig. 3).

3.4 Analysis of misuses cases

Accident and attack vectors are now generated
and matched with MAS elements, functions and
interfaces in order to show local occurrence of
risks in the use cases of MAS. E.g. for the case of
security, misuse cases are used to define the goals
of a potential attacker. Interdependencies between
an attacker the user are revealed. As illustrated in
Fig. 4, the exemplary misuse cases in the analysis
of the novel system show that every risk vector
aims to deny car access.

Fig. 2. Exemplary General Sequence of the Mobile Access
Ecosystem

Exemplarily for the introduced example, the
process of authentication between the vehicle and
user can be divided into five subsequent steps
(compare Fig. 2): Authentication of the user
(registration and/or login): clear assignment of a
(true) identity to an (authorized) user;
initialization of the system (ready for operation):
clear assignment of the vehicle to authorized
users; key receipt (“download”); authentication
on the vehicle and locking or unlocking the
vehicle. As MAS must have revocation
mechanisms in order to be able to deactivate or
revoke user authorizations (see sec. 3.1), they
have to be considered in the risk analysis.

Mobile App Misuses
Faking authentication
view *
.'iull:len— Physical
Malwar i manipulation
Phishing <<req$lres>> L
£ .
chu_nl : 1 Start <<actor=>
Exgmering App Lock Device
h:)‘:]mekﬁn erits>> ¥
smartphone sahotage
User « Tnitiali- Physical intruding
Phishing zation
Social <<inh£rirs>>
Engineering '
A
Stolen/lost s Manipulated
smartphone i ion/eaves-
Owner dropping/relay
|Access to cloud data  Malware

Fig. 4. Exemplary Security Misuse Cases for the Mobile
App

3.5 Generation of accident and attack paths

The identified misuse cases of the previous step
have to be analyzed with regard to different
causes of the accident or attack vectors in order to
conduct the risk assessment. For this, the accident

Mobile App

<<actor=>
Laock Device

Portal
(Access Management)

Key Management

ting Keys <<actor==
t0 use Trust
=<actor=> <<pxtends=s= Service
Service
{Cloud)

Synchroni ||
-zation

Protocol

Fig. 3. Exemplary Use Cases for Mobile App, Access and Key Management
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and attack vectors are transferred into FT and AT
respectively (compare Fig. 5).

The results of the FT can be summarized as a
failure function. A single, undesirable event
(misuse) is written at the top of the FT (top event).
Based on this top event, the FT is created by a top-
down analysis down to the individual component
failure states (Zio 2012). The failure
combinations are logically linked with Boolean
algebra respectively its symbols, especially “and ”
and “or” (Zio 2012).

Locking/unlocking
vehicle door not possible

FTA (Excerpt)

Q or
D And

[ 1 I 1

Structural

Energy supply Command not

fails

Fire and
Explosion
f

ATA (Excerpt)

Open Car

Cut Open Door

Get Physical
Key
oh

Install

Pick Lock
Improperly

Get Digital Key
Find Spare Key
Y

Track Victim

‘ Get Key Break Window

on

Get Physical
Key Directly
from Target
o

Eavesdrop Threaten Blackmail

woe |

Fig. 5. Building FTA and ATA for MAS (Excerpts for the
Example of the Locking Device Respectively Opening the
Car)

In contrast to FT, AT help to structure attack paths
and realization options. Starting from an abstract

4616

implementations of attacks can be identified
(Ingolsby 2016). The attack combinations can be
logically linked with the Boolean algebra and its
symbols as well.

3.5.1 Assessment of accident and attack paths

The identification of critical paths (CP) is the
basis for distributing the company's resources
regarding the implementation of safety and
security measures. They include system units that
need to be protected in particular (Garcia 2005).
CP are very system-specific, i.e. in case of MAS,
elements and functions depend e.g. on the
material of assemblies and the number of
interfaces.

As an example, accident vectors of the locking
device are assessed. In order to identify CP, the
system is generally subjected to various reliability
tests, i.e. cold or heat tests and load cycles for the
fatigue behavior of components (Bertsche 2004).
As a result, accident paths analysis is possible
using the failure rates of a system unit or
assembly. Thus, CP can be estimated either semi-
quantitatively or quantitatively using e.g.
Bayesian rules (Zio 2012); (Ostrom and
Wilhemsen 2019). If the execution of such tests is
not possible, reference books or expert interviews
should be used to estimate the probability of
failure semi-quantitatively (Klipper 2015).

From the security point of view, the primary goal
of an attacker is to deny access to the vehicle.
Possible Attack paths and interfaces are already
illustrated in Fig. 5. Based on this diagram, the
attack scenarios have to be analyzed regarding
criticality. Due to the challenge of quantifying the
influencing factors of an intentional attack
properly, the probability of occurrence and the
probability of goal achievement are ranked semi-

threat (= target of the attacker), concrete  guantitatively. This is done by the need for
Open Car
‘ MSE/LC/LT
| o
Pick Lock Gat ey Cut Opem Door Braak Window | Install Improperhy
SE/LCSST MNSE/MC/ MT SESMCIMAT SESLCSST MSE/MIC/MT
Rk =
| Sk = R Speciol bguiprent
Get Digital Key Get Physical Key | = perind R e
SE/MC/MT MSESMC/ BT |
L = Lo Carsts
d PAL = Fetanfinmm § oty
ad | HE - High Coses
|
Get Physical Key | "
Find Spare Key OiFectly from Target Llnnhe P = L1
MSESMC/ T MSEMAC S PAT [ :.:g“.lpl:-.:ml lw
R | on |
Track Wictim Eavesdrop Thraaten Blackmail Bribms Eavesdrop
MSE/MC/LT SEFMCMAT MSEJLESPAT MSESLESMAT NSESLC/LT SESNIC/NT
- I .
Lisven to Get Target to State Listen to Get Target Lo State
Conversation Key Starage Conwversation Key Storage
SE/MAC/PAT MSE/PAC/LT SE/MC/MT MSE RAC/LT

Fig. 6. Assessment of Attack Paths (for the Example of Opening the Car)
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specialized equipment, the cost incurred by
performing the attack event (low — middle — high)
and the time it takes to complete the action (short
— middle — long) (compare Fig. 6).

An approach to estimate the probability of success
of an attacker, i.e. based on the number of people
who usually fall to phishing or the frequency of
user inattentiveness referring to pocket picking
etc., is using the “What-If” technique
recommended by Garcia (2005). Thus, the
potential impact of different misuse scenarios can
be estimated. Additionally, security critical paths
can be identified by assessing the potential
severity of consequences of a successful attack.
Thus, the attack paths can be sorted by relevance
for the MAS.

3.6 Safety and security requirements

In the first step of this generic approach,
technical-functional requirements are the basis for
the development of the CS of MAS for vehicles.
From this, (mis)use cases and sequences
respectively are generated. As shown in the FTA
and ATA, the design of the interfaces is the core
requirement to ensure system functionality.
Especially in the process from giving a
permission to the translation of the digital
command into the physical unlocking of the
vehicle, the digital key represents the most
sensitive asset to protect in the ecosystem, since
its possession enables direct access to at least one
vehicle.

In order to mitigate physical and IT risks for
configuring a safe and secure design, the results
from FTA and ATA can be used to derive
additional requirements for the design of the
mobile access subsystems and processes.

4. Conclusion and outlook

Within this paper, a first generic approach is
developed that integrates safety and security
scenarios in the design of MAS. Initially, the
differentiation between safety and security
analysis was  explained and  different
configurations of MAS design were outlined.

Although there are already initial approaches to
conduct an integrated consideration of safety and
security, i.e. by Lichte and Wolf (2018) or Aven
(2007), it has not yet been applied to MAS. In this
context, the analysis and evaluation of various
configurations with specific boundary conditions
represent a particular challenge. Schwerdtfeger
(2018) suggested that checklists can be used to
assess MAS but these do not allow a holistic
consideration of safety and security risks due to
different paths of accident and attack vectors.

The steps of this approach include the definition
of the configuration space, safety and security use

cases with related misuse cases and the
assessment of risks using fault and attack trees,
respectively. Non-standard scenarios are revealed
that demand further detailed analysis concerning
security and safety criticality.

As a result, the approach can support the safe and
secure design of CPS, especially MAS. The
exemplarily conducted specific MAS analysis
shows that especially the secure administration
and transfer of the digital key are critical functions
that have to be protected with appropriate
measures.

However, a disadvantage is that only the level of
vulnerability for basic MAS units is assessed. The
actual risk of an individually configured system
must be evaluated separately.

In future work, a risk assessment of all feasible
system configurations should be conducted
according to the presented procedure. Overall, the
understanding of the use cases and the scope of
misuses are an important framework for
completing a successful risk assessment.
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