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The importance of (physical) security nowadays gets more and more acknowledged in society as well as in the
scientific community. In the light of increasing terrorist threat levels, assessments of the security of critical
infrastructures are conducted in practice and researchers propose new approaches. While practical security risk
assessments (SRA) use mostly qualitative methods, most of the lately proposed approaches are based on
quantitative metrics. Rare evidence of actual attacks qualitative and quantitative approaches suffers the
fundamental problem of inherent uncertainties regarding occurring threats and capabilities of security measures.
This paper focuses on the impact of considering uncertainties in quantitative SRA, especially regarding the
robustness of the system against resulting input parameter variance. The impact is analyzed by applying
quantitative vulnerability assessment introduced by Lichte and Wolf (2017) as part of the SRA process to an
airport structure. Two differing configuration are initially assessed. Additionally, an adapted Variance Based
Sensitivity Analysis for first and total order sensitivities is conducted. Finally, a hybrid configuration based on the
findings of the prior steps is realized in the sixth step. The results substantiate the assumption regarding the
differing influence of the models input parameters. Hence, the approach of Factor Fixing can help in
systematically identifying the most influencing factors of the uncertainty considering vulnerability model.
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1. Introduction

The importance of (physical) security nowadays
gets more and more acknowledged in society as
well as in the scientific community. In the light
of increasing terrorist threat levels, assessments
of the security of critical infrastructures are
conducted in practice and researchers propose
new approaches. While practical security risk
assessments (SRA) use mostly qualitative
methods, most of the lately proposed approaches
are based on quantitative metrics, e.g. Flammini
et al. (2013); Landucci et al. (2017). However,
due to rare evidence of actual attacks qualitative
and quantitative approaches suffer the
fundamental problem of inherent uncertainties
regarding occurring threats and capabilities of
security measures. An earlier published study by
Lichte and Wolf (2018) outlines consequences of
considering uncertainties for qualitative methods
in SRA.

This paper focuses on the impact of
considering uncertainties in quantitative SRA,
especially regarding the robustness of the system
against resulting input parameter variance.

Therefore, two levels of uncertainty can be
distinguished: Firstly, the small basis of
evidence, which makes prediction of future
attacks uncertain. Secondly, the performance of
security measures against uncertain attackers,
which can only be estimated at best. According
to Miliken (1987), they can be referred to as
effect uncertainty (level 2) and response
uncertainty (level 3), respectively.

The impact of both levels is analyzed by
applying an earlier approach to quantitative
vulnerability assessment introduced by Lichte
and Wolf (2017) as part of the SRA process to an
airport structure. A cost optimized and a

conservative  security  configuration using
security ~margins are initially assessed.
Additionally, an adapted Variance Based

Sensitivity Analysis (VBSA) as shown by
Saltelli et al. (2007) is conducted. The results of
the VBSA are compared regarding the
robustness of the configurations. Finally, the
results are discussed considering the influence of
uncertainties on the design and optimization of
security systems as well as implications on the
validity of assessments. Thus, it is described,
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how the approach can be used to support
decision-making by using the above-described
levels of uncertainty for optimized allocation of
resources within a security system. Additionally,
approaches to minimize uncertainty in the
assessment process are proposed to tackle this
challenge.

2. Background

Due to the increasing number of attacks on
critical infrastructures, security-related questions
increasingly get in the midst of business and
sociopolitical decisions (Alcaraz and Zeadally
2014). Miscalculated taken measures and
forecasts will possibly lead at worst to sustained
larger damages. Not considered threat scenarios
in the system layout and a wrong estimation of
influence parameters result in the miscalculation
of the real situation (Campbell and Stamp 2004).
This might cause bad decisions in security
investments. While in practice, qualitative
methods are commonly used for the assessment,
quantitative methods are developed in science
and gain more advantages (Almeida et al. 2017).
Assessments that are more objective are possible
using quantitative approaches because they rely
less on expert knowledge. Moreover, such
methods allow a better understanding of the
interoperation in security systems. Consequently,
the modeling of the behavior of whole security
systems is possible so that next to the modeling
and quantification, an analytic optimization and
a simulation of the system are enabled (Meritt
2008).

When considering uncertainties in SRA a
fundamental issue is the classic definition of
security risk as a product of the triplet of threat,
vulnerability and consequence. This classic
definition recently came under discussion, as it is
apparently only valid for statistically
independent probabilities (Amundrud et al.
2017). In SRA this cannot be assumed, since at
least threat and vulnerability are fraught with
uncertainty. Thus, it is reasonable to consider the
input parameters as degree-of-belief-densities
based on Bayesian probability theory. In this
way, consideration of uncertainties is made
possible being formally in accordance with
established probability theory (Beyerer and
Geisler 2016).

Despite potential problems in quantifying
uncertainties, it is obviously important to
consider them in SRA because of their eventual
influence on its results. However, there are only
a few quantitative models considering
uncertainties in security-related systems, e.g. the
vulnerability assessment introduced by Lichte
and Wolf (2017) or the approach introduced by
McGill et al. (2007). However, the influence of
these uncertainties on the SRA process is not yet

analyzed. A first approach to analyze its impact
on the output of a quantitative model was
introduced by Lichte and Wolf (2018). In the
case of very complex models with lots of input
parameters, numerical methods, such as the
sensitivity analysis, are used for assessing the
influence of the input on the output of a system
(Henkel et al 2012). Within a sensitivity
analysis, the variability of the model inputs is
related to the outputs with regard to their cause-
and-effect chain. In doing so, individual
parameters are varied specifically. Thus,
uncertainties of an output parameter are led back
to the input. For investment decisions, the input
factors who are uncertain are the most important
ones because their value lie within an interval
that allows no clear statement about their actual
status (Saltelli et al. 2007). Especially if non-
linear models with conditions are considered, the
scattering of input and output factors is very
challenging. Not least because of time-limited
and financial restricted resources, risk-reducing
measures have to be taken wisely (Saltelli et al.
2007).

A framework proposed by Abrahamsen et al.
(2015) considers uncertainties by including them
into decision-making in security strategies.
Depending on the level of expected uncertainties
and consequences, different strategies for
decision-making are proposed. These strategies
vary from extensive SRA at lower uncertainties,
precautionary approaches at a medium level of
uncertainty to discursive style decisions. The last
strategy should especially be adopted at high
levels of uncertainty, e.g. when considering
measures of counterterrorism, where even cause-
effect relationships are discussed in greater depth
(Dongen 2009).

One procuring approach to analyze this
influence is the conduction of Variance Based
Sensitivity Analysis (VBSA) on the model under
study. The VBSA was introduced by Saltelli et al
(2007) and is a numerical method to assess the
relative importance of model input factors by
measuring the sensitivity across the complete
input space. For this purpose, the effect of
uncertainty in the output of a model is analyzed
regarding different sources of uncertainty inputs
(Henkel et al 2013). The objective of this method
is to find the parameter that has the greatest
impact on the target figure. Within the scope of
the presented approach, the numerical scenario
analysis tool Monte Carlo Simulation (MCS)
(Saltelli et al. 2010), based on probability theory
and statistics, is used with SOBOL sampling for
realizing the VBSA (Burhenne et al 2011).
Thereby, these SOBOL samples are generated
from the input factors which are represented with
density functions in order to determine the
impact on the output of the model. This process
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is repeated for every possible functional value of
the input to identify the associated uncertainties
of one or more input factors.

The parameters of a model are defined as
statistically independent random variables X; that
are expressed by the corresponding probability
density function Y (Saltelli et al. 2007). In order
to determine the influence of one input
parameter on the output, the first order effect is
calculated by:

1)

The first order effect represents the variance if
factor X; is fixed. It leads, divided by the total
variance, to the first order sensitivity index S;
with a value between 0 and 1:

First Order = Var[E(Y|X;)]

_ Var[E(Y|X)]

= 2
‘ Var[Y] @
Additionally, sensitivity indices of a higher
order describe the impact of more than one
parameter on the output of the model, e.g. as
shown for the second order effect:
Second Order = Var[E(Y|X;,Y;)] 3)
Divided by the total variance of the model
parameters, the second order sensitivity index
can be calculated gradually and so forth. In
general, VBSA-models are differentiated
between additive and non-additive relations:

Additive models := Z S;i=1 4
i=1

-
Non — Additive models = Z S; <1 (5
i=1

In the latter case, the impact of the input
parameters is, with respect to variance
decomposition, not separable, as shown for the
sensitivity indices:

vEy) = Z-Vi + Z Vu + -+ Vigz x (6)
i i,j>i

Due to the dependencies of more than one
parameter on the uncertainty of the model,
sensitivity indices of a higher order must be
considered. The interactions between all
parameters can be calculated by the total order
sensitivity index that considers the sum of all
partial sensitivity effects:

_ Var[E(Y1X_)]

e Var[Y] @

In this case, X_; refers to the amount of all
input variables excluding the i-th parameter that
is fixed. In a combined risk assessment, e.g. for
security-related investments, the interaction of
the parameters with regard to the interoperated
risk might be very important for decision-
making.

3. Approach

In this approach, we analyze the influence of
uncertainties in a procedure of six consecutive
steps. In these six steps, two different
configurations of the security system of a
notional airport structure are analyzed regarding
the sensitivity of the model output vulnerability
to the consideration of uncertainties. The first
step briefly describes the model used to describe
and analyze the vulnerability as a part of SRA.
Additionally it introduces the notional airport
security structure. The second step is used to
describe  the setup of two  different
configurations, for which we compute and
analyze results. Following, uncertainties are
added to the model and applied to the
configurations. The fifth step consists of a VBSA
for first and total order sensitivities of the model
output. Finally, a hybrid configuration based on
the findings of the prior steps in the sixth step.

3.1 Step 1: Applied Vulnerability Model and
Used Structure

The basic principles of the used model for
vulnerability, already introduced in Section 2 as
well as the security system of the considered
notional airport structure are described in the
following section. The structure of a notional
airport was subject to a security risk assessment
in (Lichte and Wolf 2018).
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Fig. 1: Notional airport structure with feasible attack path,
source: (Lichte and Wolf 2018)

The airport system and the identified security
barriers are depicted in Fig. 1. Likewise, the
figure outlines feasible attack paths within this
structure.

The basic principles of the approach used in
the original vulnerability assessment of the
structure are briefly shown in Fig. 12. The
barrier-oriented approach uses time-based
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Fig. 2: Principle of security measures based on Garcia
(2008), source: (Lichte et al 2019)

distributions based on the parameters tp, tO and
tl for the parameters protection (P), observation
(O) and intervention (I), respectively as shown in
Fig. 3. Hereby, the approach describes the

performance of security measures and
additionally allows the consideration of
uncertainties. It is based on an approach

introduced by Garcia (2008).

In this approach, we initially let go of the
usage of probability density functions (pdf) and
only use discretized values to describe the
performance of security measures without
changing the basic barrier-oriented structure.
Thus, the parameters are fully described by the
mean values: pi=tpi, WNoi=toi and pii=tr
(compare Fig. 3).

On the one hand, this simplifies the setup of
the two different configurations. On the other
hand, it brings out the effect of the application of

t

Fig. 3: Application of normal pdf (npdf) for #,, ,, ¢,
uncertainties in the process of analysis.

3.2 Step 2: Configuration Setup

In the following, the setup of the two
configurations is  described. = The  first
configuration, considered as conservative,
introduces a security margin between the
different influencing parameters of the system
following the basic modelling approach. The
second configuration is cost optimized, so that
all parameters have the lowest performance
possible to enable good theoretic system
performance. The starting point of the setup of
the configurations is the configuration originally

analyzed in (Lichte and Witte 2019) listed in
Table 1.

Table 1. Original values for notional airport security
system

Barrier Protection Observation Intervention

1 1 n

(s) (s) (s)

10
B2a,b,c 120 0 80
B3 120 90 30
3

B4 60 30 0
B5a,b 60 120 180
B6 150 240 600
B7 360 180 360
B8 600 180 300
B9 240 300 30

Source: (Lichte and Witte 2019).

3.1.1 Conservative Configuration

The conservative configuration is represented
by estimations of u,, 1, and y; for all 7 barriers of
the system, so that security margins M., and
M1 are established to ensure detection as well
as a feasibility of intervention at the barriers of
the system. According to the model
characteristics, the time #,; needed for protection
is set to exceed the time needed for observation
1o,i at every i-th barrier by Mjec,p:

MSec,p,i =toi" 0.2 (8

tpi = toi T MSec,p,i (C)]

Analogously, the time needed for intervention
t;; at every i-th barrier is set to exceed the

residual protection time #zp; on the shortest
feasible outgoing attack path j by Msec::

Msec, i = tgp,ij* 0.2 (10)
ti = trpij + Msec,,i (11)
Herein, tzp; is:
n
tRP,ij = Z ) tp,ij N 02 (12)
k=i+1

The resulting values of the characterizing
parameters for the conservative configuration are
shown in Table 2.
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Table 2. Values for conservative configuration

Barrier Protection Observation Intervention
n p 3
(s) (s) (s)
B2a 120 100 172
B2b,c 120 100 115
B3 108 90 115
B4 36 30 115
B5a,b 144 120 115
B6 288 240 172
B7 216 180 172
B8 216 180 288
B9 360 300 288

3.1.2 Optimized Configuration

Assuming that better performance of security
measures, e.g. lowering the time needed for
observation or increasing protection time lead to
higher costs, optimizing the cooperation of
security ~ measures  without  considering
significant security margins seems economically
reasonable.  Thus, analogously to the
conservative configuration, #,; and #;; are chosen
to be minimally greater than ¢,; and #zp;,
respectively. Hence, we define optimized
protection time #,.,,; and intervention time #7ps,i
at every i-th barrier as follows:

t

= tO,i + to,i -0.02 (13)

(14)

Table 3 lists the resulting values for the
optimized configuration’s discrete parameters.

p,opt,i

tropti = trpij + trp,j - 0.02

Table 3. Values for optimized configuration

Barrier Protection Observation Intervention
i i i
(s) (s) (s)
B2a 102 100 180
B2b.c 102 100 120
B3 92 90 120
B4 31 30 120
B3a,b 123 120 120
B6 245 240 180
B7 184 180 180
B8 184 180 299
B9 206 300 299

3.3 Step 3: Discrete System Vulnerability
Assessment

The computation of the vulnerability of all attack
paths of the system shows the same result for
both initial configurations. Based on the
assumptions made on the security system
performance and the discrete character of the
parameters the security system of the airport
structure is not vulnerable, as no feasible attack
path leads to a successful attack, so that:

Ve=0 (15)

(16)

Based on the Equations (15) and (16) it seems
justified to prefer the optimized configuration to
the conservative one, as it is probably less
expensive and equally secure.

VS,opt =0

3.4 Step 4: Uncertainty Considering
Vulnerability Analysis

For reasons of further investigation of the impact
of uncertainties on the so far reached results, we
add variance to the input parameters for
protection, observation and intervention. Thus,
we change their character from discrete values to
time-based probability distribution functions.
According to the used vulnerability model (see
Sec. 3.1), we assume normal probability density
functions (npdf). As the mean values =ty
o=, and py;=t;; of the npdf’s to establish are
already defined, we only add a variance o, which
is proportional to u:
o=u-0.05 a7
Resulting variances for both configurations
are combined in Table 4.

Table 4. Variance o for both configurations

4942

Barrier Protection ~ Observation  Intervention
Cons Opt Cons Opt Cons Opt
B2a 6 6 5 6 7 9
B2b,c 6 6 5 5 6 6
B3 6 5 5 5 6 6
B4 2 2 2 2 6 6
B3a,b 8 7 6 6 6 6
B6 15 12 12 12 9 9
B7 11 10 9 9 9 9
B8 11 10 9 9 15 15
B9 18 15 15 15 15 15

With the now established npdfs for #,, 7,; and
t;; we conduct a re-assessment of the
vulnerability considering the added uncertainties.
For this purpose, we compute the vulnerability
by Monte-Carlo-Simulation (MCS) with 100.000
samples and take the mean value over all
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samples. The obtained results are listed in Table
5.

Table 5. System vulnerability for both
configurations considering uncertainties

Attack Vg Vs.opt
Path

1 0.006 0.515
2 0.009 0.486
3 0 0.238
4 0.004 0.522
5 0 0.243
6 0 0.214
7 0.006 0.533
8 0 0.07
9 0 0.074
10 0 0.034
11 0 0.081
12 0 0.026
13 0 0.029

14 0.01 0.456
15 0.008 0.49

The results show a significantly increasing
vulnerability on all attack paths of the optimized
system. At the same time, the vulnerability of the
conservative  configuration remains nearly
unchanged. The weakest path, determining the
system vulnerability Vs, is computed in every
sample of the MCS and subsequently the mean
of all samples is calculated to:

Vs = 0.041, Vs, = 0.984 (18)

It appears, that the addition of uncertainties
has a great influence on the estimated
vulnerability of the attack paths, since the
vulnerability model and the mean values for the
input parameters remain unchanged.

3.5 Step 5: Variance Based Sensitivity Analysis

In the next step, we apply a VBSA to both
configurations. Hereby, we investigate first (S;)
and total order (S7;) sensitivity indices of the
model output Vs to the input parameters t,;, f,
and #7;. Using SALib SOBOL sampling (Herman
and Usher 2019) with a sample count of 20.000
we get the results for all input parameters of the
optimized configuration shown in Table 6.

The non-additive structure of the applied
vulnerability model becomes obvious by
analyzing the results for Si and corresponding
S7i. While the top marginal variance S; is
generally low, the bottom marginal variance
reaches significant values for certain input
factors.

Table 6. S; and S7; for all parameters in optimized

configurations
B 1, 1, ]
2a S 0 0.0031 0.00285
St 0.33458 0.29707 0.12153
2b S 0.00854 0.00833  0.00585
St 031057 0.28357 0.04456
2¢ S 0 0 0.00057
St 0.31058 0.28357 0.09152
38 0.00228  0.0061 0
St 0.30007 0.28207 0.09152
4 S 0 0 0
S 0 0 0
5a  S; 0 0 0
St 023706 0 0
5bS; 0 0 0
St 0.09602 0 0
6 S 0.00875 0.00667 0.00051
St 0.30457  0.25956  0.06302
7 S 0.00249 0 0
St 021605 0 0
8 S 0.01531 0.01734  0.0061
St 0.30607 0.28657 0.11703
9 S 0.0029 0 0
St 0.13203 0 0
Additionally, the results show that the

uncertainty added to some of the input factors
does not have an impact on the model output of
system vulnerability, as sensitivity indices are
zero in both configurations, e.g. all input factors
at barrier B4. On the other hand, the uncertainty
of some input factors seem to have an impact on
the results independent of the configuration, e.g.
at the barriers B2b, B2c, B6 and B8. However,
the level of influence depends on the chosen
configuration, e.g. for the protection at barrier
B2c:

ST,tp,ZC,OPt _ 0.31058 _
ST,tp,zc,COnS 0.13804

225  (19)

Input factors with maximum and minimum
influence for the optimized configuration are
listed in Table 7.

Table 7. Input factors with minimum and maximum
influence

Min Max

Input 1,4 to4 14, to5a
Factors

p,2a, 10,20, p,2b Up,2b,
tp,Zc tp,Zc, tp,ﬁ taﬁ, tp,8
tostrs

150, lo,s5b, U1 5b, 10,7,
117, to,9, 119
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3.6 Step 6: Setup of Hybrid Configuration

As shown above, the first order sensitivity S;
are generally rather low, while there are input
factors at certain barriers where the total order
sensitivity Sr reveals an impact of the added
variance or uncertainty. We can use this result to
establish a hybrid configuration, where only
influencing factors are subject to a security
margin Ms,;. Non-influencing factors (see Table
7) are carried over from the optimized
configuration. To verify the carried over factors
we use the necessary and sufficient condition for
non-influencing factors defined in the approach
of Factor Fixing (Saltelli et al. 2007):

Sri=0 (20)

The resulting hybrid

summarized in Table 8.

configuration is

Table 8. Values for t,;, t,; and t;; of hybrid
configuration

Barrier Protection Observation Intervention
[ o 1 9 n o
(s) (s) (s) (v (s) ()
B2a 120 6 100 5 172 7
B2b,c 120 6 100 5 115 6
B3 108 6 90 5 115 6
B4 31 2 30 2 120 6
B5a,b 123 7 120 6 120 6
B6 288 15 240 12 172 9
B7 184 10 180 180 9
B8 216 10 180 9 288 5
B9 306 15 300 15 299 15

Analogously to the other configurations, we
compute the vulnerability of all attack paths as
well as the system vulnerability considering the
added variance. The results are shown in Table
9.

Results show a massive reduction of
vulnerability in comparison to the optimized
configuration (see Table 5). Hence, the hybrid
configuration assumedly performs significantly
better than the optimized one, although only ten
out of 30 input parameters have an added
security margin. Additionally, the performance
level is close to the conservative configuration
(see Table 5). Initially, this points to a good
estimation of which input factors have greater
importance to the output factor VS. Further, the
results reveal differing levels of influence of
uncertainties for the input factors of the model,
since the estimation of input factors is based on a
VBSA. Thus, adding M. to influencing input
factors determined by a VBSA can minimize the
influence of uncertainties within the model.

Table 9. Results for path and system vulnerability
of hybrid configuration

Attack Vs
Path hybrid
System 0.07
1 0.015
2 0.025
3 0.001
4 0.006
5 0.002
6 0.007
7 0.011
8,9,10,11, 0
12,13

14 0.012
15 0.005

4. Conclusion

The presented approach shows the influence of
uncertainties on quantitative security risk
assessment. Additionally, it outlines how the
application of a VBSA helps to identify
important input factors of the model to minimize
shown influence. Therefore, six consecutive
steps are conducted. We apply vulnerability
analysis to a notional infrastructure and
investigate the influence of added variance
describing uncertainties to discrete model input
factors. Analysis of two differing configurations,
in which only one comprises a security margin,
reveals the influence of the added uncertainties.
The results points to a significant configuration
dependent influence of added uncertainties. The
additionally conducted VBSA shows differing
influences of the various input factors and their
uncertainty. Further, the non-linear character of
the used vulnerability model is revealed, as
Sr>>S;. Based on the VBSA, we adapt the most
influencing input factors in a hybrid
configuration. The results of this configuration
substantiate the assumption regarding the
differing influence of input parameters. Hence,
the approach of Factor Fixing can help in
systematically identifying the most influencing
factors of the uncertainty considering
vulnerability model. Thus, the approach of
Factor Fixing can be applied to support decision-
making by identifying critical points within a
security system and to find feasible optimized
solutions. Since at least a good modeling
knowledge of modeling regarding the effects of
security measures is needed for this detailed
analysis, sufficient attention should be paid to
the level of effect uncertainty and resulting
consequences. According to Abrahamsen et al.
(2015) extreme consequences should lead to
precautionary approaches. Here, the introduced
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security margin can be used. A VBSA may help
in evaluating the needed size of the security
margin.

In future work, an investigation of the
applicability of the VBSA for further analysis of
model interactions is meaningful. Anyway, the
understanding and consideration of the described
inherent levels of uncertainty in effect and
response in SRA is important, since their
influence on the outcome of analysis and its
validity is potentially huge.
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