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Abstract. The number of incidents in which unauthorized persons break into
frequencies used by Air Traffic Controllers (ATCOs) and give false instructions
to pilots, or transmit fake emergency calls, is a permanent and apparently grow-
ing threat. One of the measures against such attacks could be to use automatic
speaker recognition on the voice radio channel to disclose the potential unau-
thorized speaker. This work describes the solution for a speaker authorization
system in the Security of Air Transport Infrastructures of Europe (SATIE) project,
presents the architecture of the system, gives details on training and testing proce-
dures, analyses the influence of the number of authorized persons on the system’s
performance and describes how the system was adapted to work on the radio
channel.
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1 Introduction

An unauthorized station can make malicious transmissions on an aeronautical frequency
with the intention of misleading pilots. Such transmissions made at critical stages, e.g.
during the take-off run or landing, can have potentially very dangerous consequences
[1]. For example, in 2005, the pilot of an USAir flight approachingWashington’s Reagan
National Airport was instructed to divert his landing by a voice breaking into his fre-
quency, which caused confusion for himself and for two other planes in position to land
[2]. Or, in October 2016 a Virgin Australia flight was about 80 m away from the runway
at Melbourne’s Tullamarine Airport when it received instruction from an anonymous
unauthorized person transmitting from an unknown location causing the pilot to pull up
and change course [3]. Advanced automatic speaker verification technologies provide
the ability to detect such attacks. It is possible to a) continuously monitor voice radio
communication and b) verify the authorization of each speaker online. We discuss both
points in 1.1 and 1.2 respectively.
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1.1 Voice Radio Communication in Air Traffic Control

The analogue radio is still in use in the Air Traffic Control (ATC) voice communica-
tion. The radio-voice communication takes place between 118 and 137 MHz. The Very
High Frequency (VHF) radio channel spacing is 25 kHz (or the reduced channel spacing
8.33 kHz) and double-sideband amplitude modulation (AM) is utilized. These frequen-
cies are used for the voice communication of Tower (ground movements), Center (air
movements) Automatic Terminal Information Service (ATIS). Audio frequency band-
width for the voice-radio is limited to 300–2700 Hz. For the 8.33-kHz channel spacing,
the speech frequency bandwidth was reduced to the 350 Hz to 2.5 kHz range [4].

In contrast to the advantage of relative robustness, this simple system has several
disadvantages. One of them is the vulnerability to signals sent by attackers, such as the
transmission of deceptive voice commands or interference by audio signals. In the past
there were several attempts to increase the security of radio-voice communication using
various approaches, such as watermarking [5] or voice biometrics [6] which are being
implemented in one of the tools focusing on the security of airports [7].

1.2 Speaker Authorization

Language Dependence. English is used by default in civil international air traffic. Of
course, pilots and ATCOs, whose mother tongue is not English, may speak with a strong
foreign accent. This can affect automatic speaker verification and, for example, treat
voices with the same foreign accent as to be more similar. In the current state of research,
this aspect is not addressed. We took advantage of the fact that speaker verification can
be considered a language independent task in the first approximation.

Speaker Verification. In the Speaker Verification a Binary Decision is Made and the
Claimed Identity of a Speaker is Confirmed or Refused. There Are TwoTypes of Speaker
Verification: Text-Independent Speaker Verification Verifies the Identity Without Con-
straints on Speech Content, and Text-Dependent Speaker Verification that Requires the
Speaker Uttering Exactly the Given Password. The Approach Used in This Work is Text
Independent.

Speaker Authorization/Speaker-Group Verification. Speaker authorization (SA) is
the ability of a system to identify whether a speaker belongs to those having the permis-
sion to access the voice communication channel. The speakers trying to take part in the
communication without the permission are designated as intruders. There are dozens of
speakers who are authorized to communicate in a certain flight sector in any particular
time and the number of potential intruders is practically unlimited.

To address this, a model of the incoming voice is created and compared to the group
of models belonging to the authorized persons. The list of authorized persons is called
the “whitelist” and the group of persons actually listed is called the “whitelist cohort”.

A speaker recognition can generally be done on a closed set of speakers, in which all
the possible speakers are known, or on an open set, where the test sample may belong to
a speaker that is unknown to the system. The speaker authorization is an open-set task
that can be considered as a group-verification problem, as the specific identity of the
speaker in the group is not important and only the affiliation to the group is verified.
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Consequently, a binary decision is done in the speaker-group verification, by which
the affiliation of a speaker to the “authorized” group is confirmed or refused. However,
to achieve this goal multiple binary comparisons (speaker verifications) have to be done
between the incoming sample and all the enrolled voices from the actual whitelist cohort.
If the maximum score of all these comparisons is lower than a pre-defined threshold, the
tested speaker is considered an unauthorized person. Froma theoretical point of view, this
is a special case of the multi-target cohort detection task [8] or open-set text-independent
speaker identification [9].

Approach and Challenges. In this paperwe present the solution of a speaker authoriza-
tionmodule applied in the SATIE project’s tool TraMICS (TrafficManagement Intrusion
and Compliance System), as well as the method and the results of the tests showing its
feasibility in the context of the Air Traffic Management (ATM) security. Our approach
uses automatic speaker verification to check whether the current speaker in the radio
voice communication between the ATCOs and pilots belongs to the group of persons
authorized to communicate in the particular time, channel, or sector. Additional chal-
lenges arise from the real-world implementation of such a speaker authorization system.
First, the nature of a real-time application dictates constraints on robustness or speed.
Second, the utterances submitted to the system are typically very short, usually ranging
from 2 to 5 s. This is of course challenging since the reliability of the system increases
with the amount of speech data under consideration. Additionally, we are facing com-
munication on various channels. For the simulation environment VoIP speech in ATC is
used, but the VHF radio channel is used in real operation.

2 Proposed Approach

2.1 Architecture of the Speaker Authorization (SA) Module

The illustrative schematic diagram of the architecture of the SA module is presented in
Fig. 1. Technically, the SA module is based on the X-vector approach [10]. The Deep
Neural Network (DNN), which was trained to discriminate between speakers, maps
variable-length utterances to fixed-dimensional embeddings that are called X-vectors.
Simply put, the X vectors serve as speaker models. Reverberation and noising were used
for data augmentation. The module was created in the Kaldi environment [11]. In the
verification phase an X-vector is extracted from the tested utterance and the Probabilistic
Linear Discriminant Analysis (PLDA) is used to calculate a similarity score against the
X-vectors of the whitelist cohort [12]. Decision on the affiliation of the speaker to the
whitelist cohort is made by comparing the maximum similarity score with a threshold.

2.2 Training Data

The training data must represent a sufficient number of speakers, equipment, transmis-
sion channels, acoustic environments and background noises; we chose two large freely
available databases VoxCeleb [13] and VoxCeleb2 [14].
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Fig. 1. Schematic diagram of the SA module.

In VoxCeleb the number of speakers in the training set is 1.211 and 40 in the test set.
The number of utterances in the training set is 148.642 and 4.874 in the test-set.

VoxCeleb2 contains over 1million utterances from over 6.000 speakers. The datasets
are fairly balanced in terms of gender. The speakers span awide range of different ethnic-
ities, accents, professions and ages. Records are shot in a large number of challenging
auditory environments. They are degraded with real-world noise, consisting of back-
ground chatter, laughter, overlapping speech, room acoustics, and there is a broad range
in the quality of recording equipment and channel noise [14].

2.3 Test Data

The results of speaker verification tests are highly dependent on the choice of speakers
and test utterances. Experiments with users in real operation are not statistically rep-
resentative, because any time-constrained testing in real operation can provide only a
limited number of speakers and acoustic conditions while the variability of speakers and
conditions the system has to deal with is enormous. They do not give enough information
on the overall reliability of the system. Rather they can confirm usability of SA as an
add-on tool in the system of ATC security.

Relevant reliability tests must therefore be performed on speech databases repre-
senting a wide variety of speakers and acoustic conditions. It was decided to use the
following publicly available speech databases for testing: LibriSpeech, SpeechDatE Sk,
and VoxForge.

LibriSpeech [15] offers 2.444 speakers and is large enough for testing the SA mod-
ule. SpeechDat-E Sk [16] contains telephone speech (1.000 Slovak speakers), and is
therefore suitable for some experiments evaluating the channel mismatch. VoxForge
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[17] is a medium-size database which allows to conduct tests that do not require high
computational power and time.

2.4 Tests

The off-line tests of the SAmodulewere focused on three test cases that will be discussed
in turn:

• Single-target speaker verification test;
• Group-verification test;
• Radio channel speaker verification test.

2.5 Single Target Speaker Verification

As the speaker authorization involves multiple repetitions of the speaker verification
operation, speaker verification is the basic function that has to be reliably performed
with the lowest possible error rate. Here the question is if the claimed identity of a
speaker is confirmed or refused. To test this function, each particular utterance from the
test database is fed into the speaker verification module and the true and false decisions
are counted. The specific threshold value at which False Rejection Rate (FRR) is equal
to False Acceptance Rate (FAR) is found and the Equal Error Rate (EER) is determined
[18]. The EER gives information on the quality of the verification system when tested
on the test-set of the VoxForge database.

Detailed results of the off-line tests on the three databases are presented in Table 1.

Table 1. Detailed results of the off-line single-target speaker verification tests.

Database name No. of target
speakers

No. of test files EER [%]

LibriSpeech 2.444 24.440 0.86

SpeechDat-E Sk 888 888 0.90

VoxForge 579 7.215 1.63

2.6 Speaker Authorization/Speaker-Group Verification

The VoxForge database contains approximately 500 speakers. All possible groups that
can be assembled from speakers in the test database should be considered, but as it
will be shown, even when choosing a medium-size DB, the computational and time
requirements for such a complete test can quickly exceed the capabilities of the available
computational resources.
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From a mathematical point of view, creating groups is making combinations without
repetition. The number of k-element combinations of n objects, without repetition can
be calculated as in (1):

Cn,k =
(n
k

)
= n!

k!(n− k)! (1)

As it can be seen in Table 2, the number of possible groups of speakers that can be created
from the whole test database heavily depends on the number of persons in the group (i.e.
currently authorized persons, or the whitelist cohort). It was decided to limit the number
of the test-groups to 500.000 for each group size. Although such random selection
does not cover all the possibilities of dividing speakers into groups, for the purposes
of this paper this is considered a reasonable trade-off between time and computational
requirements on the one hand and statistical representativeness of the test on the other
hand. All speakers in the database are used for the random selection. All test samples
are used in the test.

After this consideration, we are in position to formulate the question for group-
verification tests as follows: “Does the test sample belong to some of the authorized
speakers?”. To answer the question, the test sample has to be compared to each of the
members of the whitelist cohort. Naturally, a single comparison may be erroneous with
a certain probability. As the size of the whitelist cohort increases, the number of needed
comparisons increases, and the overall probability of error is rising.

The overlapping between the distributions of the non-target and the target scores in
an open-set identification is greater than the overlapping of impostor scores and target
scores in speaker verification. The bigger the target-set size, the greater is this overlapping
[19].

For each size of thewhitelist cohort theEER (i.e. equality of FRRandFAR) is reached
at a different threshold. Therefore, an adaptive-threshold test needs to be performed, in
which the threshold is changed so that a respective EER can be computed for each
particular size of the authorized group.

Discussions with ATC practitioners have indicated that the number of people autho-
rized to communicate over the voice channel on the given frequency, in the givenmoment,
and in the given sector is typically up to 20. It was therefore decided to choose 30 as the
maximum size for the group during the group verification tests. The VoxForge database
was used as the test database for this evaluation. The results of speaker authorization
tests are presented in Fig. 2.

Table 2. Number of groups that can be created from a test database of 500 speakers in relation
to the number of members in the white list cohort.

Whitelist cohort 1 10 20 30

No. of possible groups 5 × 102 2.5 × 1020 2.7 × 1035 1.5 × 1048

Histograms of score distributions of the target speaker and non-target speakers at
various whitelist cohort sizes S (S= 1, 10, 20 and 30) are shown. The histogram of target
score hardly changes depending on the whitelist cohort size, so only TAR_1 is shown.
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Fig. 2. Histograms of score distributions of the target speaker (TAR_1 - rightmost) and non-target
speakers at various whitelist cohort sizes S (S = 1, 10, 20 and 30 – NTAR_1, 10, 20 and 30).

The score distribution of the target speakers’ group is reasonably well separated
from that of non-target groups even for the size of the whitelist cohort S= 30, indicating
that the speaker authorization system is relatively reliable also for larger numbers of the
whitelist cohort for the VoxForge database. Detailed results of the tests are presented in
Table 3.

Table 3. Detailed results of the off-line multitarget group speaker verification tests - dependence
of the EER on the number of currently authorized speakers.

Group size 1 5 10 15 20 25 30

EER [%] 1.6 2.5 2.9 3.2 3.5 3.7 3.8

2.7 Radio Channel Speaker Verification

For the purposes of the project SATIE the SA module was first designed for broadband
clean speech signals, and was meant for the DLR’s Tower-simulator in Braunschweig
that uses VoIP channels for simulating ATC voice communication [20]. (DLR stands for
German Aerospace Center, Deutsches Zentrum für Luft- und Raumfahrt e. V., literally
German Center for Air- and Space-flight) However, in the real-life operation the system
will bemonitoring the voice-radio trafficwith narrow frequency range, noises, distortions
and other effects caused by the transmission via the radio channel.

To ensure that single speaker verification will work well on the radio channel, which
is an inevitable condition for speaker authorization to work well, the speaker verification
had to be tested on radio speech. There is a difference in the signal quality between the
clean training data the original system was trained on and radio-quality test data, which
is called channel mismatch. Hence, our task was to determine the influence of channel
mismatch on the reliability of speaker verification and eliminate this influence.
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No real-life radio communication database was available to the authors that was
large enough and appropriately annotated for speaker verification testing. Therefore,
it was decided to obtain radio recordings by transmitting an existing VoxCeleb [13]
recording via a radio channel. Baofeng UV5R hand-held radios were used as transmitter
and receiver. Due to local limitations, the transmission was performed on private mobile
radio frequency446.0MHz.These frequencies belong to theUHFband, but the distortion
and noise caused by the channel are similar to those on the VHF frequencies used in
ATC.

Both, the original VoxCeleb database and the newly created radio channel “Ra-
dioVoxCeleb” database were split in corresponding non-overlapping training (Vox-
Celeb_train, RadioVoxCeleb_train) and test sets (VoxCeleb_test, RadioVoxCeleb_test).
Detailed results of the off-line tests with various combinations of training and testing
data are presented in Table 4.

Table 4. Detailed results of the channel mismatch.

Training data Test data EER

VoxCeleb_train VoxCeleb_test 1.50%

RadioVoxCeleb_train RadioVoxCeleb_test 2.80%

VoxCeleb_train RadioVoxCeleb_test 5.90%

RadioVoxCeleb_train VoxCeleb_test 3.00%

VoxCeleb_train + RadioVoxCeleb_train VoxCeleb_test 1.20%

VoxCeleb_train + RadioVoxCeleb_train RadioVoxCeleb_test 2.60%

The baseline system reached EER = 1.5% on the “clean” (i.e. original) signal
and 5.9% on the radio signal. The best results were achieved by a system with multi-
condition-trained models, which achieved an EER of 2.6% on the radio signal. Interest-
ingly, the error in recognizing the clean signal has also been reduced (EER = 1.2%),
which is likely a consequence of data augmentation with radio-channel signal.

The influence of the whitelist cohort size on the speaker authorization was tested
using a system trained on VoxCeleb_train + RadioVoxCeleb_train set, and tested on
RadioVoxCeleb_test set. The results are presented in Table 5.

Table 5. Results of the SA on radio channel with whitelist cohort size from S = 1 to S = 30.

Group size 1 5 10 15 20 25 30

EER [%] 2.6 4.9 6.5 7.2 7.6 8.2 8.6

The EER is relatively high, because the volume of the training data is small. The
authors plan to create the radio version of the VoxCeleb2 database and use it for training.
It can be assumed that the results will be significantly better.
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3 Discussion and Conclusion

We proposed an architecture for a speaker verification system and tested its feasibility
for the radio channel that corresponds to real-world use of such a system. In the VoIP
mode we showed that the system reaches an EER below 4% even for the whitelist cohort
size that exceeds normal application conditions. In the radio-channel mode, a sizeable
decrease of the error (2.6% EER) compared to the original channel mismatched data
(5.9% EER) was shown when the system was trained on the combination of augmented
radio andoriginal trainingdata. The achievedperformancemeets the current expectations
for a real-world air-traffic management application.

One such deployment of the speaker-authorization module is in the Traffic Man-
agement Intrusion and Compliance System (TraMICS) that serves as a detector for
potential security incidents [21]. TraMICS analyses different indicators of the traffic
situation combined with analyzing voices participating in radio-communication. This
multimodal system can generate different kinds of alerts that TraMICS aggregates to a
security situation indicator.

Due to the COVID 19 pandemic physical access to airports, air traffic control simu-
lator facilities, and other areas where system validation would normally also take place,
was drastically limited. Therefore, an on-site validation will be carried out in the near
future, which will provide a scientifically based evaluation of personal opinions of future
users of the system.
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