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A global quantum repeater network involving satellite-based links is likely to have advantages over fiber-
based networks in terms of long-distance communication, since the photon losses in free space scale only poly-
nomially with the distance – compared to the exponential losses in optical fibers. To simulate the performance
of such networks, we have introduced a scheme of large-scale event-based Monte Carlo simulation of quan-
tum repeaters with multiple memories that can faithfully represent loss and imperfections in these memories.
In this work, we identify the quantum key distribution rates achievable in various satellite and ground station
geometries for feasible experimental parameters. The power and flexibility of the simulation toolbox allows us
to explore various strategies and parameters, some of which only arise in these more complex, multi-satellite
repeater scenarios. As a primary result, we conclude that key rates in the kHz range are reasonably attainable
for intercontinental quantum communication with three satellites, only one of which carries a quantum memory.

I. INTRODUCTION

Our modern networked societies are more dependent than
ever on highly secure data transmission. Typical examples
are constituted by the control of critical infrastructures – such
as energy generation, communication, transportation and lo-
gistics – as well as the exchange of health data. The digital
encryption methods used today offer a range of attack points
that can be overcome with the help of quantum key distribu-
tion (QKD). It is therefore desirable to establish QKD in a
future multi-level digital security architecture in addition to
the technology already in use.

A global quantum communication network with satellite-
based links is likely to have advantages over fiber-based net-
works in terms of long-distance QKD, since the exponential
photon losses introduced by optical fibers are too detrimen-
tal for distances beyond a few hundred km [1, 2]. Quan-
tum repeaters (QRs) [3, 4] have been proposed to push this
limit further. Here, intermediate, untrusted repeater stations
involving distillation and swapping [5] steps reminiscent of
quantum teleportation [6] allow the fundamental limitations
of direct quantum communication to be overcome. Although
fiber-based QRs offer distances well beyond the direct com-
munication limit, largely governed by the repeaterless PLOB
bound [7], and in principle allow for secure communication
between arbitrary distances, they are still limited to around a
few thousand km [4, 8] which precludes their use for global
quantum networking.

In contrast, satellite-based free-space QKD (satQKD) ben-
efits from a polynomial scaling with distance. In the field
of satQKD, there are already multiple studies [9, 10] sup-
porting numerous initiatives and missions both active and in
planning [11–15] phases from Europe, North America and
Asia relying on the BB84 and BBM92 schemes [16]. The
most prominent example is the MICIUS which has realized

many milestone demonstrations including teleportation from
ground to satellite [17], decoy-state BB84 QKD from satel-
lite to ground [18] and a long distance, entanglement-based
QKD with the BBM92 protocol [19]. The ranges in these ex-
periments have been limited to the line-of-sight distance of
the satellite which depends on its orbit. MICIUS has fur-
ther demonstrated a beyond-line-of-sight QKD between Vi-
enna and Beijing, operating as a trusted node [20].

However, untrusted node operation for beyond-line-of-sight
distances towards truly global scales requires the implementa-
tion of a QR protocol enabled by on-board quantum memories
(QMs) [21, 22]. Furthermore, QMs do not only help increase
the overall network range but also offer a solution to low de-
tection rates in entanglement-based schemes [23–28] and thus
facilitate memory-assisted QKD (MA-QKD) protocols which
can be thought of as a single-node QR link. By synchroniz-
ing otherwise probabilistic detections, a single repeater sta-
tion with a QM would change the scaling of the key rate from
ηch to

√
ηch where ηch is the channel transmission. The de-

velopment of systems for MA-QKD will not only enable the
broad commercial use of satellite QKD, but will also promote
the exploitation of other quantum technologies. Almost all
key components for MA-QKD with untrusted satellites are al-
ready available or very well developed. This includes optical
terminals, single photon sources, and detectors. Only quan-
tum memories have a relative research backlog [29]. These
developments are forward looking and promising, but at the
same time it is far from clear how to optimally devise schemes
for satellite based quantum key distribution with realistic re-
sources.

In this work, we comprehensively analyze multiple quan-
tum repeater schemes that rely on satellites with quantum
memories for continental and intercontinental distances [30],
substantially going beyond our earlier work [21]. We make
use of an event-based Monte Carlo simulation that enables
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the analysis of quantum repeaters with multi-mode memories.
We simulate achievable MA-QKD rates in different satellite
and ground station geometries for current and near-future ex-
perimental parameters. In addition, the current work utilizes
memory cut-off times [31] to improve achievable key rates,
and stresses the importance of appropriately choosing those
cut-off times.

II. RESULTS

For establishing quantum communication over interconti-
nental distances, it has been shown that making use of a satel-
lite with a quantum memory can provide an advantage over
systems without memory [21, 22], e.g., higher key rates for
setups with only one satellite and shorter entanglement dis-
tribution times for multiple satellites. Quantum memories in
principle suited for satellites have been demonstrated, e.g. in
Ref. [30]. In this work we build upon these earlier results
and further analyze scenarios utilizing multiple satellites as
repeater stations for a quantum repeater.

To this end, we have developed a large scale numerical
Monte Carlo simulation for quantum repeaters that can faith-
fully represent loss and imperfect quantum memories, as well
as other sources of noise such as dark counts. While there are
existing approaches dealing with the computation of key rates
for different repeater setups [4, 25, 26, 32], the generalization
of these methods to longer distances and other error models
is by no means straightforward, e.g. an analytical approach
also involves an intricate analysis of entanglement swapping
strategies [33]. Another challenge lies in the fact that for se-
tups with multiple repeater links, a trial to establish an entan-
gled pair somewhere along the line being successful or not
can potentially influence the wait times in quantum memories
everywhere in the setup. Therefore, we have chosen a simula-
tion as our approach.

To be specific and close to the desiderata pertaining to real-
istic implementations, we focus on scenarios that make use of
three satellites. When trying to reach very long distances, ap-
proaches with only one satellite will invariably reach a limit
where the connection between ground stations becomes ge-
ometrically impossible or at least suffer from very high loss
due to a shallow transmission angle through the atmosphere.
While picking a higher orbit for the single satellite can help,
the trade-off of having to send photons much longer distances
gets relevant very quickly. Therefore, we consider the fol-
lowing setup: Two ground stations A and B are separated by
ground distance d. Three satellites are used to establish a se-
cret key between them. The central satellite SC is positioned
halfway between the ground stations at orbital height h, how-
ever the other two satellites SA and SB can be positioned at
the same orbital height at any distance from the ground station
and the central satellite as depicted in Fig. 1a.

The positioning of the satellites becomes an additional deci-
sion for such a setup with three satellites, which is not present
when using only one satellite. The two main sources of loss
are the elevation angle dependent atmospheric loss ηatm(θ)
and the distance dependent diffraction loss ηdif . Picking the

position of satellites SA and SB clearly comes with a trade-
off between those two sources of loss. Positioning the satellite
directly above the ground station minimizes the atmospheric
loss, but also means photons will need to be sent over longer
distances.

In Fig. 1b the total loss for establishing a link between A
and SC with an entangled pair source at SA is shown for dif-
ferent positions of the satellites SA and SB . The discontinu-
ities in the first derivative are due to the receiver aperture being
big enough to catch the whole beam between SA and SC up
to a certain distance and only after that the diffraction loss be-
comes relevant. One can see that with very tightly collimated
beams (and therefore low diffraction losses) it becomes ad-
vantageous to avoid as much atmospheric loss as possible at
long distances. A detailed discussion about the error model
and a description of the protocols can be found in the Ap-
pendix.

A. Scenario 1

In this scenario, we look at an approach where the outer
satellites establish links between the central satellite SC and
each ground station and SC connects them by entanglement
swapping, see Fig. 1a. Hence, this is a protocol consisting of
only two repeater links. For this setup only SC needs to be
equipped with the ability to store qubits in a quantum mem-
ory, so we consider that the central satellite has two quantum
memories with n modes each as well as the ability to perform
entanglement swapping. We assume that all quantum mem-
ories in both scenarios are directly heralding memories, i.e.,
it is immediately possible to tell whether loading a qubit into
memory was successful. SA and SB both are equipped with
an entangled pair source that allows them to distribute entan-
gled pairs between their assigned ground station and SC .

The basic idea of this protocol is very similar to one with
only a single satellite, because only two repeater links are
needed. Links are established between the central satellite
and the ground stations and the central station has to wait for
confirmation that a photon has arrived at each ground station
before performing entanglement swapping. However, there
are some subtle differences in terms of timing that need to be
considered.

The main difference from protocols in Refs. [25, 26] is that
the satellites with entangled pair sources do not have the in-
formation about whether a qubit has been loaded into memory
successfully. Therefore, it makes sense for the source not to
wait until confirmation from the satellite with the memory but
to instead continuously send out entangled pairs. Therefore
one central limitation lies in the maximum possible rate of
entangled pair generation fclock by the source.

The continuous sending of pairs is conceptually similar to
the up-link scenario considered in Ref. [21] with the differ-
ence that here the entangled pair sources are located on board
of satellites instead of being on the ground. However, here the
waiting times cannot be eliminated completely as the central
satellite still has to wait for confirmation that a qubit arrived at
the ground station before performing the entanglement swap-
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FIG. 1. (a) Using three satellites to reach distances beyond the horizon. The positioning of the satellites is a new parameter to optimize in this
scenario. (b) Total loss when trying to establish an entangled link between A and SC with an entangled pair source at SA. SA@x% denotes
that satellite SA is positioned vertically above the point at x% of the total ground distance. With three satellites one can avoid sending qubits
through the atmosphere at a very shallow angle by positioning the outer satellites closer to the ground stations. Orbital height h = 400km,
divergence angle θd = 2µrad.
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FIG. 2. (a) Illustration of the considered scenarios. Satellites SA and SB are equipped with entangled pair sources (EPS) and send qubits to the
other satellite and the ground stations (dashed lines). In Scenario 1 only the central satellite SC has quantum memories (QM) and two repeater
links are established. In Scenario 2 all of the satellites have quantum memories and a protocol with four repeater links are used. (b) Scenario
1: Choosing an appropriate cutoff time tcut – a maximum time a qubit is kept in a quantum memory – can be very beneficial to the keyrate.
The optimal value for tcut is distance dependent and it is possible to choose a value that is too low. Dashed line indicates a BBM92 protocol
with only one satellite and a clock rate of 20MHz with the same loss model. This plot is for θd = 5µrad as the effect is more pronounced in
situations with high loss.

ping operation.

B. Scenario 2

In this alternative scheme we instead consider a setup that
establishes four repeater links and uses three successive en-
tanglement swapping operations to finally connect the ground
stations A and B. This means all three satellites need to
have the capability to store qubits in a directly heralded fash-
ion. We assume that similar to the above scenario each satel-

lite is equipped with two quantum memories with n modes
each [26]. However, this time the the satellites SA and SB
contain emissive QMs (denoted by * in Fig. 2a) that are able to
emit single photons that are entangled with an internal atomic
excitation, i.e. a stored matter qubit [28, 34]. Satellite SC ,
on the other hand, carries absorptive type QMs [35, 36] that
are capable of catching a flying qubit for storage similar to the
QMs in Scenario 1.

The satellites that generate entangled states (SA and SB)
continuously try to establish new links with their neighbour-
ing stations. This means that whenever a memory mode at SA
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is empty, a new entangled memory-photon pair is generated.
The associated photonic qubit is then sent to the other station
— either the associated ground station A or the central satel-
lite SC . The memory qubit at SA will need to be stored at
least until confirmation from the other repeater station is re-
ceived to confirm whether this trial has been successful. For
this protocol, we assume that the trial for multiple memory
modes can run in parallel and independently of each other.
However, in practice, it is likely that instead of spatially sep-
arated channels there will be a number of time slots available
in a shared channel. As long as the number of available time
slots is much larger than the number of memory modes, the
effects of sharing a channel are negligible. This is in contrast
to Scenario 1, where the amount of photons that can be sent
through the channel in a given time (which we directly link
to the rate of entangled state generation for our simulation) is
actually a limiting factor.

Furthermore, one needs to pick a strategy for how the entan-
glement swapping operations are handled if multiple success-
fully established qubits are sitting in memory, which is a situ-
ation that can potentially occur at each of the three satellites.
For this scenario we chose to perform entanglement swapping
as soon as it becomes available (i.e., there is no fixed order in
which the satellites need to perform their Bell measurements)
and always pick the eligible qubits that have sat in memory for
the longest time. While this is likely not optimal (e.g., a more
recently established entangled pair will have a higher fidelity),
it completely eliminates the need for additional two-way com-
munication (and therefore additional waiting times) between
the satellites about the entanglement swapping process, that
would arise from more involved strategies.

Compared to Scenario 1 this setup certainly introduces an
operational overhead in the form of more qubits having to wait
in quantum memories (and therefore dephase) as well as the
need for additional operations. It is nonetheless interesting to
consider as it is likely that this type of scheme will become
more relevant once more advanced quantum repeater proto-
cols, e.g. with added entanglement purification, become ex-
perimentally feasible.

C. Key rates

The asymptotic key rate is lower bounded by [25, 37, 38]

r [1− h(eX)− fh(eZ)] , (1)

where r is the rate of bits obtained from successful coinci-
dence measurements that correspond to valid entanglement
swapping operations, h is the binary entropy function and
eX(Z) is the quantum bit error rate in the X (Z) basis. We as-
sume that the error correction inefficiency f is equal to 1. We
let the simulation run until we have generated a large sample
[39] of long-distance links betweenA andB, which we use to
calculate the sample mean for r and eX(Z).

D. Cutoff times

In essence, using quantum memories for a quantum re-
peater allows one to trade some of the probability that mea-
surements at the ground stations coincide for an overall higher
rate of qubits that successfully arrived at their destination —
with the entanglement swapping operation allowing one to
connect two links that are more likely to be successful indi-
vidually.

However, if qubits are stored in quantum memories for too
long, the additional dephasing at some point becomes too
detrimental and actually reduces the achievable key rate. As
an optimization therefore it is important to add a mechanism
to discard qubits that have dephased too much. One simple
mechanism is to choose a cutoff time tcut > 0, which is
the maximum time a qubit is allowed to sit in memory af-
ter a successful generation of an entangled link is confirmed.
Such a cutoff mechanism has been previously proposed, e.g,
in Ref. [31], and its inclusion is one of the primary improve-
ments of the protocol compared to the previous results in
Ref. [21]. Discarding leftover qubits in memory after each
cycle in the protocol in Ref. [26] also has a similar effect to
prevent too much dephasing noise from building up on the
qubits in memory.

By carefully tuning the cutoff time, one can essentially
choose how much of the trade-off mentioned above is accept-
able. However, it should be noted that this is not the only
possible mechanism for choosing when to discard dephased
qubits. In fact, finding the optimal strategy at every time step
has been shown to require resources that are scaling exponen-
tially in the input size [40].

In Fig. 2b the effect different choices of tcut can have on
achievable distances and key rates is demonstrated. While the
precise impact depends on many factors e.g., the relation of
loss rates and memory quality, choosing an appropriate cut-
off time is crucial to extend the reachable distance. It should
be noted that choosing a too short cutoff time can actually
be detrimental to the key rate, e.g. in Fig. 1b the achievable
key rate is higher for tcut = 5ms than for 2ms in the 4000-
6000km range. This effect can be easily understood in the
most extreme case as a very low tcut will essentially turn the
protocol into a quantum repeater without memories.

E. Achievable key rates for realistic parameters

Having a numerical simulation opens up the possibility to
investigate a large range of values for all relevant error param-
eters. However, in order to interpret the results it is impor-
tant to choose a meaningful parameter set. In Table I we list
the parameters for our error model, which are considered the
baseline for our simulation. These are chosen according to
realistic ranges for current or near-term implementations.

As mentioned before, the position of the satellites SA and
SB is a new decision that has to be made when using more
than one satellite. In Fig. 3 the key rate of multiple positions
is shown for the base parameter set in Table I. For this pa-
rameter set it is obvious that avoiding as much atmospheric
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Detector efficiency ηdet 0.7
Memory efficiency ηmem 0.8

Dephasing time Tdp 100 ms
Number of memory modes n 1000

Dark count probability pd 10−6

Sender aperture radius Rsender 15 cm
Receiver aperture radius Rreceiver 50 cm

Beam divergence half angle θd 2 µrad
Orbital height h 400 km

Cutoff time tcut max(0.1× Tdp, 4× d/c)

TABLE I. The simulation allows us to explore a range of parameters.
These are the base parameters for our simulation that correspond to
realistic ranges for current or near-term implementations. All devia-
tions from this set for certain scenarios are highlighted in the text.

loss as possible is worth the additional diffraction loss from
the longer distance between SA and SC in Scenario 1, even
for short communication distances. However, for the more in-
volved Scenario 2 consisting of four repeater links, position-
ing SA directly above ground station A is not optimal. So,
not only the loss parameters itself but also the precise choice
of protocol can influence where the optimal position of the
satellites is.

One interesting thing to note is that for some configurations
the key rate does not strictly decrease with the distance. This
is due to a situation that can happen with multi-mode memo-
ries, if multiple qubits sit in memory waiting for the other side
to be ready for entanglement swapping – a higher loss in this
situation can mean that on average the fidelity of the swapped
pairs is higher. This is especially noticeable in Scenario 2,
where this effect is amplified due to very asymmetric losses.
The local maxima are found where the (distance-dependent)
loss for the channel between A and SA is comparable to the
inter-satellite loss between SA and SC . The keyrates could be
improved further by optimizing tcut at each data point, or mod-
ifying the swapping strategy when multiple qubits are waiting
in memory.

In Fig. 4 we explore the effect of varying some parameters
of interest, namely the divergence angle θd of the beams con-
nection ground stations and satellites, the quality of the quan-
tum memories and the orbital height of the satellites. Figures
4a and 4d show that naturally, a higher θd and therefore higher
loss impacts the key rate significantly. Despite the lower rates
when loss is small, Scenario 2 actually proves more resilient
against higher loss rates. Figs. 4b and 4e clearly demonstrate
that memory quality plays an important factor when determin-
ing reachable distances. While having satellites in higher or-
bits could be used to extend the reachable ranges even further,
figures 4c and 4f demonstrate that there is a significant drop
in key rates even for small θd.

III. DISCUSSION

In summary, we have developed a simulation for quantum
repeaters that can deal with a variety of error models as well
as multi-mode memories and setups with realistic protocols.
This allows us to investigate scenarios that go beyond two re-

peater links (e.g., the protocol in Scenario 2 that uses four
repeater links), for which no complete analytical description
is known. We used this simulation to analyze the performance
of schemes that use multiple satellites with quantum memo-
ries to perform QKD over long distances. Using more than
one satellite allows one to reach distances that would be geo-
metrically impossible with just one satellite. We have shown
that reaching intercontinental distances with currently avail-
able or near-future experimental parameters is entirely feasi-
ble and even performing advanced schemes is reasonable, al-
though the overhead of using multiple satellites is still very
significant. In the future we plan to use our simulation to ana-
lyze setups with actual experimental parameters to gauge the
real performance that can be expected.

IV. METHODS

The main technique used to obtain our results is building on
a substantial method involving a real-time Monte Carlo simu-
lation. Our method focuses on high-level decision making in
creating protocols while faithfully including experimental pa-
rameters for many different physical implementations. This
is in contrast to other large-scale simulations that put a much
stronger emphasis on the network character of quantum net-
works, as being pursued, e.g., in Refs. [41–43]. We will report
on substantial details and further applications of the simula-
tion elsewhere. However, in the following, we briefly describe
its basic working principles.

The simulation keeps track of the current situation, e.g.
which pairs are currently established, at which stations the as-
sociated qubits are located and what the density matrix of each
entangled pair is. All changes to the current situation happen
via events that are scheduled in an event queue and resolved in
order. For example, an event might be an entanglement swap-
ping operation to connect two distant stations, or discarding
a qubit that has been stored longer than the memory policy
allows. Furthermore, a protocol determines the strategy of
what events are scheduled. For instance, one component of
the protocol might consist of scheduling an event that gener-
ates a new pair if the quantum memory is empty and generat-
ing a new pair is not already scheduled. An illustration of this
scheme is depicted in Fig. 5.

We make use of two key methods that allow us to perform
this simulation in a reasonable time frame. For one, we do not
track individual photons that are much more likely to get lost
than arrive at their destination when loss is high. Instead, we
use the known success probability of distributing a pair in one
trial η and draw from a geometric probability distribution to
determine how many sequential trials had to be performed in
order to successfully establish one pair. This sampling from a
probability distribution is why we call it a Monte Carlo simu-
lation, even though other probabilistic aspects, e.g., dephasing
noise in quantum memories and dark counts, are handled via
the density matrix formalism. Secondly, we do not continu-
ously update the effect of time-dependent dephasing noise in
quantum memories, instead we only update the quantum state
when it becomes relevant, which is possible because we keep
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FIG. 3. Achievable key rates for different choices of positions of the satellite. This is a new parameter to optimize when using multiple
satellites. Satellite SA is positioned vertically above varying percentages of the total ground distance. Dashed line indicates an BBM92
protocol with only one satellite and a clock rate of 20 MHz. (a) Scenario 1, a protocol with outer satellites distributing one pair between the
ground station and the central satellite each. Here positioning the satellites SA and SB directly above the ground station to avoid as much
atmospheric noise as possible proves beneficial. (b) Scenario 2, a protocol that establishes four links of entangled pairs between satellites and
stations. Here, the distance dependent trade-offs are more complex.
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FIG. 4. Exploring variations of the parameters. In each subfigure one parameter is varied, while the others are kept at their base value in
Table I. All plots are made for 1000-mode quantum memories. a-c) show Scenario 1 (two repeater links), d-f) show Scenario 2 (four repeater
links). a/d) Higher divergence angle θd = 4µrad, 6µrad, 8µrad and therefore higher loss for SA satellite positions 0 (blue) and 0.2 (purple).
b/e) Various memory qualities with dephasing times Tdp of 1s (blue), 100ms (orange), 50ms (pink), 10ms (yellow), 5ms (green), 4ms (red),
3ms (dark blue), 2ms (black). c/f) Differing orbital heights for all three satellites 400km (blue), 600km (orange), 1000km (pink), 1500km
(yellow), 2000km (grün).

track of when it was last updated. This ensures that having
many events happen on other parts of the simulation does not
cause an undue amount of calculation for unaffected parts.

V. DATA AVAILABILITY

The raw output data of the simulation is available upon rea-
sonable request.

VI. CODE AVAILABILITY

The source code that was used to generate all results in this
work is archived at DOI: 10.5281/zenodo.5603047
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state of the simulation, i.e. the location of qubits and quantum state
of the entangled pairs, is changed when events get resolved. The
figure shows as an example some of the information associated with
an entanglement swapping event: at which station the entanglement
swapping operation is performed, which entangled pairs are involved
in the process and which error model is relevant to the operation. The
current state is monitored and new events are scheduled by the cho-
sen protocol.
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[21] M. Gündoğan, J. S. Sidhu, V. Henderson, L. Mazzarella,
J. Wolters, D. K. L. Oi, and M. Krutzik, Proposal for space-
borne quantum memories for global quantum networking, npj
Quant. Inf. 7, 128 (2021).

[22] C. Liorni, H. Kampermann, and D. Bruß, Quantum repeaters in
space, New J. Phys. (2021).

[23] S. Abruzzo, H. Kampermann, and D. Bruß, Measurement-
device-independent quantum key distribution with quantum
memories, Phys. Rev. A 89, 012301 (2014).

[24] C. Panayi, M. Razavi, X. Ma, and N. Lütkenhaus, Memory-
assisted measurement-device-independent quantum key distri-
bution, New J. Phys. 16, 043005 (2014).

[25] D. Luong, L. Jiang, J. Kim, and N. Lütkenhaus, Overcoming
lossy channel bounds using a single quantum repeater node,
Appl. Phys. B 122, 96 (2016).

[26] R. Trényi and N. Lütkenhaus, Beating direct transmission
bounds for quantum key distribution with a multiple quantum
memory station, Phys. Rev. A 101, 012325 (2020).

[27] M. K. Bhaskar, R. Riedinger, B. Machielse, D. S. Levonian,
C. T. Nguyen, E. N. Knall, H. Park, D. Englund, M. Lončar,
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Appendix A: Error models

1. Probability of establishing a link

We consider several sources of imperfections that can cause
an attempt to create an entangled pair between two stations
to fail. The most prominent of these is photon loss, i.e. the
photon that is lost on its way between the stations.

For the diffraction loss between stations, we consider a sim-
ple geometric model: A cone-shaped beam with an aperture
of radius Rsender and with an opening half-angle θd (diver-
gence) is emitted from the sending station. Then the chance
that a photon arrives at the receiving station at distance l with
an aperture of radius Rreceiver is given by

ηdif(l) = min

(
1,

R2
receiver

(Rsender + l tan θd)
2

)
. (A1)

In practice, Gaussian beams would be used, but in the far-
field approximation Gaussian effects are negligible.

When linking stations on the ground with satellites, the in-
fluence of the atmosphere must also be considered. The trans-
mittivity of the atmosphere ηatm can be modeled as a function
of the elevation angle θ [45], as

ηatm(θ) =
(
η
π/2
atm

)1/ sin θ

, (A2)

where ηπ/2atm is the Zenith transmittivity. We use ηπ/2atm = 0.8
which is a reasonable value for a wavelength of 780nm [21].

Furthermore, establishing an entangled pair might also fail
due to imperfections of the repeater stations. For the ground
stations we use a detector efficiency ηdet = 0.7 and for the
stations using quantum memories we use a memory efficiency
of ηmem = 0.8 [46, 47].

The probability η of successfully establishing an entangled
pair is the product of the relevant efficiencies for a given link.
For example, for a link between a ground station and a satellite
hosting an emissive quantum memory capable of generating
entangled states, the probability is given by

η = ηmemηdetηatm(θ)ηdif(l). (A3)

If the ground distance to the satellite is given by Lg and the
orbit altitude h, one can calculate the distance l and the eleva-
tion angle θ by geometric considerations

l2 = R2
E + (RE + h)2 − 2RE(RE + h) cos

(
Lg
RE

)
, (A4)

θ =
π

2
− Lg
RE
− arcsin

[
RE
l

sin

(
Lg
RE

)]
, (A5)

where RE = 6371 km is the average earth radius. In the
scenarios that we consider in this work we have three types
of lossy connections: ground-satellite, satellite-satellite and
ground-satellite-satellite (the middle satellite uses its entan-
gled pair source to connect a ground station and another satel-
lite).

2. Dark counts

The detectors at the end stations naturally have to deal with
dark counts. With a dark count probability of pd, the chance
that the detector detects a click is naturally higher, resulting in
an effective η given by

ηeff = 1− (1− η)(1− pd)2. (A6)

The probability that a click is a real event is determined as

α(η) =
η(1− pd)
ηeff

. (A7)

This dependency on η implies that when success rates are very
low, most clicks are eventually caused by dark counts. We
model dark counts as local white noise, i.e. if a click is caused
by a dark count, we assume that the state for the putative pho-
ton that might have arrived is instead a fully mixed state. The
inclusion of dark counts is modelled by a perfect detector pre-
ceded by a noisy channel given by,

D(i)
w (α)ρ = αρ+

1− α
4

(
ρ+X(i)ρX(i) + Y (i)ρY (i) + Z(i)ρZ(i)

)
,

where i specifies that the channel acts on the i-th qubit. The
dark count rate is a characteristic of the detector –usually
given in dark counts per second– whereas pd is the probability

that a dark count occurs during a detection window that would
lead to mistaking it for a real event. In this work we assume
pd = 10−6, which corresponds to a dark count rate of a few

https://doi.org/10.1038/s41586-020-2649-2
https://doi.org/10.5281/zenodo.3509134
https://doi.org/10.1109/MCSE.2007.55
https://doi.org/10.1109/MCSE.2007.55
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Hz and detection windows of ∼ 1µs.

3. Memory errors

Each qubit that is held in memory is affected by time-
dependent noise. We model this noise as a dephasing noise
channel given by

E(i)
z (t)ρ = (1− λ(t))ρ+ λ(t)Z(i)ρZ(i), (A8)

where

λ(t) =
1− e−t/Tdp

2
(A9)

with a memory specific dephasing time Tdp.

4. Possible extensions

We do not model the following sources of imperfections,
but they could be a starting point to expand the error model to
include more details.

• The initially generated entangled states may be imper-
fect.

• Bell measurements for entanglement swapping may
also introduce additional errors.

• Experimentally other detectors may also be needed for
certain processes e.g. the heralding process when load-
ing a photon into memory. These would also be subject
to dark counts.

• For the most extreme distances, the satellite-satellite
connections dip back into the atmosphere, which would
likely limit the maximum achievable distance even be-
fore the horizon is reached.

Appendix B: Protocols

In the following we will give a detailed description of the
protocols we used:

1. Scenario 1

While the basic idea of the protocol is very similar to the
one-satellite case and putting the sources on the satellites pri-
marily serves to extend the range, there are some subtle timing
differences that need to be taken into account.

The source satellites do not know whether the entangled
pairs they send out have arrived successfully. Therefore, in
this case it makes sense for the source to continuously send
out pairs without waiting for confirmation from the other sta-
tions. Hence, the maximum rate of entangled pair generation
fclock = 20 MHz becomes an important parameter. We also

use this clock rate for comparison with a setup without quan-
tum memory. The clock rate is mainly limited by the memory
bandwidth (see [21] for an overview of suitable systems for
quantum memories in space).

Here, we assume that the source continuously emits entan-
gled pairs in time steps of Tp = 1/fclock and the memory has
a mechanism to simply not accept any further qubits if a qubit
is already in memory.

For the following derivation, consider a quantum memory
with only one memory mode. The time for a pair to suc-
cessfully arrive in memory is given by Tp × k(pmem), where
k is sampled from a geometric distribution with probability
pmem, which is the combined probability that the qubit arrives
at SC and is successfully loaded into memory. After a qubit
is loaded into memory, the memory must wait for tmem for a
message from the ground station as to whether the other qubit
of the pair has arrived there. We have

tmem =
dSAA − dSASC

+ dASC

c
, (B1)

where dIJ denotes the distance between stations I and J and
c is the speed of light.

Of course, there is no guarantee that the other half of the
pair will arrive successfully, so this must be repeated j(pA)
times, where j is sampled from a geometric distribution with
probability pA, which is the combined probability that a qubit
will arrive at the ground station and be detected. Thus, the
total time it takes to successfully establish a pair is given by

jtmem +

j∑
i=1

kiTp, (B2)

where each of the ki is an independent sample from the geo-
metric distribution k(pmem).

For a quantum memory with n modes, we assume that each
time window is associated with a particular mode, so the net
effect is that n copies of the process described above run in
parallel at a rate of fclock/n. Performance could likely be
improved if the quantum memory is capable of dynamically
selecting one of the empty modes each time a photon arrives.

In Fig. 6 the simulation procedure to obtain the key rate
for scenario 1 is illustrated. This requires initialisation of all
system parameters listed in Table I. The loss and noise model
is determined from the initialised parameters in accordance
to section A. The pseudocode then executes the protocol by
establishing links and performing entanglement swapping be-
tween available links. It accounts for the subtle timing differ-
ence between busy memory modes and those trying to estab-
lish a link. All information on timing and the final quantum
state of successfully linked memory modes are saved. This in-
formation is then used to determine the asymptotic key rate us-
ing the BBM92 protocol. For increasing number of satellites,
the protocol can be extended by introducing a similar logic of
establishing repeater links for each entangled pair source and
a procedure for entanglement swapping at the satellites with
quantum memories.
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Algorithm 1 R = asymptotic key rate (p, q, iter)

Initialize:
1: p = (A,B, SA, SB , SC)← positions of ground stations and satellites
2: q = (ηmem(det), pd, Tdp, tcut, n,Rsender, Rreceiver, θd)← table I parameters.
3: L(p, q)← loss model determined from initialised parameters
4: N (p, q)← noise model calculated from initialised parameters
5: `← number of successfully established links between A and B
6: iter← maximum number of iterations

Protocol:
7: while ` < iter do
8: n← number of memory modes
9: mA(B) ← successfully established links between SC and A (B)

10: NA(B) ← number of busy memory modes: mA(B)+ number of memory
modes currently trying to establish links.

11: if NA(B) < n then
12: establish link start entanglement distribution process respecting
L and N

13: if mA > 0 and mB > 0 then
14: entanglement swapping perform a Bell state measurement

15: if link between A and B established then
16: dat ← save information on timing and quantum state of the pair

and remove links from queue

17:

Asymptotic key rate:
18: eX , eZ ← error rate in X(Z)-basis (calculated from dat)
19: f ← error correction efficiency
20: r ← raw bit rate (calculated from dat)
21: R = r(1− h(eX)− fh(eZ))← BBM92 key rate
22: Return R
23: end

1

FIG. 6. Pseudocode for the key rate for two ground stations A and
B with three satellites (scenario 1). We denote the positions of the
ground stations and the satellites via the tuple p, all parameters in
table I via the tuple q, and iter as the number of iterations. The code
then determines a loss and noise model from {p, q, iter} and returns
the achievable rate.

2. Scenario 2

The satellites with the capability to generate entangled
states, SA and SB , try to establish pairs with both their as-
sociated ground station and the central satellite. For now, let
us again consider quantum memories with just one memory
mode. The emissive quantum memory generates an entan-
gled memory-photon pair. The photon is then sent through a
channel toward its destination. The qubit at the satellite must
remain in memory until a message can be received from the
ground station as to whether the transmitted qubit arrived suc-
cessfully.

This means for establishing a link with a ground station,
it takes tAtrial = 2dSAA/c for one trial (and equivalent for
B,SB). This also means that the qubit at SA will have been
stored in memory (and therefore been dephased) for tAtrial even
if the trial has been successful. Similarly, when establishing a

link between SA and SC one trial will take tA
′

trial = 2dSASC
/c.

For a successfully established pair the qubit at SA will have
dephased for tA

′

trial while the qubit at SC will have dephased
for tA

′

trial/2.
Similar to scenario 1 we can calculate the number of trials

necessary to establish a link k by drawing randomly from a
geometric distribution k(p), where p is the probability that a
pair will be established in one trial (i.e. the combined prob-
ability that the qubit arrrives and both qubits are loaded into
memory successfully). Therefore, the total time it takes until
the next pair is established is given by kttrial with a p and ttrial

specific to the considered link.
In general we consider multi-mode memories and assume

that the above process can be done in parallel and indepen-
dently for each mode. In practice, it is likely that a spatially
separate channel will not be available for each memory mode,
but instead they would need to use specific time slots of a
shared channel. However, if the number of distinguishable
time slots for the channel (which we directly link to fclock for
the purposes of the simulation) is much larger than the number
of memory modes, the effects of sharing a channel are negli-
gible. This is in contrast to setups with no quantum memory
being utilized at the source satellites (like scenario 1), where
the capacity of the channel is indeed a relevant limitation.

When two qubits corresponding to successful links on each
side are in memory, the satellite performs a Bell state mea-
surement and communicates the result to the neighboring sta-
tions. If there are multiple eligible qubits available on one
side, the qubit that has been in memory the longest is used.
While it certainly could be beneficial to use pairs that have not
been dephased as much, this choice avoids satellites having
to exchange additional classical messages about their strat-
egy. More advanced schemes would need to coordinate which
qubits to use in the Bell measurement for entanglement swap-
ping. This provides an additional challenge in formulating a
protocol, since e.g. two satellites might need to make a deci-
sion simultaneously. This could either lead to cases where
they make incompatible decisions and therefore achieve a
lower overall efficiency or one would need to introduce some
kind of time slots in which a specific satellite is allowed to do
operations to make sure all relevant information is available,
which would lead to qubits that stay in memory for longer.
Therefore, for this work we limited ourselves to a simple pro-
tocol without the need for additional communication.

3. Essential software

The code for the simulation is written in Python 3 [48], with
the python packages NumPy [49], pandas [50] and matplotlib
[51] being the core of our program.


