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Abstract

Thi s docunent provides an overview of the architecture of the L-band
Digital Aeronautical Comunications System (LDACS), which provides a
secure, scal able and spectrumefficient terrestrial data link for
civil aviation. LDACS is a scheduled, reliable nulti-application
cel l ul ar broadband system w th support for IPv6. LDACS shall provide
a data link for IP network-based aircraft guidance. Hgh reliability
and availability for I P connectivity over LDACS are therefore
essenti al .
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1. Introduction

One of the main pillars of the nodern Air Traffic Managenent (ATM
systemis the existence of a comunication infrastructure that
enabl es efficient aircraft control and safe separation in all phases
of flight. Current systens are technically mature but suffering from
the VHF band’s increasing saturation in high-density areas and the
l[imtations posed by anal ogue radi o conmuni cations. Therefore,
aviation globally and the European Union (EU) in particular, strives
for a sustainable nodernization of the aeronautical conmunication

i nfrastructure.

In the long-term ATM conmuni cation shall transition from anal ogue
VHF voi ce and VDLM2 conmmruni cation to nore spectrumefficient digital
data communi cati on. The European ATM Master Pl an foresees this
transition to be realized for terrestrial conmunications by the
devel opnent (and potential inplenentation) of the L-band Digital
Aeronautical Conmunications System (LDACS). LDACS shall enable |Pv6
based air- ground conmunication related to the aviation safety and
regularity of flight. The particular challenge is that no additional
spectrum can be nade available for terrestrial aeronautical

communi cation. It was thus necessary to devel op co-exi stence
mechani sm procedures to enable the interference free operation of
LDACS in parallel wth other aeronautical services/systens in the
same frequency band.

Since LDACS shall be used for aircraft guidance, high reliability and
availability for I P connectivity over LDACS are essenti al .

2. Term nol ogy
The following terns are used in the context of RAWIn this docunent:

A2A Air-to-Ar
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LDACS A2A LDACS Air-to-Air

Aer oMACS Aeronautical Mbile Airport Comunication System
A2G Air-to-Gound

ACARS Aircraft Comruni cations Addressing and Reporting System
ADS-C Autonmatic Dependent Surveillance - Contract
AMR)S Aeronautical Mbile (Route) Service

ANSP Air traffic Network Service Provider

AOCC Aeronautical Operational Control

AS Aircraft Station

ATC Air-Traffic Control

ATM Air-Traffic Managenent

ATN Aeronautical Tel ecommuni cation Network

ATS Air Traffic Service

CCCH Common Control Channel

COTS IP Commercial Of-The-Shelf

CM Cont ext Managenent

CNS Communi cati on Navi gation Surveill ance

CPDLC Controller Pilot Data Link Conmunication
DCCH Dedi cated Control Channel

DCH Data Channel

DLL Data Link Layer

DLS Data Link Service

DVE Distance Measuring Equi pnent

DSB- AM  Doubl e Si de- Band Anplitude Modul ati on

FAA Federal Aviation Adm nistration

FCI  Future Comunication Infrastructure

FDD Frequency Division Dupl ex

FL Forward Link

GANP d obal Air Navigation Plan

GNSS d obal Navigation Satellite System

GS Gound Station

GSC Gound-Station Controller

QA Gound-to-Air

HF Hi gh Frequency

| CAO International GCvil Aviation Organization

IP Internet Protocol

kbit/s kilobit per second

LDACS L-band Digital Aeronautical Communications System
LLC Logical Link Layer

LME LDACS Managenent Entity

MAC Medi um Access Layer

MF Milti Frane

OFDM Ot hogonal Frequency-Division Miltiplexing
OFDVA Ot hogonal Frequency-Division Miltiplexing Access
OSI  Open Systens | nterconnection

PDU Protocol Data Units

PHY Physi cal Layer

Q@S Quality of Service
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RL Reverse Link

SARPs St andards And Reconmended Practices
SDR Software Defined Radi o

SESAR Singl e European Sky ATM Research

SF  Super - Frane

SNP  Sub- Net wor k Pr ot ocol

SSB- AM  Singl e Side-Band Anplitude Mdul ation
TBO Trajectory-Based Operations

TDM Time Division Miltiplexing

TDVA Ti ne-Division Miltiplexing-Access
VDLML VHF Data Link node 1

VDLM2 VHF Data Link node 2

VHF Very Hi gh Frequency

VI  Voice Interface

3. Mbtivati on and Use Cases

Aircraft are currently connected to Air-Traffic Control (ATC) and
Aeronautical Operational Control (AOC) via voice and data

comuni cations systens through all phases of a flight. Wthin the
airport termnal, connectivity is focused on high bandw dth

comuni cations, while during en-route high reliability, robustness,
and range is the main focus. Voice conmunications may use the sane
or different equipnment as data communi cations systens. In the
followi ng the main differences between voice and data communi cati ons
capabilities are summari zed. The assuned use cases for LDACS
conpletes the |ist of use cases stated in [ RAWUSE- CASES] and the
list of reliable and avail able w rel ess technol ogies presented in

[ RAW TECHNQOS] .

3.1. Voice Conmunications Today

Voice links are used for Air-to-Gound (A2G and Air-to-Air (A2A)
comuni cations. The conmmuni cation equi pnent is either ground-based
working in the Hi gh Frequency (HF) or Very H gh Frequency (VHF)
frequency band or satellite-based. Al VHF and HF voice

communi cations is operated via open broadcast channels w t hout

aut henti cati on, encryption or other protective neasures. The use of
wel | - proven comuni cati on procedures via broadcast channels helps to
enhance the safety of communications by taking into account that

ot her users may encounter conmmuni cati on problens and may be
supported, if required. The nmain voice comunications nmedia is still
t he anal ogue VHF Doubl e Si de-Band Anplitude Mdul ati on (DSB- AM
comuni cati ons techni que, supplenented by HF Single Side-Band
Anmpl i tude Modul ation (SSB-AM and satellite conmunications for renote
and oceani c areas. DSB-AM has been in use since 1948, works reliably
and safely, and uses | ow cost comruni cation equi pnent. These are the
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mai n reasons why VHF DSB- AM comuni cations is still in use, and it is
likely that this technology will remain in service for many nore
years. This however results in current operational limtations and

i npedi ments in deploying new Air-Traffic Managenment (ATM
applications, such as flight-centric operation with Point-to-Point
conmuni cat i ons.

3.2. Data Communi cations Today

Li ke for voice, data comunications into the cockpit is currently
provi ded by ground-based equi pnent operating either on HF or VHF
radi o bands or by | egacy satellite systens. All these communication
systens are using narrowband radi o channels with a data throughput
capacity in order of kilobits per second. Wile the aircraft is on
ground some additional conmunications systens are avail able, like
Aeronautical Mbile Airport Conmuni cation System (Aer oMACS; as of now
not wi dely used) or public cellular networks, operating in the
Airport (APT) domain and able to deliver broadband comruni cation
capability.

The data conmmuni cation networks used for the transm ssion of data
relating to the safety and regularity of the flight nmust be strictly
isolated fromthose providing entertai nnent services to passengers.
This leads to a situation that the flight crews are supported by
narrowband services during flight while passengers have access to

i nflight broadband services. The current HF and VHF data |inks
cannot provi de broadband services now or in the future, due to the

| ack of available spectrum This technical shortcomng is becomng a
[imtation to enhanced ATM operations, such as Trajectory-Based
OQperations (TBO and 4D trajectory negotiations.

Satel lite-based conmuni cations are currently under investigation and

enhanced capabilities are under devel opment which will be able to
provi de inflight broadband services and conmuni cati ons supporting the
safety and regularity of flight. |In parallel, the ground-based

br oadband data |ink technol ogy LDACS is being standardi zed by | CAO
and has recently shown its maturity during flight tests [ SCH20191].
The LDACS technol ogy is scal able, secure and spectrumefficient and
provi des significant advantages to the users and service providers.
It is expected that both - satellite systens and LDACS - will be
depl oyed to support the future aeronautical conmunication needs as
envi saged by the | CAO G obal Air Navigation Plan (GANP).
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4.

Provenance and Docunents

The devel opnment of LDACS has al ready made substantial progress in the
Si ngl e European Sky ATM Research (SESAR) framework, and is currently
being continued in the foll owup program SESAR2020 [RI H2018]. A key
obj ective of the SESAR activities is to devel op, inplenent and
val i date a nodern aeronautical data Iink able to evolve with aviation
needs over long-term To this end, an LDACS specification has been
produced [ GRA2019] and is continuously updated; transmtter
denonstrators were devel oped to test the spectrum conpatibility of
LDACS with | egacy systens operating in the L-band [ SAJ2014]; and the
overall system performance was anal yzed by conputer sinulations,

i ndi cating that LDACS can fulfil the identified requirenents

[ GRA2011] .

LDACS standardi zation within the framework of the I CAO started in
Decenber 2016. The | CAO standardi zation group has produced an
initial Standards and Recomended Practices (SARPs) docunent
[1CA2018] . The SARPs document defines the general characteristics of
LDACS. The | CAO standardi zation group plans to produce an | CAO
techni cal manual - the | CAO equivalent to a technical standard -
within the next years. Generally, the group is open to input from
all sources and devel ops LDACS in the open.

Up to now LDACS standardi zati on has been focused on the devel opnent
of the physical layer and the data Iink |layer, only recently have
hi gher | ayers cone into the focus of the LDACS devel opnent
activities. There is currently no "I Pv6 over LDACS' specification
publicly avail abl e; however, SESAR2020 has started the testing of

| Pv6- based LDACS t est beds.

The 1 Pv6 architecture for the aeronautical telecomunication network
is called the Future Comruni cations Infrastructure (FCl). FC shal
support quality of service, diversity, and nobility under the
unbrella of the "multi-link concept”. This work is conducted by | CAO
Communi cati on Panel working group W& 1.

In addition to standardi zation activities several industrial LDACS
prot ot ypes have been built. One set of LDACS prototypes has been
evaluated in flight trials confirmng the theoretical results

predi cting the system performnce [ GRA2018] [ SCH20191].
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5.

5.

5.

5.

Applicability

LDACS is a nulti-application cellular broadband system capabl e of

si mul t aneously providing various kinds of Air Traffic Services

(i ncluding ATS-B3) and Aeronautical Operational Control (AQCC

communi cations services from depl oyed G ound Stations (GS). The
LDACS A2G sub-system physical layer and data |ink [ayer are optim zed
for data |link comuni cations, but the system al so supports digital

ai r-ground voi ce comruni cati ons.

LDACS supports comuni cation in all airspaces (airport, termna
maneuvering area, and en-route), and on the airport surface. The
physi cal LDACS cell coverage is effectively de-coupled fromthe
operational coverage required for a particular service. This is new
i n aeronautical conmunications. Services requiring w de-area
coverage can be installed at several adjacent LDACS cells. The
handover between the involved LDACS cells is sean ess, automatic, and
transparent to the user. Therefore, the LDACS A2G communi cati ons
concept enabl es the aeronautical comunication infrastructure to
support future dynam c airspace nanagenent concepts.

1. Advances Beyond the State-of-the-Art

LDACS of fers several capabilities that are not provided in
contenporarily depl oyed aeronautical comruni cati on systens.

1.1. Priorities

LDACS is able to nmanage services priorities, an inportant feature not
avai lable in some of the current data |ink deploynents. Thus, LDACS
guar ant ees bandwi dth, |low |l atency, and high continuity of service for
safety critical ATS applications while sinultaneously acconmodati ng

| ess safety-critical AOC services.

1.2. Security

LDACS is a secure data link with built-in security mechanisns. It
enabl es secure data communi cations for ATS and ACC servi ces,

i ncl udi ng secured private communi cations for aircraft operators and
ANSPs (Air Navigation Service Providers). This includes concepts for
key and trust managenent, nutual authenticated key exchange
protocol s, key derivation nmeasures, user and control nessage-in-
transit confidentiality and authenticity protection, secure | ogging
and availability and robustness neasures [ MAE20181], [MAE20191],

[ MAE20192] .
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5.1.3. High Data Rates

The user data rate of LDACS is 315 kbit/s to 1428 kbit/s on the
forward link (Gound-to-Air), and 294 kbit/s to 1390 kbit/s on the
reverse link (Air-to-Gound), depending on coding and nodul ati on.
This is 50 times the anmount terrestrial digital aeronautical
conmuni cati ons systens such as VDLM2 provide [ SCH20191].

5.2. Application

LDACS shall be used by several aeronautical applications ranging from
enhanced communi cation protocol stacks (multi-homed nobile | Pv6
networks in the aircraft and potentially ad-hoc networks between
aircraft) to classical conmunication applications (sending GBAS
correction data) and integration with other service domains (using

t he communi cation signal for navigation).

5.2.1. Air-to-Gound Multilink

It is expected that LDACS together with upgraded satellite-based
comuni cations systens will be deployed within the Future

Comuni cation Infrastructure (FCl) and constitute one of the main
conponents of the nultilink concept within the FC

Bot h technol ogi es, LDACS and satellite systens, have their specific
benefits and technical capabilities which conpl ement each other.
Especially, satellite systens are well-suited for |arge coverage
areas with |l ess dense air traffic, e.g. oceanic regions. LDACS is
well -suited for dense air traffic areas, e.g. continental areas or
hot-spots around airports and termnal airspace. |In addition, both
technol ogi es offer conparable data |link capacity and, thus, are well-
suited for redundancy, nutual back-up, or |oad bal anci ng.

Technically the FCl multilink concept shall be realized by multi-
homed nobile I Pv6 networks in the aircraft. The related protocol
stack is currently under devel opnent by | CAO and SESAR.

5.2.2. Air-to-Air Extension for LDACS

A potential extension of the multi-link concept is its extension to
ad- hoc networks between aircraft.
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Direct Air-to-Air (A2A) conmmuni cati on between aircrafts in terns of
ad-hoc data networks is currently considered a research topic since
there is no i medi ate operational need for it, although several
possi bl e use cases are discussed (digital voice, wake vortex
war ni ngs, and trajectory negotiation) [BEL2019]. It should also be
noted that currently depl oyed anal og VHF voi ce radi os support direct
voi ce conmuni cation between aircraft, making a simlar use case for
digital voice plausible.

LDACS direct A2A is currently not part of standardization.
5.2.3. Flight CGuidance

The FCl (and therefore LDACS) shall be used to host flight guidance.
This is realized using three applications:

1. Context Managenent (CM: The CM application shall nmanage the
automatic | ogical connection to the ATC center currently
responsible to guide the aircraft. Currently this is done by the
air crew manual |y changi ng VHF voi ce frequencies according to the
progress of the flight. The CM application automatically sets up
equi val ent sessi ons.

2. Controller Pilot Data Link Comrunication (CPDLC): The CPDLC
application provides the air crewwth the ability to exchange
data nessages simlar to text nessages with the currently
responsi bl e ATC center. The CPDLC application shall take over
nost of the commrunication currently perforned over VHF voi ce and
enabl e new services that do not |end thensel ves to voice
comuni cation (e.qg., trajectory negotiation).

3. Automatic Dependent Surveillance - Contract (ADS-C): ADS-C
reports the position of the aircraft to the currently active ATC
center. Reporting is bound to "contracts", i.e. pre-defined
events related to the progress of the flight (i.e. the
trajectory). ADS-C and CPDLC are the primary applications used to
inplement in-flight trajectory nmanagenent.

CM CPDLC, and ADS-C are avail able on | egacy datalinks, but not
wi dely deployed and with limted functionality.
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Furt her ATC applications may be ported to use the FCI or LDACS as
well. A notable application is GBAS for secure, automated |andi ngs:
The d obal Navigation Satellite System (GNSS) based G ound Based
Augnent ation System (GBAS) is used to inprove the accuracy of GNSS to
al | ow GNSS based instrunent |andings. This is realized by sending
GNSS correction data (e.g., conpensating ionospheric errors in the
GNSS signal) to the airborne GNSS receiver via a separate data |ink.
Currently the VDB data link is used. VDB is a narrow band singl e-
pur pose datalink w thout advanced security only used to transmt GBAS
correction data. This nakes VDB a natural candidate for replacenent
by LDACS.

5.2. 4. Busi ness Communi cati on of Airlines

In addition to air traffic services AOC services shall be transmtted
over LDACS. AQCC is a generic termreferring to the business

communi cation of airlines. Regulatory this is considered related to
the safety and regularity of flight and may therefore be transmtted
over LDACS.

AOC conmmuni cation is considered the main business case for LDACS
comuni cation service providers since nodern aircraft generate
significant anmounts of data (e.g., engine maintenance data).

5.2.5. LDACS Navigation

Beyond communi cation radi o signals can al ways al so be used for
navi gation. LDACS takes this into account.

For future aeronautical navigation, |CAO recomends the further

devel opnment of G obal Navigation Satellite System (G\NSS) based
technol ogi es as primary neans for navigation. However, the drawback
of GNSS is its inherent single point of failure - the satellite. Due
to the |l arge separati on between navigational satellites and aircraft,
the received power of GNSS signals on the ground is very low. As a
result, GNSS disruptions m ght occasionally occur due to

uni ntentional interference, or intentional jamm ng. Yet the

navi gati on services nust be available with sufficient performance for
all phases of flight. Therefore, during GNSS outages, or bl ockages,
an alternative solution is needed. This is cormmonly referred to as
Al ternative Positioning, Navigation, and Tim ng (APNT).

One of such APNT solution consists of integrating the navigation
functionality into LDACS. The ground infrastructure for APNT is
depl oyed t hrough the inplenmentation of LDACS ground stations and the
navi gation capability conmes "for free"
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LDACS navi gati on has al ready been denonstrated in practice in a
flight measurenment canpaign [ SCH20191].

6. Requirenments to LDACS

The requirenents to LDACS are nostly defined by its application area:
Conmuni cation related to safety and regularity of flight.

A particularity of the current aeronautical conmunication |andscape
is that it is heavily regulated. Aeronautical data links (for
applications related to safety and regularity of flight) may only use
spectrumlicensed to aviation and data |inks endorsed by | CAO

Nation states can change this locally, however, due to the gl obal
scale of the air transportati on system adherence to these practices
is to be expected.

Aeronautical data links for the Aeronautical Tel ecomrunication
Network (ATN) are therefore expected to remain in service for
decades. The VDLM2 data |link currently used for digital terrestrial
i nt er networ ki ng was devel oped in the 1990es (the use of the CSI

i nternetwork stack indicates that as well). VDLM2 is expected to be
used at |east for several decades. |In this respect aeronauti cal
communi cation (for applications related to safety and regularity of
flight) is nore conparable to industrial applications than to the
open I nternet.

Internetwork technology is already installed in current aircraft.
Current ATS applications use either the Aircraft Conmunications

Addr essi ng and Reporting System (ACARS) or the Open Systens

I nterconnection (OSI) stack. The objective of the devel opnent effort
LDACS is part of (FCl) is to replace |egacy (OSI) and proprietary
(ACARS) internetwork technologies with industry standard IP

technology. It is anticipated that the use of Commercial Of-The-
Shel f (COTS) | P technol ogy nostly applies to the ground network. The
avionics networks on the aircraft will likely be heavily nodified or

proprietary.

ACC applications currently nostly use the sane stack (although sone
applications, |ike the graphical weather service nay use the
commerci al passenger network). This creates capacity probl ens
(resulting in excessive anounts of tineouts) since the underlying
terrestrial data |inks (VDLML/2) do not provide sufficient bandw dth.
The use of non-aviation specific data links is considered a security
problem Ildeally the aeronautical IP internetwork and the Internet
shoul d be conpletely separat ed.
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The objective of LDACS is to provide a next generation terrestri al
data |ink designed to support |IP and provide nuch higher bandwi dth to
avoid the currently experienced operational problens.

The requirenent for LDACS is therefore to provide a terrestrial high-
t hroughput data link for IP internetworking in the aircraft.

In order to fulfil the above requirenent LDACS needs to be
interoperable with IP (and | P-based services e.g. VolP) at the

gat eway connecting the LDACS network to other aeronautical ground
networks (the totality of them being the ATN). On the avionics side
in the aircraft aviation specific solutions are to be expected.

In addition to the functional requirenents LDACS and its I P stack
need to fulfil the requirenments defined in RTCA DO 350A/ EUROCAE ED-
228A [ DOB50A]. This docunent defines continuity, availability, and
integrity requirenents at different scopes for each air traffic
managenent application (CPDLC, CM and ADS-C). The scope nost
relevant to I P over LDACS is the CSP (Conmunication Service Provider)
scope.

Continuity, availability, and integrity requirenents are defined in
[ DOB50A] volune 1 Table 5-14, and Table 6-13. Appendix A presents
the required i nformation.

In a simlar vein, requirenents to fault nmanagenent are defined in
t he sane tables.

7. Characteristics of LDACS

LDACS wi || becone one of several w reless access networks connecti ng
aircraft to the ATN i npl enented by the FCI and possi bly ACARS/ FANS
net wor ks [ FAN2019] .

The current LDACS design is focused on the specification of |ayer 2.

Achi eving stringent the continuity, availability, and integrity
requi renents defined in [ DOB50A] will require the specification of

| ayer 3 and above nechanisns (e.g. reliable crossover at the IP

| ayer). Fault managenment nechani sms are simlarly undefined. |nput
fromthe working group will be appreciated here.

7.1. LDACS Sub- Networ k
An LDACS sub-network contains an Access Router (AR), a G ound-Station

Controller (GSC), and several G ound-Stations (GS), each of them
provi di ng one LDACS radio cell.
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7.

User plane interconnection to the ATNis facilitated by the Access
Router (AR) peering with an Air-to-Gound Router (A2G Router)
connected to the ATN. It is up to inplenenter’s choice to keep
Access Router and Air-Gound Router functions separated, or to nerge
t hem

The internal control plane of an LDACS sub-network is managed by the
GSC. An LDACS sub-network is illustrated in Figure 1

W rel ess user
link pl ane
A G------------ Access---A2G ----ATN
S S Rout er Rout er
cont rol o
pl ane |
: |
GSC.. .. |
: I
: I
GS----mmmme e +

Figure 1. LDACS sub-network with two GSs and one AS

2. Topol ogy

LDACS operating in A2G node is a cellular point-to-nultipoint system
The A2G node assunes a star-topology in each cell where Aircraft
Stations (AS) belonging to aircraft within a certain volunme of space
(the LDACS cell) is connected to the controlling GS. The LDACS GS is
a centralized instance that controls LDACS A2G conmuni cati ons within
its cell. The LDACS GS can sinmultaneously support nultiple bi-

di rectional conmunications to the ASs under its control. LDACS
ground stations thenselves are connected to a GSC controlling the
LDACS sub- net wor k.

Prior to utilizing the systeman AS has to register with the
controlling GS to establish dedicated | ogical channels for user and
control data. Control channels have statically allocated resources,
whi | e user channel s have dynam cally assigned resources according to
the current demand. Logical channels exist only between the GS and
t he AS.
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7.

7.

7.

8.

The LDACS wireless link protocol stack defines two |ayers, the
physi cal |ayer and the data |ink |ayer.

3. LDACS Physi cal Layer

The physical |ayer provides the neans to transfer data over the radio
channel . The LDACS GS supports bi-directional links to nmultiple
aircraft under its control. The forward |link direction (FL; &QA) and
the reverse link direction (RL; A2G are separated by frequency

di vi sion duplex. Forward link and reverse |link use a 500 kHz channel
each. The ground-station transmts a continuous stream of Othogonal
Frequency-Di vision Multiplexing (OFDM synbols on the forward |ink.
In the reverse link different aircraft are separated in tinme and
frequency using a conbination of Othogonal Frequency-Di vision

Mul ti pl e-Access (OFDMA) and Tinme-Division Miltiple-Access (TDWVA).
Aircraft thus transmt discontinuously on the reverse link with radio
bursts sent in precisely defined transm ssion opportunities allocated
by the ground-station.

4. LDACS Data Link Layer
The data-link [ayer provides the necessary protocols to facilitate

concurrent and reliable data transfer for nmultiple users. The LDACS
data link layer is organized in two sub-layers: The nedi um access

sub-layer and the logical link control sub-layer. The medi um access
sub-| ayer manages the organi zati on of transm ssion opportunities in
slots of time and frequency. The logical link control sub-Iayer

provi des acknow edged poi nt-to-point |ogical channels between the
aircraft and the ground-station using an automatic repeat request
protocol. LDACS supports al so unacknowl edged poi nt-to-point channels
and G2A broadcast.

5. LDACS Mobility

LDACS supports | ayer 2 handovers to different LDACS channels.
Handovers may be initiated by the aircraft (break-before-nake) or by
the GS (nmake-before-break). Make-before-break handovers are only
supported for ground-stations connected to the sane GSC.

Ext ernal handovers bet ween non-connect ed LDACS sub- net wor ks or
different aeronautical data |inks shall be handled by the FC nmulti-
i nk concept.

Reliability and Availability
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8.1. Layer 2

LDACS has been designed with applications related to the safety and
regularity of flight in mnd. It has therefore been designed as a
determnistic wireless data |link (as far as this is possible).

Based on channel neasurenents of the L-band channel [SCHN2016] and
respecting the specific nature of the area of application, LDACS was
designed fromthe PHY | ayer up with robustness in m nd.

In order to nmaximze the capacity per channel and to optimally use

t he avail abl e spectrum LDACS was designed as an OFDM based FDD
system supporting sinultaneous transm ssions in Forward Link (FL
&A) and Reverse Link (RL; A2G. The |egacy systens al ready depl oyed
in the L-band limt the bandw dth of both channels to approxi mately
500 kHz.

The LDACS physical | ayer design includes propagation guard tines
sufficient for the operation at a maxi num di stance of 200 nauti cal
mles fromthe GS. In actual deploynent, LDACS can be configured for
any range up to this maxi mum range.

The LDACS FL physical layer is a continuous OFDM transm ssion. LDACS
RL transm ssion is based on OFDVA- TDVA bursts, wth silence between
such bursts. The RL resources (i.e. bursts) are assigned to

di fferent users (ASs) on demand by the ground station (GS).

The LDACS physical | ayer supports adaptive coding and nodul ati on for
user data. Control data is always encoded with the nost robust
codi ng and nodul ati on (QPSK coding rate 1/2).

LDACS nedi um access on top of the physical |ayer uses a static frane
structure to support determnistic tinmer nmanagenent. As shown in
figure 3 and 4, LDACS fram ng structure is based on Super-Franes (SF)
of 240ns duration corresponding to 2000 OFDM synbols. FL and RL
boundaries are aligned in time (fromthe GS perspective) allow ng for
determ ni stic sending wi ndows for KEEP ALI VE nessages and control and
data channels in general.

LDACS nedi um access is always under the control of the GS of a radio
cell. Any nedium access for the transm ssion of user data has to be
requested with a resource request nessage stating the requested
amount of resources and class of service. The GS perfornms resource
schedul ing on the basis of these requests and grants resources wth
resource allocation nessages. Resource request and allocation
nessages are exchanged over dedi cated contention-free control
channel s.
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The purpose of QoS in LDACS nmedi um access is to provide prioritized
medi um access at the bottleneck (the wireless link). The signaling
of higher |layer QoS requirenents to LDACS is yet to be defined. A
Di ffServ-based solution with a small nunber of priorities is to be
expect ed.

LDACS has two nmechani sns to request resources fromthe scheduler in
t he GS.

Resources can either be requested "on demand” with a given priority.
On the forward link, this is done locally in the GS, on the reverse
link a dedicated contention-free control channel is used called

Dedi cated Control Channel (DCCH;, roughly 83 bit every 60 nms). A
resource allocation is always announced in the control channel of the
forward |ink (Common Control Channel (CCCH); variably sized). Due to
t he spacing of the reverse Iink control channels every 60 ns, a
medi um access delay in the sane order of magnitude is to be expected.

Resources can al so be requested "permanently". The pernmanent
resource request mechani sm supports requesting recurring resources in
given tinme intervals. A permanent resource request has to be
cancel ed by the user (or by the ground-station, which is always in
control).

User data transm ssions over LDACS are therefore always schedul ed by
the GS, while control data uses statically (i.e. at cell entry)

al l ocated recurring resources (DCCH and CCCH). The current

speci fication specifies no scheduling algorithm Scheduling of
reverse link resources is done in physical Protocol Data Units (PDU)
of 112 bit (or larger if nore aggressive coding and nodul ation is
used). Scheduling on the forward link is done Byte- w se since the
forward link is transmtted continuously by the GS.

In addition to having full control over resource scheduling, the GS
can send forced Handover (HO commands for off-1loading or RF channel
managenent, e.g. when the signal quality declines and a nore suitable
GSis in the AS reach. Wth robust resource managenent of the
capacities of the radio channel, reliability and robustness neasures
are therefore also anchored in the LDACS managenent entity.

In addition, to radio resource managenent, the LDACS control channels
are al so used to send keep-alive nessages, when they are not
otherwi se used. Since the fram ng of the control channels is

determ nistic, mssing keep-alive nessages can thus be inmediately
detected. This information is nmade available to the multi-link
protocols for fault nanagenent.
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The protocol used to conmmunicate faults is not defined in the LDACS
specification. It is assunmed that vendors woul d use industry
standard protocols |ike the Sinple Network Managenment Protocol or the
Net wor k Configuration Protocol where security permts.

The LDACS data link |layer protocol running on top of the nedium
access sub-layer uses ARQto provide reliable data transm ssion on
| ayer 2.

It enpl oys selective repeat ARQ with transparent fragnentation and
reassenbly to the resource allocation size to achieve |ow | atency and
a |l ow overhead without losing reliability. It ensures correct order
of packet delivery wi thout duplicates. 1In case of transm ssion
errors it identifies lost fragnments with determnistic tinmers synced
to the medi um access frane structure and initiates retransm ssion.
Additionally, the priority mechani sm of LDACS ensures the tinely
delivery of nessages wth high inportance.

8.2. Beyond Layer 2

LDACS avail ability can be increased by appropriately deployi ng LDACS
infrastructure: This means proliferating the nunber of terrestrial
base stations. However, the scarcity of aeronautical spectrumfor
data link comunication (in the case of LDACS: tens of MHz in the

L- band) and the long range (in the case of LDACS.: up to 400 km nake
this quite hard. The deploynent of a |arger nunber of small cells is
certainly possible, suffers, however, also fromthe scarcity of
spectrum An additional constraint to take into account, is that

Di stance Measuring Equi pnent (DME) is the primary user of the
aeronautical L-band. That is, any LDACS depl oynent has to take DVE
frequency planning into account, too.

The aeronautical conmunity has therefore decided not to rely on a
si ngl e communi cation systemor frequency band. It is envisioned to
have nmul tiple i ndependent data |ink technologies in the aircraft
(e.g. terrestrial and SatCon) in addition to | egacy VHF voi ce.

However, as of now no reliability and availability mechani sns that
could utilize the multi-link have been specified on Layer 3 and
above.

Bel ow Layer 2 aeronautics usually relies on hardware redundancy. To
protect availability of the LDACS link, an aircraft equipped wth
LDACS wi Il have access to two L-band antennae with triple redundant
radio systens as required for any safety rel evant system by | CAQ
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9. Prot ocol Stack

The protocol stack of LDACS is inplenented in the AS, GS, and GSC. It
consi sts of the Physical Layer (PHY) with five najor functional

bl ocks above it. Four are placed in the Data Link Layer (DLL) of the
AS and GS: (1) Medium Access Layer (MAC), (2) Voice Interface (VlI),
(3) Data Link Service (DLS), (4) LDACS Managenent Entity (LME). The
| ast entity resides within the Sub-Network Layer: Sub-Network
Protocol (SNP). The LDACS network is externally connected to voice
units, radio control units, and the ATN Network Layer.

Figure 2 shows the protocol stack of LDACS as inplenented in the AS
and GS.

| Pv6 Net wor kK Layer
|
|
N + -+
| SNP [ --] | Sub- Net wor k
| | |  Layer
Fomm e e e e, + |
| | LME|
o e e e oo + | |
| DLS | ] | Logi cal Link
| [ | Control Layer
o e e e e e oo + +----+
| |
DCH DCCH CCCH
| RACH BCCH
| |
o e e e e e e e e e e o - +
| MAC | Medi um Access
| | Layer
Y +
|
oo e e +
PHY | Physi cal Layer
o +
|
|
((*)) _
FL/ RL radi o channel s

separated by FDD
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Fi gure 2: LDACS protocol stack in AS and GS
9.1. Medium Access Control (MAC) Entity Services

The MAC tinme fram ng service provides the frane structure necessary
to realize slot-based Tinme Division Multiplex (TDM access on the
physical link. It provides the functions for the synchronization of
the MAC fram ng structure and the PHY Layer framng. The MAC tine
fram ng provides a dedicated time slot for each | ogical channel.

The MAC Sub-Layer offers access to the physical channel to its
service users. Channel access is provided through transparent

| ogi cal channels. The MAC Sub-Layer maps | ogical channels onto the
appropriate slots and nmanages the access to these channels. Logi cal
channel s are used as interface between the MAC and LLC Sub- Layers.

The LDACS fram ng structure for FL and RL is based on Super - Franes
(SF) of 240 nms duration. Each SF corresponds to 2000 OFDM synbol s.
The FL and RL SF boundaries are aligned in tinme (fromthe view of the
GS) .

In the FL, an SF contains a Broadcast Frame of duration 6.72 ns (56
OFDM synbol s) for the Broadcast Control Channel (BCCH), and four
Mul ti-Frames (MF), each of duration 58.32 ns (486 OFDM synbol s).

In the RL, each SF starts with a Random Access (RA) slot of |ength
6.72 nms with two opportunities for sending reverse |ink random access
frames for the Random Access Channel (RACH), followed by four Ms.
These MFs have the sane fixed duration of 58.32 ns as in the FL, but
a different internal structure

Figure 3 and Figure 4 illustrates the LDACS frane structure.
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Figure 3: LDACS super-frame structure
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Figure 4. LDACS multi-frame (M) structure
9.2. Data Link Service (DLS) Entity Services

The DLS provi des acknow edged and unacknow edged (i ncl udi ng br oadcast
and packet node voice) bi-directional exchange of user data. |If user
data is transmtted using the acknow edged data |ink service, the
sending DLS entity will wait for an acknow edgenent fromthe
receiver. |If no acknow edgenent is received within a specified tine
frame, the sender may automatically try to retransmt its data.
However, after a certain nunber of failed retries, the sender wll
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9.

9.

9.

suspend further retransm ssion attenpts and informits client of the
failure.

The data link service uses the |ogical channels provided by the MAC

1. A ground-stations announces its existence and access paraneters
in the Broadcast Channel (BC).

2. The Random Access Channel (RA) enables AS to request access to an
LDACS cel | .

3. In the Forward Link (FL) the Common Control Channel (CCCH) is
used by the GS to grant access to data channel resources.

4. The reverse direction is covered by the Reverse Link (RL), where
aircraft-stations need to request resources before sending. This
happens vi a the Dedi cated Conmon Control Channel (DCCH).

5. User data itself is comunicated in the Data Channel (DCH) on the
FL and RL.

3. Voice Interface (VI) Services

The VI provides support for virtual voice circuits. Voice circuits
may either be set-up permanently by the GS (e.g., to enulate voice
party line) or may be created on demand. The creation and sel ection
of voice circuits is perfornmed in the LME. The VI provides only the
transm ssi on services.

4. LDACS Managenent Entity (LME) Services

The nobility managenent service in the LME provides support for
registration and de-registration (cell entry and cell exit), scanning
RF channel s of nei ghboring cells and handover between cells. In
addition, it manages the addressing of aircraft/ ASs within cells.

It is controlled by the network managenent service in the GSC

The resource managenent service provides |ink maintenance (power,
frequency and tinme adjustnents), support for adaptive coding and
nmodul ation (ACM, and resource all ocati on.

5.  Sub-Network Protocol (SNP) Services

The data link service provides functions required for the transfer of
user plane data and control plane data over the LDACS sub-networKk.

The security service provides functions for secure communi cation over
t he LDACS sub-network. Note that the SNP security service applies
crypt ographi ¢ neasures as configured by the ground station
controller.
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10.

Security Consi derations
1. Reasons for Wreless Digital Aeronautical Conmunications

Aviation will require secure exchanges of data and voi ce nessages for
managi ng the air-traffic flow safely through the airspaces all over
the world. Historically Comuni cation Navigation Surveillance (CNS)
wi rel ess communi cations technol ogy enmerged frommlitary and a threat
| andscape where inferior technological and financial capabilities of
adversaries were assuned [ STR2016]. The main comuni cati on net hod
for ATC today is still an open anal ogue voi ce broadcast within the
aeronautical VHF band. Currently, the information security is purely
procedural based by using well-trained personnel and proven

comuni cations procedures. This comunication nethod has been in
service since 1948. However since the enmergence of civil
aeronautical CNS application and today, the world has changed. First
of all civil applications have significant | ower spectrum avail abl e
than mlitary applications. This neans several mlitary defense
mechani snms such as frequency hopping or pilot synmbol scranbling and

t hus a defense-in-depth approach starting at the physical layer is

i npossible for civil systenms. Wth the rise of cheap Software

Defi ned Radi os (SDR), the previously existing financial barrier is

al nost gone and open source projects such as GNU radi o [ GNU2012]
all ow the new type of unsophisticated |isteners and possible
attackers. Furthernore nost CNS technol ogy developed in ICAO relies
on open standards, thus syntax and semantics of w reless digital
aeronautical comunicati ons can be common know edge for attackers.
Finally with increased digitization and automation of civil aviation
the human as control instance is being taken gradually out of the

| oop. Autononpus transport drones or single piloted aircraft
denonstrate this trend. However w thout profound cybersecurity
nmeasures such as authenticity and integrity checks of nmessages in-
transit on the wireless link or nutual entity authentication, this

| ack of a control instance can prove disastrous. Thus future digital
comruni cations waveforns will need additional enbedded security
features to fulfill nodern information security requirenents |ike

aut hentication and integrity. However, these security features
require sufficient bandwi dth which is beyond the capabilities of a
VHF narrowband conmuni cati ons system For voice and data

comuni cations, sufficient data throughput capability is needed to
support the security functions while not degradi ng perfornmance.

LDACS is a data link technology with sufficient bandwidth to

i ncorporate security wi thout |osing too nuch user throughput.

As digitalization progresses even further with LDACS and aut onat ed
procedures such as 4D Trajectories allow ng sem -autonated en-route
flying of aircraft, LDACS requires stronger cybersecurity neasures.
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2. Requirenents for LDACS

Overall there are several business goals for cybersecurity to protect
in future comruni cation infrastructure in civil aviation:

1. Safety: The systemnust sufficiently mtigate attacks, which
contribute to safety hazards.

2. Flight regularity: The systemnust sufficiently mtigate attacks,
whi ch contribute to delays, diversions, or cancellations of
flights.

3. Protection of business interests: The system nust sufficiently
mtigate attacks which result in financial |oss, reputation
damage, disclosure of sensitive proprietary information, or
di scl osure of personal information.

To further anal yze assets and derive threats and thus protection
scenari os several Threat-and R sk Anal ysis were perfornmed for LDACS
[ MAE20181] , [MAE20191]. These results allowed deriving security
scope and objectives fromthe requirenents and the conducted Threat -
and Ri sk Anal ysi s.

3. Security Qojectives for LDACS

Security considerations for LDACS are defined by the official |ICAO
SARPS [ | CA2018] :

1. LDACS shall provide a capability to protect the availability and
continuity of the system

2. LDACS shall provide a capability including cryptographic
mechani snms to protect the integrity of nmessages in transit.

3. LDACS shall provide a capability to ensure the authenticity of
nmessages in transit.

4. LDACS shoul d provide a capability for nonrepudiation of origin
for messages in transit.

5. LDACS should provide a capability to protect the confidentiality
of nessages in transit.

6. LDACS shall provide an authentication capability.

7. LDACS shall provide a capability to authorize the permtted
actions of users of the systemand to deny actions that are not
explicitly authorized.

8. If LDACS provides interfaces to nultiple domains, LDACS shal
provi de capability to prevent the propagation of intrusions within
LDACS domai ns and towards external domains.
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4. Security Functions for LDACS

These obj ectives were used to derive several security functions for
LDACS required to be integrated in the LDACS cybersecurity
architecture: (1) ldentification, (2) Authentication, (3)

Aut hori zation, (4) Confidentiality, (5 SystemlIntegrity, (6) Data
Integrity, (7) Robustness, (8) Reliability, (9) Availability, and
(10) Key and Trust Managenent. Several works investigated possible
nmeasures to inplenment these security functions [BIL2017], [MAE20181],
[ MAE20191]. Having identified security requirenents, objectives and
functions now we nust | ook at the scope of the applicability of these
functions.

5. Security Architectural Details for LDACS

Wth requirenments out of the way, we want to have a | ook at the scope
of the LDACS security nodel. This includes |ooking at the entities,
identification, authentication and authorization of entities,
integrity, authenticity and confidentiality of data in-transit and
nor e.

5.1. Entities in LDACS Security Model

First of all the question is what entities do we have in a sinplified
LDACS architectural nodel: Network operators such as the Societe

I nternational e de Tel econmuni cati ons Aeronauti ques (SITA) [SIT2020]
and ARI NC [ ARI 2020] are providing access to the (1) Gound IPS
network via an (2) A2G LDACS Router. This router is attached to a

cl osed of f LDACS Access Network (3) which connects via further (4)
Access Routers to the different (5) LDACS Cell Ranges, each
controlled by a (6) Gound Station Controller (GSC) and spanning a

| ocal LDACS Access Network connecting to the (7) G ound Stations (GS)
that serve one LDACS cell. Via the (8) A2G wirel ess LDACS data |ink
(9) Airborne Stations (AS) the aircraft is connected to the ground
network and via the (10) airborne voice interface and (11) airborne
network interface, airborne data can be sent via the AS back to the
GS and the forwarded back via GSC, LDACS | ocal access network, access
routers, LDACS access network, A2G LDACS router to the ground IPS

net wor k.

5.2. Matter of LDACS Entity ldentification

Each entity described in the sections above nust be uniquely
identified within the LDACS network thus we need LDACS specific
identities for (1) the Aircraft Station (AS), (2) Gound Station
(GS), (3) Gound Station Controller (GSC) and (4) Network Operator
(NO). The aircraft itself can be identified using the | CAO uni que
address of an aircraft, the call sign of that aircraft or the
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recently founded Privacy | CAO Address (Pl A) program [ FAA2020]. It is
concei vable that the LDACS AS will use a conbination of aircraft
identification, radio conponent identification such as MAC addresses
and even operator features identification to create a uni que AS LDACS
identification tag. Simlar to a 4G s eNodeB Serving Network (SN)
Identification tag, a GS could be identified using a simlar field.
And again simlar to 4Gs Mbility Managenent Entities (MVE), a GSC
could be identified using simlar identification fields within the
LDACS network. The identification of the network operator is again
simlar to 4G (e.g., E-Plus, AT&T, TELUS, ...), in the way that the
aeronautical network operators are listed (e.g., AR NC [ ARl 2020] and
SI TA [ SI T2020]) .

5.3. Matter of LDACS Entity Authentication and Key Negoti ation

In order to anchor Trust within the systemall LDACS entities
connected to the ground I PS network shall be rooted in an LDACS

speci fic chain-of-trust and PKI solution, quite simlar to Aer oMACS
approach [ CRO2016]. These X 509 certificates [ RFC5280] residing at
the entities and incorporated in the LDACS PKI proof the ownership of
their respective public key, include information about the identity
of the owner and the digital signature of the entity that has
verified the certificate’s content. First all ground infrastructures
must nutual ly authenticate to each other, negotiate and derive keys
and thus secure all ground connections. How this process is handl ed
in detail is still an ongoing discussion. However, established

nmet hods to secure user plane by | PSec [ RFC4301] and | KEv2 [ RFC7296]
or the application layer via TLS 1.3 [RFC8446] are conceivable. The
LDACS PKI with their chain-of-trust approach, digital certificates
and public entity keys lay the groundwork for this step. In a second
step the aircraft with the LDACS radi o (AS) approaches an LDACS cel
and perfornms a cell entry with the correspondi ng groundstation (GS)
Simlar to the LTE cell attachnent process [TS33.401], where

aut henti cati on happens after basic comuni cati on has been enabl ed
between AS and GS (step 5a in the UE attachnent process [TS33.401]),
the next step is nutual authentication and key exchange. Thus in
step three using the identity based Station-to-Station (STS) protocol
with Diffie-Hellman Key Exchange [ MAE2020], AS and GS establish

nmut ual trust by authenticating each other, exchangi ng key materi al
and finally both ending up with derived key material. A key
confirmation i s mandatory before the communi cation channel AS-GS can
be opened for user-data comuni cati ons.

Maeurer, et al. Expires 23 April 2021 [ Page 26]



| nt er net - Draf t LDACS Cct ober 2020

10.5.4. WMatter of LDACS Message-in-transit Confidentiality, Integrity

10.

11.

12.

13.

and Authenticity

The subsequent key material fromthe previous step can then be used
to protect LDACS Layer 2 communications via applying encryption and
integrity protection neasures on the SNP | ayer of the LDACS protocol
stack. As LDACS transports AOC and ATS data, the integrity of that
data is nost inportant, while confidentiality only needs to be
applied to ACC data to protect business interests [ICA2018]. This
possibility of providing |low | ayered confidentiality and integrity
protection ensures a secure delivery of user data over the air gap.
Furthernore it ensures integrity protection of LDACS control data.

6. Security Architecture for LDACS

Summi ng up all previous paragraphs, a draft of the cybersecurity
architecture of LDACS can be found in [ICA2018], [ MAE20182] and
updates in [ MAE20191], [ MAE20192], [MAE2020]. It proposes the use of
an own LDACS PKI, identity managenent based on aircraft identities
and network operator identities (e.g., SITA and ARINC), public key
certificates incorporated in the PKI based chai n-of-trust and stored
inthe entities allowing for nutual authentication and key exchange
procedures, key derivation nechanisns for perfect forward secrecy and
user/control plane nmessage-in-transit integrity and confidentiality
protection. This secures data traveling over the airgap between
aircraft and groundstation and al so between groundstation and Air
Navi gation Service Provider regardl ess of the secure or unsecure
nature of application data. O course application data itself nust
be additionally secured to achieve end-to-end security (secure

di al ogue service), however the LDACS datalinks ains to provide an
addi tional |ayer of protection just for this network segnent.

Privacy Consi derations

LDACS provides a Quality of Service (QS), and the generic
consi derations for such nmechani sns apply.

| ANA Consi derati ons
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Appendi x A.  Selected Information from DO 350A

Thi s appendi x includes the continuity, availability, and integrity
requirenents interesting for LDACS defined in [ DOB50A].

The following terns are used here:

CPDLC Controller Pilot Data Link Conmunication
DT Nomi nal Tinme value for RSP

ET Operational Tinme value for RCP

FH Flight Hour

MA Monitoring and Alerting criteria

Or Qperational Tinme value for RSP

RCP Required Comruni cati on Performance

RSP Required Surveillance Performance

TT Nom nal Tine value for RCP

Maeurer, et al. Expires 23 April 2021 [ Page 31]



| nt er net - Draf t LDACS Cct ober 2020

S U O - +
| | ECP 130 |
Fomm e e e oo oo S S +
| Paraneter | ET | TT95% |
. e e +
| Transaction | 130 | 67 |
| Time (sec) | | |
N S e S e +
| Continuity | 0.999 | 0.95 |
Fomm e e e oo oo S R S R +
| Availability | 0.989 |
- I +
| Integrity | 1E-5 per FH |
e e +

Figure 5: CPDLC Requirenents for ECP

N s N +
| | RCP 240 | RCP 400 |
Fomm e e e oo oo Fommmm oo oo Fomm e S R S R +
| Paraneter | ET | TT95% | ET | TT95% |
- - Ry e e +
| Transaction | 240 | 210 | 400 | 350 |
| Time (sec) | | | | |
Fomm e e e oo oo Fomm e m oo oo Fomm e S S +
| Continuity | 0.999 | 0.95 | 0.999 | 0.95 |
. Fommmmmaaa SRy e e +
| Availability | 0.989 (safety) | 0.989 |
| | 0.9899 (efficiency)| |
S e e +
| Integrity | 1E-5 per FH | 1E-5 per FH |
Fomm e e e oo oo o e e e e e e e oaoa o s S +

Figure 6: CPDLC Requirenents for RCP
RCP Monitoring and Alerting Criteria in case of CPDLC

- MA-1: The system shall be capable of detecting failures and
configuration changes that woul d cause the communi cation service
no | onger neet the RCP specification for the intended use.

- MA-2: Wen the conmmuni cation service can no | onger neet the RCP
specification for the intended function, the flight crew and/or
the controller shall take appropriate action.
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S S e S +
| | RSP 160 | RSP 180 | RSP 400 |
R +o e e - - +o e e - - R S +- e e - - +- e e - - +
| Parameter | OT | DT95% | Or | DT95% | Or | DT95% |
S oo oo N Fommm - S S +
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S oo oo N Fommm - S S +
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S S Fom oo S +
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Fom e e o o e e e - o e e e e e e e e o - o e e o +

Figure 7: ADS-C Requirenents
RCP Monitoring and Alerting Criteri a:

- MA-1: The system shall be capable of detecting failures and
configuration changes that woul d cause the ADS-C service no | onger
nmeet the RSP specification for the intended function.

- MA-2: Wen the ADS-C service can no |onger neet the RSP
specification for the intended function, the flight crew and/or
the controller shall take appropriate action.
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