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Abstract

We perform a comparison between an innovation and a residual based integrity monitoring in Extended Kalman
Filters for the GNSS/INS hybridization. In this paper, we restrict the study to the detection of abrupt snapshot
faults in order to get an intuitive insight. We study the differences in the distribution of the test statistics and the
computation of the thresholds. We derive and compare the minimum detectable bias and we provide expressions for
the protection levels for both approaches in the single fault situation. We compare them with the classical residual
based GNSS RAIM algorithm. Additionally, we perform a sensitivity analysis of the integrity relevant parameters to
the inertial sensor quality.

1



1 INTRODUCTION

Nowadays, there is an increase of applications requiring reliable navigation information, from civil aviation where the
safety issue is clear, to other means of transport like trains or cars. For applications that are close to the ground, like
small Unmanned Aerial Vehicles (UAVs) or cars, stand-alone GNSS cannot be considered as the unique navigation
sensor due to satellite line-of-sight visibility problems, physical effects like multipath or other radio frequency threats.
That is why the combination of Global Navigation Satellite Systems (GNSS) and Inertial Navigation System (INS)
has become the baseline of many applications. One good example is its widespread usage for commercial quadcopters,
where low cost inertial sensors are not only useful in enhancing the continuity of the GNSS positioning but are also
necessary to estimate the attitude that is needed for the control and stabilization of the vehicle. Despite its broad use,
most of the systems that use low cost inertial sensors are not safety critical and their main focus is the position-velocity-
attitude accuracy that can be obtained from the GNSS/INS combination. Nevertheless, the reliability and safety of
these systems is becoming also a greater concern in the community and a critical and challenging aspect. For this
reason, there has been a growing interest in assessing the integrity of UAVs in general and of Kalman filter in particular
for navigation purpose. This can be observed by recent publications about safety and integrity of Kalman filters. Some
approaches have proposed the use of a solution separation approach by running multiple Kalman subfilters in parallel
to assess the fault detection and integrity monitoring for the GNSS/INS combination [1, 2]. The innovation sequence
of the Kalman filter has been traditionally used to build a test statistic [3] and used in different applications [4, 5]. A
good link to integrity requirements for the case of spoofing detection is provided in [6]. In [7], the authors have also
studied the use of the innovations for KF integrity monitoring for GNSS receivers. More recently, a formal analysis of
the residuals in a Kalman filter has been provided in [8]. However, to the best of our knowledge, the residuals have
not been used so far in the GNSS/INS integration.

In this work, we perform a comprehensive comparison between an innovation and a residual based integrity mon-
itoring in Extended Kalman Filters for the GNSS/INS hybridization. We focus our study to the detection of GNSS
bias faults. We study the differences in building suitable test statistics and the detection power in terms of minimum
detectable bias (MDB) and we also derive the protection levels for both approaches in the single fault situation. We
compare it with the classical residual based GNSS RAIM algorithm to give an idea of the enhancement with respect
to GNSS stand-alone. Additionally, we perform a sensitivity analysis of the integrity relevant parameters with respect
to the number of visible satellites and the quality of inertial sensors.

2 FAULT DETECTION

In this section we present the derivation of global test statistics from the innovation sequence and the residuals in a
Kalman filter.

2.1 Innovation-based test

The monitor test statistic qγ is built with the weighted norm of the current time k innovation vector γk:

qγ,k = γγγTk S−1
k γγγk, (1)

where the innovation vector is composed as the difference between the Kalman filter measurement zk and the prediction
x−
k projected into the measurement space by the measurement matrix Hk:

γγγk = zk −Hkx
−
k , (2)

and the matrix Sk is the covariance matrix associated with the innovation vector and obtained as:

Sk = HkP
−
k HT

k + Rk. (3)

where P−
k is the covariance of the Kalman filter prediction and Rk is the covariance of the measurements. In a

fault-free scenario, the test statistic qk follows a central chi-squared distribution with n degrees of freedom, where n
is the number of measurements at time k. A suitable threshold for this test can be computed by using the inverse
chi-square cumulative distribution given a desired probability of false alarm and the given degrees of freedom.
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2.2 KF Residual-based test

The Kalman filter residuals are computed as the difference between the measurements and the aposteriori estimation
x+
k as:

rk = zk −Hkx
+
k (4)

The desired test statistic is provided by:

qR,k = rTkR−1
k rk (5)

Notice that here we use the original measurement covariance matrix Rk (instead of the covariance of the residuals),
which is normally a diagonal matrix. In this way, the test preserves the linear dependency between the residuals and
it exploits it to increase the detectability of faults.

The test qR is by definition a quadratic form of normal random variables which can be expressed by a linear com-
bination of independent chi-square random variables [9] and therefore, it follows a generalized chi-square distribution.
As presented and proven in [8], it can be thus written as:

qR,k =

pB∑
i

α2
i y

2
i (6)

where pB is the number of singular values in the matrix B:

B = R
−1/2
k P

−1/2
r,k (7)

where Pr is the covariance of the residuals, which can be obtained from the measurement covariance and the prediction
covariance as:

Pr,k = (I−HkKk) Rk (I−HkKk)
T

+ Hk (I−KkHk) P−
k (I−KkHk)

T
HT
k . (8)

Being the SVD of B = UΣΣΣVT , αi is the ith non zero diagonal element in ΣΣΣ and yi follows the following normal
distribution:

yi ∼ N
(
α−1
i TT

i VTP
−1/2
r,k E[rk], 1

)
(9)

where Ti is used to extract the ith row of VT and E[rk] is the expectation of the residual vector. The residual’s
expected value is zero in the fault-free case and is therefore driven by the presence of faults in the measurements.
Unfortunately, in general there is no analytical way of expressing the pdf and cdf of qR but numerical approaches are
available in the literature and have been used therefore for this work [10].

3 MINIMUM DETECTABLE BIAS

3.1 Innovation-based MDB

The innovation based test statistic follows a central chi-squared distribution in the nominal case and a non central
chi-square distribution under the presence of measurement bias. In the faulty case, the innovation sequence can be
expressed as:

γγγk = (zk + fk)−Hkx
−
k , (10)

where fk is the fault profile. For a given probability of false alarm (Pfa), probability of miss detection (Pmd) and a
certain degrees of freedom, the corresponding chi-square distribution complies with a non-central parameter λ20, being
the minimum non-central parameter that we can detect for the given probabilities.

This non-central parameter can be reached due to the presence of bias in the measurements. Under the assumption
of one dimensional measurement bias, the bias in each measurement i that could cause the chi-square distribution to
reach the minimum non-central parameter is called Minimum Detectable Bias (MDBi). The non-central parameter
can be then further expressed as:

λ20 = (MDBi e)
T
i S−1 (ei MDBi) (11)

being ei a vector containing zeros in all measurement positions except for the ith element presenting the faulty
measurement which is set to one.

The minimum detectable bias for satellite i for the innovation test statistic can be finally obtained therefore as:

MDBi =
λ0√

eTi S−1ei
. (12)
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3.2 KF Residual-based MDB

As discussed earlier, there is no analytical solution for expressing the probability functions of the residual-based test
statistic and we cannot evaluate a non-central parameter of its generalized chi-square distribution. We have therefore
defined the Minimum Detectable Bias (MDB) in the more generalized way. The MDB for each measurement under
single fault assumption is defined as the one that makes the cumulative distribution of the generalized chi-square
distribution of the test statistic to satisfy the probability of missed detection given the threshold that satisfied the
probability of false alarm. Since, the threshold has been already computed numerically for the test evaluation, we can
also compute the MDB numerically based on it. A general way of determine the MDB would be by satisfying:

FqR,k
(TR,k) = Pr (qR,k ≤ TR,k) = Pmd (13)

Where FX(x) is the cdf of the generalized non-central chi-square that we use as test statistic. To evaluate the MDB
projected at each satellite i we consider for the linear search that the expected value of the residual is affected only
by the current snapshot fault profile in the fault scenario:

E[rk] = E[(zk + fi)−Hk

(
x− + Kk

(
(z + fi)−Hkx

−))] = (I−HkKk) fi (14)

with the assumption that the fault profile for each single fault hypothesis is:

fi = eiMDBi (15)

the test statistic under each hypothesis can be expressed therefore using Equation (6) and (9) as:

qR,k,i =

pB∑
j

α2
jN

(
α−1
j TjV

TP
−1/2
r,k (I−HkKk) eiMDBi, 1

)2
(16)

The parameters needed for computing the cdf function numerically are:

1. pB : The number of non zero singular values

2. αj : the pB weights or coefficients for the linear combination

3. and the non-central parameters

λ2i,j = µ2
i,j =

(
α−1
j TjV

TP
−1/2
r,k (I−HkKk) eiMDBi

)2
(17)

of the chi-squares to be weighted and summed.

Therefore, the determination of the MDBs can be expressed as the following minimization problem:

ˆMDBi = min
µµµi(MDBi)

∥∥∥Pmd − [Pr (qR,k (pB ,ααα,µµµi) ≤ TR,k)]
∥∥∥2 (18)

4 PROTECTION LEVELS

In general, we propose here to follow a slope-based approach to compute the protection levels from the Kalman filter
as follows:

HPL = Hslopemax

√
T (Pfa) +Kh

√
Pee + Pnn, (19)

V PL = V slopemax

√
T (Pfa) +Kv

√
Puu. (20)

where Pee, Pnn and Puu are the covariance diagonal elements corresponding to the east, north and up position. The
horizontal and vertical maximum slopes will depend on the design of the test statistics. Since in this work, the different
approaches under comparison utilize the same estimator (i.e., Kalman filter), the second summation term in Equation
(19) and (20) is the same for every approach. Therefore, it will be the first term related to the slope and threshold
that would make the difference because of the impact of the fault detection mechanism in the protection level. Under
non-nominal conditions, the presence of a fault projects both on the estimated error and the test statistic. The relation
between how much in each part affects is known as the slope. A bigger slope approaches us faster to the integrity risk
area. The protection levels are here computed by assuming the maximum (worst-case) slope for a single satellite fault
hypothesis. The rest of this section is devoted to the derivation of the slopes for each approach on this work.
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4.1 Innovation-based Slopes

If our fault detector test statistic follows a chi-square distribution, in general the slope can be expressed as [6]:

SLOPE =

√
E[εx+

K
]2

λ2
, (21)

For a certain fault vector f the slope can be further derived as:

slopeγ =

√
fTKT

k εεε
TεεεKkf

fTS−1
k f

, (22)

where ε selects the desired state from the full state vector, Kk is the current time Kalman gain and Sk is the covariance
associated with the current time innovation vector. For a single fault case, we can compute the horizontal and vertical
slopes for each of the satellites as:

V slopeγ,k,i =

√
fTi KT

k εεε
T
v εεεvKkfi

fTi S−1
k fi

. (23)

Being the vector fi a vector containing zeros except for the corresponding satellite position under evaluation. Equiva-
lently, for the horizontal slope we have:

Hslopeγ,k,i =

√
fTi KT

k εεε
T
nεεεnKkfi + fTi KT

k εεε
T
e εεεeKkfi

fTi S−1
k fi

(24)

4.2 KF Residual-based Slopes

Here, we are going to generalize the denominator of the slope in Equation (21) so that it can be used for a generalized
chi-square test statistic. This is done, since, theoretically we cannot compute a non-central parameter of the generalized
chi-square test. In general we can understand the impact of a fault in our test statistic by looking at the difference
between the expected value of the test in the faulty case qH1(i.e., H1 hypothesis) with respect to the expected value
in the nominal fault free case qH0 (i.e., H0 hypothesis):

den = E [qH1]− E [qH0] (25)

In case of a non central chi-square distribution, the expected value is composed of the sum between the degrees of
freedom dof and the noncentral parameter and therefore:

den = E [qH1]− E [qH0] =
(
dofH1 + λ2

)
− dofH0 = λ2 (26)

since the degrees of freedom are the same on both hypothesis. Notice that this is consistent with the denominator in
Equation (21).

For the KF residual case, the test can be expressed as a quadratic form of normal variables [8]:

qR,k = yTk Σ2
kyk (27)

where Σ was obtained from the singular value decomposition of B (Equation (7)) and the vector y was composed of
the yi normal distributions of Equation (9). The expectation of the test, being a quadratic form of random variables,
can be written as:

E [qR,k] = E
[
yTk Σ2

kyk
]

= tr
(
Σ2C

)
+µµµTk Σ2µµµk (28)

with C being the covariance of y, which is an identity matrix. The difference between the fault-free and faulty
hypothesis is just:

E [qR,H1]− E [qR,H0] = tr
(
Σ2C

)
+µµµTk Σ2µµµk − tr

(
Σ2C

)
= µµµTk Σ2µµµk (29)

The mean vector values are actually as in Equation (17) but considering a fault profile hypothesis fi since we are
analyzing the single snapshot fault case:

µk,i,j = α−1
j TT

j VTP
−1/2
r,k (I−HkKk) fi (30)
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And therefore, we can see that the denominator is just the noncentral contribution to the test in Equation (6). The
vertical and horizontal slopes for the KF residual approach can be finally expressed then as:

V slopeR,k,i =

√√√√√√
fTi KT

k εεε
T
v εεεvKkfi

pB∑
j

(
TT
j VTP

−1/2
r,k (I−HkKk) fi

)2 . (31)

HslopeR,k,i =

√√√√√√
fTi KT

k εεε
T
nεεεnKkfi + fTi KT

k εεε
T
e εεεeKkfi

pB∑
j

(
TT
j VTP

−1/2
r,k (I−HkKk) fi

)2 (32)

5 EVALUATIONS

5.1 Simulations set-up

We consider the tightly coupled integration between GNSS and Inertial Navigation System (INS) where we use an
Extended Kalman Filter (EKF) with the following 17 states:

x
EKF

=
(
δψψψ δv δp ba bg bclk

)T
(33)

where we denote the 3D attitude error δψψψ, velocity error δv and position error δp, along with 3D accelerometer biases
ba, gyroscope biases bg and user clock bias and drift bclk. The Kalman filter measurements are based on single
frequency GPS code measurements.

The evaluations performed in this work have been addressed by simulations using the in house multisensor simulator.
We have simulated both GNSS and IMU measurements for the given trajectory in Fig. 1a.

(a) Example trajectory generated with the simulator
(b) Evolution of number of visible satellites

Figure 1: Simulation Scenario

The pseudorange code measurements are simulated with σ = 5 meters at 1Hz. In Table 1, we summarized the
parameters of the tactical grade inertial sensor used in the simulation at 100Hz. The number of visible satellites

Table 1: IMU simulation parameters

Noise Bias Noise τ

Accelerometer 50µg/
√

Hz 160µg 3000s

Gyroscope 2◦/h/
√

Hz 0.5 ◦/h 10800s

during the simulation is depicted also in Figure 1b. Notice that the change in the number of satellites is mainly driven
by the roll and pitch maneuvers of the vehicle.
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5.2 Tests Evolution

The evolution of the test statistics is shown in Figure 2a. We include in the comparison the standalone GNSS Weighted

(a) Test statistics and test thresholds (b) Test thresholds

Figure 2: Evolution of test statistics and test thresholds

RAIM approach as defined in [11]. The distribution of the test in RAIM and innovation based follow a chi-square
distribution which is well defined at any time given the number of measurements. However, the distribution of the
residual-based KF test is a generalized chi square distribution which highly depends on the status of the prediction
of the Kalman filter. In Figure 2b, we zoom in the evolution of the thresholds of the test (i.e., the value for the one
we satisfy the probability of false alarm). As it can be seen, except for the KF residual-based test, all the thresholds
vary only depending on the number of visible satellites. Being the degrees of freedom in the innovation the number
of measurements nk and in the RAIM approach the difference between the number of measurements and number of
parameters nk−4. The KF residual generalized chi square will present an equivalent degrees of freedom in between the
two before since the prediction from the KF reduces the linear dependency between the measurement residuals. We
can see that the threshold therefore evolves not only depending on the number of visible satellites but also depending
on the prediction uncertainty. For instance, when the uncertainty is really high as at time 0, the prediction is not
providing much information and the estimation relies more on the satellite measurements and therefore the residuals
will present more linear dependency tending to an equivalent nk − 4 degrees of freedom.

5.3 Minimum Detectable Bias Evolution

We show the evolution of the minimum detectable bias in Figure 3 following the Equations (12) and (18). The
expression used for the MDB in the RAIM situation could be found for example in [5]. The MDB value corresponds to
the maximum MDB among the different satellite under the single fault hypothesis. Notice that choosing the minimum
MDB would provide a detection lower bound for each approach. By choosing the maximum MDB we provide the
worst-case bias among the different satellites that we cannot detect and therefore it is more relevant in terms of
integrity. This maximum MDB is the one that is used to bound the position error and therefore is directly linked to
the maximum slope of the protection level. We can see that after the period of convergence, the KF approaches present
higher detectability. We can also observe how the residual based test is able to detect smaller biases as compared to
the innovation based.
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Figure 3: Minimum Detectable Bias evolution

5.4 Protection Levels Comparison

In Figure 4, we can see the different slopes along with the thresholds for each of the approach for a given time epoch
(t=40s).

Figure 4: Vertical Slopes

Notice that the error in the y axis for each approach at the given threshold will correspond to the first term of the
protection level computation. A comparison of the different vertical protection levels obtained by the different methods
can be seen in Fig. 5. As expected, the Kalman filter based approaches provides a tighter protection levels as compared
to the standalone GNSS RAIM. The residual-based protection level is lower than the innovation-based during all the
simulation except for the initial convergence phase and the period with only 5 satellites in view. This must be further
investigated to determine if this is a normal effect or a consequence of numerical computation problems.
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Figure 5: Vertical Protection Level Evolution

5.5 Sensitivity to Inertial Grade

In this section, we want to analyze the impact of the inertial quality in the distribution of KF residual-based test
statistic, the detection capability and the protection levels.

In Table 2, we can see the simulated parameters for three inertial grades (i.e., navigation, tactical and MEMS).
Notice that we consider only the time-varying part of the bias in the simulations, that is why the accelerometer bias
noise is not so different between tactical and MEMS grade. The turn-on bias would be normally larger in MEMS
grade, but it is assumed here to be removed or precalibrated.

Table 2: IMU simulation parameters

Accelerometer Gyroscope

Noise [µg/
√

Hz] Bias Noise µg τ [s] Noise [◦/h/
√

Hz] Bias Noise [◦/h τ [s]
Navigation 15 20 3000 0.01 0.005 10000
Tactical 50 160 3000 2 0.5 10800
MEMS 120 150 25 50 15 600

In Figure 6a, we can see the evolution of the test statistic thresholds for the different inertial qualities. In Figure 6b
the minimum detectable bias of both test statistics is shown and in Figure 6c the resulting protection level. We can
see that if the quality of the inertial unit is higher, the threshold of the residual-based test statistic (and therefore
the underline distribution) gets closer to the innovation-based case. This is due because, as the quality is better, the
prediction is better and therefore the residuals presents less linear dependency between them, making the test grow in
degrees of freedom. The minimum detectable bias, both for the innovation-based and residual-based approach is also
affected by the inertial quality. However, we observe complementary effects on each approach. A better sensor makes
the innovation-based test more sensitivity to faults because it reduces the covariance of the innovation sequence.
However, a better inertial sensor worsens the detectability in the residual-based test because it reduces the linear
dependency between residuals, though this effect is not as big as in the innovation one. Finally, the protection level
is also driven by the inertial quality, presenting a bigger value if the sensor has a lower quality.
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(a) Test thresholds (b) Minimum Detectable Bias

(c) Vertical Protection Level

Figure 6: Inertial Quality Sensitivity

6 DISCUSSIONS

In this work we have performed a comparison between a Kalman filter innovation-based and Kalman filter residual-
based fault detection and integrity monitoring. The work has focus first on understanding the nature of the residual-
based test statistics, which had not been used in the literature so far for GNSS/INS. We have shown the problematic
to use it for fault detection and integrity monitoring due to the lack of analytical expressions. We have limited the
study to single snapshot faults because it allows for a more intuitive analysis of the different integrity parameters
in the GNSS/INS integration. This assumption has been widely used for many years in civil aviation for en-route
operations, but it will be relaxed in the future to have a more realistic analysis. Also, the consideration of sequential
faults will be addressed in future work.
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