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Fragen

Viele Informationen stecken in den Metadaten

* Wo werden Daten gespeichert?
« Wie werden Daten verarbeitet?
« Wer hat Zugriff auf die Daten?

Metadaten des Datenverarbeitungsprozesses: Provenance

* Nachvollziehbarkeit und Reproduzierbarkeit
« Standardformat PROV des W3C fur Interoperabilitat

-
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Nachvollziehbarkeit von Prozessen

Provenance is

information about entities, activities, and people
involved in

producing a piece of data or thing,
which can be used to form

assessments about its quality, reliability or trustworthiness.

PROV W3C Working Group
https://www.w3.0rg/TR/prov-overview

" Semantic
Web

-
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Kern-Elemente von Provenance

Entities
* Physikalische Objekte, digitale Objekte, Konzepte oder sonstiges
* Dateien, Dokumente, Webseiten, Grafiken

Activities
» Erzeugen oder verarbeiten Entities
« Einzelne Aktionen, Operationen oder Prozesse

Agents

» Agents haben bestimmte Rollen in Bezug auf die Activities;
sie sind im gewissen Sinne fur Activities verantwortlich

* Menschen, Software oder Organisationen
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Provenance-Modellierung

wasDerivedFrom
wasAttributedTo
wasGenerated By
Agent used
wasAssociatedWith




DLR.de - Folie 6 > RDA-Deutschland-Treffen 2016 > Andreas Schreiber « Nachvollziehbarkeit mit Hinblick auf Privacy-Verletzungen > 29.11.2016

Speichern der Provenance-Informationen

Anwendung

Daten (Ergebnis)

Aufzeichnung der
Prozess-Dokumentation

Provenance

-
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Graphen

Provenance ist ein Directed Acyclic Graph (DAG)

DLR

@h

"prov:Person" %% xsd_1:#QName
enName Alastair Hughes
0X <mailto:abc@example.org>

wasAssociatedWith

dcterms:title 55d1e8f34b2f616fc8018e! ex:Case_Created

asGeneratedBy

wasAssociatedWith

. icterms:id 55d1f97e4b2f616fc801 887 . . .
ex:User  ctorme-title cace-306 ex:Investigation_Created
asGeneratedBy
provitype "prov:Person" %% xsd_1:#QNa . .
foaf:givenName jonny morley ex:Investigation
foaf:mbox <mailto:abc@example.org>

wasAssociatedWith

dcterms:created_on 2015-09-30T13:13:29.851Z
) ) dcterms:id 560bdff9e3beadbf624b1031
ex:Variant_Investigated dcterms:omim_intersected 0
dcterms:phenotypes parkinson
dcterms:title demo

wasGeneratedBy

dcterms:Exonic_Func exonic

dcterms:Gene EIF4G1

dcterms:MAF 1

dcterms:Start 184037533

dcterms:id 55d1f8a68e8865285b59f224
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Graph-Datenbanken

ex:Uferl pa—
Graph-Datenbank Neo4j / ™\

) prov:type "prov:Person” %% xsd_1:#QName
ex:Patients foaf:givenName Alastair Hughes
foaf:mbox <mailto:abc@example.org>

wasAssociatedWith

dcterms:title 55d1e8f34b2f616fc8018e6b

wasAssociatedWith

dcterms:id  55d1f97e4b2f616fc8018e87
dcterms:title case-396
asGeneratedBy
provitype "prov:Person" %% xsd_1:#QName . .
foaf:givenName jonny morley ex:Investigation
foaf:mbox <mailto:abc@example.org>

wasAssociatedWith sed
dcterms:created_on 2015-09-30T13:13:29.851Z
dcterms:id 560bdffe3beadbf624b1031
dcterms:omim_intersected 0
dcterms:phenotypes parkinson
A dcterms:title demo

WasGeneratedBy

dcterms:Exonic_Func exonic

dcterms:Gene EIF4G1
dcterms:MAF 1
dcterms:Start 184037533

ex:Variarit

o e MATCH (e:Entity)-[*]-(u:Agent) RETURN U™

DLR
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Blockchain-enabled Data Science

,ﬁjse}‘

prov:type prov:Person
foaf:givenNameAlastair Hughes
foaf:mbox <mailto:abc@example.org>

wasAssociatedWith

dcterms:title55364a31acbh02.

abZZOSSISeET

asGeneratedBy

wasAssociatedWith

dcterms:id 553a07ed6d8fbbd310b467b8
dcterms:titleCase Example 1

DLR

asGeneratedBy

ex:Investigation

Document A

Blockchain: Dezentrale und unveranderliche
,,Big Data”-Datenbank

Transaction A.3

Transaction A.4

Transaction B.1

Owner ex:Userl
Public Key

Owner ex:Userl

Owner ex:User
Public Key

Y Y

VY

Tx-ID: A.2 (31415926535¢...)

used wasAssociatedWith

provitype  prov:Person

foaf:givenNamelastair Hughes
foafmbox  <mailto:abc@example.org>

Public Key
YY
Tx-ID: A3

wasGeneratedBy wasAttributedTo
ex:Investigation

detorms:created_on  2015-04-24T09:08:55.793Z |
553082768bbd3106467bc

detorms:omim intersecteds

determs:phenotypes  Acidosis

determs:phenotypes  Lactic acidosis

dctorms:phenotypes  Renal tubular acidosis,

dctormaititlo Investigation 2
prov: prov:Person
foaf:givenNameAlastair Hughes

foafmbox  <mailto:abc@example.org>

Tx-ID: A.4

wasAssociatedWith Tsed

Hash

Y

Hash

Y

v rov:Person
foaf:givenNameRyan Kirby
foaf:mbox <mailto:abc@example.org>
Hash

Y

Owner ex:Userl
Signature

Owner ex:Userl
Signature

Owner ex:User
Signature

Owner ex:Userl
Private Key

Owner ex:Userl
Private Key

Owner ex:User
Private Key

Create Asset

Create Asset

Create Asset
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Anwendungskontext: Medizin und Gesundheitsdaten

Medizin- und Medizinische Studien Telemedizin und AAL
Gesundheits-Apps

i DLR
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Beispiel-Datenworkflow

Applications

<WLAN>

Devices

|
|
|
Withings :
|
|
|

Withings
Cloud API

weight scale

Withings <

<step ons Health Mate App <request>
I
: <share>
<display> ; -
<share> —p

<display>

Companion App |

I
|
|
|
<export> <notify>
|
|
|
I

I

<display>

<display>

/ |

Twitter

Smartphone: App

User CSV File
<impo'rt>

<display> I

<request>

Zenobase

Laptop: < |
Image [

|
I
|
|
|
I
|
|
|
[ Web App & API
|
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Provenance T auseronyameasoogemaiioom ] I —

prov:label Version 3.0.3-pg
provitype "SoftwareAgel

Date,Time,Weight,Waist,Hip,Device,Comment
"Jun 13, 2012",14:00,83.7,,,Withings,
"Jun 13, 2012",14:08,79.7,,,Withings,
"Jun 15, 2012",21:59,82.7,,,Withings,
"Jun 15, 2012",22:04,82.7,,,Withings,
"Jun 24, 2012",18:32,86.1,,,Withings,
"Jun 26, 2012",07:42,80.8,,,Withings,
"Jun 27, 2012",07:40,81.1,,,Withings, |y

"Jun 29, 2012",07:34,79.4,,,Withings, ~ _y -~ wasGeneratedBy
"Jun 30, 2012",22:12,81.7,,,Withings, |

"Jul 1, 2012",11:21,80.6,,,Withings, :export - userdata:WeightReport-3-2-21-31.34.44.csv brov:time 2016-03-02T20:31:34.867000+00:00
"Jul 7, 2012",17:04,80.7,,,Withings,

"Jul 10, 2012",07:46,81.8,,,Withings,
"Jul 11, 2012",07:32,78.6,,,Withings,
"Jul 12, 2012",07:26,79.4,,,Withings,

wasAssociatedWith

\ SETTINGS ~ OPTIONS

\ Fri,1/1/16 o Sun, 7/17/16
\ TODAY CURRENT W... LAST 7 DAYS
\ LAST 30 DA... CURRENT Y... ALL

prov:label de.medando.weightcompanion.data.model.Weight wasAttributedTo | java_method:createDocument

library:url

oramprsid tip;s.:l//pypl.python.org/pypllpandas/0.17.1 python_method: rea d_CSV

0.
# Application Import T

from pandas import DataFrame, Series, read_(
import matplotlib.pyplot as plt

wasGeneratedBy msDerivedFrom
prov.entity('library:pandas', {'library:ver{
prov.entity('library:matplotlib', {'library ’
# Import weights from CSV file , prov:itype gs:import @0
WC_FILE = 'WeightReport-3-2-21-31.34.44.csv|

entity_csvfile = prov.entity('userdata:%s' % ’
prov.wasAttributedTo(entity_csvfile, agent_uf ’
wc_data = read_csv(WC_FILE, parse_dates={'T]| ’

index_col='Timestamp') .

# Get just the weights |!br
weights = wc_data[['Weight']] libra
entity_weights = prov.entity('userdata:weiglh
prov.activity('python_method:read_csv')
prov.wasGeneratedBy (entity_weights, 'python |
strftime('%Y%m%dT%HEM%S%Z" , gmtime()))
prov.used('python_method:read_csv', entity_d
prov.wasDerivedFrom(entity_weights, entity_d
other_attributes={'prov:type': 'qgs:impof]
prov.used('python_method:read_csv', 'library

= weight

https://pypi.python.org/pypi/matplotlib/1.5.1
ersion 1.5.1

python_method:matplotlib_plot

&

&0
wasAsstwd\Mﬁ
, 78

provitype gs:visualize ]

# Plot the weights .
weights.plot(title = 'Weight', legend=False) prov:time 2016-03-02T19:40:22+00:0(

entity_plot_weights = prov.entity('graphic:y|

gs:graphic/weights

DLR
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Provenance for Humans

PROV Comics

gs:service/Fitbit

vasAtiributed®

userdata:activiti

proviabel Fitbit
proviype

as:user/Alice ‘

VasAtiributed®

gs:software/stepscompanion

proviabel steps
proviype activiesisteps

provrole syncing

provlabel StepsCompanion

vesAttributed>

wasAttributedTo

proviabel Alice Wonder

provtype “proviPerson" %% provQualifiedame

provtype
as:device smartphone

wasAssociatedWith wasAttributed}

provstar

provend
VasDerivedFrom

proviype gsirequest provtime

gs:bundle_request

provlabel Steps
provitype timeseries

proviype "pr

undle_request
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as:software/stepscompanion

userdata:steps

proviabel StepsCompanion
SoftwareAgent %% prov-Qualfiedame
as:device smartphone

used  wasAssociatedWith wasAssociatedWith

provtype “pr

provtye datatype2 provrole Viewgraph

provstartTime 2016-09-19T20:18:37+02:00

provendTime 2016-09-19720:18:37+02:00
sDerivedFrom TasGeneratedsy

graphic/Graphic > provtype gswisualize provtime 2016-09-19T20:18:37+02:00

proviabel Graphic
provtype finechart

gsbundle_vis

View graph

Alice

Alice

DLR
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Provenance for Humans

steps.

StepsCompanion Fitbit '
steps
‘ Syncing... I Complete!

A N

. (@D}
Alice l
StepsCompanion
steps
Alice
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