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Abstract— High compression ratio is crucial to cope with the large
amounts of data produced by telemetry sensors and the limited
transmission bandwidth typical of space applications. A new
generation of telemetry units is under development, based on
Commercial Off-The-Shelf (COTS) components that may be
subject to misbehaviors due to radiation-induced soft errors. The
purpose of this paper is to study the impact of soft errors on
different configurations of a discrete cosine transform (DCT)-
based compression algorithm. This work’s main contribution lies
in providing some design guidelines.
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L INTRODUCTION

In space applications (both for satellites and for launchers),
systems dedicated to the compression of data are mandatory,
since bandwidth and storage are limited. Although some studies
has been done [1], the research effort is required to develop
suitable and flexible compression algorithms, able to match all
the above constraints. Reliability is an important design
constraint for space applications. To face this issue, the
traditional approach was based on using space qualified
hardware. Commercial Off-The-Shelf components (COTS)
offer reduction in weight and energy consumption, and higher
computational power compared to rad-hard counterparts, while
poses challenges about radiation effects mitigation [2]. The
European Commission decided to fund the MaMMoTH-Up
project, whose main target is to develop a new generation of
telemetry systems for Ariane launchers, based on COTS
components. In this paper, the relationship between the different
parameters of the considered DCT-based algorithm and the
robustness has been investigated. The main contribution of this
paper lies in presenting some guidelines to be used by the system
architect. The results related to the lossless compression
algorithms analyzed in [3] are compared with the figures related
to the lossy algorithm analyzed in this paper. The paper is
organized in the following manner. An overview of the
considered compression algorithm is given in Section II. Section
III describes the Fault Injection environment. Section IV reports
the experimental results and the related considerations. The
comparison with the results of the previous work is presented in
this section. Section V draws some conclusions.
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II. BACKGROUND ON CONSIDERED DCT-BASED
COMPRESSION ALGORITHM

The proposed algorithm uses discrete cosine transforms in
combination with pre- and post-processing steps for lossy
compression of one-dimensional time series data. The discrete
cosine transform (DCT) is an orthogonal transform [4] is
applied to (pre-processed) fixed length blocks of data, first few
coefficients are then retained, which are large compared to
higher order ones. The length of the block of data to be
separately converted by one-dimensional DCT, Width, as a
parameter of the algorithm; two different values of Width: 8
elements per block and 16 elements per block, has been
considered. The one-dimensional DCT is used to achieve two-
dimensional DCT [5] on data block of dimension Width* Widlth.
Before the DCT is applied all the data is scaled by Pre-factor
(pf). The post-processing consists in a thin out of the DCT
coefficients, which are the result of compression, by means of a
threshold value Threshold and the limit to the retained
coefficients Coeff Num. Finally, the algorithm stores the
positions of discarded coefficients as a sparse bit string,
resulting in a negligible overhead.

III. THE EXPERIMENTAL SETUP

The overall experimental environment is composed of two sub-
environments: a run-time environment and a fault injection
environment.

A. The run-time environment

Since the OpenRISC architecture is intended for the final
deployment, the run-time environment is based on its
Instruction Set Simulator (ISS). It is in charge of executing the
DCT compression algorithm on representative set of values
coming from sensors. The software stack has been designed to
be executed in bare metal.

B. The fault injection environment

Since the effects of SEUs was under investigation, the fault
injection environment has been developed accordingly. Single
bit flips inside the processor’s general purpose registers were
considered [6]. Each fault to be injected is generated by
randomly choosing the target register, the bit of that register, and
the time the fault is injected. Faults are classified according to
the following categories:



e  Silent: the fault had no effect.
e Wrong output: the fault corrupts the output but does not
affect execution time.

e Detected: the fault triggers some hardware exception:
o Timeout error: execution time is affected.
o Bus error: invalid memory address access.
o Alignment error: misaligned memory address

access.

IV. EXPERIMENTAL RESULTS

The experiments have been performed on the OpenRISC ISS,
executing the DCT-based compression algorithm with different
parameter sets, as reported in Table I. One input data set has
been considered: pressure sensor, with 8 bits per sample. A
Montecarlo-based approach has been used to validate the
statistic meaningfulness of the data. A set of 100,000 faults has
been injected. In this paper, the compression ratio is defined as
the ratio between the size of original data and compressed data.

TABLE I. PARAMETER SETS DETAILS

Width Coeff Num Pre-factor Threshold
Par. set 01 8 56 0.125 0.5
Par. set 02 8 48 1.0 4.5
Par. set 03 8 16 2.0 1.0
Par. set 04 16 64 2.0 1.0

TABLE II. RESULTS FOR DIFFERENT PARAMETER SETS

Par. set 01 | Par.set02 | Par.set03 | Par. set 04
[%] [%] [%] [%]
Compression Ratio 391 690 750 9,569
Wrong Output 134 12.0 11.8 4.8
Silent 79.3 80.3 80.5 86.3
Detected 7.3 7.7 7.7 8.9

Table II allows the following observations:

e Considering the wrong output as a metric of
robustness, it is possible to observe that the robustness
increases as compression ratio increases.

e The detected percentage, it is almost insensitive to all
the parameters but Width, while still some relationship
with Pre-factor parameter exists. Indeed, Par. set 04,
with width 16, has the highest rate of detection. This
can be explained because the Width parameter defines
the size of data to be considered for a conversion. Thus,
it deeply affects the number of operations per data
sample performed.

The subcategories of Detected are shown in Table III. Since it
has been observed that Width is the most relevant parameter for
the detection mechanism activation, Par. set 01 and Par. set 02
has not been considered. From Table I1I, detection is triggered
mainly by both timeout error and bus error.

Table IV reports the results achieved for the considered DCT-
based lossy compression algorithm, with the results achieved for
the lossless LZW12 and RICE algorithms [3]. This table only
present figures related to Par. set 03 and Par. set 04, in order to
consider a parameter set for both values of Width. Experiments

from [3] have been repeated on the same data sets used in this
paper.
TABLE III. SUBCATEGORIES OF DETECTED GROUP

Par. set 03 | Par. set 04
[%] [%]
Timeout error 2.3 2.9
Bus error 4.7 5.2
Alignment error 0.7 0.8
TOTAL (Detected) 7.7 8.9

TABLE IV. RESULTS FOR LOSSY AND LOSSLESS

ALGORITHMS
Par.set 03 | Par.set04 | RICE | LZWI2
[%] [%] [%] [%]
Compression Ratio 750 9,569 | 2,552 1,225
Wrong Output 11.8 4.8 24.7 53
Silent 80.5 86.3 514 80.5
Detected 7.7 8.9 23.9 14.2

From the figures of the Table IV, the considered DCT-based
algorithm is qualitatively better than the lossless ones.

V. CONCLUSIONS

This paper investigates the relationship between the parameters
of a DCT-based algorithm and the robustness against SEU
faults. The work of this paper provides information to allow an
early the reliability analysis, for what it concerns SEUs. The
experimental results highlight some relationship between DCT-
based algorithm’s parameters and the effects of SEUs in general
purpose registers. Experimental results show that the robustness
increases as compression ratio increases. The future work will
target the validation of the considerations made in this work, by
means of RTL fault injection. It will also explore the possibility
of improving dependability of the algorithm.
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